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Firepower-chassis# scope security

Firepower-chassis /security # create keyring kr220
Firepower-chassis /security/keyring* # set nodul us npd1024
Firepower-chassis /security/keyring* # conmit-buffer
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Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220

Firepower-chassis /security/keyring # create certreq ip 192.168. 200. 123 subj ect - name sj c04
Certificate request password:

Confirm certificate request password:

Firepower-chassis /security/keyring* # conmit-buffer
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Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220

Firepower-chassis /security/keyring # create certreq

Firepower-chassis /security/keyring/certreq* # set "ip 192.168.200.123"
Firepower-chassis /security/keyring/certreq* # set subject-name "sjc04"
Firepower-chassis /security/keyring/certreq* # set country "US"
Firepower-chassis /security/keyring/certreq* # set dns "bgl-sant- 15A"
Firepower-chassis /security/keyring/certreq* # set emmil "test @i sco.cont
Firepower-chassis /security/keyring/certreq* # set locality "new york city"
Firepower-chassis /security/keyring/certreq* # set org-nane "Ci sco Systens"
Firepower-chassis /security/keyring/certreq* # set org-unit-name "Testing"
Firepower-chassis /security/keyring/certreq* # set state "new york"

#
#
#
#
#
#
#
Firepower-chassis /security/keyring/certreq* # commit-buffer
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Firepower-chassis /security/keyring/certreq # show certreq
Certificate request subject name: sjc04

Certificate request ip address: 192.168.200.123
Certificate request e-mail name: test@cisco.com
Certificate request country name: US

State, province or county (full name): New York

Locality name (eg, city): new york city

Organization name (eg, company): Cisco

Organization Unit name (eg, section): Testing

Request:

MIIBfTCB5wIBADARMQ8wDQYDVQQDEwWZzYW1jMDQwgZ8wDQYJIKoZIhvcNAQEBBQAD
gYOAMIGJA0OGBALpKn1t8qMZ04UGqILKFXQQc2c8b/vW2rnRF80PhKbhghLA1YZ1F
JqcYEG5YT11+vgohLBTd45s0GC8mM4RTLIWHo4SwccAUXQ5Zngf45YtX1Wsy TwUWv4
Ore/zgTk/WCd56RfOBVWR2Dtztu2pCGAl4sd761zLxt29K7R8mzj6CAUVAgMBAAGY
LTArBgkghkiG9w0BCQ4xHjAcMBoGALUdEQEB/wQQMA6CBNNhbWMWNICECSEi1XjAN
BgkghkiG9w0OBAQQFAAOBgQCsxNOqUHYGFoQw56RwQueLTNPnrndqUwuZHUOO3Teg
nhsyu4satpyiPqVV9viKZ+spvcbx5PWIcTWgHhH8BimOb/00KuG8kwfIGGSEDTAvV
TTYVUP+BZ90FiPbRIA7185+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXDOT1ZTLO9H
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Firepower-chassis# scope security

Firepower-chassis /security # create trustpoint tPoint10
Firepower-chassis /security/trustpoint®* # set certchain

Enter Tines one at a time. Enter ENDOFBUF to finish. Press AC to abort.
Trustpoint Certificate Chain:

> —---- BEGIN CERTIFICATE-----
MIIDMDCCApmgAwIBAgIBADANBgkghkiGO9wOBAQQFADBOMQswCQYDVQQGEwIVUZzEL
BXMMU2FuIEpvc2UsIENBMRUWEWYDVQQKEwxFeGFtcGxTIETuYy4xEzZARBgNVBAST
C1RTc3QgR3IvdXAXGTAXBgNVBAMTEHRTc3QuZXhhbXBsZS5jb20xHzAdBgkaghkiG
9wOBCQEWEHVZzZXJAZXhhbXBsZS57jb20wgZ8wDQYJKoZIhvcNAQEBBQADgYOAMIG]
AoGBAMZw4nTepNIDhVzb0j7Z2]e4xAG56zmSHRMQeOGHemdh66u2 /XAoLx7YCcYU
ZgAMivyCsKgh/6CjQtsofvtrmC/eAehuk3/SINv7wd6Vv2pBt6ZpXgD4VBNKOND
GMbkPayV1QjbG4MD2dx2+H8EH3LMtdZ rgkvPxPTE+bF5wZVNAGMBAAGgITAjBgkq
hkiG9w0OBCQcxFhMUQSBjaGFsbGVuZ2UgcGFzc3dvemQwDQYJKoZIhvcNAQEFBQAD
gYEAG61CaJoJaVMhzC190306Mg51zq1lzXcz75+VFj2I6rH9asckCld3mkOvx5gIu
Ptt5CVQpNgNLdvbDPSsXretysOhqHmp9+CLVv8FDuy1CDYfualLtviWvfhevskV0j6
jtcEMyZ+f7+3yh4211do3n04MIGeBgNVHSMEGZYwgZOAFLTNjtcEMyZ+f7+3yh42
1ido3n040X1ikdjBOMQswCQYDVQQGEwIVUzELMAKGATUECBMCQOEXFDASBgNVBACT
CINhbnRhIENsYXJhMRswGQYDVQQKExJOdW92YSBTeXNOZW1zIETuYy4xFDASBgNV
BAsSTCOVuUZ21uZWVyaW5nMQ8wDQYDVQQDEwZ0ZXNOQOGCAQAWDAYDVROTBAUWAWEB
/zANBgkghkiG9wOBAQQFAAOBgQAhWaRwXNR6B4g6L snr+fptHv+WVhB5fKqGQgXc
wR4pYi04z42/79Ijenh75tCKMhW51az8copPlEBmOcyuhf5C6vasrennlddkkYt4
PROvxGc40whuiozBoTlesmsmjBbedUCwQgdFDWhDIZJIwK5+N3x/kfa2EHU6idlavt
4YL5]g==

————— END CERTIFICATE-----

> ENDOFBUF

Firepower-chassis /security/trustpoint®* # conmit-buffer
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Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220
Firepower-chassis /security/keyring # set trustpoint tPointl0
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Firepower-chassis /security/keyring* # set cert
Enter Tines one at a time. Enter ENDOFBUF to finish. Press AC to abort.
Keyring certificate:

>
>
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>
>

>
>

----- BEQ N CERTI FI CATE- - - - -

M | B/ zCCAWCAQAWY Zk x Cz AJBgNVBAYTAI VTMEWCQYDVQQ Ewd DQTEVMVBMGALUE
Bx MMU2Ful Epvc2Us| ENBVMRUWEWYDVQQRKEWX FeGFt cGxI | El uYy4xEz ARBgNVBAS T
C R ¢3QR3JIvdXAxGTAXBgNVBAMIEHRI ¢3QuZXhhbXBsZS5j b20xHz AdBgkghki G
9WOBCQEWEHVZ ZXJ AZXhhbXBs ZS5) b20wgZ8wDQYJKoZIl hvc NAQEBBQADY YOAM GJ
AoGBAMZWANTepNl DhVzb0j 7Z22Je4x AG6z mSHRMe OGHendh66u2/ XAoLx7YCc YU
ZgAM vyCsKgb/ 6C Qt sof vt r nlT/ eAehuK3/ SI Nv7wd6W2pBt 6ZpXgD4VBNKONDI
GWkPayVl QG bGAMD2dx2+HBEH3LM dZr gKvPxPTE+bF5wZVNAgVBAAGYJ TA] Bgkq
hki GWOBCQcx FhMUQSBj aGFsbGVuz2Ugc G-z c3dv e mabDQYJKoZl hvec NAQEFBQAD
gYEAGG1CaJoJaVWvnzd 90306My51zgl1zXcz75+VFj 21 6r HlasckC d3mkOvx5gJU
Pt t 5CVQpNgNLdvbDPSs Xr et ysChqHnp9+CLv8FDuy 1CDYf ualLt vl W/ hevskV0j 6
nK3Ku+Yi ORnv6Dhxr Cogau8r/ hyl / L43l 71 PNI1HhG 3oha4=

----- END CERTI FI CATE- - - - -

ENDOFBUF

Firepower-chassis /security/keyring* # conmit-buffer
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Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # enable https

Firepower-chassis /system/services* # set https port 443

Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # set https keyring kring7984
Firepower-chassis /system/services* # set https ci pher-suite-nmode high
Firepower-chassis /system/services* # commit-buffer
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Firepower-chassis /system/services #
show https
Name: https Admin State: Enabled Port: 443 Operational port: 443 Key Ring: kring7984

Cipher suite mode: Medium Strength Cipher suite: ALL:!ADH:!EXPORT40:!EXPORT56:!LOW: !RC4:!MD5: ! IDEA:+HI

« show keyring <keyring_name> detail : H Ok, 41 VR—RNEhEMBEEORNBHN RRE
n, AAENEHDESH NI RENET,

<#root>
fp4120 /security #
scope security
fp4120 /security #
show keyring kring7984
detail
Keyring
kring7984

: RSA key modulus: Mod2048 Trustpoint CA: tPoint 10

Certificate status: Valid

Certificate: Data: Version: 3 (0x2) Serial Number: 45:00:00:00:0a:de:86:55:16:82:24:f3:be:00:00:00:00:

Zeroized: No
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