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s AVARN=INYT—2(sPAFITILT Y 70— RERTWBTFTPH—/\
ZOBAX—SUOFIEE, F7TSATYATHR—NERTVET,

o Cisco Secure Firewall Threat Defense 10003 1) — X
e Cisco Secure Firewall Threat Defense 21003 1) — X

o Cisco Secure Firewall Threat Defense 31003 1) — X

LU BRI
o HBAX—IHOFEICE>T, BUEIOREN TXNTHEENE T, RELZEXTTRICE, COFIEZRBITBEICN
YOTYTHERLET,
o CZOFER, FIDYV7RIITEETLTVBRTI7ATIA=IIZOKBRAEIhET,
o EFIINZCOFIEEEBRMN HRD_EEZMBELET,

=n
AX

279 TNV TTIATVAET =X Y MLET,
. P7SAFT2AOAY—=)LR—NZERL, OAVV—-ILERZERLET,
Il.FXOSY ¥ —>oCLICcOJ 4> LET,
1. connect local-mgmt& AL LT, BEIODY—ILICBEHLET,
1LY > Rformat everythingZ AL T, P7SA TV ALDIXRTDOREE T — M A= RHIBRLE T,

N.FEZERTDLEDICyesE ABLET

firepower-2110# connect local-mgmt admin
firepower-2110(Tocal-mgmt)# format everything

A1l configuration and bootable images will be Tost.
Do you sti1ll want to format? (yes/no):yes

275y 72 EscF¥F—#HL T/ —NTOEAEFHHL., ROMMONE—RIZAV ET,



CI15Co SySTeEm ROMMON, VErsi o .12, RELEASE SOFTWARE
copyright (c) 1988=200% by C Sy E 5, 1IN,
comptled Mon OESLT 23:23.36 by bui

Current i1mage runfning: Bodt ROMI

Last reset cause: ResetRequest (OxOO0010007
DIMN_1/1 Present

DIMM_2/1 @ AbZent

PlatTorm FPR-Z110 with 16384 MByLes of main memory
BIOS has been successfully locked !!

MaC Address: 18:589:F5:d9;:60a:00

Use EREAK or ESC T TnteErrupt DoOt.

Use SPACE to begin boot immediately.
EGOT TRTerrupted.

rommEan 1 -
2797 3:XYRND—DEVE—RNODARNL—INIXA—RIIHREZANDL, TFIPAVO—ROERFELET,
IANTRRBENHDNFA—ZEROEHVTT,
A. ADDRESS=ip_address
B.&Y RYAU=%Y NIXAY
C.%*— N I A =gateway ip
D. SERVER=remote_storage server

E. IMAGE=path_to_the file

Use BREAK or ESC to 1interrupt boot.
Use SPACE to begin boot immediately.
Boot interrupted.

> ADDRESS=10.122.18/.166
NETMASK=255.,255, 255, 22
GATEWAY=10.122.187.161
SERVER=10.207.204.10
IMAGE=cisco-ftd-fp2k.7.2.4-165.SPA

/i\ EE: ROMMONTE— RIETFTPZ’ ORI ZHR—KL, USB, FTP, SCP, 8 &K USFTPRE#MH 7 — N7 Y 77O ATIE
HR—KREhEHA,

Fommaon
rommon
rommon

rommon
rommon

rommon

1
2
3
4 :
g
B



27y 7T 4.0t ABLT, BELEREEZEHRBLED,

rommon © > set
ADDRESS=10.122.18/7.166
NETMASK=255.255.255, 22¢
GATEWAY=10.122. lE! 161

SERVER=10.207.204.10
IMAGE=cisco-ftd-fp2k.7.2.4-165.SPA
CONFIG=
PS1="rommon ! >

L

% o RHEAEBBRAELVIEZHABL, IS—HFRELEGEER, NDX—SZF/ELTEBEANLET,

27v75: syncEABL, RYKRNT—=VEVE—RNAML—COREZBEALET,

rommon / > sSyncC
rommon 8§ >

FlE6:thtp-b NV REFAL T, BH7OLAZRKBLET,

romman & > tftp -b
Enable boot bundle: tftp_regsize = 268435456

ftd-fp2k.7.2.4-165.5PA
L j:59: S :d9:6a:00
: Frﬂﬁrﬁﬂﬁ

YMODE: Auto Detect

Receiving cisco-frd-fp2k.7.2.4-165.5PA from 10.207.204. 200000000 ninnppnipnppnnnpnnnpninl

% E:T7—MMA=20FdUVO-RFIERCTDIZE, IO REZBIVI2EBROBEFONFRRTENET, TH
BADBER. BEABUTHR L EZRAL. TNAANVE—IRBEEHY—N—CHETERINESHERIALET

FE7: >ATLFBELES, F7AILRNOILFUY v)l(adminAdmini23) AL TF NS RICOTA 2L, PTZ534T>



ADNAT—REZZEELET,

firepower-2110 login: admin
Password: . J
successful login attempts for user 'admin’

EnN tEI_‘ new pas sword:
Confirm new password:
Your password was updated successfully.

% EFCOIZ—RAHBEY RPYTHRICRRENDHZENHYETH, BOFIETHBEITZHRSIC, BRANKY 7RI
TEAVARN=ILLEBRTOVTENET,
Jun 14 21:37:17 fi repower-2110 FPRM: <<%FPRM-2-DEFAULT_INFRA_VERSION_MISSING>> [F1309][critical][default-i

nfra-version-missing] [org-root/fw-infra-pack-default] Bundle version in firmware package is empty, need to
re-install

2797 8 BEEBAVE—TIMLADIPERELET,
1.~ > Rscopefabric-interconnect aZ AL T, 777Uy YRO-TICBEBLET,

1.0 > Rset out-of-band staticip ip netmask netmask gw gateway Z £ L CERBIPREZREL X T

~=2110# scope f-:_l.hric—interccnnect a .
10 /fabric-interconnect # set out-of-band static ip 10.122.187.168 netmask 255.255.255.224 gw
61

warning n committed, this change may disconnect the current CLI session.
Use commit-buffer command to commit the changes.
firepower-2110 /fabric-interconnect* # commit-buffer

27 v 7 9:Threat Defensef V> ARN—=INY T—2 #5402 O0—-RLET,
I.OX > RscopefirmwareZ AL T, 77 —AVITFARAOA-TICBBHLET,
HAVARN=INYT—2FADO—-RLET,
A.USBEFEAL TW3154EE, download image usbA:package name N> REFHTEET,

BHR—REhTWBUE—REBEEY—/N—Z2FAL TVWSEAE. download image
tftp/ftp/scp/sftp://path_to_your package N> RZEFERATEE T,

firepower-2110# scope firmware

firepower-2110 /firmware # download image tftp://10.207.204.10/cisco-ftd-fp2k.7.2.4-165.5PA
firepower-2110 /firmware # [

% FUVE-—REEBAY-—N-2€ATRHEE, FICRIRSC, IV ROBXIENNAZHAITIXENGVET

[

2 7 v 710:show download-task AN > RZFAHL T, AV O— ROEBRAZERELE T,



firepower-2110 /firmware # show download-task

Download task:
File Name Protocol Server

cisco-ftd-fp2k.7.2.4-165.5PA
Tftp 10.207.204.10 Down loaded

QQ AU O—ROREN DownloadedICBEL =5, XROFIBICESZENTEET,

27 v 7 11show package X > REFEAL T, NV T =T 7—ATIFTIANITITILEELTVWR ZEEZBELET,

firepower-2110 /firmware # show package
Package-vers

% iE:Threat DefenseV 7 R VI 7 DA VAR —VICERTZNY 7T—IN—=23 202 JE—-LET,

27y T NREFBFFVIRNIITEAVARN=ILT, BAX—2HEETLET,
.Y > Rscopeauto-install AL TA VA RN—=)LAO-T BB L E T,
11.JYX > Ringtall security-pack version versionforce2 R L T. BEENE Y I L9z 704 > 2 —LEHETLET,

NOY=LI220BB7O T MFRRENDDT, yesE ADLTHAZRBLET,

firepower-2110 /firmware # scope auto-install
firepower-2110 /firmware/auto-install # install security-pack version 7

Invalid software pack
Please contact technical support for help g5

The system 1s currently installed with security software package not set, which has:
- The platform version: not set

IT you proceed with the upgrade 7.2.4-165, it will do the following:
- upgrade to the new platform version 2.12.0.499
- install with CsP ftd version 7.2.4.165

During the upgrade, the system will be reboot

Do you want to proceed 7 (yes/no):yes

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup

Do you want to proceed? (yes/no):yes

Triggered the install of software package version 7.2.4-165
Install started. This will take several minutes.
For monitoring the upgrade progress, please enter 'show’ or 'show detail’ command.

ﬁﬁaE%:E(x—9M7DtZEE%kT%ﬁ##U¥?O4>Xh—n¢ﬁ77477#—%#U7—h?%®?&§b
TLEZ W,



AL

show detail AX > RZEEAL T, 7Y 7IL—R7OELAZ®ELET,

firepower-2110 /firmware/auto-install # show detail

Firmware Auto-Install:
Package-vers: 7.2.4-165
Oper State: Scheduled
Installation Time: 2023-06-14T22:07:28.777
Upgrade State: Validating Images

Upgrade Status: validating the software package

validation Software Pack Status:

Firmware Upgrade Status: Ok

Firmware Upgrade Message:

Current Task: validating the application pack(FSM-STAGE:sam:dme:FirmwareSyst
emDeploy:validateApplicationPack)
firepower-2110 /firmware/auto-install # Jj
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