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[Security Services] > [Cisco IronPort Email Encryption] T#ERK & 11 7238 XE @ [Encryption Profile] ( T
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1. ESATCisco IronPort Email EncryptionZ B%lC 9%

FE:OFARIEBOESAN H25HEE. ATYTHOFIRZ1BETRITIDLEN HY)
FT. chiF, ChoDRENBERVZFAZLARILTEEEIZLEHTT, IF7AZEL
TENTVEBVERONS O HBHE,. EFLEENIUVLARILTINSOREZEEL TV
BRI, BESATATYTHIZRTIDBEN BT,

1. ESA UIN' 5. [Security Services] > [Cisco IronPort Email Encryption]ic BEIL £7
2. Cisco IronPort Email EncryptionZ2 B%1IC T2 (ICE, COFIVIRYIREZFAICLET,
3. I RIS 4t ATHEEULA), Cisco IronPort Email Encryption 1 2> A&



ICEAELET,
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Z DB T, [Email Encryption Global Settings] ¥ XD XS IZEREESNTWVWBEF T TT, L,

T7A77ANLNEEEVARENTVEREA,

N

Cisco IronPort Email Encryption Settings

Success — Settings have been saved.

Email Encryption Global Settings
Cisco IronPort Email Encryption: Enabled
Maximum message size to Encrypt:  10M

Email address of the encryption account = joe.admin@mycompany.com
administrator:

Proxy Server (optional): Mot Configured

Edit Settings... |

Email Encryption Profiles
Add Encryption Profile... |

No Encryption Profiles Configured.

PXE Engine Updates

Type Last Update Current Version
PXE Engine Never updated 7.2.0-007
Domain Mappings File Never updated 1.0.0
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1. ESA UIA' 5. [Security Services] > [Cisco IronPort Email Encryption]ic BEIL £9

2. [Add Encryption Profile..]2 2 V)Y O L&ET, "
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Encryption Profile Settings

Profile Name: ICREg_H[GH
Key Server Settings
Key Service Type:  Cisco Registered Envelope Service 2]
Proxy: A proxy server Is nat currently configured.

Cisco Registered Envelope Service URL: | [https://res.cisco.com

b Advanced Advanced key server settings
Envelope Settings
Example Envelope &5

Envelope Message Security: @ High Security
Recipient must enter a passphrase to open the encrypted even if credentials are cached ("Remember Me" selected).

Medium Security
No passphrase entry required if recipient credentials are cached (“Remember Me® selected).

Mo Passphrase Required
The recipient does not need a passphrase to open the encrypted message.

Logo Link: | @  No link
Custom link URL:

By defining a URL, the logo in the upper left corner of the recipient envelope will become
a link {example: http:/fwww.mycompany.com/).

Read Receipts: Enable Read Receipts

b Advanced Advanced envelope settings

Example Message =

End-User Controls: Enable Secure Reply All
Enable Secure Message Forwarding

Notification Settings
Localized Envelopes: Use Localized Envelope
Encrypted Message HTML Notification: = System Generated

Preview Message
(see Mail Policies = Text Resources > Encryplion Notification Template - HTML)

Encrypted Message Text Notification: System Generated
Preview Message
(see Mail Policies = Text Resources > Encryption Notification Template - Text)

Encryption Failure Notification: Message Subject: I[ENCR‘I‘P’I‘ION FAILURE]

Message Body: Systemn Generated
Preview Message &

(see Mail Policies > Text Resources > DSN Bounce and Encryption Failure Notification Template)

File name of the envelope attached to the encryption |5gcurggoc_$(date}Ts{time},html
notification:

RIC, FIE2 ~ 5%#VIEL T TCRES_MED, & "CRES_LOW, &KL ET. 7077 A
LAOIVARO—=7AY =S £F1UTFAOATYIVREVEBETHIEFTT,

. CRES_HIGH7'O7 7 A JLT. [High Security]# 7> 3> RAVEERLET,

. CRES_MEDZ'A7 7 4 )L T, [Medium Security]# 7> 3> RA ZBIRLET,

. CRES_LOWZ'O7 7 4 JLT. [No Password Required]# 7> 3 R ZBIRLET
(BRI MR & B %0 9 % (Enable Read Receipts)]. [£E8I(ZZ£(ZiR{E 9 % (Enable Secure Reply
Al)l, BRU[X Y £—2 8k % B RIC 3 % (Enable Secure Message Forwarding)]lC &+ 7> a3~
FHYVET, [TORO—THRE|THEFMKRE|) 020V vUTRE, 3IDORKBEFLLTILI
DALDODVWTFIAZBIRTEET, £, IoRO—NMavalgFStT7 7L Yy N L TEEEh
BDEIOICEETDELEETEEXT,

IVARO-7REOEMIIC, "XV E—=28l ONAN—FTFANIDVINFRRENET, T
VOFBRE, ZEENHTMLOF 7 7 AN ZRVERICEFX—ILNICRRENDI XY E—T0
REIARO-—TOHANRRENET,

[Read Receipts]id, ZEENEF 17XV E—2 (ZEBNF/NWHRF—E2TINATLTXY E—
TEREFILECEEEKRTD ) 2l L, BELENEXYE—DDFEEZENCRESHSE
A=) 2ZETDEZEHRLET,

[Message Settings]® HBIIZ, TExample Messages NAN—FF ANV IHFRRENET,
)V OTRE, BHULEXYE—ORBHFIRTENET, TORO—TICHXELZBEHREAD
L, BS{tehizXyvEe—2ZzRET5E, ZREELCKRTENET,



RPEFIZE VIV VL TEEZRETILSICLTLSEZL,

T—7IIAOCTIC TTOEDaZ T REUNKRRENET, [Provision]RR &, [Commit
changes]| 2T T2 ETRRENELA,

Cisco IronPort Email Encryption Settings
Success — A Cisco Registered Envelope Service profile "CRES_LOW" was saved.

1. Commit this configuration change before continuing.
2. Return to provision the hosted service.

Email Encryption Global Settings

Cisco IronPort Email Encryption: Enabled
Maximum message size to Encrypt:  10M

Email address of the encryption account | joe.admin@mycompany.com
administrator:

Proxy Server (optional): Not Configured

Edit Settings... |

Email Encryption Profiles

Add Encryption Profile... ]

Profile Key Service Provision Status Delete
CRES_HIGH Cisco Registered Envelope Service Not Provisioned &
CRES_LOW Cisco Registered Envelope Service Not Provisioned @
CRES_MED Cisco Registered Envelope Service Not Provisioned |7

PXE Engine Updates

Type Last Update Current Version
PXE Engine Never updated 7.2.0-007
Domain Mappings File Never updated 1.0.0

Update Now

[Z’OE> 3> Y (Provision)| RAEBEIVYILET, Chik,. SHOREST AT ME
BENn, PTSATVADSINNITHIY MCBIMENEZBICOKMELET, RESTHIU N
HFESAICU > OENTVARES, 7O aZ I 70 AREBHRRICETENET., 5
THRWVWEEE., TOTOCAEZRIICETITRIHENHYVET,

O3> N xET$5E, [Cisco IronPort Email Encryption|R—Z IC 7’ O 3a Z J3%
HOTOATF7AINFRRENET,

4.7 — XM KB L (DLP) D HRHL

1. ESA UIN 5., [Security Services] > [Data Loss Prevention]ic EEIL £ 7.
2.DLPZEMECTA R, (B.120UYILET,

3. EULA, Data Loss Prevention License Agreementi_E&E L £ 9,

4. [Enable matched content logging]F T Y V7 RY VRAZFAICLET,

5. [HBEHREAMCIB]|FIVIRYIREAICLET,

6. [Submit] Z0 )Y O LET,



Data Loss Prevention Settings

Data Loss Prevention: Enabled
Matched Content Logging: = Enabled
Automatic Updates: | Enabled

Edit Settings...

Current DLP Files

File Type Last Update Current Version New Update
DLP Engine Never Updated 1.0.16.a0015fd No updates available.
No updates in progress. | |

DLPIOVHIVTITZA T ALOEHNERE ML TUOYRESETFOEHG, O+
FLVFTAH—EAOERERFMILTVET, 3 ~ 55 EOEHN K Talos>J ZF ¥ DEHIF
£V, DLPRU —EHEBOEHRBIEFEFAE A, TYTTF—RNE., CCTHEVCTIHEN
HWFERT,

[Matched Content Logging] " BMIC& > TVWBIFE, XV E—JEHRFEROEREZ S EEF
X=)LODABERRTEEXRT, DIPEROEREB > EEFX—INAVTUOVERITAY =D
RZYFOTDBIZRIZRLET, chllkl), EBER, BEODLPRU—ZNJUAH—L
T—REERICIBETEERT,

‘ Summary DLP Matched Content

HESSACE ID "18 X" MATCHED DLP POUICY. Custom_polioy
Violation Severity: | MEDIUM [Risk Factor: S0)
attachrment.uis: | Credit Cards

w Chrobyn Anderscn 4886, Lynn Avenwes Eao Claee WT 54701 US 715-491-2808
MagterCard SIITTETEISSAL T4 538 472008

& dpert Beamer 1141, Johnny Lane Mlbwaulkcse W1 53202 US 414-283-183%
MagterCord SIE0TP0SMIZE5E34T 849 472010

# Jordan Lape X551, Browning Lane Madeson ‘W1 53703 US 608-227-8939
MpdterCard SERE023042000742 513 1272000

& Barbars Soott 1678, Abner Road Edgar W1 54426 US 715-352-9535 MastenCard
R 1 NRGSAATARAT 110 A

F—2ERpILIER
5.75—3BEMUEXYE—DF 033> OER
DLPREE D ERR

DLPRUY—ICERTEAYE—0IE—2REFLEVGEE, RU—EBRORATZEIC
BRIODRIS — B ZEERTEET, chlk, DLPRUS—ICIEERTBDTIRNNTRXY —
DHAOTICRERBRENTEEEI DN, XvE—2IER/WLTTIaUNFERTEAED NEBR,
POVZERITT2EHEICHEICERTT,

1. SMAT, [Email] > [Message Quarantine] > [Policy, Virus, and Outbreak Quarantines]\c B &
LET

2. BRI B HIC. QuarantinesT—7ILERODESICHEYET,



Policy, Virus and Outbreak Quarantines

Add Policy Quarantine... || Search Across Quarantines |

Quarantine Name Type Messages = Default Action Last Message Quarantined On Size | Delete
File Analysis Advanced Malware Protection 0 | Retain 1 hour then Release N/A 0
f;;::;a:bv Rule Summary] | Outbreak 0 ":i:;’r‘]t"’é‘e:‘;";s 23 Jul 2020 14:43 (GMT +00:00) | 0
Policy Policy 0  Retain 10 days then Delete N/A 1] i
Unclassified Unclassified 0 Retain 30 days then Release N/A 0
Virus Antivirus 0 Retain 30 days then Delete N/A 0

Available space for Policy, Virus, Antimalware & Outbreak quarantines is 10G.

RIVS—DAINABRETINT LA Vs
3. [Add Policy Quarantine]’ RZ>&2 o) Y UL, DLPRRUS —THERATIREZEKRLET,
RIZ, FEEODLPERICHTI2BREOHERLET. BEEOET X2 MENTRET, BHO
DLPIL—ILICH L TRHEBBBEN BV ET,

Add Quarantine

Quarantine Name: IDLP Quarantine Violations

Retention Period: | |14 Days W

Default Action: | @) pejate

O Release
. Free up space by applying default action on messages upon space overflow
Additional options to apply on Release action (when used for freeing up space)
Modify Subject
Add X-Header
Strnip Attachments

Local Users: | Mo users selected

Externally Authenticated Users: | Mo users selected

Custom User Roles: | No roles selected

{ Cancel [ Submit |
DLP#:% 0 4

DLPXYt—F 03> ic2\T

DLPXY =T 023k, REEFAXA—I/ITDLPERZREL L& EICESANERITTSRT Y
JAVEFHALET, 7ZANUDLPT 232 EEAVAUDLPF O AV EEETEET,
BREATRPERECEICRBDITIIAVEE)HTARENTELRT,

EBETFToOa

- Rt

- [Drop]

- Quarantine
DLPIEERNRBRENTHREENZ N, XV tE—IN LRI LEES{EEh TV EVEGAEY)
ERRETIE., Deliver7 V> a A REBEICEHENET,

2BEEDT U3V RBROEBYTT,
AEBONAZLREREGE TR — RECIE—ZZEEFELTVET,

XYV E—DEBEBIULET, T7SAT 2 ARX Y E—2EAXOAZBESLET, XVt
—INYV A —FESItEhEL A,



HFEAVE—FEZBELTVET,
REBETFANMNHIMLZEX Y = (CEBMLE T,

AV E—DERBEEX—INFRANIEET S,

XY tE—U@OBCCOE—%ZEELTVET,
CEEEFEERTOMOERELICDLPERBEAZEXEELTVET,

ChSOTIaVRIMECHENTES Y ERA. I—HTI—TZEICEBINEBZ—XIC
WUT, WO2ADT I3 =2RBBDLPRUS—NTHAEDEBRENTEEXT,

XODLPF7 0> 3> aEELET

ROTO a3k, BENESATTS A ABRUEBREE N, 5IOEI I TI2EELDIC
By B BOEFIVUT AR OOTA7 7TAIINNERE N TWVWRD L ZRIIRBELTVWET,

. CRES_HIGH
. CRES_MED
. CRES_LOW
DLPXY—IF 02 3> OER

1. [Mail Policies] > [DLP Message Customizations]i_BE L ¥ 7
2. [Add Message Action] RX>Z01)Yy oL, RODLPF7 V> 3>z EBMLET, XvE—
TO2AVOEFRICHKXTIEEZIIY NLTLSEZY

Add Message Action

Name: | |EncryptMedium and Deliver

Description:

Message Action: | [Deliver |

Enable Encryption

Encrypticn Rule: | Always use message encryption. v |
(See TLS settings at Mail Policies > Destination Controls)

Encryption Profile: ||:RE5_MED ~ |

Encrypted Message Subject: I

Send a copy of message to | DLP Quarantine Violations (centralized) v quarantine.

» Advanced | o

his section contains settings for Message modifications, message delivery and DLP notifications.
[ Cancel
~w ~
XYy t—=IF0>3>
i~y
6.7 —RBAPILERU S —DER

DLPARUS —ICRIRDEDHNEENET,

CREAVE-JICEBRT-ANFEENTVIDLESIHZRETSD —EOZRNK
XYV E—TDEEORSBTF—ENEENTVRERICRITENDZT I3,

1. [ A=K —=]>[DLPRUS—XFZF—=Y]ICEBELFT,
2. [Add DLP Policy]# 2 v 2L £ 7
3. "AVT AT VAL OLBARNSZAT TN EREERT,



Add DLP Policy from Templates

Display Settings: Expand All Categories | Display Policy Descriptions

= Regulatory Compliance
Add Canada PIPEDA (Personal Information Protection and Electronic Documents Act)
Add . PCI-DSS (Payment Card Industry Data Security Standard)
Add - US FERPA (Family Educational Rights and Privacy Act) Customization recommended.
Add l US GLBA {(Gramm Leach Bliley Act) Customization recommended.
Add . US HIPAA and HITECH Customization recommended.
Add l US HIPAA and HITECH {Low Threshold) Customization recommended.
Add . US SOX (Sarbanes Oxley)

b US State Regulatory Compliance

b Acceptable Use

b Privacy Protection
b Intellectual Property Protection
b Company Confidential

b Customn Policy

DLPARUS—F 27 L—h

4. PCIR) > —ni5E k. PCI-DSSOERICHBD[AAA|RE>ZIIY ILET,

Policy: PCI-DSS (Payment Card Industry Data Security Standard)

DLP Policy Name: | [pCI-DSS (Payment Card Industry Data Security Standard)

Description: | |identifies information protected by the Payment Card Industry Data Security

Standard (PCI-DSS).

&

Editable by (Roles): | Cloud DLP Admin, Cloud Operator

Policy Matching Details: | This policy identifies cardholder data, including but not fimited to Primary Account Number (PAN),
expiration dates, and magnetic stripe data.

b Filter Senders and Recipients: | Restrict this DLP policy by specific recipients and senders.

b Filter Attachments: | Restrict this DLP policy to detect specific attachment types.

B Filter Message Tags: | Restrict this DLP policy to detect message tags.

Severity Settings

Critical Severity Incident: | | Encrypt Medium and Deliver v |

High Severity Incident: | | Inherit Action from Critical Severity Incident v |

Medium Severity Incident: | | Inherit Action from High Severity Incident w |

Low Severity Incident: | [Inherit Action from Medium Severity Incident w |

Severit ale:
cverty Scale IGNORE LOW MEDIUM HIGH CRITICAL

0-14 15-52 53-72 73 - 87 88 - 100 Edit Scale...

Cancel
PCI-DSS®ODLPJL—I)L @ fi

5. [Critical Severity Incident] T, BA&T(ZE%E L #=[Encrypt Medium and Deliver]7 2 3 > %3&1R
LET. BEAEOEBEVA DT URNGERETEERITN, CCTREXREVEVAS VT NEik
AREBTLLEEV, BEEZEEL. BELET,

7.DLPRUS —DOREBFXA—IRVS—DEA

1. ROEBYICBEL £9, [Mail Policies] > [Outgoing Mail Policies]

2. 77 ARV —ODLPOO NOA=ILEILED VYO LET, FEARICE>TOEAEL
BAlk., "Disableds ERXRRENET,

3. Z7IA D> RAR> %&[Disable DLP]A S[Enable DLPJICZEE §5 &, #ER L =DLPR) < —H"



FT<IERTENET,
4. [Enable AlIF T Y URY OVREIIUYOILET, [Submit]zo )y UL, ZE%Z[Commit]L
£,

i AR

BT, BRI NEEF XN ZEBITBLEHICCiscoEX—=)VEF1VFATTZ4T>
AESA)Z BT O ICHERZFIEZRLTVWET,

. Cisco IronPort Email Encryption® & %11t
.ESAB LV B ERESICERLET
EBES7O7 714 OERK
.DLPO B %1t
DLPXY =T 02 a2 OERK
.DLPRU > — DK
7.DLPARU S —DOREEFA—IRI—ADEH
FHMCOVTR, ZEADGESAY 7RI IT YU —RICKIST S FTESA User Guides 228 L T
<EELV, I—HHARE., ROUVINSAFTEERT,

o bk WN -

http://www.cisco.com/c/en/us/support/security/email-security-appliance/products-user-quide-
list.html
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