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IMS Global Settings

Ironport Intelligent Multi-Scan: | Enabled
Regional Scanning: | Off

Edit IMS Settings

- R<HB/O-NINBEBEZEL, JO-NIBEBEEZ "Edita 27Uy 2 LTFZW
- BHOBREZITOIENTEERT, ERBERTRORSICAX—TJTRENTVET:

Message Scanning Thresholds: = Increasing these values may result in decreased performance. Flease consult documentation for size recommendations
based on your enviranment.

Always scan messages smaller than |2M Maximum
Add a trailing K or M [o indicate units. Recommended setting is 1024k 1MB) or less.

Meaver scan messages larger than I]H Maxirmum
Add a trailing K or M to ingicate units, Recommended selting is 2048K72MB) or less

Timeout for Scanning Single Message: IﬁD Sacands
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Message Scanning Thresholds: | Increasing thess values may result in decreased performance, Flease consult documentation for size recommandations
based on your environmentk,

Always scan messages amaller than EM Maxirmum

y trailing K or M to indicate units. Recommended setting is 1024K(1MB) ar less

Hever scan messages larger than [3M Maximum
N34 & traiing K or M o indicaté unils, Recommaendad sating is 20

Timeaut for Scanning Single Message:

Scanning Profile:

Raegional {China)
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# Enable External Spam Quarantine

Mame: | |centralized_spam
{e.q. spam_quarantinga)

IP Address: |5ma_ip_aadress

Part IBG 25

Safelist/Blocklist: | & Enable End User Safelist/Blacklist Feature

Blocklist Action: | Quarantine 5

. Submitand ZRELEIEEZ VY ILTTEV

BESIOCPREPHBFEICEITZIHMAICOVTR. BEEOFEERESBLTTE L
ESANSD SMAANDHFREFRR)S —QEOOREENTE, TAINABLUREREEY
TYTERCEIT

RU—DRERA/NA

A2TIVDIUN BERBROAF Y VO-NILICREENLES, SKRUD—ZBIETHI=HIC
AVTIVDIUN BEBOAX Y ZBEATEXRT:

AR —> BEXA=ILRIVD—2BETIFET—K

CEEX—=IL RV —F IronPort R ANLRREZT 77 I NTHEALET,

RANLADTOTIN—=U20%0)Y 0B ERRTORENDRIS—HFHAEIIAXEN
ERANLZREEFEHAITDCENTEDLSICHEICLET,
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BLEXT:

Add Polcy,
Order | Policy Mama  Anti-Spam Anti-Vines Advanoed Malware Protection Graymall Content Filters Outbreak Filters  Delete
Default Policy  [renPort Intelligent Multi-Stan | Sophos File Reputation Graymall Detection URL_LOG_ALL_REPLTATION Ratenkion Tima:
Positiva: Deliver Encrypted: Deliver Malware File: Drop Unsubscribe: Enabled URL_LOWG_ALL_CATEGORY Wirus: 1 day
Suspectad: Deliver Unscannable: Deliver  Pending Analysis: Quaranting Marketing: Spam Quaranting  URL_QUARANTINE_MALICIOUS Other: 4 hours
Wirus Positive: Drop Unscannable - Message Error: Deliver  Social: Spam Quaranting URL_REWRITE_SUSPICIOUS
Unscannable - Rate Limit: Deliver Bulk: Spam Quaranting URL_INAPPROPRIATE

Unscannabla - AMP Service Not ... SPF_DKIM_FAIL
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Radio RZ>Z 0 )Yy L TTFE L.
Anti-Spam Settings
Policy: Default
Enable Anti-Spam Scanning e .
for This Policy: Use IronPort Anti-Spam service

*  Use IronPort Intelligent Multi-Scan
Spam scanning buiit on IronPort Anti-Spam.

Disabled
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ER

CHBENDIRROFZERY IO IV NIEBMNENZFNENETFARNNANA]ITEENRE
ANLBREOBRBRELZRETD LT,

AFMENETFFANBEDAEANALIF SV TS Suspected A/NARED 1= 8 DIRENY
TOSIONIEBMUARSICETEDICEAL TTRFE L

Apply This Action to Message: Spam Quarantine 3

Note: If local and external quarantines are defined, mall will be sent to local quarantine.

Add Text to Subject: | | prepend + |[sPam)
I Advanced Optional settings for custom header and message delivery.
Suspected Spam Settings
Enable Suspected Spam Scanning: No ® Yeg

Apply This Action to Message: Deliver ¥
Send to Alternate Host (optional): I

Add Text to Subject: | prepend#|  |[SUSPECTED SPAM]

b Advanced Optional settings for custom header and message delivery,

cANAL LEVMERERZEITDCENTEHR REF IOANEENRAEThEANLA RAOT
BRTUBABRBDONEANL AT EHAZIAAXTDETT:

Spam Thresholds

Spam is scored on a 1-100 scale. The higher the score, the more likely a message is a spam.
IronPort Anti-Spam: * Use the Default Thresholds

Use Custom Settings:
Positively Identified Spam:  seare = |20 (50 - 100)

Suspected Spam:  Score >[50 {minimum 25, cannot exceed positive spam score)
IronPort Intelligent Multi-Scan: Use the Default Thresholds

® Use Custom Settings:
Positively Identified Spam:  seare = [1] (50 - 100)

9
Suspected Spam:  gSegre = |43 (minimum 25, cannot exceed positive spam score)
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Update nowa Z2UY 9 LTTFELN:

Sophos Anti-Virus Overview

Anti-Virus Scanning by Sophos Anti-Virus: | Enabled
Virus Scanning Timeout (seconds): | 60
Automatic Updates: | ¥ Enabled

Edit Global Settings... |

Current Sophos Anti-Virus files

File Type Last Update Current Version New Update

Sophos Anti-Virus Engine Wed Nov 6 10:04:30 2019 3.2,07.377.1_5.68 Mot Available

Sophas IDE Rules Wed Mowv 6 12:03:56 2019 2019110602 Mot Available

No updates in progress.
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McAfee ZA 2 AN BRICT VT 1T THZBEE. > F>F I 1)L A-McAfee BF1)5F 4
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Policy: DEFAULT
Enable Anti-Virus Scanning for This Policy: ® Yes
¥ Use McAfee Anti-Virus

| Use Sophos Anti-Virus

) No

T TANEBEIBZDELSCHARBAR D> TXYE—D AF Y EVAMILADEHDIEEA
FYEYET:

Message Scanning

| Scan for Viruses only
Il Drop infected attachments if a virus is found

¥ (recommended) Include an X-header with the Anti-Virus scanning results in messages
Repaired Messages:

Action Applied to Message:

Archive Original Message: | * No Yes
Modify Message Subject: * No Prepend Append

l[WARNING: VIRUS REMOVED]

F Advanced | Optional settings for custom header and message delivery.

. BEB{tE B KT Unscannable XY E—S 00 0HE MBI IEO-OOBEE MY
BEOBRRDEEEIT&ETT,

CIANARED O ORERENDRUS—BTROLSICA X—JICRTLSICROYTT
PINTOVAINABR LI XY +E—ITY:

Encrypted Messages:

Action Applied to Message: Deliver As Is

Archive Original Message: ® No ' Yes

Modify Message Subject: ) Noe  '® Prepend ' Append

|[A/V UNSCANNABLE]

b Advanced Optional settings for custom header and message delivery.
Unscannable Messages:

Action Applied to Message: | Deliver As [s

Archive Original Message: * No ) Yes
Modify Message Subject: ' No  '® Prepend ' Append

| (A7 UNSCANNABLE)

b Advanced Optional settings for custom header and message delivery.
Virus Infected Messages:

Action Applied to Message: | Drop Message

Archive Original Message: ® No ' Yes
Modify Message Subject: No * Prepend Append

I[WF\RN[NG : VIRUS DETECTED]

b Advanced Optional settings for custom header and message delivery.
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.ESAT, SATAEER>74—F¥y—F—ICFES—HFM LTTFEV
. Graymail £ 7% Unsubscription 2L, BAOTTE VT IT1 T THBI %,

Graymail 8% ThiFE—T7 R —ERAOEHBRERRLET

- E2F1UT4 Y—ERX>IMS A® ESA, TES— KM KT Graymail

- Graymail 7 O0—/N L& EE D4R Graymail Settingsbutton 22U Y L TTFE L

CBRUTTFEVWIRTOA TS 3 - Graymall BAZEWICLTFZ2VW, 1 Z2—7)L &—7
GEBENOENBREMRL. BRI LET:

Graymail Global Settings

Graymail Detection | Enabled
Safe Unsubscribe | Enabled

Automatic Updates ?) | Enabled

Edit Graymail Settings

. Submitand ZRELERITEEZ VY ILTTFEL
Graymail ZREThEE—T7RBRRV > —CEREREZMMRLET

Graymail 8 K T't—7 Unsubscribe JO—/NILICEREE NS, SRV —ZHIETREHIC
nsOY—EAZERATEXY,

R —>EWEXA=IN RV—BETIFETS—K

- Graymail DTOTIN— D2 0% D)V VD ERFRTOHEENDR) Z—AH Graymail HAZR
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|Graymailsettings

Policy: DEFAULT

Enable Graymail Detection for This Policy: O ves No

Enable Graymail Unsubscribing for This n Yes Mo

Policy:

Perform this action for: ) All Messages Unsigned Messages
{Recommended)
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+ Action on Marketing Email
Apply this action to Message: Deliver

Send to Alternate Host (optional): |

Add Text to Subject: Mo ) Prepend Append

[(MARKETING]

b Advanced | CPtional settings for customn header and message delivery.

v Action on Social Network Email

Apply this action to Message: Deliver
Send to Alternate Host (optional): |

Add Text to Subject: Mo OPrepend Append

|[SOCIAL NETWORK]
p Advanced | Optional settings for custom header and message delivery.
/ Action on Bulk Email
Apply this action to Message: | Deliver
Send to Alternate Host (optional): |

‘

Add Text to Subject: Mo O Prepend Append

[[BULK]

b Advanced | Optional settings for custom header and message delivery.
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Outbreak Filters Global Settings
Enable Outbreak Filters

Adaptive Rules: Enable Adaptive Rules

Maximum Message Size to Scan: I3M Maximum

Add a trailing K or M to indicate units.
Receive Emailed Alerts
Enable Web Interaction Tracking

Emailed Alerts:

7l
Web Interaction Tracking: (2)

. Submitand ZRELERITEEZ IV Y ILTTEL,
RUS—ORETAIILREZRELTTFEW

R4 Filtershas A" O—/NILIZEREE N T, S OMBEE tomail RV —ZHERATE nE,
R —> BEA=IL RUD—EBEITDFES—H
RETANEOTOTIN—D20B9VYIFTBERTOREDRIS—HFHAZIARX

ENERETAINIAREEFERATHIENTEDLSICABEICLET,
CCORROFEEROENT, F74LNEZAVRRET AL EZ—OREZRELET:

Outbreak Filter Settings

Quarantine Threat Level: (7 3
Maximum Quarantine Retention: | vjral Attachments: ,—1 Days

Other Threats: ,4_ Hours $
Deliver messages without adding them to quarantine

Bypass Attachment Scanning: ¢ | None configured

CRETAIINZFIEEOHD., BOLLVWTTAELE phishZXS5NBBEE URL #E&# x5
CENTEET, URLICKDTEIKEBEHZRETS, EEWMIDLEHDICAYE—IHBESE
FEnables Zi#IR LTT&E L\,

.URL BERX A7 HARENTVBEHELSZEELSICTRNTOXY E—2DEHDA F—
TIHBD 2 BAOTTELN:

| MessageModification |

Enable message modification. Required for non-viral threat detection (excluding attachments)
Message Modification Threat Level: 'é" 34

Message Subjeet: | | prepend # | [[Possible $threat_category Fraud) Insert Variables | Preview Text &5
Include the X-IronPort-Outbreak-Status headers: Enable for all messages
Enable only for threat-based cutbreak
© nDisable
Include the X-IronPort-Outbreak-Description header: Enable

+ Disable

Alternate Destination Mail Host (Other Threats only): |
(examples: example.com, 10.0.0.1, 2001:420:80:1::5)
URL Rewriting: | Cisco Security proxy scans and rewrites all URLs contained in malicious outbreak emails.
Enable only for unsigned messages (recommended)
© Enable for all messages
Disable

Bypass Domain Scanning 1

£
(examples: example.com, crm.example.com, 10.0.0.1, 10.0.0.0/24, 2001:420:80:1::5, 2001:4b8::/32)

Threat Disclaimer: | | System Generated
Preview Disclaimer &

Disclaimer text will be applled to the top of the message body for Suspiclous and Quarantined messages. To create custom disclaimers
go Lo Mail Policies > Text Resources > Disclaimers
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