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Cisco Secure Email Gateway® R 1 X N

Secure Email Cloud Gateway RF 1 X2~

Cisco Secure Email and Web Manager® R 1 X2/ K
Cisco SecureX Malware Analytics

Cisco Secure®BHm RF I X b
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Cisco Malware Analytics ( ABI D Threat Grid ) ICER UL TT7 7ML OEEFERH > RKRY JAILE
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FHEOVWTR, A—YHIRDO T774IMLELIT—2a32T74NEVTET 7 AL
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/content/en/us/td/docs/security/esa/esa14-2/user_guide/b_ESA_Admin_Guide_14-2/b_ESA_Admin_Guide_12_1_chapter_010001.html?bookSearch=true#con_1809504
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1. 1A R—T7IA(AAZATJA1 2 LET,

2. [Security Services] > [File Reputation and Analysis] ICBEL £,

3. [Edit Global Settings...] 22U Y L%,

4. [Advanced Settings for File Analysis] ZE&BAL £ 9,
T7ANDMOIZAT > MIDFRRENET,

EAI

Edit File Reputation and Analysis Settings

Advanced Malware Protaction

Advanced Malware Protection services require network communication to the cloud servers on ports 443 (for File Reputation and File Analysis). Please see the Online Help for additional details.
File Reputation Filtering: [ Enable File Reputation

File Analysis: (% Enable File Analysis

=] select All Expand All Collapse Al

[ Reset |

b Archived and compressed
b Configuration

b Database

+ H pocument

b Email

b Encoded and Encrypted

¢ £4 Executables

b Microsoft Documents

¢ (=] Miscellaneous

b Advanced Settings for File Reputation | Advanced settings for File Reputation

+ Advanced Settings for File Analysis File Analysis Server URL:

File Analysis Clienk ID: | 01_WLNESA m _423AAS7B1B67 m wm -25CC6m m _Cs00v_000000

Use File Reputation Proxy

Server: | Port: I

Username:
Passphrase:
Retype Passphrase:

b Cache Settings | Advanced settings for Cache

b Threshald Settings Advanced Settings for File Analysis Threshold Score

X ARBT 7 SATFYAREN—KITTFFTSATYADT 7 A L5#H Y54 T~ MDE I
BOABUET,
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Security Appliances

Centralized Service Status

Spam Quarantine: | Enabled, using 1 license
Policy, Virus and Outbreak Quarantines: = Enabled, using 1 license

Alternate Quarantine Release Appliance C,i:' : esas | Specify Alternate Release Appliance... |

Centralized Email Reporting: ' Enabled, using 1 license

Centralized Email Message Tracking: - Enabled, using 1 license
Centralized Web Configuration Manager: . Service disabled
Centralized Web Reporting: I Service disabled

Centralized Upgrades for Web: | Service disabled

Security Appliances

| Add Email Appliance....

Services

| Policy, Virus
Spam and Outbreak Connection
Appliance Name | 1P Address or Hostname Quarantine | Quarantines Reporting | Tracking | Established? Delete

. - Y | v | v e @

Neo centralized services are currently available,

File Analysis

06_VLNSMA B _420D5DEO7A468! -006DAF =_M300V_00000000

File Analysis Client ID:

* | File Analysis Server URL: | AMERICAS: https://panacea.threatgrid.com
Group Name: | Group Now |

» Typically, this value will be your Cisco Connection Online ID (CCO ID).

= This Group Name is case-sensitive.

« It must be configured identically on each appliance. An appliance can belong ta only one group per
server,

This change will take effect immediately, without Commit. Once grouped, this value can only be
reset by Cisco support.

Grouping Details: | v, -on use any appliance in a group to view detailed File Analysis results in the cloud for files upleaded from

any appliance in the group.

| View Appliances in Group |
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Appliance Grouping for File Analysis Reporting.

Appliance Grouping for File Analysis Reporting
Appliance Group ID/Name: (7) | pm m m

Change Grovp Jl Miew Appliances |

List of Appliances in the Group: ¥ WS HENEEEN (https://panacea.threatgrid.comt

Number | File Analysis Client ID (?)
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https://www.cisco.com/c/ja_jp/support/security/email-security-appliance/products-release-notes-list.html
https://www.cisco.com/c/ja_jp/support/security/email-security-appliance/products-user-guide-list.html
https://www.cisco.com/c/ja_jp/support/security/email-security-appliance/products-command-reference-list.html
https://www.cisco.com/c/ja_jp/support/security/email-security-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/ja_jp/support/security/email-security-appliance/products-release-notes-list.html
https://www.cisco.com/c/ja_jp/support/security/email-security-appliance/products-installation-guides-list.html
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Cisco SecureX Malware Analytics

. Cisco Secure Malware Analytics(Threat Grid)
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https://www.cisco.com/c/ja_jp/support/security/cloud-email-security/products-release-notes-list.html
https://www.cisco.com/c/ja_jp/support/security/cloud-email-security/products-user-guide-list.html
https://www.cisco.com/c/ja_jp/support/security/content-security-management-appliance/products-release-notes-list.html
https://www.cisco.com/c/ja_jp/support/security/content-security-management-appliance/products-user-guide-list.html
https://www.cisco.com/c/ja_jp/support/security/content-security-management-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/ja_jp/support/security/email-security-appliance/products-installation-guides-list.html
https://www.cisco.com/c/ja_jp/products/security/threat-grid/index.html
/content/dam/en/us/products/collateral/security/secure-product-naming-qrm.pdf
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