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Connected to Exchange.
Connection Successful.

o The appliance is able to read the user's mailbox.
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&{ Auto Remediation Actions apply only if Account Settings are configured. See System Administration > Account Settings .
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URL Filtering

URL Filtering Ovarview

URL Category and Reputation Filters: Enabled
Cisco Web Security Services connection status: = Connected
URL Allowed List: None

Web Interaction Tracking: @ Enabled
To track URLs due to Outbreak Filter rewrites, you have to enable Web Interaction
Tracking at Securily Services > Qutbreak Filters.

| Edit Global Settings...

B9 : A X—7IEOURLTZ 1 ILR > T O

URLZ A LRV T & BHIAATZURLL NOARDI S AV ERFTDICE, AOFIEEZRXRTITS
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<#root>
esal.hcxxyy-zz.iphmx.com>

urlretroservice enabl e
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URL Retro Service is enabled.

esal.hcxxyy-zz.iphmx.com>

websecurityconfig

URL Filtering is enabled.

No URL Tist used.

Web Interaction Tracking is enabled.

URL Retrospective service based Mail Auto Remediation is disabled.
URL Retrospective service status - Unavailable

Disable URL Filtering? [N]>

Do you wish to disable Web Interaction Tracking? [N]>

Do you wish to add URLs to the allowed Tist using a URL 1ist? [N]>

Enable URL Retrospective service based Mail Auto Remediation to configure remediation actions.

Do you wish to enable Mailbox Auto Remediation action? [N]>

y

URL Retrospective service based Mail Auto Remediation is enabled.

Please select a Mailbox Auto Remediation action:

1. Delete

2. Forward and Delete
3. Forward

[1]>

1

esal.hcxxyy-zz.iphmx.com>

commi t

Please enter some comments describing your changes:

[1>
Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Mar 29 19:43:48 2022 EDT

ET7ULES. URL FilteringR—Z QUIZEFHTHE, ROXSBEEFI RRENET,



URL Filtering

URL Filtering Overview

URL Category and Reputation Filters: Enabled
Cisco Web Security Services connection status: | Connected
URL Allowed List: MNone

Web Interaction Tracking: Disabled
To track URLs due to Outbreak Filter rewrites, you have to enable Web Interaction
Tracking at Security Services » Outbreak Filters.

URL Retrospective service status = Connected.

| Edit Global Settings... |
Mailbox Auto Remediation

Mailbox Auto Remediation: Enabled

Action to be taken: | Delete

| Edit Global Settings...
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BHIF R TIlE, Cisco Secure Emailld, $TU VBN AFUREICE 2L EICHEBEERZHEN
ICEHMEL., XY RND—DICBALERICBRHEHEESNET ZAINICOVWTEANT I EEBHNE-
TVWET,

7 7 4 )L #(Cisco Secure Malware Analytics) 5L ROART T 14 THENERE D &, 1§
BAYE—IHFEX—ILEFIVTAEBE (REENTVBES ) ICEEETIhET, UTICH
ZETET,


https://www.cisco.com/c/en/us/td/docs/security/ces/user_guide/esa_user_guide_14-2/b_ESA_Admin_Guide_ces_14-2/b_ESA_Admin_Guide_12_1_chapter_010000.html
https://www.cisco.com/c/en/us/td/docs/security/ces/user_guide/esa_user_guide_14-2/b_ESA_Admin_Guide_ces_14-2/b_ESA_Admin_Guide_12_1_chapter_010000.html
https://www.cisco.com/c/en/us/support/security/cloud-email-security/products-user-guide-list.html
https://www.cisco.com/c/en/us/support/security/cloud-email-security/products-user-guide-list.html
https://www.cisco.com/c/en/us/support/security/cloud-email-security/products-user-guide-list.html
https://www.cisco.com/c/en/us/support/security/cloud-email-security/products-user-guide-list.html
https://www.cisco.com/c/en/us/support/security/cloud-email-security/products-user-guide-list.html
https://www.cisco.com/c/en/us/support/security/cloud-email-security/products-user-guide-list.html
https://www.cisco.com/c/en/us/support/security/cloud-email-security/products-user-guide-list.html
https://www.cisco.com/c/en/us/support/security/cloud-email-security/products-user-guide-list.html
https://www.cisco.com/c/en/us/support/security/cloud-email-security/products-user-guide-list.html

The Info message is:

Retrospective verdict received for Bookl.xls.

SHA256: 7de6fd22dedde’f26b48dc2daf7fa99b3770088d98bd38c4%9ed049087 c416c4b
Timestamp: 2819-86-83T23:48:36Z

Verdict: MALICIOUS

Spyname: W32.7D@6FD224E-95.5BX.TG

Total users affected: 1

vvvvvvvvvvv Affected Messages ===-==cs==c==--
Message 1
MID : 34B93E
Subject : [WARNING: ATTACHMENT(S) MAY CONTAIN MALWARE]test Mon, ©3 Jun 2819 16:58:18 -@488
From - ﬁ |
To :
File name : Bookl.xls
Parent SHA256 ! unknown
Parent File name : unknown
Date : 2019-86-83T28:52:33Z

Version: 12.1.08-887
Serial Number: 428DE3BS51AB744CTFe92-9F2)] W
Timestamp: 84 Jun 2819 84:48:36 +8508

X=IRY JABBEERRE. X—IKRIZ—ICHLTRESATVREERRE. REThTLBD L
BYICRTEIKT,

A=Ky DABBEEL R— b DH

&8 & h7=SHA256 M L 7R— N &, Cisco Secure Email Gateway & Cisco Secure Email and Web
Manager®O 5 TRIAAGER X —ILRY VABBHEBEL R—KNIEENET,

Mailbox Auto Remediation

B Printable POF

Time Range: (XTI ©

03 Jun 2019 05:00 to 04 Jun 2019 05:39 (GMT +05:00) Data in time range:99.86 % complete

Advanced Malware Protection Retrospective Security B

Displaying 1 - 1 of 1 items.
File SHA-256 Filename Action Taken Time When Action Was Issuedw  Recipients for Whom the Remediation was Successful | Redipients for Whom the Remediation was Unsuccessful
7d06fd22...7c416c4b | Bookl.xls Forward and Delete 04 Jun 2019 04:42:21 robsherw@bce-demo.info
Displaying 1 - 1 of 1 items.
Columns... | Export...

B11: (LA —Ul) X—=ILRY VABBBELR—K



Incoming

Summary

Outg

AMP Reputation

J0ing

File Analysis

Data in time range: 100% ¢ PLETE 03 Jun 2019 00000 to 04 Jun 2019 00:39 (GMT «00:00)

Time Range  Day

Convictions Subrissions Unigue Submitters Unigue File Types

File Retrospectiol

Advanced Malware Protection Retrospective Security

KI12:(NG Ul) X

Book1.xls

Forward and Delete 04 Jun 2019 04:42:21 robsherw@boe-demo.info

=Ry O ZABBEELKR—K

X=IRYy VAE8EEODT

X=)LRY OZABEBEICE., BROAY "mary FHYNET, X—IRYIAEBEEOTIC
l&. Cisco Secure Email Gateway & Microsoft Azure(Microsoft 365)E NI X THBET IV T1ET

1H0E

FNFXRT,

mard7 Ol ZRIZRLET,

Mon
Mon
Fri
Fri
Fri
Fri
Fri
Fri
Fri
Tue
Tue

May
May
May
May
May
May
May
May
May
Jun
Jun

27
27
31
31
31
31
31
31
31

02:
02:
01:
01:
01:
01:
01:
04:
04:
04:
04:

24:
24:
11:
17:
17:

17

41

28
28
53
57
57

:58
17:
41:

58
54

:55
42:
42:

20
21

2019
2019
2019
2019
2019
2019
2019
2019
2019
2019
2019

Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:

Version: 12.1.0-087 SN: 420DE3B51AB744C7F092-9F0000000000

Time offset from UTC: 18000 seconds

Process ready for Mailbox Auto Remediation

Trying to connect to Azure AD.

Requesting token from Azure AD.

Token request successful.

The appliance is able to read the user's(robsherw@bce-demo.info) mailbox
Trying to perform the configured action on MID:312391 SHA256:de4dd03acda
Message containing attachment(s) for which verdict update was(were) avai
Trying to perform the configured action on MID:348938 SHA256:7d06fd224e0
Message containing attachment(s) for which verdict update was(were) avai

Cisco Secure Email Gateway® NS 7)1 —F 425

%#4?(%’%7_'7\ ROBERAEEICRTENEVWESIE. Microsoft Azure ADA SETEnNi=T )

7—

SAVEREWRBLTSLEZL,



Cisco Secure Email Gatewayh*' 5, MAROZJ % Ttraces LARIICEREL., EHEEBTANMNLET

o

BRICKAMIDE, AOLSBOTHNRRENET,

Thu Mar 30 16:08:49 2017 Info: Trying to connect to Azure AD.
Thu Mar 30 16:08:49 2017 Info: Requesting token from Azure AD.
Thu Mar 30 16:08:50 2017 Info: Error in requesting token: AADSTS70001: Application with identifier '445
Trace ID: 4afdl4f4-ca97-4b15-bba4-e9bel9f30d00
Correlation ID: f38e3388-729b-4068-b013-a08a5492f190
Timestamp: 2017-03-30 20:08:50Z
Thu Mar 30 16:08:50 2017 Info: Error while requesting token AADSTS70001: Application with identifier '4
Trace ID: 4afdl4f4-ca97-4b15-bba4-e9bel9f30d00
Correlation ID: f38e3388-729b-4068-b013-a08a5492f190
Timestamp: 2017-03-30 20:08:50Z

Azure ADOTF 7V r—23>T, P7Uo—>3>ID, F4LIKNUJID (TFKNDERLU ).,
FLERFTOMOBEETZIDEOTLSHEIELTSEEV, EADASKEWVIEER. Azure ADR—
ENASTTIT—3a2ZEKRL, RYELTLSEZL,

ERECERIZICE. ROLSBEOTFBETT,

Thu Mar 30 15:51:58 2017 Info: Trying to connect to Azure AD.

Thu Mar 30 15:51:58 2017 Info: Requesting token from Azure AD.

Thu Mar 30 15:51:58 2017 Trace: command session starting

Thu Mar 30 15:52:00 2017 Info: Token request successful.

Thu Mar 30 15:52:00 2017 Info: The appliance is able to read the user's(myuser@mydomain.onmicrosoft.com

Azure ADO RS TIIN>a—F42Y

~ 7E:Cisco TACB KUY AHR— K&, Microsoft Exchange, Microsoft Azure AD, & 1= &
Office 3652 AL THBEERNBEEZ NS TIN>1—FT12TFB LR TEXEA,



Microsoft Azure ADICEE ¥ 2 S BEEAIOBIEIZ DWW TIE, MicrosoftHR— N ICZEEL &V,
Microsoft Azure DashboardD[AIL 7 +HR—RNFAT72a>&2SBLTLKEEV, TV 1R—
KA SMicrosofttf IR— RADEEH R—KNERZBAS CENTEFT,

1+8& A
% I ChE, Azure 77U =23 oY NTYTICOTAT N —OL Y NEFEAL
TUVEVEESICOAMRETT,

RABIRVOHWEZDLATLERORT DEE

.Q B> ~: $base64Value, $base64Thumbprint, & kU Skeyidlcx T2 HADFEO—HILICHRE
LTHEVWTLKEEVD, ChSRBREFIETERDNSHEICEYET, MHAESBO.crid KU BEHE
pemid, AVEI—REOFERATEAO—DILTALNFXIZRELTLILEEZV,

N5t EERE (B0 ER ) ERBF—ETTILROTVABAR. COEITVIVER
FyFLTLEE N, UEOEYS 3V TRECASBRES, CRTTPAILEPEMT 7 1)L
DEEF 55 ERRLTEE W,

FAEAAE : Unix/Linux ( opensslZ £/ )

BRI B 1E

531
o /NBHFELEAE (CRTZ7 74 )

oMEEX— (PEMT7T7AIL)

Unix/Linux/OS X2 AT 2 EEER, BREHEEThLEAIVTNOBNERTOREDIC,
OpenSSLA AV AR—=)LEAhTVWR ZEZRARELTVERT,



~ 7E:OpenSSLO A 2V AN—)LZ#RIT S (CIE. N> R Twhich openssly & &V Topenssl
versiong Z2R1TLE T, OpenSSLABWEHBEEF A AR =ILLET,

HR—=BNIZDOVTRE, RORFIXNESRLTLSEEV, Cisco Secure Email | ®Azure
ADEBRAOI VT K~

RA N A S (UNIX/Linux/OS X):

1. 2= FNT7TVT—232V0OTFARNIFART(ZINAVIVTNZERTHOREE
T9H ). hitps://raw.githubusercontent.com/robsherw/my azure/master/my azure.sh’ —]
E—ULTAIUTNZERLET,

2. A0V T NOREY) F0

JMFRVVTNEZRTITREICLTLKEEV, XROONY RZEFTLET, chmod u+x
my_azure.sh

4. RODAVV TN ZERITLUET, /my_azure.sh

wur App registration:
:HddﬁLﬂuﬂdhHhhHﬂdhHLLH#LhHhLHHLLHLLHHLJ HASEHASANBERNESARERABERNENREEBRESRBRERBER

Complete the Azure App registration (Certificate & secrets) using this [SgeReteCie=SNETLASTTIE]: MARTor0365.crt
e App ation (API permissions)

HER{ERLFA RS RS R RS RHY
tion, fro

in detail? I]!Hiﬂr

e from https:

K13: my_azure. sh@ﬁﬁﬁﬂ

B2l RTKRDIC, ATV MNEAzure77°) OB RICHERNFEIHE (CER77A4) ) ZBE
L, BU'HULET, £/, T Cisco Secure Emaili&E) £V 3a > THEATS
ThumbprintandCertificate Private Key (PEM7 7 A J)L ) E RO HL £ 9,

microsoft AzurelC 7 7 U —> 3> 2B BT EHICHERENF HVET !

ROt a>r'wAF Y71 TCisco Secure Emaill CERA T 2Azure7 7' 2 & F T3, ICHA
TLEE V]


https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/213842-azure-ad-configuration-script-for-cisco.html
https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/213842-azure-ad-configuration-script-for-cisco.html
https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/213842-azure-ad-configuration-script-for-cisco.html
https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/213842-azure-ad-configuration-script-for-cisco.html
https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/213842-azure-ad-configuration-script-for-cisco.html
https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/213842-azure-ad-configuration-script-for-cisco.html
https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/213842-azure-ad-configuration-script-for-cisco.html
https://raw.githubusercontent.com/robsherw/my_azure/master/my_azure.sh

AEEAE : Windows ( PowerShellZ £ )

WindowsZ AL TWAEBEE, 77UTr—>3a>=Efl9d%5h. BCERILIHPEZIERTS
FFOOHBHNURETT, ZOIEAZEE. Microsoft Azure 77’ )4 —> 3> 4ERL. APIEE%
BEN TR EICEAENET,

BT B 1E :

o IR EN
o /NBIFELRAE (CRTZ 74 )

WHmF— (PEM77 1L )

CORFIXNTEHCBRAMPEZIER T S HITIE. XCA(https://hohnstaedt.de/xcal,
https://sourceforge.net/projects/xca/)ZERA L £ 7,

~ JE:XCAlX. Mac. Linux, £&EWindowsBELTA I O—RTEET,

1. AEAELF—OTF—EIR—AZERL KT,
ay—I)LIN—H SFileZBRLET
b. New DatabaseZiERL £,
CT—ER—ADNADT—REERLET

(BROFETHEICEZDOT, EATHL
TLEEWV ),

2.[REAEI27Z20UY UL, [MLLVIHEZ
UV OLET



https://hohnstaedt.de/xca/
https://sourceforge.net/projects/xca/

LEXT,
a.mEhH
b. countryName
c. stateOrProvinceName
d.ibig A
e. organizationName ( #8#&% )
f. organizationalUnitName(OU)
g. commonName ( CN ; &% )
Fo EFX—ITRLA

4. Generate a New KeyZz V7Y L %Y,

"

(BECHEUTEELET ),
1. B

b.¥—%47 : RSA

cF—H 44X :2048EY ~

d. "1 Z2OUYILET,

e.OKZ 2 1)v LT, TSuccessfully

created the RSA private key 'Name' 1 7R Y
TT7YT2mELET,

3. ™HEL &TEVUYIUL., ROEBEBEZAND

5, RYTTYTT, RREnBEHRERBLE o

Create x509 Certificate

e

Source Subject Extensions Key usage Netscape Advanced Comment

Internal Name |MARfor0365
Distinguished name:

countryName organizationalnitName | TME
stateOrProvinceName |North Carolina commonhame myesa.local
localityName RTP emaiAddress robsherw@asco.com
organizatiorMame  |Cisco

Type Add
X Certificate and Key management ? X

—

Delete
New Key

Please give aname to the new key and select the desired keysize
Key propertes

Name (R

Keytype RSA
2048 bit

[[] Remember as default

Cancel

K14:XCADRER ( ATY 73 ~ 5)

6. [F—FEAXEIZTEVUY UL, RDER%Z
BIRLET,

a. X509v3TOF—fFEfA%E :
TORIILER., F—DOESH

b. X509v3 T D HLRF — A
EFAXA-IILORE

Source  Subject  Extensions  Keyusage  Netscape  Advanced  Comment

X509v3 Key Usage
[ critical

Digital Signature
Non Repudiation
Key Encipherment
Data Encipherment

X509v3 Extended Key Usage
[ critical

TLS Web Server Authentication
TLS Web Client Authentication
Code Signing
?E—mall Protection

Key Agreemen t Time Stamping
Certificate Sign Microsoft Individual Code Signing
CRI Sinn

Mirenen t Commercial Cede Sinnina

H15:XCADER (ATY 76)




7.0KZ7 )Y OLT, AHBICEEZBERL
£

8. TSuccessfully created the certificate
'Name'ys EVWSRY TTYTHARRENES,
TOK

RIZ, ~FEEHE (CER77A) ) LAHEMEZEF— (PEM7 74 ) OlAZ, XD
PowerShell Y > RTOEMAE. MCisco Secure EmailDERE) OFIETOFERADOEZHICITIA

/-.R_I\bij-o

Private Keys  Certficate signng requests  Certificates  Templates Revocation ists

1.270v 70, MUSERLULCEABORNIR | e T —
% E gﬁ%ﬁiﬁ‘ L/ i j- o Jd MARfor0365 myesa.local -.SEEA‘DC_/IIZ\RSE_D 5/ —
X Centificate and Key management 7 x|
2. "TOZR—bL UV ILET S, Nes |
Name [MARfor0365 ‘
aTIEALR®TVESICRETALIN T \
DERELET (HBELHUTEE) E— |
b. LU AR—KNERHNPEM(.crt) ICEREE 1 —
\3C 7 o
TWB xR LET | 5 -
cCOKZOUYOLET R16:XCADER ( TV AR—KCRT) (ATY 71 ~2)

3. Private Keys® 720U Y O LET
4. 899U, FUKAERL ERABORE | v s o i s

Internal name: Type Size Use Passwort d
Y New Key

% E gﬁgﬁ%i_\ lJ i 3- (o] Ty MARfor0365 RSA 2048 bit 1 Common
|— o

5. TT9AK—h, YUY ILET = :
Export private key [RSA] éi“_/E
aFIEALRTVES CRET ALY KN o s
VERELERT (LELCISUTEE) T memime——
b.TOAR—KNT#—< Y NHFPEM St
private(.pem)ICEREE N TV D C & ZHER
LET, ) e— ]| e

K17:XCADER ( TV AR—KPEM) ( ATY 73 ~5)
c.OKZO VY OULET

6. XCAZHKTLTHLETY




BEIC, fERLU A E IS L., Cisco Secure EmailDEEEIC X ELZBHNEHMELET,

1. Windows PowerShellZ AL T, XOBREZEITLET,

$cer = New-Object System.Security.Cryptography.X509Certificates.X509Certificate2
$cer.Import("c:\Users\joe\Desktop\myCert.crt")

$bin = $cer.GetRawCertData()

$base64Value = [System.Convert]::ToBase64String($bin)

$bin = $cer.GetCertHash()

$base64Thumbprint = [System.Convert]::ToBase64String($bin)

$keyid = [System.Guid]::NewGuid().ToString() [Note: “c:\Users\joe\Desktop...” is the location on your PC

2 RADFIEOEZREIDICE. 774IVICRETRHL. JUYTR—-—RICOE-L&ERT,

$base64Thumbprint | Out-File c:\Users\joe\Desktop\base64Thumbprint.txt
$base64Thumbprint

N o Fc:\Users\joe\Desktop...1 &, HOZKRFTBHPCLDZEARTY,

PowerShell N> RZETITDE, KOKDIBHEINRRENET,

PS C:\Users\joe\Desktop> $base64Thumbprint
75FA1XIEJ4I1ZVFOB2xgkoCIh94=

EFRRDOKSIZ, PowerShell 1Y > Rikbase64ThumbprintZ EU*H L £ 9, Chlk. Cisco Secure
Email Gatewayz% € (C S4B & Thumbprint T 9,

Azure 7 77V OB FRICHERZNBRIAE (CERV7A4L ) DEREETTLELE, chT, T



Cisco Secure EmailDERE) V>3 THEATHAABEREBF— (PEMT7 714 ) NMERE 1
L I,

Microsoft AzurelC 7 7’V —> 3> BB T2 -OICHEBZRENIHYET !

[Cisco Secure Email CEA T 2Azure 7 7 ) DEFRICEA TS EE VY]

18 B

o child, — BRI 4 TAsyncOS 11.xElE12.x for EmailZ ETL TV BB EIC D &
PETT,

API#EBR(AsyncOS 11.x, 12.x)
T7VTr—23a>RAVOERFTSIVT,

.APIT7 7 2 AFFAI OER
AEROEMZI VY OLET
. Supported legacy APIsE TAYVO—ILZ > LT, ExchangeZi&RL £ 7,
BREENLET O EAFATROT IO EAFTZBIRLET,
1. EWS > "EWS.AccessAsUser All" ( Exchange Webt—EABHRTHAI 1L
—H—E LTA=NRY VAT IOEALET)
2. Mail > "Mail.Read,s ( 1—%X—=I)LZ&HT)
3. Mail > "Mail.ReadWrites ( 1—H'X—JLOFEAEE )
4. Mail > "Mail.Sends (1—HELTX=I)LZEE)
5 RAVOLEHETAIO—-ILLET..
6. 77 Ur—=3 /#&FELX]‘@'%);A@#&FEEE?RLi'd'o
1. Tfull_access_as_appy ( TIXTOX—=IIRY Y RAICTIT Ut ATEBExchange
WebH—ERXZFER )
2. Mail > "Mail.Read) ( I—HYX—)LZ&HET)
3. Mail > "Mail.ReadWrite; ( I—HX—J)LOFEAEE )
4. Mail > "Mail.Sendy (I1—HELTX=IL%EEE)

7. 723> . 77 %)L N TMicrosoft Graph® "User.Read #RABHICHE>TWDZ &N
RRENET, cOEREFRELEFRICLTHELSD, £kl "Ready 20Uy oL TT
Remove permissiony 22U YO L, P7UTr—2 3 ICBEENS TSN TVDAPIHERA S
HIBRL £ ¥,

8. 1R M B N (Microsoft GraphA" T TICUARE N TV ESE., EBROEMZIUYILE
El

9. &x#I_. Grantadmin consentfor.®2 UYL T, FiILWERAT7Ur—>3a > ICEA
TNRTVBR L ZBRELET

10. RONBEBRBITBIRYTTYTIAY RINFNRRENET,

A OWON -



'<Azure Name>DIXTOT ATV MNCHL T, ERESET IO EAFATORZEEZRELE
FHA?2CNICKY, COTFTVT—>2a3a 0T TICE>TVHAEBEOEEEOEZELI—R
A, UTFICVARENTVREDE —HTHHXENHYYET, |

Yesz# VUV OL&ET,

CORRT, RBIZERIXY E—IHFREBETRRE N, RDKLSIC "TAdmin Consent Required

H|IZ TGrantedy ERTFENET,

+/" Successfully granted admin consent for the requested permissians.

AP| permissions

Applications are authorized to use APls by requesting permissions. These permissions show up during the consent process where users are given the opportunity to

grant/deny access.
I -~ Add a permission
APl / PERMISSIONS NAME
w Exchange (8)
EWS. AccessAsUser All
Mail.Read
Mail.Read
Mail. ReadWrite
Mail. ReadWrite
Mail.Send
Mail.Send

full_access_as_app

Delegated
Delegated
Application
Delegated
Application
Delegated
Application

Application

DESCRIPTION

ADMIN CONSENT REQUIRED

Access mailboxes as the signed-in user via Exchange Web 5... -

Read user mail

Read mail in all mailboxes

Read and write user mail

Read and write mail in all mailboxes
Send mail as a user

Send mail as any user

Use Exchange Web Services with full access to all mailboxes

These are the permissions that this application requests statically. You may also request user consent-
able permissions dynamically through code. See best practices for requesting permissions

K18: Microsoft Azure 7 7' D& ( API7 VAN HE )

Yes

Yes

Yes

@ Granted for BCE Dem_
@ Granted for BCE Dem_
@ Granted for BCE Dem__
@ Granted for BCE Dem_
€ Granted for BCE Dem,
@ Granted for BCE Dem
& Granted for BCE Dem__

@ Granted for BCE Dem,

[Cisco Secure Email TERA T 2Azure 7 7 DERICEA T TV

BYIE R ¥

* CisSCOEX—=)NtFIAVTATITS5AT A -_HEYR—K

* CiscOEX=NtFIVFAFTSATA-VI—RA/—h

« CisCOEX=)NtFI1VFATPTIATVA T RI—HFHAR



https://www.cisco.com/c/en/us/support/security/email-security-appliance/tsd-products-support-series-home.html
https://www.cisco.com/c/en/us/support/security/email-security-appliance/tsd-products-support-series-home.html
https://www.cisco.com/c/en/us/support/security/email-security-appliance/tsd-products-support-series-home.html
https://www.cisco.com/c/en/us/support/security/email-security-appliance/tsd-products-support-series-home.html
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-user-guide-list.html
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-user-guide-list.html

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



