JNAT— kLT ESA ILOY 1 > T&% SSH
ABF —BED RS %

Command Line Interface (CLI) ICOJ (4> 2 &LECOERICFAA X217 2 T)L (SSH)
F—ZERL CiscoEX—I) X1V T14 PTSATA(ESA) TA—HYEBRVEEDN 2D
ICEFNERRENTVEIFEATDHEE,

NAD—RBZEUTESA ICOYJ A2 T&% SSH X+ —FRALD
RREF &

B FRRE ( PKI) FERE Nz 2 H/FAA keypair ICHEZRIAF R T, FBLCEAX7ONT
1D HDPKIZES &, BRlE "F—, BEREAET T F—OLHEDEHTLENTEDLE
NTEF—ORAFXDICTIVEATEDALI > TULAREEN TERVAREESIL 7—&
TT, CORDIC, F—OREEJITIVEATERCLRREMAEDOBBERBREZLENTE
CEFE U, ARRA¥DICEBT IV LATED L ZRAEITDEEZARICLET., COFEN
EDRSICHATADICEATEDINRDZERBESRTT,

I—HELT, keypair ZER L, RIZCESADKSBUE—N RATAILF—OLHESE, B
KZENTEET, TOUE—KN AT LK keypair DIAESIZT IV EATED 21—
IDZRRETNASTERLEITRFR >TVBRCEICK2TELRSEOTAM TR EZTEICLE
T, chiESSHOFOZORIL LRILTEN, BENICECYET,

TNEDN, TTAR—RNF—OTFTAN—2RETIVLENHD R, ERLTTEW,
—RNEFE > TVEBVHASATATIAEINAT—RIZAKICEETDINATL—ADTTA4X
— RN F—OBEBILICER D TERTRIENTEET, LHAF—FAEZTOILEDIZSSHA TS A
R=KRF—ZHROENTERHIICTTAR—RNF—DNEBNHNTDIENTEDELDIZ/NATL
—AEHBTIEDOICEENFTET, KYUBKOEFITHBEIATAT (HE—OI1—HYTHBIIY
V. FERMMARYBT IR ET IV EATERBRVEAR—ADYIODELSIC ) I E1—2THE
EEIL T TAR—RNF—ZERTEIEICEP>T(NATL—RELT)FLERENATL—X%E
—EADL, BEAOBICXEUTF—E2F vV 1TBEICEL>TZO7O0CAEEEILTE
£, OpenSSHIECO7OEAEEENTD sshI—I 2 NERENDY—IAEEATV
x£9,

Linux/Unix A @ ssh-keygen il

NAD—RZLTESA ICEHTADNE LINUXUNIXT =TV AT—>32 (REBRY—N%Z ) RE
TRLEHICROATYTZZETLTTE Y, 0BT, WNATL—XELTHRE LEEA,

ND—DOARAT—23>2 (HH—/NT ), Unix IY > R ssh-keygen ZHEAL TS A R—KNF—
BERLTTEL:

$ ssh-keygen -b 2048 -t rsa
Generating public/private rsa key pair.



Enter file in which to save the key (/home/[USERID]/.ssh/id_rsa):

Ent er passphrase (enpty for no passphrase):

Ent er same passphrase again:

Your identification has been saved in /hone/[USERI D]/.ssh/id_rsa.

Your public key has been saved in /hone/[USERI D]/.ssh/id_rsa. pub.

The key fingerprint is:

00:11:22:77:f6:a9: 1e:19:f0: ca: 28: 9c: ff: 00: 11: 22 [ USERI D] @ost nane. com
The key's randonart inmage is:

+--[ RSA 2048]----+
| +... +

| o= o+

| oo ..]|

I o. +|

| . ES. o + |

| o+ I

[ o. .|

| oo

I I
o +

( £ERED *the & Ubuntu A*S 14.04.1 ) ERENEL -
2) nBEF— T774) (id_rsa.pub) ZEKL., #1 TOAE—LEITHIZREVTTZ L.

$ cat .ssh/id_rsa.pub

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDIg9VBDe G 83m+E/ PLGz UFPal SoJz5F
t 54W 2WUS36NLxmd| O4Xf rr b5bA971 +ZA4YcB1l / HsFLZcol j AKAuBbnp Y5k Xg96A6W
m Yhl +nV2vr hr ODgbci c EADdMe QNSWWHXI EWAcV+6u+Fl H onk SAI DEug6vf nd+bsbcP
Zz2uYnx1l | xbVt G t bW/ssBK3LKFp9f 0GADI Ys7LsXvQTki xr ECXgeSr r +NLzhU5hf 6
eb9Kn8xj yt f +eFbYAs| aml NEf | 9i 4rj i delebWN\+LnkdcE5eQZsecBi dXvOKNf 45RJa
KgzF7j oke9ni Lf pf 2sgCTi Fxg+gZO0r Q udnt knw [ USERI D] @ost name. com

NTTTZATAICOTA L, #1 TERULEREL, ZEZRELTTEWVW/NT U Y S SSH
F—AEFEALTI—VAT—3a> (HHY—N\% )RBHBIBEHICESA %R, OTFA>OBIC/N
AT—RZ7OV7RMIEERELTTEL:

$ ssh adm n@92. 168. 0. 199

Rk S O S O O

CONNECTI NG t o myesa. | ocal
Pl ease stand by. ..

Rk S R S O O o O

Passwor d: [ PASSWORD]

Last login: Mon Aug 18 14:11:40 2014 from 192. 168. 0. 200
Copyright (c) 2001-2013, Cisco Systems, Inc.

AsyncOS 8.5.6 for G sco CLO0V build 074

Wel come to the Cisco CLOOV Email Security Virtual Appliance

nyesa. | ocal > sshconfig



Currently installed keys for adm n:

Choose the operation you want to perform

- NEW- Add a new key.

- USER - Switch to a different user to edit.
[1> new

Pl ease enter the public SSH key for authorization.

Press enter on a blank line to finish.

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDIg9VBDe G 83m+E/ PLGz UFPal SoJz5F
t 54W 2WUS36NLxmd| O4Xf rr b5bA971 +ZA4YcB1l / HsFLZcol j AKAuBbnp Y5k Xg96A6W
m Yhl +nV2vr hr ODgbci ¢ EAdMe QNSWWHXI EWAcV+6u+Fl H onk SAI DEug6vf nd+bsbcP
Zz2uYnx1l | xbVt G t bW/ssBK3LKkFp9f 0GADI Ys7LsXvQTki xr ECXgeSr r +NLzhU5hf 6
eb9Kn8xj yt f +eFbYAs| aml NEf | 9i 4rj i delebWN\+LnkdcE5eQZsecBi dXvOKNf 45RJa
KgzF7j oke9ni Lf pf 2sgCTi Fxg+gZO0r Q udnt knw [ USERI D] @ost name. com

Currently installed keys for adm n:
1. ssh-rsa AAAAB3NzaClyc2EAA. ..rQ udnt knw ([ USERI D] @ost nanme. com

Choose the operation you want to perform

- NEW- Add a new key.

- DELETE - Renpbve a key.

- PRINT - Display a key.

- USER - Switch to a different user to edit.
[1>

nyesa. |l ocal > commi t
WTTIZATABLRCBOTAVASKTLTTEW, NAD—R7OV7 MEERA N,
TORANEEROSND &2 EBELTTE L

nyesa. |l ocal > exit

Connection to 192.168.0.199 cl osed.
robert @bunt u: ~$ ssh adnmi n@L92. 168. 0. 199

Rk S O O O R S O

CONNECTI NG t o myesa. | ocal
Pl ease stand by. ..

Rk S R S O O o O

Last login: Mon Aug 18 14:14:50 2014 from 192. 168. 0. 200
Copyright (c) 2001-2013, Cisco Systems, Inc.
AsyncOS 8.5.6 for G sco ClLO0V build 074

Wel come to the Cisco CLOOV Email Security Virtual Appliance
nyesa. | ocal >

Windows M 7= & ® ssh-keygen #i

INAT—RZELTESAIZERKTAHNE Windows T—VAT—23a> (AY—N\Nz )RETDIC



OICRDATYTZZETLTTEY, Z0OFITE, NATL—XELTHRE LEEA.

¥: Windows A SEREND A Y- T77Ur5r—>a>icgersy s, dV-—I
TF7)r5—2a>nkbn#HRzE o83V ) 1—3 a2HEL, BOF2H4END
WVET, ZOflE PuTTy BKRY PuTTyGen ZEHAL £,

1) PuttyGen ZFH VT T & L\,

2) ERTBIRNEF—DHEICEIL TId SSH-2 RSA #BIRLTFE L\,

3) Generate RE>&E V)Y VL TTE,

4 BBERRIN—DTTIIVTOINIAZBH LTIV, BBRRN—DNTE2HEE,
PuTTYgen EF+—RT7ZEKLEFT,

5)F— NAT7L—XT7A4—=ILRONATL—XZAHALTTFEV, BENATL—XT71—)L
ROBUNATZL—AZABLTTEVW, NATL—ABLTF—ZFEATEETIN ChiFHER
ThE A

6) 7’TAR—NF—EREFETDEHIC Save private key REVE IV Y ILTTE L,
ETTAR=RNF—ZRBFELTTEV, TN VICELETDICEEMVEELET,

7) OpenSSH authorized_keys ICZEENBDTFAN 71 —)ILRTT7ANZEVF TR OO
NAF—EHEIVY UL, TSelectAlls ZBEIR LTTEL,

BYEALTFAN 71 —IRTBERGYVJYOUL., TCopys ZEFIR LTTZL,

9)PuTTy 2ERT, 77SATVACOTAVL, #6 ASREFEL, -#8 IE—L, TEEE
FINT V)Y SSHF—ZFAL T Windows J—IRT—>32 (HAY—N% )RBEIZDLHIC
ESA ZRRELTTEY, OFAOBIC/NADT—RZOV7RNIEZELTTEL:

login as: admin

Usi ng keyboard-interactive authentication.

Password: [ PASSWORD)

Last login: Mon Aug 18 11:46: 17 2014 from 192. 168. 0. 201
Copyright (c) 2001-2013, Ci sco Systems, Inc.

AsyncOS 8.5.6 for G sco CLO0V build 074

Wel come to the Cisco CLOOV Email Security Virtual Appliance
nyesa. | ocal > sshconfig

Currently installed keys for adm n:

Choose the operation you want to perform

- NEW- Add a new key.

- USER - Switch to a different user to edit.

[1> new

Pl ease enter the public SSH key for authorization.



Press enter on a blank line to finish.

ssh-rsa AAAAB3NzaClyc2EAAAABI QAAAQEA] 6Rel +gqLU3WLUQAMUGRD620B+t pdkj kgBn
5Nf Yc+qrt yB93st G3801LT4s0z HnhuKJLTdwBg/ JHdFUNO7 7BY+21GYGS27dMp3UT9/ VuQ
Tj P8DMAKCa+8Mpc9ePdCBZp1CAct 9or oi dUT3V3Fbl 5MBr L84/ gonSi +7i Fc9uCaqgDM
/ h+RxhYeFdJLechMY5nNOadVi FI oKGr1t z3K9t Op+j EVBI 9TJf +f | 5X6yxpBBDoNcaB9

j Nw@v7vcel ZBv+f | 980c XDISNt 080 Xaef yD2Vupht NASEHwWx +f 6eeA8f t | mO+Pgt gnAs

c2T+i 3BAAC73xwM_+11 GB82zY51pudnt knw r sa- key-20140818

Currently installed keys for adm n:
1. ssh-rsa AAAAB3NzaClyc2EAA. .. 51pudnt knw (rsa- key-20140818)

Choose the operation you want to perform

- NEW- Add a new key.

- DELETE - Renpve a key.

- PRINT - Display a key.

- USER - Switch to a different user to edit.
[1>

nyesa. |l ocal > commi t

10)ESADLEHO PUTTYy A7 4F1L—2320014 2 RUBLUVBREEFEREEN YAV
5, >SSH>FH 71 —IRDEHDTSANK—KRF—T7 714D Auth BKT, TBrowses %
DU O L, ROUERTATYT# HSORBEENLETTAX—KNF—% TConnectiona %i&
RLUTTEL,

M PUTTy OEvY>3> (Z7O774) ) Z2RFL. TOpens Z22UY O LTTF&EW, ®HE
TEBERENEEY 3 VASBICRTFEABVA, FEEAE AT IOV ILTT
TV, OTJFDULESE T0HF*F— "TCORAEDBEIC[IRFEENLETSFAR—KNF—DTT7A
LB FELTTEL

login as: admin

Usi ng keyboard-interactive authentication.

Password: [ PASSWORD)|

Last login: Mon Aug 18 11:46: 17 2014 from 192. 168. 0. 201
Copyright (c) 2001-2013, Cisco Systems, Inc.

AsyncOS 8.5.6 for G sco CLO0OV build 074

Wel come to the Cisco CLOOV Email Security Virtual Appliance
nyesa. | ocal > sshconfig

Currently installed keys for adm n:

Choose the operation you want to perform

- NEW- Add a new key.

- USER - Switch to a different user to edit.
[1> new

Pl ease enter the public SSH key for authorization.

Press enter on a blank line to finish.

ssh-rsa AAAAB3NzaClyc2EAAAABI QAAAQEA] 6Rel +gqLU3WLUQAMUGRD620B+t pdkj kgBn
5Nf Yc+qrt yB93st G3801LT4s0z HnhuKJLTdwBg/ JHdFUNO7 7BY+21GYGS27dMp3UT9/ VuQ



Tj P8DMAKCa+8Mpc9ePdCBZp1CAct 9or oi dUT3V3Fbl 5MBr L8qg4/ gonSi +7i Fc9uCaqgDM
/ h+RxhYeFdJLechMY5nNOadVi FI oKGrv1t z3K9t Op+j EVBI 9TJf +f | 5X6yxpBBDoNcaB9
j Nw@v7vcel ZBv+f | 980c XDISNt 080 Xaef yD2Vupht NASEHwWx +f 6eeA8f t | mO+Pgt gnAs
c2T+i 3BAAC73xwM_+11 GB82zY51pudnt knw r sa- key-20140818

Currently installed keys for adm n:
1. ssh-rsa AAAAB3NzaClyc2EAA. .. 51pudnt knw (rsa- key-20140818)

Choose the operation you want to perform

- NEW- Add a new key.

- DELETE - Renpve a key.

- PRINT - Display a key.

- USER - Switch to a different user to edit.
[1>

nyesa. |l ocal > commi t

BOE1E ]
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