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joe@unix.local:~$ echo "TEST MESSAGE w/ ATTACHMENT" | mail -s "A/V test example" -A av.txt
bobRav.esa
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From: example.com (Joe User) o

To: bob®@av.esa
Cc:

Beoe:

Subject: |A/V test example
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av.ibt

TEST MESSAGE w/ ATTACHMENT
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From: example.com (Joe User) 2
To: bob@av.esa
Cc:

Bece:

Subject: |A/V test example
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Wed Sep 13 11:42:38 2017 Info: New SMTP ICID 306 interface Management (10.1.2.84) address
10.1.2.85 reverse dns host zane.local verified yes

Wed Sep 13 11:42:38 2017 Info: ICID 306 ACCEPT SG UNKNOWNLIST match sbrs[none] SBRS None country
Australia

Wed Sep 13 11:42:38 2017 Info: Start MID 405 ICID 306

Wed Sep 13 11:42:38 2017 Info: MID 405 ICID 306 From: <joe@example.com>

Wed Sep 13 11:42:38 2017 Info: MID 405 ICID 306 RID 0 To: <bob@av.esa>

Wed Sep 13 11:42:38 2017 Info: MID 405 Message-ID '<20170913153801.0EDAlAO0l21@example.com>"

Wed Sep 13 11:42:38 2017 Info: MID 405 Subject 'A/V test attachment'

Wed Sep 13 11:42:38 2017 Info: MID 405 ready 1057 bytes from <joe@example.com>

Wed Sep 13 11:42:38 2017 Info: MID 405 attachment 'av.txt'

Wed Sep 13 11:42:38 2017 Info: ICID 306 close

Wed Sep 13 11:42:38 2017 Info: MID 405 matched all recipients for per-recipient policy my_av in
the inbound table

Wed Sep 13 11:42:38 2017 Info: MID 405 interim AV verdict using McAfee VIRAL

Wed Sep 13 11:42:38 2017 Info: MID 405 antivirus positive 'EICAR test file'

Wed Sep 13 11:42:38 2017 Info: MID 405 enqueued for transfer to centralized quarantine "Virus"
(a/v verdict VIRAL)

Wed Sep 13 11:42:38 2017 Info: MID 405 queued for delivery

Wed Sep 13 11:42:38 2017 Info: New SMTP DCID 239 interface 10.1.2.84 address 10.1.2.87 port 7025
Wed Sep 13 11:42:38 2017 Info: DCID 239 TLS success protocol TLSv1.2 cipher DHE-RSA-AES256-GCM-
SHA384 the.cpg.host

Wed Sep 13 11:42:38 2017 Info: Delivery start DCID 239 MID 405 to RID [0] to Centralized Policy
Quarantine

Wed Sep 13 11:42:38 2017 Info: Message done DCID 239 MID 405 to RID [0] (centralized policy
quarantine)

Wed Sep 13 11:42:38 2017 Info: MID 405 RID [0] Response 'ok: Message 49 accepted'

Wed Sep 13 11:42:38 2017 Info: Message finished MID 405 done

Wed Sep 13 11:42:43 2017 Info: DCID 239 close

BUXYtE—TE#EE L, Sophos IC&K 2 TAF Y LEL K

Wed Sep 13 11:44:24 2017 Info: New SMTP ICID 307 interface Management (10.1.2.84) address
10.1.2.85 reverse dns host zane.local verified yes



Wed Sep 13
Australia
Wed Sep 13
Wed Sep 13
Wed Sep 13
Wed Sep 13
Wed Sep 13
Wed Sep 13
Wed Sep 13
Wed Sep 13
Wed Sep 13

11:44:24

11:44:24
11:44:24
11:44:24
11:44:24
11:44:24
11:44:24
11:44:24
11:44:24
11:44:24

the inbound table

Wed Sep 13
Wed Sep 13
Wed Sep 13

11:44:24
11:44:24
11:44:24

(a/v verdict VIRAL)

Wed Sep 13
Wed Sep 13
Wed Sep 13

SHA384 the.

Wed Sep 13
Quarantine
Wed Sep 13
quarantine)
Wed Sep 13
Wed Sep 13
Wed Sep 13

11:44:24
11:44:24
11:44:24
cpg.host
11:44:24

11:44:24
11:44:24

11:44:24
11:44:29

CDZRESA T,

P
ANT

BEE T ]

2017

2017
2017
2017
2017
2017
2017
2017
2017
2017

2017
2017
2017

2017

2017

2017

2017

2017

2017

2017
2017

Info:

Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:

Info:
Info:
Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:
Info:

ICID 307 ACCEPT SG UNKNOWNLIST match sbrs[none] SBRS None country

Start MID 406 ICID 307

MID 406 ICID 307 From: <joe@example.com>

MID 406 ICID 307 RID 0O To: <bobGav.esa>

MID 406 Message-ID '<20170913153946.E20C7A0121@example.com>"

MID 406 Subject 'A/V test attachment'

MID 406 ready 1057 bytes from <joe@example.com>

MID 406 attachment 'av.txt'

ICID 307 close

MID 406 matched all recipients for per-recipient policy my_av in

MID 406 interim AV verdict using Sophos VIRAL
MID 406 antivirus positive 'EICAR-AV-Test'
MID 406 enqueued for transfer to centralized quarantine "Virus"

MID 406 queued for delivery

New SMTP DCID 240 interface 10.1.2.84 address 10.1.2.87 port 7025
DCID 240 TLS success protocol TLSv1.2 cipher DHE-RSA-AES256-GCM-
Delivery start DCID 240 MID 406 to RID [0] to Centralized Policy
Message done DCID 240 MID 406 to RID [0] (centralized policy

MID 406 RID [0] Response 'ok: Message 50 accepted'

Message finished MID 406 done
DCID 240 close
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