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Machine
Machine
Status
taclab-threat-vector-01 TRIAGE

taclab-secure-machine-01 NO TRIAGE

taclab-threat-vector-01

4 ] ’ .G_E"“'"'
m X " API GET
s 4
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2 ¥ salesforce

taclab-secure-machine-01
is a trusted EndPoint and
is not under triage

taclab-secure-machine-01
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CORF 21X NTIE, Duo Trusted EndPoint(CTl) & Cisco Secure EndPointZ &3 2 J53E(C D
WTHBALET,
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Cisco Secure EndPoint& DuoDEEIC LY, ERETEDRY RI—IUFNA ALTHREEhLEE
BI-WITRI2MRENBEIDSAL—3aNAEICEYET, COKEER. EFNAADEELEZE
UTDEHROTNAAEEBY —)LICE>TEBHEINET, cnsOY—ILO—ZREXOESY T
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« Active Directory RX A4 > —E R

« Active Directory& 7/N 4 AN A

s FNAANILAZEUCRA

s Intune& F/NAL ADANILA

« Jamf Pro& /N1 ANIL A

« LANDESKEEBAA —b

* MacOSXIVR—T7 54 XEEEEY -

o« TFINAADREZ FHTHR

« Windows Enterprise Asset Management* — /L
o TINA ANIL AKEEE & i & 7=Workspace ONE

FINARETNAARAEBY —I)ILEHEETHE, RN FETCisco Secure EndPoint& DuoZ & T
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A ANKRIAZEEITL, DUOTHREESN LTIV =23V ICREEEZ3 UM KB RBEEh
ETFNAAZBRHTIBLEN DY ET,

o — DF/E. Active Directorye /N1 ADREZFEALE T,

Bl R SR

« A ZEITS =% D Active Directory,

 Duo& Trusted EndpointsZ & 3 & IZ Ik, T°/V4 A% Active Directory R X A 2 IZEER T B &%
ENFHYVET, ChIZKY, DwoldERY RT—O DY —-REH—EZRANOT IV AZRLI(C
WA RTFHFATEET,

« Duo Beyond Plan® B,

EXTE & fE A5
DuoCOME DERE
O 4> LUET Adminrand XD ICBEBLET,

* Trusted EndPoints> Add Integration
° igﬁ Active Directory Domain Services



Add Management Tools Integration 2

Device Management Tools Endpoint Detection & Response Systems

Management Tools

= Active Directory Domain Services Windows v Add | Read the Documentation 4

T D% T, ActveDirectory and Device HealthZ® S 8 ,
CNERASMADNY O TOHMETDIEEREZEBLTLSEETL,

Active DirectorylC BB L, PowerShellTXNDIXY > REERITLET,

(Get-ADDomain | Format-Table -Property DomainSID -HideTableHeaders | OQut-String).Trim() | clip

PS C:\Users\Administrator> (Get-ADDomain | Format-Table -Property DomainSID -HideTableHeaders | Out-5tring).Trim() | clip

PS C:\Users\Administrator> |

ZD#. Active Directory®tEF 1T 4IDZV VY 7R—RICOAE—LECEZHRLET,
il

S-1-5-21-2952046551-2792955545-1855548404

Zhid. Active DirectoryE /N4 ADEEMOHKETEAETIET,



2 Windows
n This integration is currently disabled. You can test it with a group of users before activating it for all.
1. Login to the domain controller to which endpoints are joined

2. Open PowerShell

3. Execute the following command, then retrieve the domain Security Identifier (SID) from your clipboard
After running the command, the domain SID will be copied to your clipboard. The SID is used to know if your user's computer is joined to the domain controller.

(Get-ADDomain | Format-Table -Property DomainSID -HideTableHeaders | out-string).Trim() | clip Copy

4. Paste the domain SID

Ex. 5-1-5-21- 3300000 - XN - )OI

)Y saeffEEBERL — activaeforal 258, TS5 LA&WE, Cisco Secure EndPoint& & T
EEBA

Change Integration Status
Once this integration is activated, Duo will start reporting your devices as trusted or not trusted
on the endpoints page [ and the device insight page(5.

Q Integration is active

Your users will be prompted to run a check when logging in on their mobile devices

Test with a group  Select a group h

See Duo's documentation on how to create a desired testing environment(4

@ Activate for all

Save

;)’_( (= Trusted EndPoints > Select Endpoint Detection & Response System > Add this integrati on’Z 3},\‘ o



Device Management Tools  Endpoint Detection & Response Systems

i i i Note
clsco Cisco Secure Endpoint Add this integration

Clseo Secure Endpoint requires one of the
following device management tools to be enabled:

« Active Directory Domain Services

.

Active Directory with Device Health

Generic with Device Health

Intune with Device Health

We integrated this in the previous steps Jamf Pro with Device Health

-

LANDESK Management Suite

-

Mac OS X Enterprise Asset Management
Tool

-

Manual with Device Health

.

Windows Enterprise Asset Management Tool

-

Workspace ONE with Device Health

Z T, Cisco Secure EndPointDIEEND X 1 U R—IHFRRENET,



Cisco Secure Endpoint  zzcs e

1. Generate Cisco Secure Endpoint Credentials

1.

2@ a0 & N

Login to the Cisco Secure Endpoint console(#.
Navigate to "Accounts > API Credentials”.

Click "New API Credentials”.

Give the credentials a name and make it read-only.
Click "Create".

Copy the Client Id and API Key and return to this screen.

Enter Cisco Secure Endpoint Credentials

Client ID

=

Enter Client ID from Part 1.

API key

Enter APl Key from Part 1.

Hosthame

https:/api.eu.amp.cisco.com/

Test Integration


https://console.eu.amp.cisco.com/
https://console.amp.cisco.com/

EICARDHIZERAL THEEZ T ANT BIC(E, https://www.eicarorg/iC 7V EAL., BEENOH S
BN e O0—RLET,

N ABULAVTLKEE W, EICARFARNEAYYO—RTEEF, ChERET. FAN

J7ANETTT,
*
e I C O r- Hame At Us About you Projecis Mews Comien Bzard Privacy Polcy mprind
=
This pape | skill work in progeess. Bormy for any IConveniencs I | ¥ I | F I
WALWA

TIEAZO0-)LLTEI>a>IEBEL, TANTIFAILNEZZTVO—RLET,

Download area using the secure, SSL enabled protocol HTTPS

eicar.com eicar.com.txt eicar_com.zip /’ a';\ eicarcom2.zip /7 als\
68 Bytes 68 Bytes 184 Bytes @ 308 Bytes @

Cisco Secure EndPoint A" NI DI 7 ZHEL ., BEICBEBLET,

)ack (e ® Cisco Secure Client

Secure Endpoint

Zh A, Cisco Secure EndPoint Admin/NZRIILICRIRENBDEEHRETT,


https://www.eicar.org/

¢ DESKTOP-R2ZCHBGS.taclab.com detected eBfeddf1-712e-4072-2134-3fTh66 20 105 tmp a5 Win Ransomware Eicar:95, sbx.tg Medium | Ev -:l ¥ |ﬂ- Quaranting. Successfu 2023-02-17 00:59:18 UTC

b DESKTOP-R2CH8GS.taclab.com detected Uy d 800728 .crd. load a5 Win Eicar:95.sbx.tg Madium LA =1 |ﬁ Quarantine: Successfu 2023-02-17 00:59:18 UTC
P DESKTOP-R2CHSGS taclab.com detected eBfeddf1-712e-4072-2334-e3f7b66 20 105.4mp as Win.Ransomware. EBicar:95, . "2°0C% Medium [ | 13 (=] p: a}, reat Detect 2023-02-17 00:59:18 UTG
P DESKTOP-RZCHBGS.taclab.com detected B00728. ad a5 Win, icar:9%5.sbx.tg Tacues L T =TT ﬂj-, Threat Detect 2023-02-17 00:59:18 UTC

P  DESKTOP-RICHBGS taclab.com detected aThealf0-88d0-4113-abad- 36960 10e98e8 1mp 25 WinRansomware, Eicar-95,shx tg Mediom | | iv: ::p' I8 quarantne: Failed 2023-02-17 00:58:18 UTC

B DESKTOP-R2CHSGS taclab.com detected a7baaf0-88d0-4113-abad- 36960 10608e8.tmp o WinRansomware Elcar:95,  1c0es Madium [F 5\ Eﬂ" Threat Datect 2023-02-17 00:59:18 UTC
b DESKTOP-R2CH8GS taclab.com datoctod U d 677327 crdownload a5 Win, icar95.shi.tg gacecs wsdiim) (Wv ] [Sv) @) Threot Detect 2023-02-17 00:59:18 UTG
Pk DESKTOP-R2ZCHBGS.taclab.com delected €57863dd- 1603 - 4185-b512-d62b84160be0.1mp a3 Win_Ransomware Eicar:95 '-'-"'"" Medium | 134 | ‘j ﬂ} Thineat Detect 2023-02-17 00:59:18 UTG
b DESKTOP-R2CHBGS.taclab.com cietected Unconfirmed 677327.crdownload s WinRansomware.Eicar::95.sbx.tg wisgii) (WP |[Sp] B quarantne: Successt 2023-02-17 00:59:18 UTC

B DESKTOP-R2CHSGS.taclab.com detocted c57863dd-1603-4185-b512- d62b84160bc0.tmp 5= Win.Ransomware Eicar:05.sbx.tg wegin) (my|[2v] B qusrantne: Faied 2023-02-17 O0:59:18 UTC

1

NVAOINDITERBENT TN, ChiEFI RARA4 > NN Cisco Secure EndPoint® k1)
T—ToOMENBDERBENZEABERLET, mwxZES R,

N IVRRAVRENUT VLR ETHCR. EROT—T A 77 NOREEE G —
BOBEET VT 1 TILTDEEBEENUETT Indicators of Compromise FEFEL £ T 5

DT DashboardZ 7)Y IL. InboxZESHR,

Secure Endpoint
Premier

Dashboard Analysis~ Qutbreak Control~ Management~ Accounts

Dashboard

Dashboard Overview Events 105 Clarity

| Refresh All H [J Auto-Refresh | 1

S, BRBREFEIREMBELETAINIVEFOTLVET,



0 1 Requires Attention @ 0 In Progress @ 1 Resolved

[[_J ® Begin Work | @ Mark Resolved | it Move to Gr > t Jent Ma Sor‘tlﬂale v|IE||I
[J W =8 DESKTOP-R2CHBG5.taclab.com in group DUO ﬂ 0 10 events
Hostname DESKTOP-R2CHBGS taclab.com Group & | DUO
Operating System Windows 10 Enterprise N (Build 19045.2604) Palicy £ DUQ
Gonnector Version 8.15.21322 Internal IP 172.16.200.22 [q
Install Date 2023-02-13 11:47:36 UTC External IP 173.38.220.51 [Z]
Connector GUID fe0B6900-9075-4473-ade 7 -4a7fc 998dbfb Last Seen 2023-02-17 01:02:51 UTC
Processor ID 118bfbf000006e 7 Definition Version TETRA 64 bit (daily version: 30043)
Definitions Last Updated 2023-02-16 22:30:07 UTC Update Server tetra-defs.eu amp.cisco.com
Cisco Secure Client ID NfA Kenna Risk Score {3 Mo high severity vulnerabilities found.
Related Compromise Events @ Vulnerabilities

Medlum  Quarantine Fallure  2546deff.. Ge9eedad 2023-02-17 00:59:18 UTC = Mo known software vulnerabilities observed =

Medium | Threat Quarantined  2546dcff.. BeSeedad 2023-02-17 00:59:18 UTC
Meglum Threat Detected 2546dcfl.. GeSeedad 2023-02-17 00:59:18 UTC

Medium = Threat Detected 2546deff . 6edeedad 2023-02-17 00:59:18 UTC

“al<alal0

Medium Threat Detected 2546dcff... GeSeedad 2023-02-17 005918 UTC ™
] » o

<

Take Forensic Snapshot | View Si hot | L Orbital Query 4 Events ' Device Trajectory % Diagnostics (0 View Changes

[ Q, Scan... || Y Diagnose. ..

[ @ Move to Group... H @ Begin Work | @ Mark Resolved | | >, Promote to Incident Manager

KIZ, DuolctlW)BRX T, AT—RAZWRELET,

<> A"Cisco Secure EndPoint® FTICEEBE hi-%., EHICEANRTE N TEEIBRENE
E) RequireAttentionE 5},\\ o



We're sorry. Access is not allowed.

« This device has been blocked from
accessing this application

To fix this problem, please reach out to your
administrator or IT Helpdesk

chid, DuoTOEEE, FWEAEARYRTOARYNDORRFETT,

~ Windows 10, version 22H2 (12045,2604)
As reparted by Device Health

Hostname DESKTOP-R2CHBGS
Edge Chromium  110.0.1587.46
Flash Mot installed

Java Not installed

Device Health Application

) Ingtalled
1:06:37 AM X Denied " F v not
FEB 17, 2023 Blacked by Cisco ductrusted  Splunk anoiie Firewall off Unknown
Sacury Endpolal Encryption ol

Password Sel l

Securlty Agents  Running: Clsco Secure Endpoint ‘
Location Unknown -— -—
173,38 220 81 /

Endpoint falled Cisco Secure Endpoint verification l

Endpaint i not rusted because Clico Secune Endpolnt check falled, Check
ars andpoint in Clsco Sacure Endpoint

BEVOIAVE1I—2—R, HBOZ2EEL L TRHEhELEATLL,

LE1I—-RIINZADTIVERAZFATS



Triage

>
REQUIRE ATTENTION RESOLVED
The machine was detected with many malicious Cybersecurity Team checks the device to The Cybersecurity Team
or which makes doubt about determine what to do with the alerts detected marked the status of the
the status of the machine and see how to proceed under triage status machine as resolved.
.| ’

A thorough analysis was conducted on the machine,
. and it was found that the malware did not execute .
} due to the intervention of Cisco Secure Endpoint. Only %
traces of the malware were detected, enabling the
| Cybersecurity Engineers to incorporate the identified
] indicators of compromise into other security systems
- ' to block the attack vector through which the malware
was downloaded.

Machine on triage status in
Cisco Secure Endpoint

Cisco Secure EndPoint T#EE% 1T\, Cybersecurity SpecialistDREZ 2 (1%, DuoTZ MY
SURNBSTTINOT UV EAREZFATERT,

CCTHERER. DO L > TREENETTIAOT VLA ZBUOHAISZHETT,

Cisco Secure EndPointiZc 77t AL . imbox, CODT/INAABZIRDEDIZN—7 resolved DUOTIRTE
ENETTVT—23a AOTF A EHFALET,

@ 0 Require Attention @ 1 In Progress @ 1 Resolved Showing specific compromises | Show All
[:I = & M ar. ; > N Sort | Date vl | =] EIJ

[0 7 =8 DESKTOP-R2CHBGS. taclab.com in group DUO 'l:i 0 10 events

Hostname DESKTOP-R2ZCHBGS aclab.com Group DU

Operating System Windows 10 Enterprise N (Build 19045.2604) Policy i | DUQ

Connector Version £.1.5.21322 Internal IP 172.16.200.22 B

Install Date 2023-02-13 11:47:36 UTG External IP 173.38.220.51 EJ

Connector GUID feD66900-9075-4473-ade7 -4a7fc398dbfb Last Seen 2023-02-17 01:02:51 UTC

Processor 1D 118LILA000M0GET Definition Version TETRA G4 bit (daily version; 90043)

Definitions Last Updated 2023-02-16 22:30:07 UTC Update Server tetra-defs eu amp cisco.com

Cisco Secure Clent 1D A Kenna Risk Score @ No high severity vulnerabilites found.

Related Compromise Events @ Vulnerabilities

Medium | Cuarantine Failure 2546del. Gedeedad 2023-02-17 00:59:18 UTC = Mo known software vulnerabilities observed =

Mediurn | Threat Quarantined 2546dcff. . 6eZeedad 2023-02-17 00:589:18 UTC

Madium | Threat Detected 2546deff., Geeedad 2023-02-17 00:59:18 UTC

“alalelg

Medium | Threat Detected 2546dcfl.. Gedeedad 20232-02-17 00:59:18 UTC

2

Medium Threat Detected 2546dcff., Gedeedad | 2023-02-17 005918 UTC ™

1 * -

B Take Forensic Snapshot N @ Orbital Query 4 Events ' Device Trajectory % Diagnostics (D View Changes

Q, Scan ] | 9 Diagnose ] [ & Move to Group I @ Mark Resolved I[ » Promote to Incident Manager




TNEE. AT—RADIZVIEH VY EE A atentionrequired® SR, ChIFXDOKSICELLEL 1=
resolved AT —X X.

——

© 0 Require Attention ® 0 In Progress @ 2 Resolved

—SCEAWR. 5. HBLBDWICL > TRBEENLEMRLEEOT TV T—23a2A\OT7 IR %E
BUOTANIZERITETLET,

Choose an authentication method

Pricrity
[ Duo Push recommenoen Send Me a Push

E Passcode Enter a Passcode

What is this? 9
MNeed help?

Secured by Duo

SNT, Duok 7YY 1% ETBEBNEXSh, F7ULOYA Y LELE,

~ Windows 10, version 22H2 (19045,.2604)
As reported by Device Health

Hostname  DESKTOP-R2ZCHBGS

Edge Chromium  110.0.1587 .46
Flash Mot installed
Java Mot installed

Device Health Application
Installed

1:20:41 AM + Granted duotrusted | Palicy not ) » Duo Push
FEB 17, 2021 User approved Splunk applied Ellll-fc:-w:l:iun g:: Krakow, 12, Poland
Ty
Password Set
Security Agents  Running: Cisco Secure

Endpoint

Location Unknown

Trusted Endpoint
determined by Device Health

NUTP7—=20—=070—

12:41:20 AM + Granted / 1. The machine is in the first stage without infection,
FEB 17, 2023 User approved
U
:égff;;m o # *\'- 2. The machine is in the second stage, some malicious artifacts or
\\|_/ some suspicious indicators of compromise are detected
1:20:41 AM + Granted
FEB 17, 2023 User approved J 3. The machine was detected safely by the Cybersecurity Specialist

Team, and now was removed from the triage in Cisco Secure EndPoint
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