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] Active Directory Users and Computers - o *

File Action View Help

o AM 0 XEBcS=2 HM TaETTER

] Active Directary Users and Com|| Mame Type Description e
. 53'-'Ed."1”'!'_“-'5 &, Administrator  User Built-in account for ad...
% IS BOWICELCIED E;agamam User
5 | Builti
= C:Imml.rtar: E,alanal:l User
i P 2, alanduc User

21 Domain Controllers
» [ ForeignSecurityPrincipal:
» [ Managed Service Accour
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]:E.ﬁ.llnwed RO.. Security Group.. Membersin this group .
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MNew Object - User

& Create in:  agarciam.cisco/|sers

X

First name: duovpn -‘—_ Initials:

Last name:
Full name: duavpn
Iser logon name:
duovpn| 4 @agarciam cisco v
User logon name (pre-Windows 2000):
AGARCIAM?, duovpn
< Back Cancel

on
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g 0
50
50
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nts
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5. NAD—RZEZBBEL T, Next22Uv oL, I—HEREEFIEL -SFinsh2 7)Y OLET
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New Object - User

& Create in:  agarciam cisco./Users

Passwaord: Tl -‘—
Confirm password: sssssnssnes +.
[] User must change passwonrd at next logon
[ ] User cannat change passward
[#] Password never expires
[ ] Account is disabled
cBack | [ Med> . Cancsl

18

T
[

- M = I W

6. HICRTLSIC, HLLWI—HERENDTI—TICEVWHT, ThzeHmIU)Y LT, Addto

agroupZERLE T,



— Active Directory Users and Computers - ]
File Action View Help
5 a2l {0 XOE= Hm S Ta%
] Active Directory Users and Com || pame Type Description ~
> I Seved Queries &, Administrator  User Built-in account for ad...
v iR lalui_“?"i“n & agarciam User
: = Builtin E. alanad User
» ] Computers
» 21 Demain Controllers & alanduo i . -
5 [ ForeignSecurityPrincipal: ﬂnlluwzd RID S-ECUTIIT:"' Group... Membersin thn.s group c.
» 7] Managed Service Accour %Cﬂt Publish... Security Greup... Members of this group ...
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2. Defaultacco.. User A& user account manage...
B Denied ROD... Security Group... Members in this group c...
%Dnmdmin: secunty Group.. DNS Administrators Gro...
ﬂ,ﬂn:“pdm.., Security Group... DNS clients who are per...
*Dumain Ad.. Security Group... Designated administrato...
al}umain Co..  Security Group... All workstations and ser...
%Dumain Con... Security Group... All domain controllers i..
%Dnmain Gue... Security Group... All domain guests
Eﬂamain Users Security Group... All domain users
E. dup? User
H DUO-USERS  Security Group...
SENN .. [
%Enttrp:isc d administrato...
£ > || B, Enterprise Mdh i of this group ... e
Allows you to add the selected objects to a group yc Disablle Account
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R, RBIC—HTHRETZEIRLT, OKZVUYILET,

Select Groups

Select this object type:

Groups or Built-in security principals Object Types...

From this location:

Sgarciam.cisco Locations...

Enter the object names to select (=xamples):

DUO-USERS| <l | Check Names
Advanced. .. oK Cancel
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8. Chid, CORFIXYNTHELTHEAENATLVBI—HTT.

Duotg B,

1. Duo AdminR—ZJ)LICOFA4 > LET,

Admin Login

Enter your admin credentials

W Al R oo

Log in as someone alse

Password

FEdEEEEEE R

Forgot password?

Confirm your identity

2. EAIO/NZRIL T, UsersicBE L. Add Userz ') Y 2L T, Active Domain 1—H&IC—& T
21—HY0ORBEAHNL, AddUser2Z )Y I LET,



-.I' Q, Search for users, groups, applications, or devices

Dashboard
Dashboard > Users > Add User

Add User

Most applications allow users to enroll themselves after they complete primary authentication.

Applications Learn more about adding users [f

Device Insight

Policies

Single Sign-On

Users Username duovpn <4

Add User Should match the primary authentication username.
Pending Enroliments
Bulk Enroll Users

Import Users

Directory Sync

Add User

BHLLVWI—HYNRILT, BEZBHREIXNTAILET,




uasnooarg > USers » auovpn

Policies

Applications

duovpn

Single Sign-On

Users

Add User

Pending Enroliments

Bulk Enroll Users Username
Import Users
Directory Sync

Username aliases
Bypass Codes

Groups
Endpoints

2FA Devices
Full name

Trusted Endpoints

Trust Monitor

Reports Email
Settings

Status
Need Help?

Chat with Tech Support [F

Emaill Support

Gall us at 1-855-366-2884

Versioning

Core Authentication Service:

D235.6

Admin Panel:

D235.6

Read Release Notes [
Groups

Account ID
2010-6030-53
Deployment ID
DUOBS

Notes
Helpful Links

Documentation (£
User Guide 7

Knowledge Base (5

Logs Send Enrollment Email

This user has not enrolled yet. See our enrollment documentation [ to learn more about enrolling users.

duovpn

—

+ Add a username alias

Users can have up to 8 aliases.
Optionally, you may choose to reserve using an alias number for a specific alias

(e.g., Username alias 1 should cnly be used for Employee ID).

test ypn user — l
BT S.cOm ‘
@ Active —alf—

Require multi-factor authentication (default).

Bypass
Allow users to skip two-factor authentication and log in with only a password. Passwordless authentication is not skipped.

Disabled
Automatically deny access

This controls the user's two-factor authentication process.

You don't have any editable groups. Add one.

Groups can be used for management, reporting, and policy. Learn more about groups Cf

For internal use.

TFNAADTT, EAVHVRBAFEZIEELE T,

N coRFIARTR. EAALENARAAODUOT Y S 1 BERAERAE TN LS
. BEFNAAEENTABENHYET,

Add PhoneZz 21 )Y 2L &Y,



Phones
P . Add Phona
You may rearranga the phones by dragging and dropping in the table. Learn mone about activating a replacement phone £,

This user has no phones. Add one.

Endpoints

This user has no devices

This usar has no hardware tokens. Add ona.

This user has no bypass codes. Add ona.

WebAuthn & U2F Add Security Key

51— —NEFEESZANL, EFOEMZIVYILET,



Dashboard > Users > duovpn » Add Phone

Add Phone

Learn more about Activating Duo Mobile 7.

Type ® Phone
Tablet
Phone number — B~ K UV Show extension field

Optional. Example: “+52 1 222 123 4567"

6. £l Duo Admin/NZJL TUserslcBBL., ILWI1—HZ0UYOLET,



Dashboard
Daghboard > Users

Device Insight
Use rs Directory Sync | Import Users | Bulk Enroll Users

Policies

Applications
You have users who have not activated Duo Moblle. Click here to send them activation links.

Single Sign-On

Need to activate a replacement phone? Learn more about Reactivating Duo Mobile C5.

Users

Add User 5 0 2 1 0 0

Pending Enroliments

Total Users Mot Enrolied Inactive Users Trash Bypass Users Locked Qut
Bulk Enroll Users
Import Users.
Select (0)v === Export ~ Q search

Directory Sync
By

Username = Mame Email Phones Tokens Status Last Lagin
Groups
Endpoints - 1 Active Mar 8, 2022 6:50 PM
2FA Devices

L] Active Mar 5, 2022 7:.04 PM

Trusted Endpaints

N 1 Active Mever authenticated

Trust Monitor

Reports @ - - = \com 1 Active Mever authenticated

Settings
Enm = m = E=g.com 1 Active Mar 5, 2022 7:16 PM

N BRATERAOTIERENBVESR. BEFXA—LATIIVERBRTEET,

7. Phonestzo> 3> ICBEIL. Activate Duo MobileZ oY O LET,

Phones
Add Phone
You may rearrange the phonas by dragging and dropping In the table. Learn more about activating a replacement phoma 5.

Alias Davice Platform Model Security Warnings

phone1 bl e paly | Androld 10 i

8. [Duo Mobile Activation CodeDEK]Z V)Y I LE T,



4, earch for usars, groups, appllications, or devices

Dashboard
Dashboard &% sem @ — Activate Duo Mobile

Activate Duo Mobile

Davice Insight

Policies

Applications This form allows you to generate a new activation code for this phone's Duo Mobile appl
mabile device or authenticate via Duo Push,

Single Sign-0On
Mote: Generating an activation code will iInvalidate any existing Duo Mobile credentials fc

Users

Groups Phone N L

Endpoints

2FA Davices Expiratian 24 hours w| after generation

Phones

Hardwara Tokens

WebAuthn & U2F e 8 Generate Duo Moblle Activation Code

9. "Emaily ZBIRLU TETZEFXA—IILTZITERY., EFX—ILTRLAZANL T "Send
Instructions by emaily Z2JY L&Y,

Dashboard > ¥ pn Faie0H SHE > Activate Dus Mobile

Activate Duo Mobile

Thiz form allows you to generate a new activation code for this phone's Duo Mobile applicatien. The Duo Mobile application allow:
mobile device or authenticate via Duo Push.

Note: Generating an activation code will invalidate any existing Duo Mobile credentials for this device until it is activated with the r

Phone Lok SO e
Sond links via SMS
® Email =

Email e il BT SO ] —_—



10. HICRIKSIC, FIEARHETAEEFX-IINZZELET,

This is an automated email from Duo Security.

Your organization imvites you to set up Duo Mobile on your phone. You will find instructions from vour Duo

administrator below. If you have questions, please reach out to your organization's IT or help desk team,

This email will help you add your Cisco account to Duo Mobile on this device;

Just tap this link from + ™ g ™ 1 copy and paste it into Duo Mobile manually:

|
- - R_n
If you're not reading thisfrom+ m = ® mmmn Duo Mobile on your phone and secan
this barcode:

Don't have Duo Mobile yet? Install it first:

iPhone: https://itunes apple.com/us/app/duo-mobile/id422663827

1. EHIHARD SDUOENAILT 7TV Z2RE, BmE UYL, QRO—RZFEAZERL., F
JEX—=ILASO—RZAF Y LET,

12. DUOENA LT ZIICHLWI—H—FEBmMEhEl =,
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1. Cisco Duo Authentication?* 5 Duo Auth Proxy ManagerZX D> O—RLULTA > AR=ILET

o

A E 2O RFIXTNTIE, Duo Auth Proxy Managerld., Active Directory(AD)H—E A %
KRARNTBELUWindowsT—NICA VAR =ILEhTVET,

2. Duo Admin Panel TApplicationsIC#E L . Protect an ApplicatonZz2 )Y L&Y,

-ll‘ & Search for users, groups, applications, or devices B cisco | o arpanmen alan v
Dashboard

Dashbeard > Applications
Device Insight = =

Apphcahnns Protect an Application
Policies -
Applications
Pratect an

Manage your update to the new Universal Prompt
Single Sign-0On . )

experience, all in one place.
Users
Groups Gt Started Get More Information 3

]

Endpoints

2FA Devices
Export v Q) Search

Trusted Endpoints

3. ®EK/\N—T, Cisco ISE RadiusZ#HRL £,
Protect an Application

Add an application that you'd like to protect with Duo two-factor authentication,
You can start with a small *proof-of-concept” installation — it takes just a few minutes, and you're the only one that will see it, until you decide to add others.

Documentation: Getting Started Cf

Choose an application below to get started.

il

Application Protection Type

G Akamal Enterprise Application Access 2FA Documantation Cf Protact

.:II.-'.‘._!';. Cisco ISE RADIUS A —_— 2FA Documentation o

4. EF—. BEBF—. BLVAPIRANEZIE—-LET, COERIF. DuosBRE7’OF > 0K
EICHETT,


https://duo.com/docs/authproxy-reference

Successfully added Cisco ISE RADIUS to protected applications. Add another.

Dashboard > Applications > Ciseo ISE RADIUS 1

Cisco ISE RADIUS 1

Follow the Cisco ISE RADIUS instructions 4.

Details
Integration key [ com e R R AT Copy ‘
Secrot key ssssssssnsnsnnns|VSho Ggpy ‘

Don't write down your secret key or share it with anyone.

APl hostname

B L e, el Copy ‘

5. Duo Authentication Proxy Manager7 7'\)7—2 3> &3%247L . Active DirectoryZ 24 7> ~
EISE Radius—/\OMEAE DEREZT T L T, ValidatezV Y I LET,

N RIFEBLEESE. TENYYL AT THMESEL. RRCSUTBELET.



B Duo Authentication Preay Manager = ' %

Version:

IR

ation Proxy is running Up since: 3/5/2022, 9:23:04 AM

Authen Restart Semnvice Stop Service

Validation passed
Configuration has passed validation and is ready to be saved 1‘_—

Configure: authproxy.cfg Unsawved Changes Output

Running The Duo Authentication Proxy Connectivity Tool. This may take
s ral minu
=18.28.17.107 [info] Testing section "main' with configuratiom:
nt =Admir rator [info]
ri= o 1S
in=DC=agarciam,DC=cisco 'log_max_size '28971528",
‘test_connectivity on_startup': "true'}
[radius_server_auto] ) n
[info] —-————————
[info] Testing section 'ad_client' with configuration:
[infe] {'debug': "True',
17.101 *host': "1@.28.17.107°,
1=y ! "search_dn': 'DC=agarciam,DC=cisce",
le=safe service_a unt_password': "secoes",
t=ad_client 'service_account_username': "Administrator'}
rt=1812
[info]
[infa]

| validate Save Leamn how

Cisco ISEDEEE
1 ISEREBA— KOS 4> LET,

2. Cisco ISEX 7 ZEBIL . Administration|\_# & L. Network ResourcesZ )Y 2 L. External
RADIUS Serversz221)Y 2L £ 9,

¥ Cisco ISE

Dashboard Administration

Recent Fag&t
Network Resources
srnal ldenti

3. External Radius Servers® 7 T, AddZ2 UYL %,



= Cisco |ISE Administration - Network Resources

Metwork Devices Metwork Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences

External RADIUS Servers

M Description

4. Duo Authentication Proxy Manager CERAE h TWHRADIUSERENDZHZE S, Submitz o 1)
YIOLET,

Network Devices Network Device Groups MNetwork Device Profiles External RADIUS Servers

RADIUS Server Sequences MNAC Managers External MDM More
* Name DUO_NEW -
fiplon
é
* Host IP 10.28.17.107
* Shared Secret e | 4 Show
Enable KeyWrap D (O]

* Key Encryption Key

* Message Authenticator Code Key

Key Input Format © ASCH () HEXADECIMAL

* Authentication Por 1812 (valid Range 1 to 65535)
Accounting Port 1813 (Valid Range 1 10 65535)

* Server Timeout 5 Seconds (Valid Range 1 10 120)

* Connection Attempls 3 (Valid Range 1 to )

Radius ProxyFailover Expiration 300 {(ilvalid Range 1 to 600)

5. RADIUS Server SequencesX 7 ICBEIL. Add22UYILET,

= Cisco IS Administration - Network Resources

Netwark Devices MNetwork Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences

RADIUS Server Sequences

For Policy Exporl o 10 Administration > System > Backup & Restors > Policy Exporl Page

6. >—T 2 ADBFZEEL TH L VRADIUSHERY —/NZ&IV) HT, Submitz VY ILEXT

o



nees List » New RADIUS Server Sequence

RADIUS Server Sequence

General Advanced Attribute Settings

DUO_Sequence|

" Mame

Description

v User Selected Service Type
Select the set of external RADIUS servers to use to process requests. Servers are accessed in sequence until a response is r

Avallable * Selected

DUD NEW =
DUD_ Radius
= q-

Remote accounting

| Local accounting

7. "By aR—R, X Z1—=H5 TARUD—, IZFES—RNL, TRUS— YK, 2T
YyILEY,

X Glaco |58

Dashboand

Policy

Recer Pegau
Padicy Sata Preding

LCllent Frovislosing

Pollcy [lemenin




8. RADIUSY —T VAT 7 A KRKRUD—ICEV) HTET,

N CORFIXDRTR. FRTOEELC DU —T Y AN BREND . FT ALK
RS —HFERAENET, RUS—QOBYETH., BACE>TERYET,

Policy Sets Reset Policyset Hitcount
Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence  Hits
[ [ ZTILE] Ll  Radius-User-Name EQUALS isevpn Default Network Access % 3
@ = Radius-NAS-Port-Type EQUALS Virtual DUO_Sequence 22
2 Dy I ——— e N

Allowed Protocols
Default Network Access

Proxy Sequence

Cisco ASA RADIUS/ISEDERE
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