ESAB KRUPCESTOEXRERBEA—=IIRUI—RE
BeEDRE

&

Bl $R St

=

ERTBIVE—ZU R
B8

GUI TXDFIEZETLET,
CLIAs., (IN—2329.7x ~ 11.0x)

=
F73a A1
Z77>3> 2
KZS7)I>a—b
B8 iE 5 ¥R

B
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ER3iH
Flexible Mail Policy Matchi&, 11.1.xJ 1) —AK V) EID/N—= 3> MO Cisco ESA/CEST /N 1A AICE
AENFELE, chllky), BEBERROVITNAICESVWTEFX—IILZRIVI—IZRBRETE
9,

CEEEBLVINTOEES,

CBEDZEEICHTEIINTDEEFE.

CEEEBEERBENDEREE.
ZEEOTRLANFIORO—TZEFEEOTRLAE—HLET,

REEBETRLANROIEFT—HLET,
X : AsyncOS 111XV U —ATR, BEIEFZRETEET,
1. I>RO—7%E%H (RFC821 MAILFROM7Z RL R )
2.RFC82TRONPETRLA : AYH—NEENRTVET,
3. RFC822 Reply-ToAY A —TR DA 2 =T RL A,
A—HFO—BlE Yy 7HIARELTIHEE h, RTDO—BNBEEIET,

RIZ—OIEFE. XY E—JHFERHICRNTRIRIS—ERETNDLSICTRLEOICEETT
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BEFAXA—INICEBORI —IL—HTH2EGEELEROZEEN BT TVEREES, XvtE—2
120X Y E—IDMID)A S —BTBRUS—DBIMDIZSEEhET,

AXTE
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ESA/ICESTRHEBZRIL ——HZREITZICE. XROFEZRITLERT,

GUI TRDOFIRERITLET,
1. B8 X—=IKU>—,
2. [BEX—NLNRII—IEREREBA—IRI>—]12IUYHOL T, RUS—ZEHLET,
3.7Uv U RUI—0EM...

4. BROHZDRI—BZADL, BEHICEDETEFENTET (MY TEIVORID—
BOBEICIEELTSEZY ),

5. [AddUser...]227 UYL &%Y,

6. CORV—IC—HITRLSICEEEELZEEERELET,



7. RAVOZEFEAT, CORVD—IZKHLU TANDEZIFORDEMEN REA ES H EHEFEL

LR
8.[0KIZ2VUYH LT, ZEEZMHZTL., BEELTRELTSEZWL,
X ARDZBEBRDZFE]| 71 —/ILRTERENERXSA VDI SBENDZEEERNT
PEEREHAEhEEA,
Add Usar
Any Sender Only if all conditions match -
@ Following Sendars Ay Recipient by if 2l conditions rmatch
Following Senders are Mot @ Fallewing Recipients IF ang or more conditions match
Email address: externalusar@xyz.com, axternalusan@gmail.com
matthew@abec.cam
(e.g. vser@example.com, user@, @example.com, §.example. ]
(8.0, userPexampla.com, usend, Saample.con, @axample,com) LOAP Group:
LDAP Group: There are no LDAP group guerias defined,
There ars no LOAP group gueries defined. [ Fallowing Recipi=nts ars Mot
Ermiail Address:

CLUAS, (/S—23>9.7x ~ 11.0x)

1. policyconfig AN > RZRITLUET,

2AFRER2ZADLT, BEXA=ILRVI—FKEREBXA—ILRVI—2RELET.
3. XK Tnews ZRITLT, HLLX—ILRUS—EERLET,
A AV RNIHLST, ZORVD—IZI—HITBDI-—FZEMLET,
5 BRICH2T, RUZ—EF1VFT1AF YT OREEZZTTLET,
6. ETLES, BEZEFLTAIYPMLTLKEZL,
C880. esa. | ab> pol i cyconfig

Woul d you like to configure Incomng or Qutgoing Mail Policies?
1. Inconing

2. CQutgoing

[1]> 1

3% : /\—> 3 2 AsyncOS 11.1.x GUID[Mail Policies] # 7 £ 7=k CLITR, XEE—HOIEF
BEETEEXT,

CLION > RpolicyconfigT &,

EEENE
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TEZHHBTHEOOEBMA T a U NEAETATVE

8??!*

B4z IS EEED ”"E'P—’%&J DTICRENRTVET, V=23 211.1.xDiR
T IORO—T%EE. AYS— : From. Reply-To# &¥¥Sender.

T72A4F)T10hlERLET,



vesa2. | ab> policyconfig

Woul d you like to configure Incoming Mail Policy or Qutgoing Mail Policies or Match Headers
Priority?

1. Incomng Mail Policies

2. CQutgoing Mil Policies

3. Match Headers Priority

[1]> 3

Mat ch Headers Priority Configuration
Priority: Headers:

P1 Envel ope Sender

Choose the operation you want to perform

- ADD - Add match priority for headers

- EDT - Edit an existing match priority for headers

- REMOVE - Renpbve an existing match priority for headers

®R
ESA/ICESORV S ——BEEZHETRICE, 2200F723a2HFHYET,
A72a 1

1. [GUI] > [Incoming/Outgoing Mail Policies]ic B L £7,

2. [RUS—ORBRRIRY YRICI—HF—T RLAEASL, ThThOEEEFLESEED
—BICHBT BT AREIEIIYILETS,

J.[RU—DRBRRIZEVVYILET,
HAOFERORICRLET,

Email Address: [Nn@!h“m Rcipiant m

= Sendear

Resubs: | Emad Address "Sender: matt@lee.com” is defined in the following policies:
= matt_bwo
= Default Policy [all usars)

Palicies matching "matb@les.cam”

Add Folicy... | Show All Policies |
Outbraai
Order  Poboy Mame | Arti-Spam Ant-virus Advanced Malware Praotectaon Graymad Content Filters Filters Delete
2 matt_two [um= default) {use de=fault) (e default) {use default)  (use defauk) {use= default) =
Default Policy | IronPort Anti-Spam | Sophos File Raputation Mot Available | envelope_copy_guaranty | Disabled

Pasitiwe: Deliver Encrypied: Delhver Halware File: Drop
Suspected; Dalyer | Unecannable; Delvvar | Panding Analyes: Delivar
Virus Positive: Drap | Unscannable - Message Error: Deliver
Unscannable - Ruabe Limik: Delnsr
Ungcannabie « AMP Senvioe Mat ...

F7>3r2
1. ROBFRICBELF9, [GUI] > [System Administration] > [Trace] ZiBIRL £ 7.

2. N\L—RY—)LOF#%ZE AL, [Envelope Information]® T (Z[Sender/Recipient]® 54l & A
jJL/_C\ _ﬁﬁﬁﬁﬁ?g\bi?o



B.[NL—RDOBEKZEIVYILET,

4 [ X=LRV—DORBIERTHICAIO0-ILL, —HI2RI—ZHELET,
HABZRDODRICRLETS,

Message Definition

Sender Information

Source TP Address: Ilﬂ.ﬁﬁ.?]-lﬂ

Fully Qualfied Domain Hamsa: I
If left blank, a reverse DNS lookup will be performaed on the source IP.

Trace Behawior on: | [nOutListener -

Diornain Name to be passad te HELOYEHLD |EHL1:|
{optiomal):
SMTP Authantication Username (opticnal): I

SenderBase Network Owner [D: | @ Lookup network cwner 1D associated with sourca [P
2 use: I

SenderBase Reputation Score (SBAS): | @ Lookup SBRS associated with source IP
© use: |

Envelope Information

Envelope Sender: | [mam@lee.com

Envelope Recipients (separated by commas): | matthew@cisco.com

Upload Message Bady: No file selected.

Paste Message Body: | From: matb@lee.com
(1f no file is uploaded.) | Ta: matthewiBcisco.com

Subject: Body is requined for Trace to show
X-Headers: Inserted at the top

This is the body portion

Clear Start Trace

Mail Policy Processing: Inbound (matched on policy matt_two)

rSTLT 21—k
BE, CORTBICHIZIBENRNT TN 1—FT 100 BRIEHY)EFEA,
SPER g
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http://www.cisco.com/c/ja_jp/support/security/email-security-appliance/products-user-guide-list.html
https://www.cisco.com/c/ja_jp/support/index.html
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https://www.cisco.com/c/ja_jp/support/docs/security/email-security-appliance/118488-technote-esa-00.html
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