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ASA FirePOWER €2 1 —J)LI&, ASASFR &£ L\, Next-Generation IPS ( NGIPS ) .
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Protection (AMP ) BEDRIUERD T 7 A T4 —)Il Y—ERAZRHELET, PO TILFEERYT
ILFAVTFANE—R, BREL—"FTY RELEFINSFVARTLYNE—RTED21-)L%
FHTEERT, CORFIXPNTRE, ASA5585-X D/\—RIIF7 E21—)LTO
FirePOWER (SFR ) EZ 1 —J)LOBIRZFHB LR/ AN 7ORAZHALETT., £k,
SFR £ 1 —/JL % FireSIGHT Management Center [CE 8T 2 FIBEBNLE T,

¥ : FirePOWER ( SFR ) #—E Ald ASA5585-X D/\—RITF EZS1—)LICHEETZD
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CORFIAIXNDFIETIEE, BHEEXEC E—RIZTIVEATIUENHVET, 451 EXEC £
—RIZTIOEARATBICIE, enable DN RZEAALET, NAD—REZRELEDL 2 EFEE.
B(ZEnter ¥F—&#HL %,

ciscoasa> enable
Password:
ciscoasa#

ASA |Z FirePOWER H—ERAZ A ARN—=I)TBIZE., XOOAVR—F NHNFBETT,

ASAVTRIIT N—=232 922 LUk

. ASA5585-X 7’5V N7 #— L

. FirePOWER T2 1 —I)LOEBA B —7 T A4 AN EETRER TFTP H—/\
- FireSIGHT Management Center /N\—> 3> 5.3.1 LA

F:CORFIXVINOBERE., REOTARRRICEI NETNARACEITVTERE N E
Lico CORFAIXINTHEAIZIXNTOTNA AR, 918 (T7 2D ) REDRED
SEBLTVET, BROXY ND—IFRBEEARTHIHE/ICEFE. EOKXSIBIIV RIS
DVWTE, TOBRENEBHECODVTHRIIERL TEKBENBYET,

A 74Fa1L—>3>

FUBIC

ASA SSM | ASA5585-X >+ —2 M2 DOAOY ND12ZEICHEETSHNDT,

FirePOWER ( SFR) H—E A SSP UAD/\N— KR T7 £ 1—)L ( SSP-CX ( Context

Aware ) F7zl& AIP-SSM ( Advanced Inspection and Prevention Security ) %% & ) A 1FE T %54
F, E51 20T 1—I)ILZRYANLTSSP-SFR DIEHIZAR—RAZZETBDHEN HYVET,
N=—RIIT7 ED21—-)LZBWYATHEIC, XROOANV RZRITLTEZ1—-I)IEDYY NI DY
LErT,

ciscoasa# hw-module module 1 shutdown

BREEE

. ASA5585-X M ASA DYV —=IHASE SFREZ21—=IDOITI R—NZ@ET7OEATE
Tt A,

.SFREZ1—-I)A7OEEZa_—_>JEhnld, Tsession1s AN REFEALT, 7L—K
ANtV IAVERBKRTEERT,

. ASA5585-X TSFREZ1—I)ZZ2ICBAX—2{T3ICIFE, BB/ —HURYNAZ—
TIAAREDVTIIEBAR—NEOOVY = Y23 2ERTIHENf HYET,
S5@F SFREZ21—IIEIZHY, ASADBEBAVR—TIAABLTIY—-IILERFRahn
TVWERT,

EN ASAEDEDI-INDAT—RAZFANDICIE. Tshow module 1 detail; N>



REZEITL, SFREZS1I—)DEE IP BLVEET S Defense Center ZENEL £,

ASA A\® FirePOWER (SFR ) E2 21—l OA 2 A=)l

1. ASA FirePOWER SFREZ 2 —J)LO¥WB T —RNARNZ Y 74 X—2 %&Cisco.com» 5, ASA
FirePOWEREB®EB A VA —TJ I/ AN ST IV EAABEAKTFTIPY—NICA D O—RLET, 41 X
—Z & Tasasfr-boot-5.3.1-152.imgs DK D ICHE2TWVWET,

2. ASA FirePOWERZ AT LAY 7 R T 7 %Cisco.comBh* 5. ASA FirePOWERE®E A/ X—7 T
AAD ST I EATEEZHTTP, HTTPS, FLEEFTPH—NIZAOO—RLULET,

3.SFRED1—-I/IOEESR

ZA72321:SFREZ1-ILDODNADT—RAGASBEVEERK., ASAASROINT RZEFKIT
LT, E21- ) ZBEETEXT,

ciscoasa# hw-module module 1 reload
Reload module 1? [confirm]
Reload issued for module 1

FA72322: SFREZ1I-ILODNAT—RAGHA>TVBRHER. INV R AU HAS5EEE
Y —ZBRETEXRT,

Sourcefire3D login: admin
Password:

Sourcefire Linux OS v5.3.1 (build 43)
Sourcefire ASA5585-SSP-10 v5.3.1 (build 152)

>system reboot

4. ESCAPEFE KR A—ZFINEY2a VY TIRNIITOTL—9>—7 2 A%ERALTSFREY
1-)LO7—r7OAZHML, T2 1—)LZROMMONICEREL £,

The system is restarting...
CISCO SYSTEMS
Embedded BIOS Version 2.0(14)1 15:16:31 01/25/14

Cisco Systems ROMMON Version (2.0(14)1) #0: Sat Jan 25 16:44:38 CST 2014
Platform ASA 5585-X FirePOWER SSP-10, 8GE

Use BREAK or ESC to interrupt boot.

Use SPACE to begin boot immediately.

Boot in 8 seconds.

Boot interrupted.



Management0/0
Link is UP
MAC Address: XXXX.XXXX.XXXX

Use ? for help.

rommon #0>

5. SFREZ 1—IIEBBARA—T7IAAILIPPRLAZREL, 7—RARTYTAX=AD
TFTPH—NETFTPNADEFRZEELE T, AOIAN REAHLT, A VEZ—TIALAADIP
T RLAZEREL, TFTIPAX—2ZHEBLET,

+ set

- ADDRESS = Your_IP_Address
- GATEWAY = Your_Gateway

- SERVER = Your_TFTP_Server
- IMAGE = Your_TFTP_Filepath
. sync

- TETP

MERE NS IP 7 RLABHDH, EHL TVWIIRED T OEH,

rommon #1> ADDRESS=198.51.100.3

rommon #2> GATEWAY=198.51.100.1

rommon #3> SERVER=198.51.100.100

rommon #4> IMAGE=/tftpboot/asasfr-boot-5.3.1-152.img
rommon #5> sync

Updating NVRAM Parameters...

rommon #6> tftp

ROMMON Variable Settings:
ADDRESS=198.51.100.3
SERVER=198.51.100.100
GATEWAY=198.51.100.1
PORT=Management0/0
VLAN=untagged
IMAGE=/tftpboot/asasfr-boot-5.3.1-152.1img
CONFIG=

LINKTIMEOUT=20
PKTTIMEOUT=4

RETRY=20

tftp /tftpboot/asasfr-boot-5.3.1-152.img@198.51.100.100 via 198.51.100.1
| A I I O O |

<truncated output>
Received 41235627 bytes
Launching TFTP Image...

Execute image at 0x14000

6.9 T — RN X—2COFA4>LET, admin LT, /NAT—R Admin123 ZFEALTOY
A412LFET,



Cisco ASA SFR Boot Image 5.3.1

asasfr login: admin
Password:

Cisco ASA SFR Boot 5.3.1 (152)
Type ? for list of commands

THBRT - X—DZFEALT, ED1—-ILOEBAE—TIAADIPT RLAZREL &
¥, setup ANV REZADLTVAH—RZRBLET . ROBFHREROZTOV T MARRE
nEd,

- Hostname : &K 65 XFDHEHF T, AR—ARFERATEERLEA. N1 7V EFERATEET

- [Network address] : AZ T4 Y U IPv4d £/zl& IPv6 7 RL AZERET SN, DHCP ( IPv4 O
BE)FEEIPV6 AT—MLRABHREEZFERALET,
- [DNS information] : %< &% 1 DO DNS H—NZIEETBIMLENf HYVET, RXS/BE
HELT RSV ZRETDEETEET,
- [NTP information] : > AT ARZZRETHLEHIC, NTP ZERICLTNTP HY—NZRET
EET,
ERZEh2EHROH. £AL TVWBIRED T OEH.

asasfr-boot>setup

Welcome to SFR Setup
[hit Ctrl-C to abort]
Default values are inside []

Enter a hostname [asasfr]: sfr-module-5585

Do you want to configure IPv4 address on management interface?(y/n) [Y]: ¥

Do you want to enable DHCP for IPv4 address on management interface?(y/n) [N]: N
Enter an IPv4 address [192.168.8.8]: 198.51.100.3

Enter the netmask [255.255.255.0]: 255.255.255.0

Enter the gateway [192.168.8.1]: 198.51.100.1

Do you want to configure static IPv6 address on management interface?(y/n) [N]: N
Stateless autoconfiguration will be enabled for IPv6 addresses.

Enter the primary DNS server IP address: 198.51.100.15

Do you want to configure Secondary DNS Server? (y/n) [n]: N

Do you want to configure Local Domain Name? (y/n) [n]: N

Do you want to configure Search domains? (y/n) [n]: N

Do you want to enable the NTP service? [Y]: N

Please review the final configuration:
Hostname: sfr-module-5585
Management Interface Configuration

IPv4 Configuration: static
IP Address: 198.51.100.3
Netmask: 255.255.255.0
Gateway: 198.51.100.1

IPv6 Configuration: Stateless autoconfiguration

DNS Configuration:
DNS Server: 198.51.100.15



Apply the changes?(y,n) [Y]: ¥
Configuration saved successfully!
Applying. ..

Restarting network services...
Restarting NTP service...

Done.

87— X—=MEALT, systeminstal AN REFEALTATAVIRNITITAX=D
BT7ILLUTAVAM=ILET, BEXYE—2JICRELEVEEE, noconfiim A7/ 3a> %
BELES., un F—T7—RE pkg 771 ILOBRICEEBRZIET,

asasfr-boot> system install [noconfirm] url

ez,

> system install http://Server_IP Address/asasfr-sys-5.3.1-152.pkg

Verifying
Downloading
Extracting

Package Detail
Description: Cisco ASA-SFR 5.3.1-152 System Install
Requires reboot: Yes

Do you want to continue with upgrade? [y]: ¥
Warning: Please do not interrupt the process or turn off the system.
Doing so might leave system in unusable state.

Upgrading
Starting upgrade process
Populating new system image

F:AVAMN=ILN 20~ 300 TRETLES, Enter F—Z2HLTBEHITDHELSICRKRDS
nNEJ, F7V5—23> A0R—F2 MDA ARN—)L & ASA FirePOWER H—E A ®
EEICE 10 2L EA DY) E T, show module 1 details DHEAT, IXTOTOEAAN Up
ERRENDIEFITTT,

A2AN=LFDED 1) ATF—2A

ciscoasa# show module 1 details

Getting details from the Service Module, please wait...
Unable to read details from module 1

Card Type: ASA 5585-X FirePOWER SSP-10, 8GE
Model: ASAS5585-SSP-SFR10

Hardware version: 1.0

Serial Number: JAD18400028

Firmware version: 2.0(14)1

Software version: 5.3.1-152

MAC Address Range: 58£f3.9ca0.1190 to 58f3.9ca0.119b
App. name: ASA FirePOWER

App. Status: Not Applicable

App. Status Desc: Not Applicable

App. version: 5.3.1-152

Data Plane Status: Not Applicable

Console session: Not ready



Status: Unresponsive

A2VAN=IHFEERTLUEROED 1—) AT—FA

ciscoasa# show module 1 details
Getting details from the Service Module, please wait...

Card Type: ASA 5585-X FirePOWER SSP-10, 8GE
Model: ASA5585-SSP-SFR10

Hardware version: 1.0

Serial Number: JAD18400028

Firmware version: 2.0(14)1

Software version: 5.3.1-152

MAC Address Range: 58f3.9ca0.1190 to 58£3.9ca0.119b
App. name: ASA FirePOWER

App. Status: Up

App. Status Desc: Normal Operation

App. version: 5.3.1-152

Data Plane Status: Up

Console session: Ready

Status: Up

DC addr: No DC Configured

Mgmt IP addr: 192.168.45.45

Mgmt Network mask: 255.255.255.0

Mgmt Gateway: 0.0.0.0

Mgmt web ports: 443

Mgmt TLS enabled: true

A 714F¥1L—>3>
FirePOWER V7 NI TP DERE

1. XOWVWT D OAER— NEHT ASA 5585-X FirePOWER T2 1 —)LICEBEHETE X T,
. ASA FirePOWER >V —J)L R— K
. SSH %= {9 % ASA FirePOWER Management 1/0 1 X —7 I 4 A

X :sessionsfr AN REFAL. ASANY ST L—>%NHL T ASA FirePOWER /\— R
DIT7 EDI—I)ICLITOEATRH_ERFTEFXREA,

2.2V =)D S5FirePOWEREZ 21 —=)LIC7 V9t AL L&, I—YRadmin&/N AT —R
SourcefirezFALTOJA > LET,

Sourcefire3D login: admin
Password:

Last login: Fri Jan 30 14:00:51 UTC 2015 on ttySO0
Copyright 2001-2013, Sourcefire, Inc. All rights reserved. Sourcefire is a registered

trademark of Sourcefire, Inc. All other trademarks are property of their respective

owners.



Sourcefire Linux 0OS v5.3.1 (build 43)
Sourcefire ASA5585-SSP-10 v5.3.1 (build 152)

Last login: Wed Feb 18 14:22:19 on ttySO0

System initialization in progress. Please stand by.

You must configure the network to continue.

You must configure at least one of IPv4 or IPv6.

Do you want to configure IPv4? (y/n) [yl: ¥

Do you want to configure IPv6? (y/n) [n]l: n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manual]: dhecp

If your networking information has changed, you will need to reconnect.
[1640209.830367] ADDRCONF (NETDEV_UP): eth0O: link is not ready
[1640212.873978] el000e: eth0 NIC Link is Up 1000 Mbps Full Duplex, Flow Control: None
[1640212.966250] ADDRCONF (NETDEV_CHANGE) : eth0: link becomes ready

For HTTP Proxy configuration, run 'configure network http-proxy'

This sensor must be managed by a Defense Center. A unique alphanumeric registration
key is always required. In most cases, to register a sensor to a Defense Center,
you must provide the hostname or the IP address along with the registration key.
'configure manager add [hostname | ip address ] [registration key ]

However, if the sensor and the Defense Center are separated by a NAT device, you
must enter a unique NAT ID, along with the unique registration key. 'configure
manager add DONTRESOLVE [registration key ] [ NAT ID ]°'

Later, using the web interface on the Defense Center, you must use the same
registration key and, if necessary, the same NAT ID when you add this
sensor to the Defense Center.

FireSIGHT Management Center M &&E

ASAFirePOWER E¥ 21— )L&etFa1UT 14 KU —ZEETSI(CE, FireSIGHT Management
Center [C& 832 L N BEATT, FireSIGHT Management Center TXDIEEZTS LT
EEB A,

. ASAFirePOWER 1 2 —7 I A ADMHRERFTEFE A,

. ASAFirePOWER 7Ot AM>I ¥vvY NED> . BEE, FELEEBETEERE A,

. ASA FirePOWER F/NA ATONY 9T Y T OER. EEENYITYT70ERETEERE
Ao

.VLAN 2T 0&B%2FERALT, RST7A4VOEBEITDEHOT7IEA I NO-II =)
ERRITBERFTEEEA

SFREZ1=IADRNT T4V IODOIVEAL YK

BEODRNZ 74V 02BATHIH—ERAR)S—%Z/EHKL T, ASA FirePOWER > 1—)LA®D
RST4vOBUAALALINLET, FirePOWER EZ 21— )LICRNS 714y 9&DUAALLINT
B, ROFIEICEWVWET,

ATYT1: 8ZT7 149 I DER

B#IC. access-list AN REFHALTNS 714 Yv 0% BIRLET, XOBITRE., IXTOHOA


//www.cisco.com/c/ja_jp/support/docs/security/firesight-management-center/118596-configure-firesight-00.html
//www.cisco.com/c/ja_jp/support/docs/security/firesight-management-center/118596-configure-firesight-00.html

B—TIAANESDIXRTDORTTAVIZIAALIRNLET., COBRER. BEDRNZT 1
VIOILNUTRITIRDZEELTERT,

ciscoasa(config)# access-list sfr_redirect extended permit ip any any
ATYT2: NZT74YvODRE

ROBlIE, VSAIYTEERL, TVEAUVUARNDRS 74V OERETZHEERLTVE
9,

ciscoasa(config)# class-map sfr
ciscoasa(config-cmap)# match access-list sfr redirect

ATYT3:Fo23a>voEE

TFNAAE, NVOTRE (EZRER ) FLBAVFAVEBAOVTIhATRETEET,
ASA LTEZRERAE—REBEDA A4 T—ROWHLZRKICRETDERFITEREA
o BFIVFTA RII—D1DORATOHRNFFAENET,

127142 =K

AOTAVEETER, EELLKBEVRNZ 74y 08 ROYTEN, RU—ICKYYBRE N4
DTOAVNERTENLEE, RST714Y VR ASAICIRENT, BIIOMES K OHRNEEIE
FIIbhERT, ROBIK, RU—IvT&ERL, 12F4>2 T— KT FirePOWER £2 1

—)LERETDHEERLET,

ciscoasa(config)# policy-map global_policy
ciscoasa(config-pmap)# class sfr
ciscoasa(config-pmap-c)# sfr fail-open

Ny>7 E—K
NY S TERTE,
NS TA4avOOAE—NFNARICEEENETH, ASAICKREhEFEA,
INYST E—RTR., FNAANRNS T4V IR UTETLEEEDLDNDZHAREESEL,
XY RND—OICEEEBEAIICNT T4V IOOABRZMTERT,

FirePOWER €2 1—)L&ZNY 27 E—RTHRETBICEF. XD KSIZ monitor-only F—7T— R
ZEALET, F—TJ—RZEBELEVES., RTFT71VYIRA2TAY T—RTEFEIET

o

ciscoasa(config-pmap-c)# sfr fail-open monitor-only

ATYT 4 BFAOERE

REODFIEEGF, RIS —ZBARATZETT, RUZ—RF, JO-NILKEFAER—TI(RA



CEATERT, IVE2—TIAATR, TOAE—TIAANY—EA RV —%2ERATS
cET, JO-NIL RIS —%ZLEETERY,

global¥—T— Rk, IXTOA U E—TITAAICKR)S—I v 7 ZEAL. interfaceld 120 A
VEB—TIAAICRI)—ZHBERALET, FAEnD790-NILKRVD—E12EHFTT, ROHI
Tk, RUZ—="J0O0-NIICEREhET,

ciscoasa(config)# service-policy global_policy global
EE RV — XY 7 global_policy @77 #ILKNDRIS—TF, cORD—ZFERAL
TVWT, STV a1—F 42BN TZORI—EF/INA AN SHIRTDEICIE., 4T
TOEEZEBRELTHEVTLEZY,

BE R

. FireSIGHT Management Center ND T /N1 A D &K
. VMware ESXi A\ ® FireSIGHT Management Center ®E& A
. 5500-XIPSEZ1—)LTO IPS EEEREND U A



//www.cisco.com/c/ja_jp/support/docs/security/firesight-management-center/118596-configure-firesight-00.html
//www.cisco.com/c/ja_jp/support/docs/security/firesight-management-center-virtual-appliance/118645-configure-firesight-00.html
/content/en/us/support/docs/security/ips-sensor-software-version-71/113690-ips-config-mod-00.html
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