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2. AAA Server Groups NDHEICHD Add 20 )Y I LET,

BHLVWAAA TN T -7 nEGZEEL, 7O &L T LDAP ZERL £ T,

4. FLWIIIL—THBREBORA D TERENATVD Z EE/EFEL., Servers in the Selected
Group R4 > DHEICHBD AddZI VY I LET,
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(&. CN, UID, # & userPrincipalName T9, Login DN : LDAP H—/\TOI1—Y DK%
BAEY), FERILYIOTYTEAEICTEIEDICTDEEEEZSZX SN DN, Login
Password : DN 7 A7 > KM/Y AT — R, LDAP Attribute Map : COH—/\A S5 D& THE
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TBHHEICDOVTOHME, TLDAP REICKY) VPN ISA T Rh%E VPN IIL—F RV



http://support.microsoft.com/?id=320528
http://support.microsoft.com/?id=320528
http://support.microsoft.com/?id=320528
http://support.microsoft.com/?id=320528
//www.cisco.com/en/US/products/ps6120/products_configuration_example09186a008089149d.shtml
//www.cisco.com/en/US/products/ps6120/products_configuration_example09186a008089149d.shtml
//www.cisco.com/en/US/products/ps6120/products_configuration_example09186a008089149d.shtml
//www.cisco.com/en/US/products/ps6120/products_configuration_example09186a008089149d.shtml

=XV ECT TR0l EZRUTLSEZL,

6. AAAH—NTI—TZ2FRELT, Y—NZThIZEMLES, LV AAABREZFERTS
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8. [Authentication] D T, F TIZERL = LDAP H—N\ ) —7%BIRLE T,
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LDAP H—/NEBEZIT2 T, WebVPN VT AT N EFRIALT B KSIC ASA ZFRET B IC I,
Command Line Interface (CLI; AN RZA 2 A 2B —TIA4 A ) CTROFIEZERITLET,

ci scoasa#configure termnal !--- Configure the AAA Server group. ciscoasa(config)#aaa-server
LDAP_SRV_CRP protocol ldap !--- Configure the AAA Server. ciscoasa(config-aaa-server-group)#aaa-
server LDAP_SRV_GRP (inside) host 192.168.1.2 ciscoasa(config-aaa-server-host)#l dap-base-dn
dc=ftwsecurity, dc=cisco, dc=com ci scoasa(confi g-aaa-server-host)#l dap-1ogi n-dn cn=adni n,
cn=users, dc=ftwsecurity, dc=cisco, dc=com ci scoasa(config-aaa-server-host)#l dap-I| ogi n- password
*x*x*xx%kkxx cjscoasa(config-aaa-server-host)#l dap-nami ng-attri bute sAMAccount Name

ci scoasa(confi g- aaa-server-host) #l dap- scope subtree ci scoasa(confi g-aaa-server-host)#server-type
m crosoft ciscoasa(config-aaa-server-host)#exit !--- Configure the tunnel group to use the new
AAA setup. ciscoasa(config)#tunnel-group Exanpl eG oup2 general -att ci scoasa(config-tunnel -

gener al ) #aut henti cati on-server-group LDAP_SRV_GRP
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ci scoasa#t est aaa-server authentication LDAP_SRV_GRP host 192.168. 1.2 usernane kate password
ci scol23 INFO Attenpting Authentication test to |IP address <192.168.1.2> (tineout: 12 seconds)
I NFO Aut hentication Successf ul

ST aA-F142T

FEAITHEEDO DN ANYVINFFREEFES, ON¥ R 7O 7 KD S Windows Active
Driectory 4 —/YET dsquery AN RZERITLT, -4 A7V NOBEYIA DN AN Y
JEBBTEET,

C:\ Documents and Settings\Admi ni strator>dsquery user -sam d kate !--- Queries Active Directory
for samd id "kate" "CN=Kate Austen, CN=Users, DC=ftwsecurity, DC=ci sco, DC=conf

debug Idap 255 N> Rik, COFUATRIABEO RS TN 1—FT 4 JICBMTYT, <
DXV REFEHATDE, LDAP FINY IHN A Z—TI)LICA&V), LDAP H—/NICEHT D EHIC
ASAICK 2 THERAENDTOCAZERTEICENTEEXTT, CORFIXND "ERFHAH,
O3V THHLELSIZ, KOBI T LDAP H—/YAD ASA ODEHANRRENATVET
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ROTINY TTE, RBU RN REAhTVERT,

ci scoasa#debug | dap 255 [7] Session Start [7] New request Session, context 0xd4b11730, reqType =
1 [7] Fiber started [7] Creating LDAP context with uri=ldap://192.168.1.2:389 [7] Connect to
LDAP server: |dap://192.168.1.2:389, status = Successful [7] defaultNam ngContext: value =
DC=f t wsecurity, DC=ci sco, DC=com [ 7] supportedLDAPVersion: value = 3 [7] supportedLDAPVersi on:
value = 2 [7] supportedSASLMechani sns: val ue = GSSAPI [7] supportedSASLMechani sns: val ue = GSS-
SPNEGO [ 7] supportedSASLMechani sms: val ue = EXTERNAL [7] supportedSASLMechani sns: val ue =

DI GEST-MD5 !--- The ASA connects to the LDAP server as admin to search for kate. [7] Binding as
adm nistrator [7] Performng Sinple authentication for admin to 192.168.1.2 [7] LDAP Search:
Base DN = [dc=ftwsecurity, dc=cisco, dc=com] Filter = [sAMAccount Nane=kate] Scope = [ SUBTREE]

[7] User DN = [ CN=Kate Austen, CN=Users, DC=f t wsecurity, DC=ci sco, DC=con] [7] Talking to Active
Directory server 192.168.1.2 [7] Reading password policy for kate, dn:CN=Kate Austen, CN=Users,
DC=f t wsecurity, DC=ci sco, DC=com [ 7] Read bad password count 1 !--- The ASA binds to the LDAP
server as kate to test the password. [7] Binding as user [7] Performing Sinple authentication
for kate to 192.168.1.2 [7] Checking password policy for user kate [7] Binding as adm nistrator
[7] Performng Sinple authentication for admin to 192.168.1.2 [7] Authentication successful for
kate to 192.168.1.2 [7] Retrieving user attributes fromserver 192.168.1.2 [7] Retrieved
Attributes: [7] objectdass: value = top [7] objectd ass: value = person [7] objectC ass: val ue
= organi zati onal Person [7] objectd ass: value = user [7] cn: value = Kate Austen [7] sn: value =
Austen [7] givenNanme: value = Kate [7] distingui shedName: val ue = CN=Kate

Aust en, CN=User s, DC=f t wsecurity, DC=ci sco, DC=com [7] instanceType: value = 4 [7] whenCreated:

val ue = 20070815155224.0Z [7] whenChanged: value = 20070815195813.0Z [7] displ ayNane: value =
Kate Austen [7] uSNCreated: value = 16430 [7] menberO: value =

CN=Cast aways, CN=User s, DC=f t wsecuri ty, DC=ci sco, DC=com [ 7] nenberOf: val ue =

CN=Enpl oyees, CN=User s, DC=f t wsecuri ty, DC=ci sco, DC=com [ 7] uSNChanged: val ue = 20500 [7] nane:
value = Kate Austen [7] objectGUD: value = ..z...yC. qO0..... [ 7] userAccount Control: val ue
66048 [7] badPwdCount: value = 1 [7] codePage: value = 0 [7] countryCode: value = 0 [7]
badPasswor dTi ne: val ue = 128321799570937500 [7] |astLogoff: value = 0 [7] |astLogon: value =



128321798130468750 [7] pwdLast Set: value = 128316667442656250 [7] primaryGoupl D: value = 513
[7] objectSid: value = ............ Q.p..*.p?E. Z... [7] account Expires: value =
9223372036854775807 [7] | ogonCount: value = 0 [7] sAMAccount Name: value = kate [7]

sAMAccount Type: val ue = 805306368 [7] userPrincipal Name: value = kate@twsecurity.cisco.com[7]
obj ect Cat egory: val ue = CN=Per son, CN=Schenma, CN=Confi gur ati on, DC=ftwsecurity, DC=ci sco, DC=com [ 7]
dSCor ePr opagat i onDat a: val ue = 20070815195237.0Z [ 7] dSCor ePropagati onData: value =
20070815195237.0Z [7] dSCor ePropagati onData: val ue = 20070815195237.0Z [ 7]

dSCor ePr opagat i onDat a: val ue = 16010108151056.0Z [7] Fiber exit Tx=685 bytes Rx=2690 byt es,
status=1 [7] Session End

ROTINY TTRE, B2ENATD—RFRRATRERIZEAN RENTOVRT,

ci scoasa#debug | dap 255 [8] Session Start [8] New request Session, context 0xd4b11730, reqType
1 [8] Fiber started [8] Creating LDAP context with uri=Ildap://192.168.1.2:389 [8] Connect to
LDAP server: |dap://192.168.1.2:389, status = Successful [8] defaultNam ngContext: value =
DC=f t wsecurity, DC=ci sco, DC=com [ 8] supportedLDAPVersion: value = 3 [8] supportedLDAPVersion:
value = 2 [8] supportedSASLMechani sms: val ue = GSSAPI [8] supportedSASLMechani sms: val ue = GSS-
SPNEGO [ 8] supportedSASLMechani sms: val ue = EXTERNAL [ 8] supportedSASLMechani sns: val ue =

DI GEST-MD5 !--- The ASA connects to the LDAP server as admin to search for kate. [8] Binding as
adm nistrator [8] Performing Sinple authentication for adnmn to 192.168.1.2 [8] LDAP Search:
Base DN = [dc=ftwsecurity, dc=cisco, dc=con] Filter = [sAMAccount Nane=kate] Scope = [ SUBTREE]
[8] User DN = [ CN=Kate Austen, CN=Users, DC=ftwsecurity, DC=ci sco, DC=con] [8] Talking to Active
Directory server 192.168.1.2 [8] Reading password policy for kate, dn: CN=Kate Austen, CN=Users,
DC=f twsecurity, DC=ci sco, DC=com [ 8] Read bad password count 1 !--- The ASA attenpts to bind as
kate, but the password is incorrect. [8] Binding as user [8] Perform ng Sinple authentication
for kate to 192.168.1.2 [8] Sinple authentication for kate returned code (49) Invalid
credentials [8] Binding as adnministrator [8] Performng Sinple authentication for adnmin to
192.168. 1.2 [8] Reading bad password count for kate, dn: CN=Kate Austen, CN=Users,

DC=f t wsecurity, DC=ci sco, DC=com [ 8] Recei ved badPwdCount=1 for user kate [8] badPwdCount=1

bef ore, badPwdCount=1 after for kate [8] now Tue, 28 Aug 2007 15:33:05 GMI, |astset: Wed, 15
Aug 2007 15:52:24 GV, delta=1122041, nmaxage=3710851 secs [8] Invalid password for kate [8]

Fi ber exit Tx=788 bytes Rx=2904 bytes, status=-1 [8] Session End

ROTINY TTE, LDAP H—NTI1—HZRRTEZVLEDICAMIDFEAN RENhTVERT

o

ci scoasa#debug | dap 255 [9] Session Start [9] New request Session, context 0xd4b11730, reqType
1 [9] Fiber started [9] Creating LDAP context with uri=Ildap://192.168.1.2:389 [9] Connect to
LDAP server: |dap://192.168.1.2:389, status = Successful [9] defaul t Nam ngContext: value =
DC=f t wsecurity, DC=ci sco, DC=com [ 9] supportedLDAPVersion: value = 3 [9] supportedLDAPVersion:
value = 2 [9] supportedSASLMechani sms: val ue = GSSAPI [9] supportedSASLMechani sns: val ue = GSS-
SPNEGO [ 9] support edSASLMechani sms: val ue = EXTERNAL [ 9] supportedSASLMechani sns: val ue =

DI GEST-MD5 !--- The user mikhail is not found. [9] Binding as admi nistrator [9] Perform ng
Sinpl e authentication for adnmin to 192.168.1.2 [9] LDAP Search: Base DN = [dc=ftwsecurity,
dc=ci sco, dc=com Filter = [sAMAccount Name=mi khail] Scope = [ SUBTREE] [9] Requested attributes
not found [9] Fiber exit Tx=256 bytes Rx=607 bytes, status=-1 [9] Session End

TINY Jl&. ASA & LDAP BRI —/NEOEEABELBZVWEEICCNIT— Xy E—J %K
RUET,

ci scoasa# debug webvpn 255

I NFO debug webvpn enabled at |evel 255.

ci scoasa# webvpn_portal . c: ewaFor nSubmi t _webvpn_| ogi n[ 2162]

ewaFor nSubmi t _webvpn_| ogi n: tgCookie = NULL

ewaFor nSubni t _webvpn_l ogin: cookie =1

ewaFor nSubni t _webvpn_I| ogi n: tgCookieSet = 0

ewaFor nSubmi t _webvpn_| ogi n: tgroup = NULL

....not resumng [2587]

webvpn_portal . c: http_webvpn_kill _cookie[ 787]

webvpn_aut h. c: htt p_webvpn_pre_aut henti cati on[ 2327]

WebVPN: cal ling AAA with ewsContext (-847917520) and nh (-851696992)!
webvpn_aut h. ¢c: webvpn_add_aut h_handl e[ 5118]

WebVPN: started user authentication...

webvpn_aut h. c: webvpn_aaa_cal | back[ 5158] WebVPN: AAA status = (ERROR)
webvpn_portal . c: ewaFor nSubni t _webvpn_| ogi n[ 2162] ewaFor nSubm t _webvpn_| ogi n: tgCooki e = NULL



ewaFor nSubni t _webvpn_| ogi n: cookie = 1 ewaFornSubm t_webvpn_I| ogi n: t gCooki eSet = 0
ewaFor nSubni t _webvpn_l ogin: tgroup = NULL ....resum ng [2564]
webvpn_aut h. c: htt p_webvpn_post _aut henti cati on[ 1506] WebVPN: user: (utrcd0l1) auth error.
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