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show service-policy police

show service-policy priority

show service-policy shape

show priority-queue statistics
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ciscoasa(config)# access-list WEB-LIMIT permit ip host 192.168.10.1 any

ciscoasa(config)# class-map Class-Policy

ciscoasa(config-cmap)# match access-list WEB-LIMIT

(
(
(
ciscoasa (config-cmap) #exit

ciscoasa(config)# policy-map POLICY-WEB

ciscoasa(config-pmap)# class Class-Policy

ciscoasa(config-pmap-c)# police output 1000000 conform-action transmit exceed-
action drop

ciscoasa (config-pmap-c) #fexit

ciscoasa (config-pmap) #exit

ciscoasa(config)# service-policy POLICY-WEB interface outside
— ~
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ciscoasa(config-pmap) #policy-map gos_outside_policy
ciscoasa(config-pmap)# class class-default

(
(
ciscoasa(config-pmap-c)# shape average 2000000
ciscoasa(config-pmap-c) #exit

(

ciscoasa(config-pmap) #exit

ciscoasa(config-pmap-c)# service-policy gos_outside_policy interface outside
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ciscoasa(config) #priority-queue outsideciscoasa(config-priority-queue)#queue-limit
2048ciscoasa(config-priority-queue) #tx-ring-limit 256

DSCPef 2BBET2IT A :

ciscoasa(config)# class-map Voice
ciscoasa(config-cmap)# match dscp ef
ciscoasa(config-cmap)# exit
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ciscoasa(config)# class-map SSH
ciscoasa(config-cmap) # match port tcp eq 22
ciscoasa(config-cmap)# exit

BEEFESSH NG 74 Y VNBERENNTZERATZIRIS—I VT !

ciscoasa(config)# policy-map pl_priority
ciscoasa(config-pmap)# class Voice
ciscoasa (config-pmap-c)# priority
ciscoasa(config-pmap-c)# class SSH



ciscoasa (config-pmap-c)# priority
ciscoasa(config-pmap-c)# exit
ciscoasa(config-pmap)# exit
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ciscoasa(config)# policy-map pl_shape
ciscoasa(config-pmap)# class class-default
ciscoasa(config-pmap-c)# shape average 2000000

ciscoasa(config-pmap-c)# service-policy pl_priority

ciscoasa(config-pmap-c)# exit
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(
(
ciscoasa(config-pmap)# exit
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ciscoasa(config)# service-policy pl_shape interface outside
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LNIN—T%BRTBIZIE., VT A XY 7 AD match tunnel-group <tunnel> IX > K&
match flow ip destination address <> RZ#EAL F 7,

class-map tgroup_out
match tunnel-group ipsec-tun
match flow ip destination-address
policy-map gos
class tgroup_out
police output 1000000

match tunnel-group Y RZFEALEBER,. TORKTADRIS D IFHBETIDHTR
HY)ERA. FHICOVWTIE, CiscoBug ID CSCth48255 #Z B L TL £ & ', match flow ip
destination-address ZEAL TANRI VT ZRTLEIDETRE, ROIT—HFRREIE
CB

police input 10000000
ERROR: Input policing cannot be done on a flow destination basis

match tunnel-group ZFEAL 1258, TORRKTAORIVD VI EELTVEVWLSICRR
%7 ( Cisco Bug ID CSCth48255) ., AARUZ T HFHEET S (CIE. match flow ip destination-
address address ZfFAETIC, VANV T EZFERATIREN HYET,
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class-map tgroup_in
match tunnel-group ipsec-tun
policy-map gos
class tgroup_in
police input 1000000

match ip destination address ZEF KWV I SA XY FICETVTHIERIZ I LELDSETHS
E. RDIT—HNERRENET,

police output 10000000
ERROR: tunnel-group can only be policed on a flow basis
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ciscoasa(config)# tunnel-group al type webvpn
ciscoasa(config)# tunnel-group al webvpn-attributes
ciscoasa(config-tunnel-webvpn)# class-map cl
ciscoasa(config-cmap)# match tunnel-group al

(
(
ciscoasa(config-cmap)# match flow ip destination-address
ciscoasa(config-cmap)# policy-map pl

(

ciscoasa(config-pmap)# class cl
ciscoasa(config-pmap-c)# police output 100000
ERROR: tunnel with WEBVPN attributes doesn't support police!

ciscoasa(config-pmap-c)# no tunnel-group al webvpn-attributes
ciscoasa(config)# policy-map pl

(

(
ciscoasa(config-pmap)# class cl
ciscoasa(config-pmap-c)# police output 100000
(

ciscoasa (config-pmap-c) #
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!|--- Create a class map named Voice.

ciscoasa(config)#class-map Voice

l-—- Specifies the packet that matches criteria that
l-—- identifies voice packets that have a DSCP value of "ef".

ciscoasa (config-cmap) #match dscp ef
!|-—- Create a class map named Data.

ciscoasa(config)#class-map Data

l--- Specifies the packet that matches data traffic to be passed through
!|-—- IPsec tunnel.

ciscoasa (config-cmap) #match tunnel-group 10.1.2.1
ciscoasa(config-cmap) #match flow ip destination-address

l-—- Create a policy to be applied to a set
l-—- of voice traffic.

ciscoasa(config-cmap) #policy-map Voicepolicy

|--- Specify the class name created in order to apply
I--- the action to it.

ciscoasa (config-pmap) #class Voice

l-—- Strict scheduling priority for the class Voice.



ciscoasa (config-pmap-c) #priority

PIX(config-pmap-c)#class Data
l-—- Apply policing to the data traffic.

ciscoasa (config-pmap-c) #police output 200000 37500

l-—- Apply the policy defined to the outside interface.

ciscoasa (config-pmap-c) #service-policy Voicepolicy interface outside
ciscoasa(config) #priority-queue outside

ciscoasa(config-priority-queue) #queue-limit 2048

(
(
(
ciscoasa(config-priority-queue) #tx-ring-limit 256

X :DSCPE®D "ef' & VOIP-RTP RS 74V U5 BATARLEBAEEEERLET,

VPN ZfEf L 7= DSCP ICEJ< QoS f&&

ciscoasa#show running-config
Saved

ASA Version 9.2(1)

!

hostname ciscoasa

enable password 8Ry2YjIyt7RRXU24 encrypted
names

!

interface GigabitEthernet0

nameif inside

security-level 100

ip address 10.1.1.1 255.255.255.0
!

interface GigabitEthernetl

nameif outside

security-level 0

ip address 10.1.4.1 255.255.255.0

passwd 2KFQnbNIdI.2KYOU encrypted
ftp mode passive

l-—- This crypto ACL-permit identifies the
!-—- matching traffic flows to be protected via encryption.

access-1list 110 extended permit ip 10.1.1.0 255.255.255.0 172.16.1.0 255.255.255.0
access-1list 110 extended permit ip 10.1.5.0 255.255.255.0 10.1.6.0 255.255.255.0

pager lines 24

mtu inside 1500

mtu outside 1500

no failover

icmp unreachable rate-limit 1 burst-size 1



no asdm history enable
arp timeout 14400
route outside 0.0.0.0 0.0.0.0 10.1.4.2 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout uauth 0:05:00 absolute

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication linkup linkdown coldstart

!|-—- Configuration for IPsec policies.

crypto ipsec ikevl transform-set myset esp-3des esp-sha-hmac
crypto map mymap 10 match address 110

I-—- Sets the IP address of the remote end.

crypto map mymap 10 set peer 10.1.2.1

|--- Configures IPsec to use the transform-set
l-—-- "myset" defined earlier in this configuration.

crypto map mymap 10 set ikevl transform-set myset
crypto map mymap interface outside

|--- Configuration for IKE policies

crypto ikevl policy 10

l--- Enables the IKE policy configuration (config-isakmp)
| -—- command mode, where you can specify the parameters that
l-—- are used during an IKE negotiation.

authentication pre-share
encryption 3des

hash sha

group 2

lifetime 86400

l-—- Use this command in order to create and manage the database of
| --- connection-specific records like group name

l-—- as 10.1.2.1, IPsec type as L2L, and password as

!|-—-- pre-shared key for IPsec tunnels.

tunnel-group 10.1.2.1 type ipsec-121
tunnel-group 10.1.2.1 ipsec-attributes

l-—- Specifies the preshared key "ciscol23" which should
l-—- be identical at both peers.

ikevl pre-shared-key *

telnet timeout 5

ssh timeout 5

console timeout 0
priority-queue outside
queue-limit 2048
tx-ring-limit 256

1



class-map Voice

match dscp ef

class-map Data

match tunnel-group 10.1.2.1
match flow ip destination-address
class-map inspection_default
match default-inspection-traffic

1

!

policy-map type inspect dns preset_dns_map

parameters

message-length maximum 512

policy-map global_policy

class inspection_default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

inspect netbios

inspect rsh

inspect rtsp

inspect skinny

inspect esmtp

inspect sglnet

inspect sunrpc

inspect tftp

inspect sip

inspect xdmcp

policy-map Voicepolicy

class Voice

priority

class Data

police output 200000 37500

1

service-policy global_policy global

service-policy Voicepolicy interface outside

prompt hostname context

Cryptochecksum:d41d8cd98£00b204e9800998ecf8427e
end

ACL [CET< QoS R&E

l-—- Permits inbound H.323 calls.

ciscoasa(config)#access-1ist 100 extended permit tcp 172.16.1.0 255.255.255.0
10.1.1.0
255.255.255.0 eqg h323

l-—- Permits inbound Session Internet Protocol (SIP) calls.
ciscoasa(config)#access-1ist 100 extended permit tcp 172.16.1.0 255.255.255.0
10.1.1.0

255.255.255.0 eqg sip

l-—- Permits inbound Skinny Call Control Protocol (SCCP) calls.
ciscoasa(config)#access-1ist 100 extended permit tcp 172.16.1.0 255.255.255.0

10.1.1.0
255.255.255.0 eg 2000



l--- Permits outbound H.323 calls.

ciscoasa(config) #access-1list 105 extended permit tcp 10.1.1.0 255.255.255.0
172.16.1.0

255.255.255.0 eg h323

l-—- Permits outbound SIP calls.

ciscoasa(config) #access-1list 105 extended permit tcp 10.1.1.0 255.255.255.0
172.16.1.0

255.255.255.0 eqg sip

l--- Permits outbound SCCP calls.

ciscoasa(config) #access-1list 105 extended permit tcp 10.1.1.0 255.255.255.0
172.16.1.0

255.255.255.0 eg 2000

l-—- Apply the ACL 100 for the inbound traffic of the outside interface.

ciscoasa(config) #access-group 100 in interface outside

l-—- Create a class map named Voice-IN.

ciscoasa(config)#class-map Voice-IN

l-—- Specifies the packet matching criteria which
| --- matches the traffic flow as per ACL 100.

ciscoasa (config-cmap) #match access-1list 100

l-—- Create a class map named Voice-QOUT.

ciscoasa(config-cmap) #class-map Voice-OUT

l-—- Specifies the packet matching criteria which
| --- matches the traffic flow as per ACL 105.

ciscoasa(config-cmap) #match access-1list 105

l-—- Create a policy to be applied to a set

l--- of Voice traffic.

ciscoasa (config-cmap) #policy-map Voicepolicy

|--- Specify the class name created in order to apply
l--- the action to it.

ciscoasa (config-pmap) #class Voice-IN
ciscoasa (config-pmap) #class Voice-OUT

l-——- Strict scheduling priority for the class Voice.
ciscoasa (config-pmap-c) #priority
ciscoasa (config-pmap-c) #end

ciscoasa#fconfigure terminal
ciscoasa(config) #priority-queue outside

l-—- Apply the policy defined to the outside interface.



ciscoasa(config) #service-policy Voicepolicy interface outside
ciscoasa(config) #end

VPN ZfEfAL %= ACL ICET< QoS &E

ciscoasa#show running-config
Saved

ASA Version 9.2(1)

!

hostname ciscoasa

enable password 8Ry2YjIyt7RRXU24 encrypted
names

!

interface GigabitEthernet0

nameif inside

security-level 100

ip address 10.1.1.1 255.255.255.0
!

interface GigabitEthernetl

nameif outside

security-level 0

ip address 10.1.4.1 255.255.255.0
!

interface GigabitEthernet2

nameif DMZ1

security-level 95

ip address 10.1.5.1 255.255.255.0
!

passwd 2KFQnbNIdI.2KYOU encrypted
ftp mode passive

l-—- This crypto ACL-permit identifies the
!-—- matching traffic flows to be protected via encryption.

access-1list 110 extended permit ip 10.1.1.0 255.255.255.0 172.16.1.0 255.255.255.0
access-1list 110 extended permit ip 10.1.5.0 255.255.255.0 10.1.6.0 255.255.255.0

l-—— Permits inbound H.323, SIP and SCCP calls.

access-1list 100 extended permit tcp 172.16.1.0 255.255.255.0 10.1.1.0
255.255.255.0 eq h323
access-1list 100 extended permit tcp 172.16.1.0 255.255.255.0 10.1.1.0
255.255.255.0 eqg sip
access-1list 100 extended permit tcp 172.16.1.0 255.255.255.0 10.1.1.0
255.255.255.0 eq 2000

l-—— Permit outbound H.323, SIP and SCCP calls.

access-1list 105 extended permit tcp 10.1.1.0 255.255.255.0 172.16.1.0
255.255.255.0 eq h323

access-1list 105 extended permit tcp 10.1.1.0 255.255.255.0 172.16.1.0
255.255.255.0 eqg sip

access-1list 105 extended permit tcp 10.1.1.0 255.255.255.0 172.16.1.0
255.255.255.0 eq 2000

pager lines 24

mtu inside 1500



mtu outside 1500

no failover

icmp unreachable rate-limit 1 burst-size 1
no asdm history enable

arp timeout 14400

access-group 100 in interface outside

route outside 0.0.0.0 0.0.0.0 10.1.4.2 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout uauth 0:05:00 absolute

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication linkup linkdown coldstart
crypto ipsec ikevl transform-set myset esp-3des esp-sha-hmac

crypto map mymap 10 match address 110

crypto map mymap 10 set peer 10.1.2.1

crypto map mymap 10 set ikevl transform-set myset

crypto map mymap interface outside

crypto ikevl policy 10

authentication pre-share

encryption 3des

hash sha

group 2

lifetime 86400

tunnel-group 10.1.2.1 type ipsec-121

tunnel-group 10.1.2.1 ipsec-attributes

ikevl pre-shared-key *

telnet timeout 5

ssh timeout 5

console timeout 0
priority-queue outside

!

class-map Voice-0UT

match access-1list 105
class-map Voice-IN

match access-1list 100

!

class-map inspection_default
match default-inspection-traffic
1

1

policy-map type inspect dns preset_dns_map
parameters

message-length maximum 512
policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp

|--- Inspection enabled for H.323, H.225 and H.323 RAS protocols.
inspect h323 h225

inspect h323 ras

inspect netbios

inspect rsh

inspect rtsp

|--- Inspection enabled for Skinny protocol.

inspect skinny



inspect esmtp
inspect sglnet
inspect sunrpc
inspect tftp

l-—- Inspection enabled for SIP.

inspect sip

inspect xdmcp

policy-map Voicepolicy

class Voice-IN

class Voice-0OUT

priority

1

service-policy global_policy global
service-policy Voicepolicy interface outside
prompt hostname context
Cryptochecksum:d41d8cd98£00b204e9800998ecf8427e
: end

F:ZITHEASNTVWA IOV ROFMZEFR T SICE. Command Lookup Tool (&
I—HYERA)EFRALTLSEETL,

CCTR, RENERICHELTLIHESHERRELET,

show service-policy police

RZT74v 0 RIZ2TD QoS MettEHRz R~ T S ICIE. show service-policy AN K&
police ¥+ —J— RZFEAL X T,

ciscoasa(config)# show ser

ciscoasa(config)# show service-policy police
Interface outside:

Service-policy: POLICY-WEB

Class-map: Class-Policy

Output police Interface outside:

cir 1000000 bps, bc 31250 bytes

conformed 0 packets, 0 bytes; actions: transmit
exceeded 0 packets, 0 bytes; actions: drop
conformed 0 bps, exceed 0 bps

show service-policy priority

priority IV RZRETIH—ERA RV —OFMHIERERTT S ICE. show service-policy
N> R& priority #—7J—RZEALE T,

ciscoasa# show service-policy priority
Global policy:

Service-policy: gos_outside_policy
Interface outside:

Service-policy: gos_class_policy


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do

Class-map: voice-traffic
Priority:
Interface outside: aggregate drop 0, aggregate transmit 9383

show service-policy shape

ciscoasa(config)# show service-policy shape
Interface outside:

Service-policy: gos_outside_policy

Class-map: class-default

shape (average) cir 2000000, bc 16000, be 16000
Queueing

queue limit 64 packets

(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 0/0

show priority-queue statistics

AVB—TIAADTZAF T4 F1—RHFHERERTT I, 'T*EH‘E EXEC E— R T show
priority-queue statistics AN REERTLET, RANIT7#—K~ (BE)F1—&ELLQOEAFD
BMETEBARRENE T, XIZ, outside EVSBRIDA >R —T7 I 4 AKX L T show priority-
queue statistics AV REFHAL BN IT REHFIERLET,

ciscoasa# show priority-queue statistics outside
Priority-Queue Statistics interface outside

Queue Type = BE

Packets Dropped = 0
0
0
0

Packets Transmit
Packets Enqgueued

Current Q Length
Max Q Length = 0

Queue Type = LLQ
Packets Dropped = 0
Packets Transmit
Packets Enqgueued

o
(@]

Current Q Length
Max Q Length = 0
ciscoasa#

COMAERLR—NOEHEBEOEKE, ROEHY T,

"Packets Droppedy . cOF1—TROYTENLENTY NOBEERLET,
MPackets Transmity &, COFI—TEFENLENTY NOBBERLET,
"Packets Enqueued. &, cOF1—TF1—A2TEhENTY NOBBRZRLET,
"Current Q Length, . COFI1—DHREDREZRLET,
. "MaxQlLengthy &, COFI—THRELEHRRREZRLET,
7 "JI\7 YNAUER=TVR YY) (BRI-TER ). HEOD show AN RZHR—KL
TVWET, show AN ROHEIO oM ZERRT S I, Output Interpreter Tool ZEAL £T,

NZ7)L21—hk



BE, CORELCHIDIBEODRNSTIN1—FT120 0B8R EHEEA,

B hntE R

CCTR, RZT74Yv 0 DT—EVTHRREICEI > TRELENTZRLET,

Cisco bug ID T72A4F)T4 F1—A2T2FEALENT 74V 0 T —EVTHN ASA LD
CSCsq08550 1V I5—%5|ERZT

Cisco bug ID TS5AF )74 F1—A2VT%ZFEALENT T4V I —EINFNTY ND
CSCsx07862 RO 7Z5|ERCT

Cisco bug ID S SIS H— 2 AR S — A -
CSCsa07395 RIVS—IVTZmMETDEI—EVT S—EARII—HNFEMTERZ

FAQ

COtYYIVTR. CORFIRAVNTHATNTVIERICBLTRELSKTESNDEY
(FAQD1DICEZELET,

VPNRZLHBBIDEEILQST—F L TRRBEIhETH,

FELe. 7ONA T —AEFHICQSY—F T ZHIBRL B WEE, QoSN—F2 TR MU RILK
THEFEh, JONMF—ZFY ND—DUZBBLET,

E> b :CL7 Y520 "DSCPLDIiffSenD®fF) £U2 32 &S T<EE (), Cisco
ASAS =X T 74T I7A—)LCLIA>7 1 Fa1L—23>2H1 K9.2: B#SRLTLKEEV

[¢]

BYE 15

. CiscoASA =X 7FATFI#F# =)L CLUOAV714F¥a21L—>3> H4 R, Quality of

Service

- QoS RV —iEA

954 F>BMLASSLVPN THR—RhEhTLVAEVBEOBE

. QoS MEETE

- TOZHhIL BHR—BbE RFI X DN - Cisco Systems



https://tools.cisco.com/bugsearch/bug/CSCsq08550
https://tools.cisco.com/bugsearch/bug/CSCsx07862
https://tools.cisco.com/bugsearch/bug/CSCsq07395
//www.cisco.com/c/ja_jp/td/docs/security/asa/asa92/configuration/firewall/asa-firewall-cli/conns-qos.html#pgfId-1312719
//www.cisco.com/en/US/docs/security/asa/asa80/configuration/guide/qos.html
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