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1. policy-map global_policy 1¥ > RERITLE T,

ASAWAIP-CLI (config) #policy-map global_ policy

2. class inspection_default 1Y > RERITLE T,

ASAWATIP-CLI (config-pmap) #class inspection_default

3.inspect FTP Y > RZRITLE T,

ASAWAIP-CLI (config-pmap-c) #inspect FTP


//www.cisco.com/en/US/docs/security/asa/asa72/configuration/guide/inspect.html#wp1383691

inspect FTP strict AN > RZFERATZ AT I VNFHAECNTET, COONY RTE,
FTP ERICIEHIAFTENLEIN RO Web 75 UHICKDEEZRABTZI LT, RES
ERYRND—=O0F1VTA4NFALELEST A VF—TIA AL Tstrict A7>a> &4
ZF=7NCFTRE, FIPRELCK > TROFENFERAEhES, X1 UT1 TSS5A47F
VALK ITHLWIYY RAFAENBICE, FTP OV RIBRESEECNBDMEN HS
o EFIVFTA TTSAT VALK 2T, BORAFENEIYY RIFBEEE D ERNIFE
TN, 227 AN RBKVPPORT OX Y RAFIVvIEh, ChoHAIT—XFHICK
RENTWVWERVWZ EFEREND, B stictF 7> 3> =2FERATHE. FTPRFCICER
ICERL TVWEWFTPISA T NCEENr RETD UM HYET, strict 773>
DFERICOVTOFMIE, Cstict A7 3> 0fERL Z25BLTLSEEL,

s e Bl

TINA AR 1

ASA-AIP-CLI (config) #show running-config

ASA Version 7.2(2)
!
hostname ASA-AIP-CLT
domain-name corp.com
enable password WwXYvtKrnjXqgGbul encrypted
names
!
interface Ethernet0/0
nameif Outside
security-level 0
ip address 192.168.1.2 255.255.255.0
!
interface Ethernet0/1
nameif Inside
security-level 100
ip address 10.1.1.1 255.255.255.0
!
interface Ethernet0/2
nameif DMZ
security-level 50
ip address 172.16.1.12 255.255.255.0
!
interface Ethernet0/3
no nameif
no security-level
no ip address
!
interface Management0/0
no nameif
no security-level
no ip address
1
!--- Output is suppressed. !--- Permit inbound FTP
control traffic. access-list 100 extended permit tcp any
host 192.168.1.5 eq ftp
!--- Permit inbound FTP data traffic. access-list 100
extended permit tcp any host 192.168.1.5 eq ftp-data
1
!-—- Command to redirect the FTP traffic received on IP
192.168.1.5 !--- to IP 172.16.1.5. static (DMZ,outside)
192.168.1.5 172.16.1.5 netmask 255.255.255.255
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access-group 100 in interface outside
class-map inspection_default
match default-inspection-traffic
1
!
policy-map type inspect dns preset_dns_map
parameters
message-length maximum 512

policy-map global_policy
class inspection_default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

inspect netbios

inspect rsh

inspect rtsp

inspect skinny

inspect esmtp

inspect sglnet

inspect sunrpc

inspect tftp

inspect sip

inspect xdmcp
!
!--- This command tells the device to !--- use the
"global_policy" policy-map on all interfaces. service-
policy global_policy global
prompt hostname context
Cryptochecksum:4b2£f54134e685d11b274eel59e5ed009
: end
ASA-AIP-CLI (config)#

BEATCPAR—RNTO FTP ZOMIJLBREORE

ROBREZFEALT, BEATCP R—RTFTP ZORNIIBREZRETEERT ( XXXX ZHFHR
DR—KRBEESTEEMATSLEEY ),

access-1list ftp-list extended permit tcp any any eq XXXX
|

class-map ftp-class

match access-list ftp-list
|

policy-map global_policy
class ftp-class
inspect ftp

BEFXNE TFTP P77V T—> 3 BREORE

FT7AINRTR, F7AILNOTTVT—2320 A2ARDSD A RTTAVIOBINTHRET
120KV —(7JO-—N)L /‘k')/ ) ARREICEENTHY, ChICKRYIXNTOAM > Z—
TIAARALEDRTTAYVDICA VAR AVNFBERENET, F7FINNOTIUT—23>
AVARYZAY RZ74v 210k, E77ORANOFT7FILRNDR—NIRTEIRNT T4 5
NFEENTVWET, ijﬁﬁ‘éééﬁ'lﬂ—/\')b RUVD—EF12EGTY, TOLH, JO-NI R

) —RZBEITBIHEE, LEAF, FEER—-NIAARI I ZBALEY), 72K

TRREDCBESBVA ARSIV EZEBMLEY) 3258, T7FILNORVS —&HFEET




20, FLEETF7ALMORVD—ZE P ILTHLSHLVWRIS —Z2ERATIBENHYET

o INTOT7AILNDR—BDOUANIOVWTR,
<EEL,

1. policy-map global_policy 1Y > RZRITLE T,

ASAWAIP-CLI (config) #policy-map global_policy

2. class inspection_default 1Y > RZEHTLE T,

ASAWAIP-CLI (config-pmap) #class inspection_default

3.inspect TFTP N> RERITLE T,

ASAWAIP-CLI (config-pmap-c) #inspect TFTP

J

P74 ) N OBRERYS—; EBELT

TINA AR 1

ASA-ATIP-CLI (config) #show running-config

ASA Version 7.2(2)
!
hostname ASA-AIP-CLT
domain-name corp.com
enable password WwXYvtKrnjXqgGbul encrypted
names
!
interface Ethernet0/0
nameif Outside
security-level 0
ip address 192.168.1.2 255.255.255.0
!
interface Ethernet0/1
nameif Inside
security-level 100
ip address 10.1.1.1 255.255.255.0
!
interface Ethernet0/2
nameif DMZ
security-level 50
ip address 172.16.1.12 255.255.255.0
!
interface Ethernet0/3
no nameif
no security-level
no ip address
!
interface Management0/0
no nameif
no security-level
no ip address
!
!--- Output is suppressed. !--- Permit inbound TFTP
traffic. access-list 100 extended permit udp any host
192.168.1.5 eq tftp
1

!--- Command to redirect the TFTP traffic received on

192.168.1.5 172.16.1.5 netmask 255.255.255.255

192.168.1.5 '--- to IP 172.16.1.5. static (DMZ,outside)

IP
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access-group 100 in interface outside
class-map inspection_default

match default-inspection-traffic

1

!
policy-map type inspect dns preset_dns_map
parameters

message-length maximum 512

policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect netbios
inspect rsh
inspect rtsp
inspect skinny
inspect esmtp
inspect sglnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp
!
!--- This command tells the device to !--- use the
"global_policy" policy-map on all interfaces. service-
policy global_policy global
prompt hostname context
Cryptochecksum:4b2£f54134e685d11b274eel59e5ed009
: end
ASA-AIP-CLI (config)#

j 2

RENFERICTONLECEZHFRETSIC(E. show service-policy X > RZfEMA L. show
service-policy inspectftp INX > RZFEAL THIZ FTP RELEFICHRLET,

ASAWAIP-CLI# =how service—policy inspect ftp
Global policy:
Service—policy: global _policy
Clazz—map! inzpection_default

Inzpect: ftp. packet 0. drop 0, reset—drop O
ASAwAIP-CLI# |

hS7L>a—b
B REOBIAMER T, YSATY TRETS—HFRREND

REFICHRBENEBIABELE T, ROLSBIT—HFRRENET,

ERROR: % class-map inspection_default not configured

R &



CORER, REANICHBDTF7FIILNOREIZKFLTVERT, RERNICT7AILNOBREN
WEEE., XOOX RZFERAL TBERLET,

1. class-map inspection_defaultmatch default-inspection-traffic
2. policy-map type inspect dns preset_dns_map parametersmessage-length maximum 512
3. policy-map global_policyclass inspection_defaultinspect dns preset_dns_mapinspect ftp
inspect h323 h225inspect h323 rasinspect rshinspect rtspinspect esmtpinspect sqlnetinspect
skinnyinspect sunrpcinspect xdmcpinspect sipinspect netbiosinspect tftp
4. service-policy global_policy global
BES  NOMEZMATALOICUEICT 7 2L NREZEIRLEES, 7L NRENBE
BHICRDE, TOBMENIBRID TS DYV ET, I—YFFRLBEEER. UGICNZ T

A—TFTAVIOFIBEELT, F7A2ILNOBRENHRENTVWIAESH ZHBITILEN D
WERY,

ASA 24K T FTPS (FTP Over SSL ) ZEf7T& A&V

tF1UF A FTSA TV AT, TLS/SSL #AL &= FTP (SFTP/FTPS ) BHR— K& h<T
WER A, FTP EERIEELE DD, 774 T I4—LICLBNT Y NOBES{LETEEICT
DHEFHYELA, N—232 82 LAEID Cisco BISEEF1UFT4 FT7SATUA

(ASA) DEAI—OBEICD2VWTIE., TPIXIASA: tFIUFATTSAFT U AICETBFAQs %
BRBLTIEE,

BYE 15§

. ASA 5500 ¥ ) —XBBEEX1)TF1 PTS5AFUA
.Ciscott*1 VT4 PTSAFPAARVRUTZFPZPLURA
-PIX500 ) —A 2F*1VFT4 FPTSATFTUA
.Ciscot*a T4 PRNAHFVEEFI) T 1EH

- TOZHI YR—=BME RF 21 XM - Cisco Systems



//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_qanda_item09186a00805b87d8.shtml#q13
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_qanda_item09186a00805b87d8.shtml#q13
//www.cisco.com/en/US/products/ps6120/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/docs/security/asa/asa72/command/reference/cmd_ref.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/tsd_products_support_eol_series_home.html?referring_site=bodynav
//tools.cisco.com/security/center/publicationListing?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	PIX/ASA 7.x：FTP/TFTP サービスをイネーブルにする設定例
	内容
	概要
	前提条件
	要件
	使用するコンポーネント
	ネットワーク図
	関連製品
	表記法

	背景説明
	高度なプロトコル処理
	FTP
	TFTP


	基本的な FTP アプリケーション検査の設定
	設定例

	標準外 TCP ポートでの FTP プロトコル検査の設定
	基本的な TFTP アプリケーション検査の設定
	設定例

	確認
	トラブルシュート
	問題：設定の構文が機能せず、クラスマップ検査エラーが表示される
	解決方法
	ASA 全体で FTPS（FTP Over SSL）を実行できない

	関連情報


