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ZMRF I X NTIE, PIX/Adaptive Security Appliance ( ASA; BREtEF1UT 4 TTS5A47F
JAVIXVYTRIITLETRIS—R—ADAZT 1Y 2 Network Address Translation ( NAT;
ZYRND—O PRLAZH ) ZFAL T, 1 2OO0—ALIP7RLAZEHOIJO-NILIPT
RLRICIYYETTRREFNZRLET,

LI Sua
BEf

COREZFRBIDEIC, ROBEHEANBLEATVR L ZBIELTLEEZL,

- PIXIASA7XxCLI ICB8T 2 RBABE LTI LA VAREARAZRT 1Y U NAT ZREL &
BRIFMBETT,

FATAIIAR—Fb

CORFIXVRNOBREF. ROYTRNIVITEN—RIITON-23VIZEIKENTT,

- COEMKHITIE ASAB520 ZEALET, LEL, RUZ—NATO>74F1L—>3>
F. 7xHFBEBIDINTOPIXEZEASATTSATATEELET,
CORFIXVNOERE. REDFARELCLHZTNARACETVWTERENEZEDTT,



DRFIXRNTHEAIZDZINTOTFNA AR, JUTR(T72ILDN ) RETEREZHRHKEL T
WET, XY RD—IFBEEBTOFERE. OV RAIREITEENSHEZ +9ICEHRL THS
BENFHYNET,

RECE

RFIXDRNREOFME, RO TIZHANTAYTAOREE 2ZRLTEEL,

COBEFITIE. ASA OB (192.168.100.50 ) [ZE Web H—/NEEEET, COH—/IA
5, WEIP 7 RL A 192.168.100.50 S KR VHEBT7 KL A 172.16.171.125 ZEA L THHR Y ~
D= AVBR—=TIAAICTIOEATETHD_ENEHFTT, T7TA4AXR—KNIPF7RLA
192.168.100.50 ICIE, XY R —2 172.16.171.024 hSDHT VL AAETH D VWS tEF2
74 RO—BH/EHYET, E5I1C, A Web H—NNOBEEICHFTEND7O8ILE
. Internet Control Message Protocol ( ICMP; 4 > Z—X% Y R XYy +£—2 7083 ) 8KV
R—KB8O RNZT7A1YVIDHKTT, BE—OO—AHILIPFTRLAIZ2207O—NILIPF7RLA
MIVETEhTWVWS D, RUS—NAT ZFERAITILEN HYET, TS5LEVE,
PIXIASAE, 2 0D 11 ARZTAVIZEETRLAIS—ELTERLET,

E: ORI AVTHEAETATVWAS AN ROFEMZFANXSICIE., Command Lookup Tool ( &
FI1—HYER ) ZFALTLSEEL,

XY BMND—OK

CORFIXVNTR, ROZRY RNTD—ORBKEEALTVET,

CORFIXVNTRROREZFEALET,

ci scoasa(config)#show run : Saved : ASA Version 7.2(2)
host nane ci scoasa enabl e password 8Ry2Yj | yt 7TRRXU24
encrypted nanes ! interface G gabitEthernet0/0 naneif
outside security-level 0 ip address 172.16.171. 124
255.255.255.0 ! interface G gabitEthernet0/1 naneif

i nside security-level 100 ip address 192.168. 100.1
255.255.255.0 ! interface G gabitEthernet0/2 shutdown no
nanei f no security-level no ip address ! interface

G gabi t Et hernet 0/ 3 shutdown no naneif no security-I|eve
no ip address ! interface Managenent 0/ 0 nanei f
managenent security-level 100 ip address 192.168.1.1
255. 255. 255. 0 managenent-only ! passwd 2KFQhbNI dI . 2KYQU
encrypted ftp node passive !--- policy_nat_webl and
policy_nat_web2 are two access-lists that natch the
source !--- address we want to translate on. Two access-
lists are required, though they !--- can be exactly the
same. access-list policy_nat_webl extended pernit ip
host 192.168. 100. 50 any access-list policy_nat_web2

extended permt ip host 192.168.100.50 any !--- The
i nbound_out si de access-list defines the security policy,
as previously described. !--- This access-list is

applied inbound to the outside interface. access-Iist
i nbound_out si de extended pernit tcp 172.16.171.0
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255. 255. 255. 0 host 192. 168. 100. 50 eq ww access-|i st

i nbound_out si de extended pernmit icnp 172.16.171.0

255. 255. 255. 0 host 192. 168. 100. 50 echo-reply access-1Ii st
i nbound_out si de extended pernmit icnp 172.16.171.0

255. 255. 255. 0 host 192. 168. 100. 50 echo access-1i st

i nbound_out si de extended pernit tcp any host
172.16.171. 125 eq ww access-|i st inbound_outside
extended pernmit icnp any host 172.16.171. 125 echo-reply
access-1ist inbound_outside extended permit icnp any
host 172.16.171. 125 echo pager |ines 24 |ogging asdm

i nformati onal ntu managenent 1500 ntu inside 1500 ntu
outsi de 1500 no failover icnp unreachable rate-limt 1
burst-size 1 no asdm history enable arp tineout 14400 !-
-- This first static allows users to reach the

transl ated global IP address of the !--- web server
Since this static appears first in the configuration,
for connections !--- initiated outbound fromthe

internal web server, the ASA translates the source !---
address to 172.16.171.125. static (inside,outside)
172.16.171. 125 access-list policy_nat_webl !--- The
second static allows networks to access the web server
by its private !--- | P address of 192.168.100.50. static
(i nside,outside) 192.168.100.50 access-1ist
policy_nat_web2 !--- Apply the inbound_outside access-
list to the outside interface. access-group

i nbound_outside in interface outside route outside
0.0.0.0 0.0.0.0 172.16.171.1 1 timeout xlate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00:02 tinmeout sunrpc 0:10:00 h323 0: 05: 00 h225

1: 00: 00 ngcp 0:05: 00 ngcp-pat 0:05:00 tinmeout sip

0: 30: 00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-

di sconnect 0:02: 00 tinmeout uauth 0:05:00 absolute http
server enable http 192.168. 1.0 255. 255. 255. 0 nanagenent
no snnp-server |ocation no snnp-server contact snnp-
server enable traps snnmp authentication |inkup |inkdown
coldstart telnet tineout 5 ssh tineout 5 console tinmeout
0 ! class-map inspection_default match default-

i nspection-traffic ! ! policy-map type inspect dns
preset _dns_map paraneters nessage-| ength maxi mum 512

pol i cy-map gl obal _policy class inspection_default

i nspect dns preset_dns_map inspect ftp inspect h323 h225
i nspect h323 ras inspect rsh inspect rtsp inspect esnmp
i nspect sql net inspect skinny inspect sunrpc inspect
xdncp i nspect sip inspect netbhios inspect tftp !

servi ce-policy global _policy global pronpt hostnane

cont ext

j 2

cOtv>a Tk, BRENERCEBELTVWRAESH ZBRFIBIBRICRIOBERERL TL

£9,

Output Interpreter Tool (OIT ) (BRI —HYEM ) TR, BHEOD show IAX > RAHR—KEh

TVWET, OIT #FAL T, show O RBH OB ERRTEET,

1. 7Y 7TAN)—LI10S® JL—%& 172.16.171.1 LT, ping N> RZFEAL T Web —/\D
MAEOITO—NILIPT7RLAICEZETESZEZHEELE T, router#ping 172. 16. 171. 125

Type escape sequence to abort. Sending 5, 100-byte |ICWP Echos to 172.16.171.125, tinmeout

2 seconds: !!!!! Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/4 s

rout er#ping 192. 168. 100. 50 Type escape sequence to abort. Sending 5, 100-byte |ICVMP Echos to
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192. 168. 100.50, tineout is 2 seconds: !!!!l Success rate is 100 percent (5/5), round-trip
m n/avg/ max = 1/1/4 ns

2.ASA £ T, Zi#ft (xlate ) T—TILZRXRRLTT—7IIRICEB|NBELIIAFTENRATVD L&

XU E T, ciscoasa(config)#show xl ate gl obal 192.168.100.50 2 in use, 28 nost used
d obal 192.168.100.50 Local 192.168.100.50 ci scoasa(config)#show x|l ate gl oba
172.16.171.125 2 in use, 28 nost used dobal 172.16.171.125 Local 192.168. 100.50

hSTNYI—F 1Y

ST, BEONS TV 1T AT CRIOBHRICOVTHELET,

ping Tz FEHA KRB 1B S, Syslog ZHEAL TERBEICHAENf TVWA ZHELET,
(5#**%1,%7:;&‘0)){%%%0)1&\,\7‘? RDO—oTlFk, BER, OF IO Nv 77 Y4 XT+5MH
BENZ TN 2A—TFT14200TEFET, OF I NV T7 YA X TR+H TKL‘%A(I
Syslog Z 4\ Syslog H—/NICHEFETRIHENF HYWET, <S50 Syslog T M TRENE
LWIEZBEITZEHIZ, LRIL6TONY 77A0O0F T4 Z—TIICLET,

ci scoasa(config)#l oggi ng buffered 6 ci scoasa(config)#l ogging on !--- From 172.16.171. 120
initiate a TCP connection to port 80 to both the external !'--- (172.16.171.125) and interna
addresses (192.168.100.50). ciscoasa(config)#show | og Syslog | ogging: enabled Facility: 20

Ti mest anp | oggi ng: di sabl ed Standby | oggi ng: di sabl ed Deny Conn when Queue Full: disabled
Consol e | oggi ng: di sabl ed Monitor |ogging: disabled Buffer |ogging: |evel debugging, 4223
nessages | ogged Trap | ogging: disabled Hi story |ogging: disabled Device |ID: disabled Mi

I oggi ng: di sabl ed ASDM | oggi ng: | evel informational, 4032 nessages | ogged %ASA-5-111008: User
"enabl e_15" executed the 'clear |ogging buffer' command. %ASA-7-609001: Built | ocal -host
outside: 172. 16.171. 120 %ASA-7-609001: Built |ocal -host inside:192. 168. 100. 50 %ASA- 6- 302013
Bui |t inbound TCP connection 67 for outside:172.16.171.120/33687 (172.16.171.120/33687) to

i nsi de: 192. 168. 100. 50/ 80 (172.16.171. 125/ 80) %ASA-6-302013: Built inbound TCP connection 72 for
out si de: 172.16. 171. 120/ 33689 (172.16.171.120/33689) to inside: 192. 168. 100. 50/ 80

(192. 168. 100. 50/ 80)

OJRICERIS—2ROTEEEE. NATREZBEFIYILET, Syslog THERELEV
BElE. ASA O capture BHZFERLTCA >V EZ—TIAALEORNT T4V IOOF ¥ 7 F v &FT
LET, F¥Y7FvE2EYRNTYTITBRICE, BAUICBEZRATONT T 1Y IFEIE TCP 7
O—IC—HITB2TIVEAVANZEETZIHXEN HYET, RIZ, F¥7Fv N7y N2
TREHIC, COFYTFrvEI1IDULEDA UV EZ—TIAAIBRITZDZHREN HV)ET,

l--- Create a capture access-list to match on port 80 traffic to !--- the external |P address of
172.16.171.125. !--- Note: These conmands are over two |lines due to spatial reasons

ci scoasa(config)#access-1ist acl_capout permt tcp host 172.16.171.120 host 172.16.171.125 eq 80
ci scoasa(config)#access-1ist acl_capout permt tcp host 172.16.171.125 eq 80 host 172.16.171.120
ci scoasa(config)# !--- Apply the capture to the outside interface. ciscoasa(config)#capture
capout access-list acl_capout interface outside !--- After you initiate the traffic, you see
output simlar to this when you view !--- the capture. Note that packet 1 is the SYN packet from
the client, while packet !--- 2 is the SYNNACK reply packet fromthe internal server. If you
apply a capture !--- on the inside interface, in packet 2 you should see the server reply with
1--- 192.168.100.50 as its source address. ciscoasa(config)#show capture capout 4 packets
captured 1: 13:17:59.157859 172.16.171.120.21505 > 172.16.171.125.80: S 2696120951: 2696120951( 0)
win 4128 <mss 1460> 2: 13:17:59.159446 172.16.171.125.80 > 172.16.171.120.21505: S

1512093091: 1512093091(0) ack 2696120952 wi n 4128 <nss 536> 3: 13:17:59. 159629
172.16.171. 120. 21505 > 172.16.171.125.80: . ack 1512093092 win 4128 4: 13:17:59. 159873
172.16. 171. 120. 21505 > 172.16.171.125.80: . ack 1512093092 wi n 4128
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