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1.ASDM 77U 4 —3 3> N T [Configuration]€ Y L, RIZ[VPN] 5 UY I LET,

2. [WebVPN]Z EBIL T, [WebVPN Access] ZiZIRL £9,
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3.4V R—T7 I A A%ZEIRL, [Enable] VUV IL&KT,

4. [Applyl 221 )Y UL, [Save] DY UL, [Yes]|ZV UV IO LTEEEBMELET,
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1. [WebVPN] ZEB L T, [Port Forwarding] ZiZRL £7,
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£= Add Port Forwarding Entry

Lacal TCP Port:

Femote Server:

Retmote TCP Port;

De=cription: Telnet to R

Ik, L\J | Cancel | |

4. [Add Port Forwarding Entry] ¥4 7O4Y RY VAT, UTFTOAT3a>&#AALET,
[Local TCP Port] 7 41 —JL RICK—RNBEEANTBA, F7AILNMEEZTOEEFEALE
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Por] 74 —)LRIZKR—FBEBZAHNLET, COBITE. R—KN23FFEHENTVET,
[Description] 7 4 —JL RICEREAZ AL, [OK|ZOUYOLET,

5 OKl|Z2UvyOLT, [Apply] 20y OLET,

6.[Save]z VY UL, RIZ[Yes]| 2V VY I LTEEEZRELET,
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1. [General]Z BB L T, [Group Policy] ZiZRL £ 7,
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2.[Add] 22 1) Y 2 L T, [Internal Group Policy] ZiZiRL 9, [Add Internal Group Policy] &

ATOTRY DANRRENETT,



= Add Internal Group Policy

Mame: Net & diming |

Genersl | PSec | Client Configuration | Client Firewsall | Hardware Cient | NAC | WebvPn|

Check an Inherit checkbox to let the corresponding setting take itz value from the defaul group policy,

Tunneing Profocols: [ inhert [“]PSec WiehVPN L2TP over IPSec
Fiter: Inherd Marage
~Connection Settings
ACcess Hours: Iriherit Misnage
Simuttaneols Logins: [#] irherit

Macdmurn Connect Time: [¥] irherit Unlimited

|
|
|
Idle Timeout [¥] iniherit Uniimted | phiri oS
|
|
|

rEervers
DNS Servers: [« inherit Prifmany | | |
WINS Servers: ] rheri ary: | | |
DHCP Scope: [+ inherit

I 0K | Cancel | Help ]

B.BEEANTDN, F7AILNODITINL—T RIS —BZZTOEREEALET,

4. [Tunneling Protocols] @ [Inherit] F T Y U RY DAXZA 7L, [WebVPN]FI VI Ry D
ARZFICLET,

5. 34F70OY RY VAN LEZBIZH S [WebVPN] X7 %2 1)Y UL T, RIZ [Functions] 27 &
)Y OLET,

6. [Inherit) FT YU RY U AX%ZF7IZL, [Enable auto applet download] & & T* [Enable port
forwarding| FI YV RY VAZAVIZLET ( TRESR ),



= Add Internal Group Policy

Mame: | Net & dming |

| General | PSec | Client Configuration | Cliert Firewall | Hardware Chiert | mc|WEbVPMi

Contigure Wb PN sttribudes wsing the following tabs |
Check an Inkerit checkbox to let the corresponding setting take ts value from the defsul group policy,

Functions | Content Fittering - Homepage | Port Forwarding | Other | SSL VPN Client | Auto Signon |

[ iniherit
[ Enabie URL eniry [] Enabile: port forwarding
[] Enakie file zerver access [T Ersibie Outiook/Exchange prosy
[] Enakie file server entry [] &pply véeb-type ACL
[] Enabte file server browsing [[] Enable hitp prosxy
[] Enaiole auto applet downioad ] Enable Cirix MetaFrame

Lo J[ coma |[ o |

7. £, [WebVPN] 2 7 A ® [Port Forwarding] 2 7 & 2 1) v 2 L T, [Port Forwarding List] ®
[Inherit] FTY 9 RYVAEAFTIZLET,



= Add Internal Group Policy

Mame: | Met & dmins
Genersl | PSec | Client Configuration | Client Firewall | Hardiware Cliert | NAC | WebVPN
Configure WishvPh stiributes using the following tebs |
Check an Inherit checkbox to let the corresponding setting take itz value from the defaull group poicy,
Furclions | Cortent Fitlering I-Inmcpngﬂ Port Forwearding | Other | SSL VPN Clend Aulo Signon |
Port Forwarding List: [Jinkert Routers v Newr...
Applet Mame: [ inheri | Secure Router Access
l OH | | Cancel | [ Help ]

8. [Port Forwarding List] ® ROY 7A O OXEN&ESIVY O LT, FIE2 THERLER—K 7
AD)—F 14T VAR ZBIRLET,

9. [Applet Name] @ [Inherit] FT Y9I RYVAZBATICLT, TFAN 71— RADOEH %
EELET, V47 NIERBOT LY REFRTRENET,

10.[OK] Z2 )Y 2 LT, [Apply] 82U Y 2 LET,

11.[Save]Zz 7)Y OL, RIC[Yes] 20U YO LTEREZBRELET,

FE4: RN ITVN-TZEBLT, TAN—TFT RIS—CV>IFS
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1. [GenerallZ BB L T, [Tunnel Group] Zi#IRL £9,
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= Add Tunnel Group

Mame: | HetGmH'.r | Type: _wehm

Configure general access attributes inom the following sub-tabs,

Basic | Authenticstion | Authorization | Accounting | Client Address Assignment | Advanced

Group Policy: Met&dming o
Etrip the realm from username before passing | onto the AL server
Sirip the groun from username before passing i on o the AAA server
~Pazzword Managemert

D Crrgrride acoount-disabied indication from As.8 Server

[ Enable notification upon password expiration to allow user to change password

Enable notification prior to expiration | dimrye prior bo expiration

l oK | Camncel | [ Help ]

3.[Name] 7 1 —J)LRICBBIZADLET,

4. [Group Policyl ® ROY 7HOOXRMNZEV)YOLT, FIE3 TERLETIL—T RIS
—ZBIRLET,

5.[OK| &2y o LT, [Apply] B2 U Y LET,

6.[Save]2 7Y UL, RIZ[Yes] 2V UY IO LTEEZRMELET, T, NOXRIL T
—7. IL—=TRIV>—, BXRER—KN T7xTD—=F4 2 THBHENF I VEnE L,

FES: A—YZERLT, TOI—YEIIN—T RIS —CEMTS

A—HZ2#EELT, TOA—HEJIN—T RUZ—CEBNTRICE. LTOFIRICEVET,

1. [General]Z BB L T, [Users] ZERL £7,
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2.[Add] RZ>%# D) Y I LET, [Add User Account] A FOTRY VAN RRENE T,




§& Add User Account

idenitky | VPN Policy || WebVPN|

zernsme: user]
mem EARARAR
Confirm Password: BB

[ User authenticated using MSCHLP

Privilege level i used with command suthorization,

Privilege Levet 2

Help

e | =

3. 1—H&., NATD—R, BLRUBHEBHROMEZANDL, XIZ [VPN Policy] 729U v oL

x7,




g% Edit Uzer Account

erty || VPN Polcy | webVeN

Growp Policy: et Admins

Tunneling Protocols:

Fiker;

Turningl Group Lock:

Store Pazsword on Client System:
Lonnection Setlings

Access Hours:

Simuttansous Logins:

Meacdimum Connect Teme:

Idbe Tirmeoat

Dedicaled P &ddress (Opdional)

F Address:

Check an Inherit checkio:s to et the corrésponding Setting take iz value from the group pobcy.

W

Inkerit
Inherit

Inberit
Inkerit

Irbverit
Inberit

Inberit
Inberit

=ubnet Mask: .

| a ]

[ oo i o]

4. [Group Policyl ® ROY 7’HA I O&MN%EV Y OLT, FIE3 TERLETIL—FT RIS
—ZBRLET, cOI—HEF., BRULETIL—T RJ>—0O WebVPN HHES RKTKRD D

—EMEAL KT,

5.[OK| 221y oLT, [Applyl 20V YOLET,
6.[Save] VY IL, [Yes]#8V VY OLTEEZRELET,

CLI Z2ERALES 2D ZA4F > N SSL VPN B&E

ASA

ASA Version 7.2(1)

!

host nane ci scoasa

domai n- nane defaul t.donmain.invalid

nanmes

!

interface Ethernet0/0
nanei f inside

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed




security-level 100
ip address 10.1.1.1 255.255.255.0
! -—- Output truncated port-forward portforward 3044
10.2.2.2 telnet Telnet to R1
!--- Configure the set of applications that WebVPN
users !--- can access over forwarded TCP ports group-
policy NetAdmins internal
!--- Create a new group policy for enabling WebVPN
access group-policy NetAdmins attributes
vpn-tunnel-protocol IPSec l2tp-ipsec webvpn
!--- Configure group policy attributes webvpn
functions port-forward auto-download
!--- Configure group policies for WebVPN port-forward
value portforward
! --- Configure port-forward to enable WebVPN
application access !--- for the new group policy port-
forward-name value Secure Router Access
!--—- Configure the display name that identifies TCP
port !--- forwarding to end users username userl
password tJsDL6po9mlUFs.h encrypted
username userl attributes
vpn-group-policy NetAdmins
!--- Create and add User(s) to the new group policy
http server enable http 0.0.0.0 0.0.0.0 DMZ no shnp-
server |ocation no snnp-server contact snnp-server
enabl e traps snnp aut hentication |inkup |inkdown
col dstart tunnel-group NetGroup type webvpn
tunnel-group NetGroup general-attributes
default-group-policy NetAdmins
!--—- Create a new tunnel group and link it to the group
policy telnet tinmeout 5 ssh tinmeout 5 console tineout O
I class-map inspection_default match default-
i nspection-traffic ! ! policy-map type inspect dns
preset _dns_map paraneters nessage-| ength maxi mum 512
policy-map gl obal _policy class inspection_default
i nspect dns preset_dns_map inspect ftp inspect h323
h225 inspect h323 ras inspect netbios inspect rsh
i nspect rtsp inspect skinny inspect esntp inspect
sql net inspect sunrpc inspect tftp inspect sip inspect
xdncp ! service-policy global _policy gl obal webvpn
enable outside
!--- Enable Web VPN on Outside interface port-forward
portforward 3044 10.2.2.2 telnet Telnet to RL pronpt
host nane cont ext

32
oYY LT, REFERCHEL TS L ERBLET,
F&

COFIETE, REDBEMEZHNDHFEERELZTANTZHEEZRLET,

1. 94T 2N D—OAT—>32 T, https:/loutside_ASA_IP Address E AL ET, <
T outside_ASA _IPAddress I, ASA @ SSL URL T9, T RIIEIHEN ZFANS N,
d—9HBIAE D &, WebVPN Service Web X— A RRENET,
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Google - | ¥ (G search - D | & [Srropwsooy [ @ smastt 1

bt

Ciseo SysTems

- WebVPN Service

2llA X

SECURE ROUTER
ACCESS

Start Application Client

1 https://172.22.1.160 - Secure Router Access - Microsoft Internet Ex... |- | 0/4

Close this window when you finish using Application Access.
Please wait for the table to be displayed before starting applications.
If you shut down your computer without closing this window, yon might

later have problems running the applications listed below. Click here for
details.

Name Lacal Hemaote Bytes Out | Bytes in | Sockets
Telnetto K1 127.0.01:3044 1022223 ] 0 0
S8H to R 127.001:3255 1022232 0 ] 0

£] Done 8 @ internet

T7VT5—23aICTFOEARTREHICHELRT RLAER— MEHRD Local FlICRRE N
F9, COBRTRTZ77VIT—2a>rFEEHL TWRVWE®, Bytes Out 5E & T Bytes In
FICEMERRRTRENEE A,

.DOS 7OV RNEEEFZFDOMD Telnet 777V —>3a > #FERALT, Telnetvy>arx
BHBLET,

ARV R 7O 7 M Ttelnet 127.0.0.13044 EA DL ET, F: COOXVRTRE, COR
F 1 X N®OWebVPN Service WebR—Z DA X—TICRRENDO—ANR—NITFT I+
2T BHEOBERLET. COTITS Riclt, IO (:) FEEATIEEA, COR
FIAXPNTHBATATVRESYIC, DN REAHLET, ASARRZEHREYS 3
BETIONRZZTEHYET, =512, ASARIBEROI Y 7Z2HBMLTVWSD D, IV
TENETFNAANDRL B Telnet Y2 a2 2 3<ICHLK S ENTEET,



& Command Prompt ;J ﬂ

Cisdtelnet 127Y.8.8.1 3844

A—HYHENADT—RZAHDLES, FNAANDT 7 EAGTET T,
4. FINAANDT VA% TSIk, Bytes Out 5B KU Bytes In 51 ZRELET ( TK
S8 ) .

€] https://172.22.1.160 - Secure Router Access - Microsoft Internet Ex... E]@

Close this window when vou finish using Application Access.
Please wait for the table to be displaved before starting applications.

If vou shut down vour computer without closing this window, von might
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