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Marme; hal-GRP_POL_WESVEN|

General IPSec | Client Configuration | Client Firewall | Hardware Client| YvebVPN
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| General | IPSec | Client Configuration | Client Firewall| Hardware Client| ¥¥ebvPN
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Servers and URL Lists: [ Inherit webseryar
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S50 Server %] Inherit |
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Inharit
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# Edit Tunnel Group

Mame: | WEB_VPN-GRP | Type: | webvpn

General  yabVPN

Configure general access attibules fram the falliwing sub-tabs.

Basic | Asa  Client Address Assignment | Advanced

Group Pollcy Internal-GRE_POL_ .

IntermnakGRP_POL_WEEBWY
DfitGrpPolicy

Qi Cancel | Help

3.[AAA] 27 IC#BE L £ 9, [Authentication Server Group] T, RXA4> A NO—F&®
NTLMV1 BREEZBMICT B SHIC, BREBFLADITIIL—T%BRLET, 73> : [Use
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B Edit Tunnel Group

Name | WEB_VPMN-GRP ' Type: | wekvpn

General | WabVFRH

Configure general access attnbutes from the following sub-tabs,

Basic AAA | Client Address Assignment| Advanced

To set authentication Serer group per Intermace, go o the Advanced 1ab,

Authentication Server Group: Windows MNT

[] Use LOCAL if Server Grg - MNOne —

Authorization Serder Group, LOCAL

ZBrs =t st in thea 3 R lalabhase =i
ACCOunting Sefar Groug: -~ Kore - W
Authorization Setlings

i Use the antine DM as the usermnams
{(#) Specify individual DN fields as the usemame
Primary DM Field: CH (Common Name) v|

Secondary DM Field: QU Drganization Linit) *-*|

Fagsword Management
[] Cnsarride account-disabled indication from A8 server

[] Enable notification upon password expiration to allow user to change password

Ik Cancel Help
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Marne: WEB_VYPM-GRP Type: | webvpn
General | WebvPN

Conflgure WebWPM accass attributes from the following sub-tabs.

Basic | MetBIOS Servers| Group Allases and URLS | Weh Page
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ENET, F#k, auto-signon ANV RZESBL TS EE L,

ASA QOBILEETE

CORFIXVRNTRAODREZFEALTVET,

ASAN—>3> 71(1)

ASA#show runni ng-config : Saved : ASA Version 7.1(1) !
termnal width 200 hostname ASA domai n-name ci sco.com
enabl e password 8Ry2Yj |yt 7RRXU24 encrypted nanes !
interface G gabitEthernet0/0 naneif outside security-
level O ip address 172.16.171.51 255. 255. 255. 0

interface G gabitEthernet0/1 naneif inside security-

|l evel 100 ip address 10.1.1.1 255.255.255.0 ! interface
G gabi t Et hernet 0/ 2 shutdown no naneif no security-I|eve
no ip address ! interface G gabitEthernet0/3 shutdown no
nanei f no security-level no ip address ! interface
Managerent 0/ 0 shutdown no naneif no security-level no ip
address ! passwd 2KFhbNI dI . 2KYQU encrypted ftp node
passi ve dns server-group Defaul t DNS domai n- name

ci sco.com pager lines 24 nmtu inside 1500 ntu outside
1500 no fail over asdm i mage di sk0:/asdnb12. bin no asdm
hi story enable arp tinmeout 14400 route outside 0.0.0.0
0.0.0.0 172.16.171.1 1 tinmeout xlate 3:00:00 timeout
conn 1:00:00 hal f-cl osed 0:10: 00 udp 0:02:00 icnp

0: 00: 02 timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00
nmgcp 0: 05: 00 timeout ngcp-pat 0: 05:00 sip 0:30:00

si p_media 0:02: 00 tinmeout uauth 0:05: 00 absolute !---
AAA server configuration aaa-server W ndows_NT protoco
nt aaa-server Wndows NT host 10.1.1.200 nt-auth-donai n-
controller ESC-SJ-7800 !--- Internal group policy
configuration group-policy Internal-GRP_PO._WEBVPN

i nternal group-policy Internal-GRP_POL_VEBVPN attributes
vpn-tunnel - protocol webvpn webvpn url-1ist val ue
webserver username ci sco password Q odgwnt mvl wADcm
encrypted privilege 15 aaa authentication http consol e
LOCAL aaa authentication ssh consol e LOCAL aaa

aut henti cation enabl e console LOCAL http server enable
8181 http 0.0.0.0 0.0.0.0 outside no snnp-server

| ocation no snnp-server contact snnp-server enable traps
snnp aut hentication Iinkup Iinkdown coldstart !---
Trustpoint/certificate configuration crypto ca
trustpoint Local -TP enrollnent self crl configure crypto
ca certificate chain Local-TP certificate 31 308201b0
30820119 a0030201 02020131 300d0609 2a864886 f70d0101
04050030 1e311c30 1a06092a 864886f 7 04010902 160d4153
412e6369 73636f 2e 636f 6d30 1e170d30 36303333 30313334
3930345a 170d3136 30333237 31333439 30345a30 1e311c30
1a06092a 864886f7 0d010902 160d4153 412e6369 73636f 2e
636f 6d30 819f 300d 06092a86 4886f70d 01010105 0003818d
00308189 02818100 e47a29cd 56becf8d 99d6d919 47892f 5a
1b8f c5c0 c7d0lea6 58f 3bec4 a60b2025 03748d5b 1226b434
561e5507 5b45f 30e 9d65a03f 30addOb5 81f 680la 766c9404
9cabchde 44b221f9 b6d6dcl8 496f eSbb 4983927f adabfbl7
68b4d22c cddf a6c3 d8802efc ec3af 7c7 749f Daa2 3ea2c7e3
776d6d1ld 6ce5f 748 e4cda3b7 4f007d4f 02030100 01300d06




092a8648 86f 70d01 01040500 03818100 c6f87c61 534bb544
59746bdb 4e01680f 06a88al5 e3ed8929 19c6c522 05ec273d
3e37f 540 f433fb38 7f75928e 1b1b6300 940b8dff 69eaclbb

af 551d7f 286bc79c e6944e21 49bf 15f 3 c4ec82d8 8811b6de
775b0c57 e60a2700 fdb6accl6é a77abee6 34chbOcad 81df af 5a
f544258d cc74f e2d 4c298076 294f 843a edda3ala 6e7f5b3c
quit !--- Tunnel group configuration tunnel-group
WEB_VPN- GRP type webvpn tunnel -group WEB_ VPN GRP

general -attributes authentication-server-group

W ndows_NT def aul t-group-policy Internal -GRP_POL_WEBVPN
tunnel - group WEB_VPN- GRP webvpn-attributes group-alias
G oup- Sel ection enable telnet timeout 5 ssh tinmeout 5
console tinmeout 0 ! class-map inspection_default match
default-inspection-traffic ! ! policy-map gl obal _policy
cl ass inspection_default inspect dns nmaxi num |l ength 512
inspect ftp inspect h323 h225 inspect h323 ras inspect
net bi os inspect rsh inspect rtsp inspect skinny inspect
esntp i nspect sqlnet inspect sunrpc inspect tftp inspect
sip inspect xdncp ! service-policy global _policy globa
I--- WebVPN Configuration webvpn enabl e outside url-1list
webserver "Internal Server" https://10.1.1.200 1 tunnel-
group-1ist enable auto-signon allowip 10.1.1.200

255. 255. 255. 255 auth-type ntlm

Crypt ochecksum c80ac5f 6232df 50f clecc915512c3cd6 : end

j 2

TR, RENMEECEHELTVD L ZRIELET,

Output Interpreter Tool (OIT ) (BEI—HYHRH ) T, BE®D show IX > RAFFR—KEh
TVWET, OITZFEAL T, show X REIDOBEMZERRTEET,

WebVPN O A2 DT A b

REEZTARNTREHIZI—HEeLTOTJIVLET,

1.NT RXAUAS50I—HEHRTASANOOT 14> 2HTLET, [Configure a Tunnel
Groupl D T, ATYZ 5 TERELEIIN—"TFT ITAVTFARAEEIRLET,
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[Monitoring] > [VPN] > [VPN Statistics] > [Sessions] ZZRL, cORFIX NTHRELETIL
—7ICBELTWVWSD WebVPN Y>3 &RLET,

0% Cizco ASDM 5.1 for ASE - 172.16.171.51

Flla Oplions  Tool: Wizads  Help
- = . & Cisen Srsveus
& 4 L O O Q @ & ?
Home: Configurabion Fennioring Bl Forevaid Search Redngsh SR HElp -
Lill_*] EHEIPR Conneclion Grapl | Sassinns
bk T P IPSec Tunnals
™ e BVF RIS Remaole — = - - . Tofal
| | e =) N Lard-to-LAN | WebWPH | SELYPMN Tlient | E-mall Foosy Tatal C (i
'l"'lli]' E-EvPN Slatistics R Eh pa (I [T
YO b Ciyster Loads L 1 1 L L 1 3
| PO Crypto Sstishcs
E" i B Carmpression 5121
IPS { o r- B Encrplion Statistic | FilterBy. Wb x| |- ansezsions - =] Files
- Db sl IKEAPSe: £
'*ﬂ LM Broteol S1anatcs Usarmame Group Folicy Profocol Logn Ti  Datalls
Rouing O =i P Addrass Tunnel Group Encrmlion Diurzdior
& EhwabvPn test Intemal-GRE_FOL__ |Wakiven 15:03:38 LTC Ty AL
&_fl L 550 Statistics 1 F1.69.80116 VVER YPRLGRP SDES 0h01rm 185 P
Fropen
Logaing
‘| [ [
lo soet WFr eagsions, nghtclick on ine above 1aale and salact Tabla Sod dder from popup meny
Logaut By Al Besgions ﬂ Logout Sessions
£l | v Lasi Updated: 33006 2:31:30 P
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WebVPN £Y 3> 05/ty 4
ROEHIE. EEE WebVPN Y a>oH> 7 IL FNY ST TT,
3¥:debug XY REFEATBHIC. Tdebug ARV KOBEELMEE, £23BL T EEL,

ASA#debug webvpn 255 I NFO. debug webvpn enabl ed at | evel 255 ASA# ASA#

webvpn_portal . c: ewaFor nSer ve_webvpn_| ogi n[ 1570] webvpn_portal . c: http_webvpn_kill _cooki e[ 385]
webvpn_aut h. c: webvpn_aut h[ 286] WebVPN: no cooki e present!!

webvpn_portal . c: ewaFor nSubni t _webvpn_| ogi n[ 1640] webvpn_portal.c: http_webvpn_kill _cooki e[ 385]
webvpn_aut h. c: htt p_webvpn_pre_aut hentication[1782] !--- Begin AAA WebVPN: calling AAA with
ewsCont ext (78986968) and nh (78960800)! WebVPN:. started user authentication...

webvpn_aut h. c: webvpn_aaa_cal | back[ 3422] WebVPN: AAA status = (ACCEPT)

webvpn_portal . c: ewaFor nSubni t _webvpn_| ogi n[ 1640]

webvpn_aut h. c: htt p_webvpn_post _aut henti cati on[ 1095] WebVPN: user: (test) authenticated. !--- End
AAA webvpn_aut h. c: http_webvpn_aut h_accept [ 2093] webvpn_session. c: htt p_webvpn_creat e_sessi on[ 159]
webvpn_session. c: http_webvpn_find_sessi on[ 136] WebVPN sessi on creat ed!

webvpn_session. c: htt p_webvpn_find_sessi on[ 136] webvpn_db. c: webvpn_get _server_db_first[161]
webvpn_db. c: webvpn_get _server _db_next[202] traversing list: (webserver)

webvpn_portal . c: ewaFor nSer ve_webvpn_cooki e[ 1421] webvpn_aut h. c: webvpn_aut h[ 286]

webvpn_session. c: htt p_webvpn_find_sessi on[ 136] webvpn_sessi on. c: webvpn_update_i dl e_ti me[ 924]
WebVPN: session has been authenticated. webvpn_auth. c: webvpn_aut h[ 286]

webvpn_session. c: htt p_webvpn_find_sessi on[ 136] webvpn_sessi on. c: webvpn_update_i dl e_ti me[ 924]
WebVPN: session has been authenticated. !'--- Qutput supressed webvpn_auth. c: webvpn_aut h[ 286]
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webvpn_session. c: htt p_webvpn_find_sessi on[ 136] webvpn_sessi on. c: webvpn_update_i dl e_ti me[ 924]
WebVPN: sessi on has been authenticated. webvpn_auth. c: webvpn_aut h[ 286]

webvpn_session. c: htt p_webvpn_find_sessi on[ 136] webvpn_sessi on. c: webvpn_update_i dl e_ti me[ 924]
WebVPN: sessi on has been authenticated. webvpn_auth. c: webvpn_aut h[ 286]

webvpn_session. c: htt p_webvpn_find_sessi on[ 136] webvpn_sessi on. c: webvpn_update_i dl e_ti me[ 924]
WebVPN: sessi on has been authenticated. webvpn_auth. c: webvpn_aut h[ 286]

webvpn_session. c: htt p_webvpn_find_sessi on[ 136] webvpn_sessi on. c: webvpn_update_i dl e_ti me[ 924]
WebVPN: sessi on has been authenticated. webvpn_auth. c: webvpn_aut h[ 286]

webvpn_session. c: htt p_webvpn_find_sessi on[ 136] webvpn_sessi on. c: webvpn_update_i dl e_ti me[ 924]
WebVPN: session has been authenticated. webvpn_session.c: http_webvpn_find_sessi on[ 136]
webvpn_sessi on. c: webvpn_updat e_i dl e_ti me[ 924]

hNSTNaA-—F42T

CCTR, BEORS TN 2 —F 4 JICRADBHRICOVTHALE T,

- WebVPN O7 4 > R—DIZ [Group] ROAY 7HADY RY DANRRENBZEVESE., T4
HBAZ—TIA AT WebVPN ZEAZX—TINICTD I ODATYT 28KV ThXRIL T

— 7 DEREI DATYT 5 ZRTLECEZERELTILKEEVY, ChsORATY T &2ETL
THES5T, COROVYTIIUHFRRENBVEEGRE., T7FIN TIL—TTORAEN1TD
h, BEFEXBLET,
-ASDM AB KV ASA LOI—HICT VL AEZEN)H TR ETEREAN, RXA2 O
>~ bA—7 L ® Microsoft Windows 7 V7 L AHEICL > TI—HEZHBRITDEFETEEXT,
I—H%FREETD Web R— THRERNT JI—TH#HREEBML TKEEV, I—HHY

L—7 DIERT WebVPN ICOY 1> T3 &, BELER—IAOT VAN ZTRIBLUTH

AFREZRIEBENET, ASAR. RXA2 O O-FICRDZ7OFIRIAKRAMEL
TOHREEL, CCTOINTEEIE NTLMVT (VY F T,

. Sharepoint Server Tl& 7 #—ALA XR—ADRIZFR—F L TWEWESH, WebVPN LD
Sharepoint IZXL Tk SSO ZRETEFH A, LEN DT, post 2ELT Y IN—I8B &K
Cpost 7504 FEE. BRAEhEE A,

BYE 15§
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