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Rezet Device to the Factory Default Configuration...

i : T e Packet Tracet Refre
Showy Running Configuration in Mew Window ..
Save Running Configuration to Flash licarfiguration
Save Running Configuration to TFTR Server ...

rifiguration

Save Running Configuration to Standby Unit

Afigure boot images from an externs
the boot =y=tem. Only one TFTR ba
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Zave Internal Log Buffer ta Flash

Clear 250D Cache
Clear Internal Log Butfer

E:xit

oot Crdder

dizk: iz 22 hin
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E}_g Boot ImagesiConfi
WP

LI Pramgt

) Clock
9. [Home] 7 4 > RTJ T [Tools] > [System Reload] ®JEIZEIRL, F/NA AZUJO—RLET
o
#& Cisco ASDM 5.2 for ASA - 172.16.33.1 ol
Fie Opliors Tools ‘Wizerds Help Search;
£ Cosnmsind Ling kbartacs .. 1 = e
L:% Packel Tracet ./ el B "{ G u ;’)
Home i ok Forawand Packet Tracer Refresh S Hedlp
Fing....
Dievice Inf TraEEralie] Interface Status
Ganarst | Fia Management.. Ieeetsce | P aagressMask | Lee |
Fodd M Uparade Sofware L id nzie 1721633016 @ up
- - outzide 403020 30026 @ down
ASA Ver: _ Uplond ASDM Assistert Guide.. L. g on s8m 20e
Swster Beomd
BEDIM e I e ASA 5510
Firewall Mode Rouded Cortexd Mode: Single
Total Flash 1 KB Tola h‘E’l‘I"l:Ir‘g' 56 MB Sd:ﬂl’ B il'tﬂ'fﬂit-' 1|J Wi 'I'IFII,J‘ ﬂ"".'-' Ul-tPU'I HIIF-\E
VPH Status TralTie Stalus
HE Tunrels: ] WiehYPH Tunnels [} SWE Turnels: o
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E‘yﬂam Resources Stalus
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0033 a1

upe: 0 TCP: O M Total

‘ogtside’ Inferdace Tiatic Usage (Kb g
Fafl & mcy Mlamary Usaga (ME)

00:33 01 gt Ehpe: W Outpud Kbps:
10. UO— ROFHOBEZEEZRDDFHL VI 12 RUNFKRKRIENET, Save the running
configuration at the time ofreload 22 JY LT, UO—ROZA I T ZBRLET,
Now : /XA RAZBIRIC) T —RNUE T, DelayBy : A S5 (AIREM) #ICF/X1A
Z)O—RTIHPZEELET, Scheduleat : FNA RAZVJVO—KRITHHRFEEELET




o BEZEELTOUO—RAKRKLLBEICT/NAAOBREN) O— RZEFICTSH
ESNEIBETDEETEET, [Reload failure, force an immediate reload after] ICF T
YIOIX—VMHT, BASERBAZEELEY. chiF, EF1VFT4 FTSATVRN
SHY NIRRT —RNETSHIICMHOY T AT AICBNTS LONFE5REIC
BYET, CORBENrZRBTIE, BIFIC (BN )Yy Y NLOUFEEEV T —RHE
T&ENET, [Schedule Reload] #VJY UV LET,

BE System Reload

",

Schedue 5 sysiem relosd of Cancel 8 pending ons,

Relosd Schaduling

Contiguraion Siate;

™ Relosd without ssving the runnig contouration
Relad Start Tiene:

0% o

™ Delay by: bk i oF it

™ Schedue st bk - i |-r_|'| ary ;I | 2 ;I |__.| 17 ;]

Relad Messans

[ o reload feilere, force an immediste reload after: | b - OF

Schedule Reload |

Redoad Statusz

.-l"_""-., Mo reload iz zchedded

Cancel Relond | Refresh I Details. .. |

Last Updated: 20207 1:26:37 PM

1. VO—RABEBREND L, [Reload Status] V1 > RN RREh, UO—RFETHTH
BLENRRENET, ASDM ZR T IR AT avERRENET, ZF : ASAO U O—
R#&ICASDMZEHEE L £,



B Reload Status =

lelullkarlarul T L= T I, ;I
* - START GRACEFUL SHUTDOWER —--

lotification (20207 1:31:26 Ph):

4]
[** === SHUTEZ T MO ---

Plotification (20207 1:351:27 PM:

*k
[** -—- SHUTEZ T B -

lotification (2207 1:31:27 Ph):

b+
[** === SHUTEZ T MO ---

L4]

Don't show this dialog again. To views reload status inthe future, goto Tools = System
Reload and click the Details button.

Refrezh Forze Immediste Relosd Exit LS00

ASDM 6.Xx ZEALEVIDVIF AX—SDOFYTIL—R

X : ASDM6.XIEASAY 7R IITAX—DBXEBETOHYR—RENTVET,

ASDM ZfEFA L TASAS500 DY TR IIT AX—=2BTFYTIL—RIDICEK, ROFIEEE
TLES,

1. ASDM @ Home 7 1 > R A 5 Tools > Upgrade Software from Local Computer... O JIE (Z 2
RUET,
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:l@ Hume|

Cammand Lime Interface...

Show Commands [gnored by A50M on Device

T
Home
B = Packet Tracer, ..
i Devi 2 Interface Status
= Traceroute. ..
il 2e] Interface
s File Manaqgerment. . . oMz
M Upgrade Software from Local Computer... J irside
I :
o Upgrada Software from Csco.com. .. :]" i aukside
Fil Syskem Reload...
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IKE: 0O IPzac: O Clientless 550 VPN O 251 PN Client: O —Connections Per
System Resources Stabus
—CPU—— —CPU Usage (percent) o
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12:08
08 - EuUDF: 0 M
i

2. ROYTEIY XZa1—h5,
g% Upgrade Software

Upload a file From local computer ko Flash File swstem on the device, The upload process might take a Few

minutes, Please wait for the operation ko finish,

Image ta Upload:

Local File Path:

application Profile Custamization Framewark, I:F'.F'CF]l;I

Flash File Swskem Path: [430M

Client Secure Deskkop (C50)
Cisco anyConneck WP Client

application Profile Customization Framewark (aPCF]

Upload Image Close

Help

TYTIL—RIBDAAX—ZDRATZEBERLET,

X

Browse Local Files, ..

Browse Flash. .,

3. [Browse Local Files...] 22 U Y 23 %M, [Local File Path] 7 4 =)L RIC/NAZABL T,
PCEDVYT7RNIIT AX—2DDG5MEEEL ET ., Flash File System 7 7 A )L /NAA
BEIMNICEREE N TRRENET, Flash File System D7 7 /)L NAHFRREhBEVBEE
&, FEBTALTSH, BrowseFlash Z0 )Y UL TNAZEBIRTEEXT,



B% Upgrade Software - X|

(P

Upload a file From local computer to Flash file system on the device, The upload process might take a Few
minutes, Please wait for the operation to finish,

Image to Upload: I.ﬂ.S.ﬂ. ;I

Local File Path: |C:'|,F'rn:ugram Files\ Tftpdaztasad03-ka,bin i Browse Local Files,., i

Flash File Sywstem Path: |di5kEl:,fasaBI33—kB.I:uin Brawise Flash. ..
Upload Image | Close | Help

AMBEDTF7AI NAZEELES., Uploadlmage 207 JY I LET, ASDMA TSV 1
ICAAX—DZEEZIAATVWSDME, [Status] V1 RUNFRRENET,
35; ‘Upgrade Software

Upload a File B% Status M ) Ie a few
minukes, Ple

Pl

Flease waik while 850M is uploading the file, The upload
Irmage ta L E process may kake a Few minukes.

Lacal File Pz

Flash File 5 | -

&l Files. .,

ash. .,

5,87 9d&, PYZ7O—RIZKBILEZERRT Information T4 2 RUFRREN, O
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Dy OLEY,

X|

Image has been uploaded to Flash successfully, Do you want ko set this image as
@ the boot image?

| Opoad [mage | L [ [ i[=1n] [

6.Yes ZV Y O LEBER., FLWAX=INFT—KN A X=JELTEREE N,
Information RY V9 AN KRRENET, [OK|ZOUY I LET,
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@ Your device configuration is updated ko use the new image.

To use this 454 image, the 454 needs to be reloaded, Go ko the menu ikemn, Tools
= Syskem Reload ko do this,

Be sure that you upgrade the A30DM image to one that is compatible with the new
A58 image,

Fle View | Tools | Wizards Window Help

I@ Home | ¢ Command Line Interface. ., 0 Back \_) Forward | 2 Help |
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System Resources Status |

8. UO— ROFMOERZRDDFHLWI 12 RIUNFRRENET, Save the running
configuration at the time of reload Z:&RL T, VO—ROZRAZ T EZBRLET,

Now : /X4 AZBIEICU 7 —RNUET, DelayBy : $4 5% (AKM ) 8CF/X1 A%
DO—RIBDHDEEELET, Scheduleat : F/NI AZVO—RIHARBERELET,
AT21—)LZ2FZELLZVO—RICKXBLULEES, BEICVO—RZEFTIHNESHZE
ETDEETEEXT, On Reload failure, force an immediate reload after ICF T Y I —
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o [Schedule Reload] Z02 Y L&Y,
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9. VO—RAFEBE DL, [Reload Status] V4 > RUANRREN, UO—RAETHFTHD
CENRRENET, ASDMZR T IR AT IaVERTENET, ExtASDMZE T U Y
L. FNAAQOVO—RAZETLTAS ASDM 2BEBL T,



@ Reload Status B X
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Don't show this dialog again, To view reload status in the future, go to Tools = Syskem
Reload and click the Details button,

Refresh | Farce Immediate Reload | Exit ASCiM |

ASDM 6.x ZEAL ASDM A X—=SDQF YT IL—R

X ASDM 6XIEFASAY 7RI I T AX—TD8XEETDHYR—KRENRTVET,

ASDM ZEA L T ASA5500 D ASDM A X—2%F Y79 L—RE2ICIE. XROFIEZETL
£9,

1. ASDM @ Home "J 1 > RJ A 5 Tools > Upgrade Software from Local Computer... O JIE (%
RUET,
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2. RAYTHIY XZ1—-H5,
B= Upgrade Software

IIpload a File From local computer ba Flash file system on the device, The upload process might kake a Few

minukes, Please wait for the operation to finish.

Image to Upload:

Local File Path:

Flash File Sywstem Path:

Application Profile Customization Framework, {AF‘CF}j

A5A

Zlient Secure Deskiop (C500
Zisco sy Conneck WP Client

dpplication Profile Customization Framework, (APCF)

Browse Local Files. ..

Interface Status

Interface

oMz
irside
aukside

Sedect an interface &

Tralfic Status

—Connections Per

12:08
WucF:-0 W

TYTIL—REBAAX—ZODRATZERLET,

X

Browse Flash. ..

Upload Image Close

Help

3. Browse Local Files... 22 ') Y 2 9% A . Local File Path 7 4 —JL RIC/NAZAHBL T, PC
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Upload a file from local computer to Flash File system on the device, The upload process might take a Few
minutes, Please wait for the operation to finish,

Image ko Upload: I.ﬂ.SDM ;I

Local File Path: |C:'|,F'rn:ugram Files\ TFtpdaztasdm-a03, bin i Browse Local Files.., i

Flash File Sywstem Path: ||:|i5kD:,|'asdm—EuI33.tnin Brawise Flash, ..
Upload Image | Close | Help
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WCAAX—DZEEAATWVWSDME, [Status] V1~ RUNFRRENET,
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5 8795E, PY7O—RIZKBLEZERERT Information 74 2 RUFRREN, 2D
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Image has been uploaded ko Flash successfully, Do you want ko sek this image as
@ the AS0M image?
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YYODANRRENTT, [OK|ZVVYILET,




E= Information

@ Your device configuration is updated ko use the new image.

To use this ASDM image, wou will need to exit and rerun to 850M, Click the Save

button inthe toolbar if wou wank to save this change in flash and make it
permanent,

7. 7142 RIOODEHIZHSD Save 27 YOL T, RTAV714F1L—>3>&77v>1
ICREFELET,
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How to upgrade the H.JH’H::II'L image on a
Cisco Adaptive Seeurity Appliance(ASA)

L oy U |

using Cisco Adhqwﬁxi'iﬁ' Security Device

Prakthu Nagarajan
Jugadesh

» iSOy e s
O e R SW W)

CLLEZFALTOY7ZRIITFT AX—IBELP ASDM 4 X—
DFYTIL—R
PIXIASA O ASDM A A= B ROV T RNIIT AX=2BTY T IL—RELEFETIIL—

RIBICE TFTP H—NAYBETY, TFTP H—/NOBRIZBETIFMIOV T, TTFTP 4
—NDEBREFEA ZZRLTLLEE L,

TFTPRBETITATIA=I)IN0OT7IYv21 XEVICVYIRNIIT A A=A TO—RT
(2 (&, copy tftp flash AX > REMAL 9. copy titp flash AY> Rk, EnLeFa1VF«4 77
AT A EFILTEBMATEET, ¥V O—RLEAX—=2RF, REOUO—R (VT7—K
YEICEFIUTA FTSATATRRATERXSICBYET,

copy tftp flash I > KOH O, XROEHYTY,

copy tftpl:[[//location] [/tftp_pathname]]] [[flash/disk0][:[image | asdm] 1]

X ASADES. F—TJ— RdiskOlkcopy AN RDT T v 1% BERRXET,

FA7>32 NT A=A D location £z I& pathname ZIEEE T ICCOIN REFHATIEAR
., CiscolOS® V7 RIJITTCRAEND—ENEMEREKOERMNIRTIENDDT, FEMET7
AINBERBEERATADILET, JOVOAEANL EHER. titp-server AV RORED S
NIA—=BFBRBENET, TOMOAT 3> NTA—ZEEELLBE. TS OEN tip-
server Y RICRBENTVRELRD>THEAEThE T, WThHADAFT 32 NTX—4
(OOYTHEBANEE ) #EELABE. OVY KR, 1—FOANERDZTOVT R
LTERITEIET,

Bk, P7RLAD, EEEEF1VTA TFTSAT U ADBRBRANZALIZE2TIP
PRLAICHBRENDEHTEELET, COXHZXARIEE. name BT names AT R
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CRBPBHANYETJEBO>TVET, X2V TA TT7S5ATARK, COBMICEETSH
E%, BEOIN—FT 1200 T—7 I EHREEUTCEBRITIHENf DY ET, COBERE. IP
address. route, FE RIP OV RICKPTREEhET.,. chik, REICK>TERYFT

o

pathname (Zl&, H—NEQT77AINAONADREEBDIEBOIR—FX 2 NCHA, £2
DTALIRN)BZEBDDENTEXRT, NABILAR—AZEHDI LR TEFREA, AR
—AZECTFT1ALIBMNVARN, copytftpflash AX>Y RETREL TFTP 4—/NXHWOF4L I NV
ICEREBEIhTHY, TFTIPH—NHF M A=A I O—RATHIZATLALEOF1LINY
BRAVENTIDRSLCREENATVWIES, BEZOR, SATADIPFPRLAEAX=D 7
FTANBEERATDEREFTT, TFTPH—NEE., OXNRZEZELT, BEDOIL—K F1L
IJNVBEHISEBOT7AILNDOEMZHMHLET, TOER, T—NNE&K, TFTPAX—2%+F
AT FTTSATARICEIO0—RLULET,

YIRDIT AX—DBLTASDM A X—TZTY7IL—RL, REOUO—REIZEIhZ
T—RM AX=2EULTHEATAICE,. ROOIXY RFBETT,

ASA#copy tftp [[flash:/disk0:] [software image name/asdm image name]]

! -—— Command to set an image as bootup or specify the !--- ASDM image file. ASA(config) #boot
system [flash:/disk0:]/[software image name]

I-—- Save active configuration to the Flash. ASA#write memory

I -—— Reboot the security appliance and load !--- with the new boot image as per the
configuration file. ASA#reload

Bl

ASA5510#copy tftp diskoO:

Address or name of remote host []? 172.16.31.1

Source filename []? asa722-k8.bin

Destination filename [asa722-k8.bin]?

Accessing tftp://172.16.31.1/asa722-k8.bin... .11t rrrrrrrrrrrprrrnt

Writing file diskO:/asa722-k8.bin...

8312832 bytes copied in 163.350 secs (50998 bytes/sec)

ASA5510#show diskO:

-#- --length-- ----—- date/time------ path
6 5124096 Jan 01 2003 00:06:22 asa702-k8.bin
7 5623108 Feb 12 2007 00:23:48 asdm-522.bin
10 5539756 Feb 12 2007 00:14:18 asdm-521.bin
11 8294400 Dec 07 2006 05:47:20 asa721-24-k8.bin
12 6002680 Dec 21 2006 03:58:30 asdm-52034.bin
13 8312832 Feb 12 2007 22:46:30 asa722-k8.bin

23949312 bytes available (38932480 bytes used)

I-—— Command to set "asa722-k8.bin" as the boot image. ASA5510 (config)# boot system
disk0:/asa722-k8.bin

I -—— Command to set "asdm-522.bin" as the ASDM image. ASA5510 (config)# asdm image diskO0:/asdm-
522.bin

ASA5510# write memory

ASA5510# reload



X ASALEDAX—=DBFTPH—N\HNSTYT7IL—RITBHEEE. copyfip flashdV > R&ESE
ATEET, COOXVRTR, UE=RNIPZ7RLARYVY—RA T7ANBBEDODNTX—2%
BETEET, COFIER, TFTPIZATVERT, £EL, 1 20FHWELT, UE—KNIP®&
ERAVR—TIAAELEETHERTESLA (TFTPTRTEET )., TFTP E—RTR
. titp-server NV RTCHELEF T3 Z5|ALTRITIDENTEET, FTPICIK.,
DEOIBATIAVEBY)ERA, RETXAVEF—TIA AR, BUABTHELS TIEEST, C
NEFZ72)NRT, BETEFEA, DFVY, FIPHY—NEFE, AFA 2 Z—T T4 AN SFEA
BETHAIBENHYET,

i 2

COETR, YVINITIT FTYTIL—RORNZHEITZDHEZHALET,

TFTIRTYNAEZ=—7VR Y=L (BEI—YHYEH) (OIT) IF, BE®D show IX > R&EH
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2.show bootvar : UO— RZBICERAEhD M A—20BEENERLET,
3. show asdm image : ASA ICK 2 THEAEThDIHRED ASDM f X—JZRRLET,
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