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Cisco 2621

Current configuration
!
version 12.0
service tinestanps debug uptime
service tinestanps | og uptinmnme
no service password-encryption
!
host nane goss- 2621
!
i p subnet-zero
!
ip audit notify |og
ip audit po max-events 100
i sdn voice-call-failure 0O
cns event-service server
!
--- The | KE policy.
hash nd5
aut hentication pre-share
crypto i saknp key ciscol23 address 99.99.99.2
!

crypto ipsec transformset nyset esp-des esp-nd5-hnmac
!

crypto i saknmp policy 10

crypto map nynmap | ocal -address Fast Ethernet0/1
l--- | Psec policy. crypto map nynmap 10 i psec-i saknp
set peer 99.99.99.2

set transformset nyset
I--- Include the private-network-to-private-network
traffic I--- in the encryption process. match address
101

!

controller T1 1/0

|

interface FastEthernet0/0

i p address 10.2.2.1 255.255.255.0

no i p directed-broadcast

dupl ex auto

speed auto

|

interface FastEthernet0/1

i p address 10.1.1.2 255.255.255.0

no i p directed-broadcast

dupl ex auto

speed auto

l--- Apply to the interface
|

ip classless

iproute 0.0.0.0 0.0.0.0 10.1.1.1
no ip http server

crypto map mymap




I--- Include the private-network-to-private-network

traffic !--- in the encryption process. access-list 101
permit ip 10.2.2.0 0.0.0.255 10.3.3.0 0.0.0. 255

line con O

transport input none

line aux O

line vty 0 4

|
no schedul er allocate
end

Cisco 3660

version 12.0

service tinestanps debug uptime
service tinestanps | og uptinmnme
no service password-encryption
!

host nane goss- 3660

!

i p subnet-zero

!

cns event-service server
|

--- The I KE policy. crypto isaknmp policy 10

hash nd5

aut hentication pre-share

crypto i saknp key ciscol23 address 99.99.99. 12

!

crypto i psec transformset nyset esp-des esp-nd5-hnmac
!

crypto map nynmap | ocal - address Fast Et hernet 0/ 0

I--- The I Psec policy. crypto map nmynap 10 ipsec-isaknp
set peer 99.99.99.12
set transformset nyset

I--- Include the private-network-to-private-network
traffic I--- in the encryption process. match address
101

!

interface FastEthernet0/0

i p address 99.99.99.2 255.255.255.0
no i p directed-broadcast

i p nat outside

dupl ex auto

speed auto

I--- Apply to the interface. crypto nmap nymap

nterface FastEthernet0/1

i p address 10.3.3.1 255.255.255.0
no i p directed-broadcast

i p nat inside

dupl ex auto

speed auto

nterface Ethernet3/0

no i p address

no i p directed-broadcast
shut down




nterface Serial 3/0

no i p address

no i p directed-broadcast
no i p nroute-cache

shut down

nterface Ethernet3/1

no i p address

no i p directed-broadcast
nterface Ethernet4/0

no i p address

no i p directed-broadcast
shut down

nterface TokenRi ng4/0
no i p address

no i p directed-broadcast
shut down

ring-speed 16

I--- The pool from which inside hosts translate to !---
the globally unique 99.99.99.0/24 network. ip nat poo
QUTSI DE 99. 99.99. 70 99. 99. 99. 80 net mask 255.255.255.0

I--- Except the private network fromthe NAT process. ip
nat inside source route-nmap nonat pool OUTSI DE

ip classless

iproute 0.0.0.0 0.0.0.0 99.99.99.1

no ip http server
!

I--- Include the private-network-to-private-network
traffic !--- in the encryption process. access-list 101
permit ip 10.3.3.0 0.0.0.255 10.2.2.0 0.0.0. 255

access-list 101 deny ip 10.3.3.0 0.0.0.255 any

I--- Except the private network fromthe NAT process.
access-list 110 deny ip 10.3.3.0 0.0.0.255 10.2.2.0
0.0.0. 255

access-list 110 permit ip 10.3.3.0 0.0.0.255 any
route-nmap nonat permt 10

match ip address 110

|

line con O

transport input none

line aux O

line vty 0 4
!

end
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25.[Add] 22U YO LT NAT-TDH®D UDPR—K 4500 RS 74 v U &AL, [OK] %
20y OLTHEITLET,



|7‘

outside x|

EECE PEDERE ]
s 255 258255

cess Fule oallow 4500 to host 99,99 8912

26.[Apply] ZO Y OLT, 1V B—TIAAREZRRLET, REABRRKPIXIZET Y
T1ENnET,
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27. FRE T_h'C“E'—ET L &L %, [File] > [Show Running Configuration in New Windows] ® JIE(Z

1§?Rl/ CLIEREZMHBLE I,

Cptions  Tools  Wizards Help
Refresh ASDM with the Running Configuration an the Device
Feset Device to the Factory Default Configuration...

show Running Configuration in Mew Window,

Save Running Configuration to Flash

Save Running Configuration to TFTP Server...
Save Running Configuration to Standby Linit
Save Internal Log Buffer to Flash

Clear ASDM Cache
Clear Internal Log Buffer

Exit

PIX Firewall D& E




PXZ7FAFI#4=)

pi xfirewal | # show run
Saved

Pl X Version 7.0(0)102

nanes

|

interface EthernetO

narei f outsi de

security-level 0O

i p address 99.99.99.1 255.255.255.0
|

interface Ethernetl

namei f inside

security-level 100

ip address 10.1.1.1 255.255.255.0

|
enabl e password 2KFQnbNI dl . 2KYOU encr ypt ed
passwd 2KFQhbNI dI . 2KYQU encrypt ed
host nane pi xfirewal |
donmai n- nane ci sco. com
ftp node passive

access-list outside_access_in remark Access Rule to
Al ow ESP traffic
access-list outside_access_in

extended pernit esp host 99.99.99.2 host
99.99.99.12

access-list outside_access_in
remark Access Rule to allow | SAKMP to host
99.99.99.12
access-list outside_access_in
extended pernmit udp host 99.99.99.2 eq
i saknmp host 99.99.99. 12

access-1ist outside_access_in

remark Access Rule to allow port 4500 (NAT-
T) to host 99.99.99.12
access-1ist outside_access_in

extended pernit udp host 99.99.99.2

eq 4500 host 99.99.99.12
pager lines 24
nmu inside 1500
nmu outside 1500
no fail over
monitor-interface inside
nmonitor-interface outside
asdm i mage fl ash:/asdnfile. 50073
no asdm hi story enabl e
arp timeout 14400
nat -contro
gl obal (outside) 1 interface
nat (inside) 0 0.0.0.0 0.0.0.0
static (inside,outside) 99.99.99.12 10.1.1.2 netnask
255. 255, 255. 255
access-group outside_access_in in interface outside
route inside 10.2.2.0 255.255.255.0 10.1.1.2 1
route outside 0.0.0.0 0.0.0.0 99.99.99.2 1
ti meout x|l ate 3:00: 00
ti meout conn 1:00: 00 hal f-cl osed 0:10: 00 udp 0: 02: 00




icnp 0:00: 02
sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00
nycp- pat
0: 05: 00 sip 0:30:00 sip_nedia 0:02:00
ti meout uauth 0:05:00 absol ute
http server enable
http 10.1.1.3 255. 255. 255. 255 i nsi de
no snnp-server | ocation
no snnp-server contact
snnp-server enable traps snnp
telnet tineout 5
ssh timeout 5
consol e tineout O
|
cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
|
!
pol i cy-map asa_gl obal _fw_policy
cl ass inspection_default
i nspect dns nexi mum | ength 512
i nspect ftp
i nspect h323 h225
i nspect h323 ras
i nspect net bi os
i nspect rsh
i nspect rtsp
i nspect ski nny
i nspect esntp
i nspect sql net
i nspect sunrpc
i nspect tftp
i nspect sip
i nspect xdncp
|
servi ce-policy asa_global _fw policy globa
Crypt ochecksum 0a12956036ce4e7a97f 351cde61f ba7e
: end

PXtF¥1VTF 1 FTIAFTVABLTE MPF (EZ1T RV — TL—LD—=Y
) DETE
TOEBAUJVARNODRDYIZ, MPF(E221Z RUZ— TJL—AD—%2 ) TN Kinspect

ipsec-pass-thru ZFA L., PIXIASA ¥ 174 PTSAT 2 ARBRHTIPsec KT 71V 0%
ELET,

COBREWFESP NS 714y o0 R—)LZH< Jiot?.EﬁEéh'Cb‘ﬁ@% HEA7O—NEE
LTVT, P OFBRTEDIRAERBICHRNZWVES, ESPF—X JO0—0IXTHHFATE
¥9., AH (.E»".:‘F—Iéhi’d'h ESP 7#—X 70—0OF7#)IN TARIL ZALT IR, 77
ZIRTI0DICREENTVET, CORERF, VIABIT—FIVI R E— REE®H, fib
NHREZBEATESDIXNTOBAICEATETT. IPSec NARIL—T7VT5r—>3a> 42RA
RO avik, IKEUDP R— K~ 500 $##E(C BEN S ik ESP ( |P7|:| RIL50) RST714Y
VEBRIZBEMTEERT, COAMVARIIIVE, ARBTIVEA VAN 74F 2L —
>3 EBEEUTESP RS 714V VZFAL, RALTIVNERREGHICL)EF1UT1E
BWRLET, class-map. policy-map. # kI service-policy P& IN REFEALTRT 71 Y
IDOTA%EEEL, inspect ANV REVSRAICEALT, RUSP—Z 1 2FLEEHDOA X
—TJ7IAAICERALET, BMICLEBE. inspect IPSec-pass-thru TN RTlE, ZA LT
N10 D DEFIRESP RZ 714 Y U TREICBYET, CHIFEREFAETT, NAT HKVIE
NAT RS 714 Y JRFITENET,



host name( confi g) #access-1i st test-udp-acl extended pernit udp any any eq 500
host nanme( confi g) #cl ass- map test-udp-cl ass

host name( confi g- cmap) #mat ch access-1i st test-udp-acl

host name( confi g) #pol i cy- map test-udp-policy

host name( confi g- pmap) #cl ass test-udp-cl ass

host nane( confi g- pmap- c) #i nspect i psec-pass-thru

host nanme( confi g) #servi ce-policy test-udp-policy interface outside

i 2

COEI>aDTR, RENERLCEELTVWAAESH ZRIEIDIRICRIOEHRZRL TV
£9,

BED show IV Rk, Output Interpreter Tool ( BEI—HEHR ) IC&>THR—KREhTV
F9, cOY—I)ZFERATHE, show DN REHOBMZRTRTEERT,

. showcryptoipsecsa: 7I—X20tFa1U574 Y I—23EKRRLET,
. showcryptoisakmpsa: 7I—X10OtF1U574 PYII—230FRRLET,
- show crypto engine connections active - EES5{L/N\7T Y RS RPESIKNTY RERRLET

ST aA-—F42T

CCTR, BEORT TN 1—F 4T ICBIBERICOVTHBELET,

IL—Z IPsec DhSTIN>21—F420F AXUR

AE:debug INY RZEATBHEIIC, Tdebug AV ROEERZEH. 25RL TSLEEL,

- debug crypto engine : EES{tENLERST TV IZERRLET,

- debug cryptoipsec : 7I—X 2 M IPSec x> I —>3a>vaXRRLET,

- debug crypto isakmp : 7 T —X 1 @ Internet Security Association and Key Management
Protocol ( ISAKMP ) x> T —>3a>&XRRLET,

tX1VF41 FIST—S3200V7F

. clear crypto isakmp - 1 X —XY N F—RM|(IKE) OEF*1UFTa1 PIYI—>32%7D
DT7LET,
- clearcrypto ipsecsa-IPSec DtE¥1UF4 7Y I—>32% 0 JFLET,

PXDORSFINa—F14>29 OAXR

BED show IV Rk, Output Interpreter Tool ( BEI—HEHR ) IC&>THR—KREhTV
F9, cOY—I)ZFERATHE, show DN REHOBMZERTRTEERT,

E:debug AN REFEATSHEIIC, Tdebug AN ROEERFEH. 25RBL TKEETV,

- logging buffer debugging : PIX Zi#BiB 3%, RANANDREUThi-EREERTET hi-ERz


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
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https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

KRRLET, COBREPXOTNYT77ICREEKTEY, Hhlk showlog IV R%E
FEALTRRTEEXT,

.ASDM ZEAL TAOF IV ZBMICL, UTOFIETREATVRESICOT ZRRTESR
ED

1. [Configuration] > [Properties] > [Logging] > [Logging Setup] > [Enable Logging] Zi#iR L 1=
. [Applyl 20 )Y OLET,
BEE
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2. [Monitoring] > [Logging] > [Log Buffer] > [On Logging Level] > [Logging Buffer] Zi#RL TH
5, [View]| 22Uy OLET,




-~ B3] Live Lo
B

Cabugoing

O Ny 770HERICRLET,



=

This =creen shows syvelog messages in ASDM logging buffer as of now.

Find text in messages below: I i e

......

Mar 16 2005 170611 Login permitted from 1001 1.3 247 toinside:1 011 1/hitps for user “enab
i b Mar 16 2005170347 &OY001: Bullt local-rost inside101.1.2

Mar 16 2005 17:05:47 609001 : Built local-host oulside:99.99.99 2

Mar 16 2005 17:05:47 605005 Login permitted from 1001 1,21 220 to inside:1 0.1.1 1ihitps for usar "enablh
Mar 16 2005 17:05:4F7 302013 Buill inbound TCF connection 48 for inside: 101130220 (004.1.3M 22001
Mar 16 2005 17:05:47 20201 4: Teardown TCP connection 47 for inside:10.1.1.3M1 219 to MNP Idenfity [fc:1 0.
Mar 16 2005170547 BO5005; Login permitted from 10,117,201 221 1o inside1 0,1 1 1 /htps for user "enabl
Mar 16 2005 17:05:47 302013 Built inbound TGP connection S0 for inside: 1011 30221 (01132210t
Mar16 2005 17:05:47 20201 4: Teardown TCP connection 42 for inside:10.1.1.2M 220 to NP Identity ife:1 0.
Mar 16 2005170547 106023 Deny udp sre outside 99,599,959 204500 dst inside 99 99 59,1 204500 by acce
Mar 16 2005 17:05:47 20201 5: Built inbound UDP connection 49 for outside: 99,9999 2500 (99.99 93 245
Miar 16 2005170547 BOS001: Built local-ho st inside1011.2

Mar 16 2005170547 B09001: Built local-host oulside: 99 9999 2

Mar 16 2005 17:05.47 805005 Login permitted from 1001 1.2 220 toinside:1 0.1.1 1ihitps for usar "enabl
Mar 16 2005 17:05:47 302013 Buill inbound TCP connection 48 for inside 1011 30220 (109 1.3 220 t
Mar 16 2005 17:05:47 20201 4: Teardown TCP connection 47 for inside:10.1.1.3M 219 to MNP Identity e 0.
Mar 16 2005 170546 BOG005 Login permitted from 10,1 7.30 219 W0dnside1 0.1 1. 10hitps for user "enabl
Mar 16 2005 17:05:46 202013 Built inbound TGP connection 47 for inside 101130219 0011312195
Mar 16 200517 034d4a 202014 Teardown TCP connection 46 for inside: 10.1.1.3M 218 to NP ldentity Ife:1 0.
Mar 16 2005170546 B05005. Login permitted from 1001 131 218 o inside:10.1.1.14hitps for user "enabl
Mar 16 2005 170546 20201 3: Built inbound TGP connection 46 for inside1 01130218 4011312183
Mar 16 2005170546 3202014 Teardown TCP connection 45 for inside: 1001131217 to NP dentity Iic:10
Mar 16 2005 17:05:46 G05005; Login permitted frorm 10.1.1.21 217 toinside:1 0.1.1.1/hitps for user "enabl
Mar16 2005170546 302013 Bult Inbound TSP connection 45 for inside 1011 3027 001130210t
Mar 16 2005170546 302014 Teardown TCP connection 44 for inside:10.1.1.37 216 to NP Identite Ife:1 0.
Mar 16 2005 170546 B05005: Login permitted from 10.1.1.21 219 toinside:10.1.1 1/hitps for user'enaﬂﬂ
| [ 3
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