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CORFIXNOERIE. BEOSRREBICHZDTFNAAICEIVWTERENELE, COR
FAXKRNTERAIZINTOT/NA AR, I (F7 2N ) REORELNSEEBLTVET
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EEV,

RE
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LTHAL MEVPNR Y RILERETDHECODVTHALET,

FYNI—OK
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ASDM™ 4 #— REEAL TH A REVPNR O RV ERET B IR, ROFIEERTLET,

1. ASDM%ZBZ. wizards > VPN Wizards > Site-to-site VPN Wizard.
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:-E Lita-to-site WPMN Cormection Setup Wizard =

Steps Feer Device [dentfication
1. Introduction This step lets you identifiy the paer WP dewvioe by i6s 1P address and the niterface used to access the peer.
2. Peer Dewvice
Tdentification Pear IF Addrass: |192.168. 1.1
3, Traffic te protect
4, Senurty WP Access Interface: | oussda =
5, AT Fxemot
A, Swmmeary

e ] (s ] ] (i)

ELE

Xa

4. 0-HALNZRYRNT=DEVE—RNIYRND—D (RZT14VODEERERE ) %
Fo RORIZ, Y1 FBOREZRLEY (EOREREY M MALERAELET ),

T Site-to-site VPN Connaction &tup 1l||'i|13;|r.|:_ m

Sheps Traffic to protect

1. Tnsroduction This step ks vou identify e locaf network and remate network between which the trafic b to be protected using TPse: enoryption,
2. Peer Dewice Tdentficatio ;

3 Wl i Local Metworks  |10.2.2.0_24 [

4, Secunty Remole Melworks (10.1.1.0_24 E

5. AT Exempt

& Summary

| =Badk Ehu}{; Canel | Heb |

5. [Security]R—> T, BRIHEF—ZRELET (MBT—ARITIHENHYET ), VUV
I NextETLES,



§ Sibe-bo-site VPN Conrection Selop Wised ST —

Sheps Securily
1. Infreduction Tris abep lets ywou secure the selected trafic
2, Poor Devics Tdentificatio

3. Trafic to prabect f H

4. Secw
y mat will alow funnel establighment. Tt s recommended that this option ks also selected when configuring the remote peer.,
5. HAT Exempt
&, Sumsary Pre-ghared Key: seeme
L 1 Custipmized Configuration

selected for you,

bk | [ text ]

A58 uses the pre<harsd kew antersd hers o sothenboais this desace wath the pesr. A500M il s=lect commion IKE and 1S80F ssounty parsmetsrs for
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m Sie-to-site VPN Connection Selup Wizard —— —

i = R
1. Datroduction Thisz gbe alkones wio bo ememnpt the local nebwork addresses from netwark randation.

2, Peer Device Toentificatio - |
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6. Summary
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[ Site-to-site WP Connection Setin Wizar] W E—

ST
Here i the summary of the configuration.

Isame=

=l summary
Peer Devic= IP Address
WPN Access Inserface

Frotected Traffic

ERE Vension ilovwed
=1 Authenticytion Methiod

Value

192168, 1.1
oustside

Local Metwork: 10,2 2.0024
Remote Hebsors 101 1.0/2%

EE version 1 .and IKE version 2

IKE wi Uz pre-shared key
IHE v Use pre-shared key when bcal device acress the peer
Ui pre-chare key when pesr device sotess e loca devie
=1 Encryption Policy
Perlecl Forward Sececy (PFS) Drsbiled
= KE vl
IKE Palicy pre-share-g=c-ala
ESP-AES-133-5HA, ESP-AES- 1ZE-MI0 5, ESP-AFS-192-CHA, ESP-AES-192-MD5,
Peec Propess ESP-AZ5-255-500, ESP-AES-25E-MD S, E5P-30E5-8HA, BSP-IDESMEE,
ESF-DES-SHA, E57-DES-HDS
“ITREv2
I¥E Paficy
TPeec Proposs AESI36, AES192, AES, DES, DES x
!
| =Bak |[ Fosh | | cancel || hebo
’

CLIC KB RE

ZOto2 32T, CLIEFERAL TIKEVT IPsect 1 NN RILERET 35 %IC DV THE

LEY,

ASA/S—2 3> 8.4LNMOY 1 NBORRE

ASANN—T IV 8ALKTIE, IKEVIEA Y B—%Y RF—TIAF I I/N—2 3 V2(KEV2)D
MEOHR—KFEAEHEL L,

EN:20200N—23a 0EWVICOVWTOFMIEZ. TASA8.40— RTOIKEVIA S
IKEV2 L2L N > ZIILBEEANDOREZF1TCiscoa RFIX MO TIKEV2ICEBITTSER, &
varveEsSBLTLSEETLY,

ENASAZFERALEIKEV2ORBREFICOVWTIE, AOORFIXN FASAEIL—XE
DA REIKEV2 XL DEEHL 2SRBLTSEETL,

7 T —X1(IKEV1)

7I—X1DRETE. ROFIEZRTLET,

1.CLICRD IR RZAALT, ALV EZ—T I A ATIKEVIZBMICLET,

crypto ikevl enable outside
2. \vZ 1, FBiL. Difie-HelmanZIL—7". SA4 784 L, BrOBESKICEARATHT7ILI
DALIFRXEEEZTDIKEVIARD D —ZERLET,

crypto ikevl policy 1


http://www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/113597-ptn-113597.html#topic1N400024
http://www.cisco.com/c/ja_jp/support/docs/security-vpn/ipsec-negotiation-ike-protocols/117337-config-asa-router-00.html
http://www.cisco.com/c/ja_jp/support/docs/security-vpn/ipsec-negotiation-ike-protocols/117337-config-asa-router-00.html

!The 1 in the above command refers to the Policy suite priority
(1 highest, 65535 | owest)

aut henti cation pre-share

encrypti on aes

hash sha

group 2

lifetine 86400

3. IPsecBHEDTICN Y RILITIN—T"EK L, EZIPPRLAEN D RIINETEEF—%5
ELET,

tunnel -group 192.168.1.1 type ipsec-12I|

tunnel -group 192.168.1.1 ipsec-attributes

i kevl pre-shared-key cisco

! Note the IKEvl keyword at the begi nning of the pre-shared-key command

7 T —X2(IPsec)
T7I—X2NDERETH. XOFIEERITLET,

1. BEB LR VZITITBDRNTTAVIEERTDTIELAVANEERLET, 2D
BT, IRORNZ T 1Y, 1022007 %Y hAS510110ICEBE N RILAS
DRTZTAYITT, Y4 NBICEBROH T XY NBEZKRTZIHEERE,. BRI NUES
HBIENTEFXT,

N—=23284LRTRE, RYRNT—D, $¥TFY M, RANPT7RLA, LEEEHOF
72T OROOAVTFELTHRETEI AT I ONEKERAT O ONTIIN—T =2k TE
T, O—NWIUNHTRYRNEVE—RNGTRY REHEI200FTZ TV NEEBL., Th
S5ZBST7I7EAOYMO—ILJANACL ENATXOWAICEAL KT,

obj ect network 10.2.2.0_24
subnet 10.2.2.0 255.255.255.0
obj ect network 10.1.1.0_24
subnet 10.1.1.0 255.255.255.0

access-list 100 extended permit ip object 10.2.2.0_24 object 10.1.1.0_ 24
2.F—D)—REBUCRNS VAT =LY NTS)EHRELET, kevt. UE—RNIVRTEE
UTSZHERTIHENHYET,

crypto ipsec ikevl transformset nyset esp-aes esp-sha-hnac

BRDAVAR—F RNEBCIVVTRMNIVTEZRELET,
EF7IP7RLAMKORNT 71V VEECEREHADT I EAVARNTSAT 23>0
Perfect Forward Secrecy(PFS)&%E. T— X ZRET B /= ® ([CFH & h B Diffie-HellmanF —
DFLWARTEZERLET (7T -2 BB THAEIC, MEITPFSABMICHZ>TVWE X
BNFHYUET )

4 NEBA 2 R—TIARAIZOVT NIV TZEALET,

crypto map outside_map 20 match address 100
crypto map outside_map 20 set peer 192.168.1.1
crypto map outside_map 20 set ikevl transformset nyset



crypto map outside_map 20 set pfs
crypto map outside_map interface outside

NAT % B&

VPNRZ 74 Y OFMEONATIL—=ILICRE 2TV ARV EZEELET., FHENSNATI—IIL %
KIZRUET,

nat (inside,outside) 1 source static 10.2.2.0_24 10.2.2.0_24 destination static
10.1.1.0_24 10.1.1.0_24 no-proxy-arp route-|ookup

X BBOYTRY NERATIHAE. IXNTORBERABLVEESTRXY NEBTHT
STONIN=TZERL. NATL—IITHERATILENHWET,

obj ect-group network 10.x. x.Xx_SOURCE
net wor k- obj ect 10.4.4.0 255. 255.255.0
net wor k- obj ect 10.2.2.0 255. 255.255.0

obj ect network 10. x. x. x_DESTI NATI ON
net wor k- obj ect 10. 3. 3.0 255. 255.255.0
net wor k- obj ect 10.1.1.0 255.255.255.0

nat (inside,outside) 1 source static 10.x.x.x_SOURCE 10. x. x. Xx_SOURCE desti nati on
static 10.x.x.x_DESTI NATI ON 10. x. x. x_DESTI NATI ON no- proxy-arp route-| ookup

T2’ ES

B4 MNBOREBHREZRICRLET,

crypto ikevl enable outside

crypto i kevl policy 10
aut hentication pre-share
encryption aes

hash sha

group 2

lifetime 86400

tunnel -group 192.168.1.1 type ipsec-|2|

tunnel -group 192.168.1.1 ipsec-attributes

i kevl pre-shared-key cisco

INote the I KEvl keyword at the begi nning of the pre-shared-key command.

obj ect network 10.2.2.0_24

subnet 10.2.2.0 255.255.255.0

obj ect network 10.1.1.0 24

subnet 10.1.1.0 255.255.255.0

access-1ist 100 extended pernmt ip object 10.2.2.0_24 object 10.1.1.0_24

crypto ipsec ikevl transformset nyset esp-aes esp-sha-hnac



crypto map outside_map 20 match address 100

crypto map outside_map 20 set peer 192.168.1.1

crypto map outside_map 20 set ikevl transformset mnyset
crypto map outside_map 20 set pfs

crypto map outside_map interface outside

nat (inside,outside) 1 source static 10.2.2.0_24 10.2.2.0_24 destination static
10.1.1.0_24 10.1.1.0_24 no-proxy-arp route-I|ookup

ASA/S—2 3282 HIDYH A4 NADRRTE

OtV a>TR, ASAN—23282LEIOY A NAZRERET D HEICODVWTHALET,
7 T —X1(ISAKMP)

J7I—AX1DBET. ROFIEZERITLET,

1. Outside1{ > & —7 I 4 A Tlnternet Security Association and Key Management
Protocol(ISAKMP)Z B #IC T2 ICIEk. CLICROON > RZAHDLET,

crypto isakmp enable outside

FEEBBON—T32OIKE (IKEVIEIKEV2 ) BHR—RhEhBLBE I8, ISAKMPZ

FEALT7I—X1Z25RBLET,

2.7 I—X1%ZRBEIZEHICFERAITZTIOAVALIXYY REEZTBISAKMPR) S —%

ERLET,

X COREFTIEE, F—T—R ket N—2 3 9xBAEIE,  1sakwvp.
crypto i saknmp policy 1

aut hentication pre-share

encryption aes

hash sha

group 2

lifetine 86400

3.EWHBAF—ZEALT, ETIPTRLA (AFPT RLAS515) DR RILTIN—T %4

BLET,

tunnel -group 172.16.1.1 type ipsec-12I|
tunnel -group 172.16.1.1 ipsec-attributes
pre-shar ed- key cisco

7 T —X2(IPsec)

7I—R2ORETR. XROFIEZEITLET,

1. N=23VIXDREEFRKIC, HROKNZTA VIV RERTDLEDICHERT IV EAVAR

ZERTIBENFHVERT,

access-list 100 extended permt ip 10.1.1.0 255.255.255.0
10.2.2.0 255. 255.255.0

2. ERATRERINTOBSAB RN YZATIIIVALZEUTSZERLET (Rt h



EEBECERB/FINERY ), RIATRESCNATVWIELEDER-—THD L ZHBLE
EE

crypto i psec transformset nyset esp-aes esp-sha-hnac

B.RODAVAR—ZFURNEECIOVIMNIVTERELET,
ET7IP7RLARKRORNSTAY IV EBCERBBEHROT VLAV ARNTSHA TS 3> OPFSEX
E., T—RERET D -HICFEHE hBDiffie-HellmanF¥F—DH L WARTZERLET (7
I—R2NRBETDELSIC, MBI TCPFSZBMICTIHENHYET ),
AANBAVER—TIARIZOVVTRNIV T ZHEALET,

crypto map outside_map 20 set peer 172.16.1.1
crypto map outside_map 20 match address 100
crypto map outside_nap 20 set transformset mnyset
crypto map outside_map 20 set pfs

crypto map outside_map interface outside

NAT % B

NATF IV IODLSBMATERNT T4V I RERTDTILAJANEERLET, cO/N—> 3
VTR, RRORNSZ T4V IR ULTERLETIEAVARNIBTVET,

access-list nonat line 1 extended permt ip 10.1.1.0 255.255.255.0
10.2.2.0 255.255.255.0

BEOT7ZY NeFERATRHBERE. LT VEAVANIBIOTZEMLET,

access-list nonat line 1 extended permt ip 10.3.3.0 255.255.255.0
10.4.4.0 255.255.255.0

/AL/T‘?J'\’DL\ NAT-(L; 7127\')7\'*#@}%3*1353—0

nat (inside) O access-list nonat

X Z2TO "THEL B, TOVERAVANI—RTBEIRNT T4 Y I ERASANZET DRI
\/9_71410)%%&7?[/*?0

T2 ZRREH
B4 MAOTEEBREZRICRLET,

crypto isakmp enable outside
crypto i saknmp policy 10

aut hentication pre-share
encrypti on aes

hash sha group 2

lifetine 86400



tunnel -group 172.16.1.1 type ipsec-12|
tunnel -group 172.16.1.1 ipsec-attributes
pr e-shar ed- key cisco

access-1list 100 extended permit ip 10.1.1.0 255.255.255.0
10.2.2.0 255.255.255.0
crypto i psec transformset nyset esp-aes esp-sha-hmac

crypto map outside_map 20 set peer

crypto map outside_map 20 match address 100
crypto map outside_map 20 set transformset nyset
crypto map outside_map 20 set pfs

crypto map outside_map interface outside

access-list nonat line 1 extended permit ip 10.1.1.0 255.255.255.0
10.2.2.0 255.255.255.0

nat (inside) O access-list nonat

TN—=TRI>—

TIN=TRI—, PRICBRAENDIBENRELZERI D LOICEAETNET, Ch5
DRI =, RRILTIN—TEHAEEDETEAEIET,

TIN—=TRUZ—&, A (ASATERE N TLVIEML SEMNIIEBEND ) &, S8 (S8
B—NHASBUENRREND ) ELTERTERT, JIL—TRIV—Z2ERIDLOICEAT
ANV RZRICRLEY,

group-policy SITE A internal

¥ ON—T RIS —TREBROEUHEERTEET, ZASNDINTOEHOUARNIC
2WTIk. FCisco ASA 55003 1) —X/N\—2 a5 2 I081R L 7-ASDM VPNEREEES ®
FTINN—=R)—OFRE, 03> E25BLTLIEETL,

TN—=TRIVS—OF7TS a2 R

T vpn-tunnel-protocol Bk, CNSDERELZBHAITIMEN BB RILRATERELET,
DOHITIE, IPsecHEHENET,

vpn-tunnel - protocol ?

group-pol i cy node conmands/ opti ons:

I PSec I P Security Protocol |2tp-ipsec L2TP using | PSec for security
svc SSL VPN dient

webvpn WebVPN

vpn-tunnel -protocol ipsec - Versions 8.2 and prior
vpn-tunnel - protocol ikevl - Version 8.4 and |ater

ROZRILERELT, TARIRE(RNZ 714V 0%BL ) ZH#EFL, IV EMSENTEF
T, :@2|'7°:/3>E§QE3'6L:@\ vpn-idle-timeoutEﬁ{ﬁuﬁﬁﬁﬁﬁiéﬁgﬁlaufa-o /e
., EZICBRETEE T, nmechlE, RURIATILBEVIEZEKRLET,


/content/en/us/td/docs/security/asa/asa72/asdm52/selected_procedures/asdmproc/asdm_grp.html

BLTRA—fITY,

group-policy SITE A attributes

vpn-idle-tineout ?

group- pol i cy node commands/ opti ons:

<1-35791394> Nunber of m nutes

none | Psec VPN. Disable timeout and allow an unlimted idle period;

T default-group-policy AN > R%& N> X ILY )L —7 Dgeneral attributesD FICERET D &, IS h
ERRILNODBEDOR)S—BEZTV1TDEOICERENZTIN—TRI—HFERETh
£F9, FIIN—TRI—TERBLEBD 2 EFT23a>oF7FINRERERF. JO0-NILEFT7#
IWRDITIN—=TRI—HSHBENET,

tunnel -group 172.16.1.1 general -attributes
def aul t - group-policy SITE A

R

COEIVDIVIIREETNTVIEH/REFEAL T, RENBYICHETIHAEIELERT,
ASDM

ASDMA S RV R AT—RAZRTRTBDICIE.  Monitoring > VPN X DIFBA R RENE T,

-EF7IP7RLA

MRV EBETDEHICEREAZ O]
FEHENIBEEALTIIVAA
RNORIMDTYTUEBRET Y TR
CEEBRUEBEEENLENT Y RO

BN DY D Refresh RFTDEZRRTDICIE., T—RREVTINEZALTEFENEE
Ao
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EE———— e e Frilnid Lo T BviE T
AP i (L Earppaan B ran e b

awmc‘r—lm T i Y s, v ik 4 s et i B B Ttk B Ond P 00 ol
&'.,_.._' Tl it i - Lt b |

e iy, 18 T AN
Do et il 0 u aH B on mesmr

CLI
COEUa>TR, CLIZEAL TKREZHERIDFEICODVTHBELED,
71—X1

4 RB(B515) T 7 IT—X1DBEERRATSICIE. CLICROOYY KEADLET,

show crypto ikevl sa



Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 IKE Peer: 192.168.1.1
Type : L2L Role : initiator
Rekey : no State : MM_ACTIVE

HA4 NAGS1I0)AITT7 T —X1DREZHRTBICIEFE, CLISXROION RZEAALET,

show crypto isakmp sa

Active SA 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA 1

1 IKE Peer: 172.16.1.1
Type : L2L Role : initiator
Rekey : no State : MM_ACTIVE

7I—X2

T showcryptoipsecsa AN~ Rk, ET7BICEBEE NIZIPsecSAZRRLET, XY RNDT—2
10.1.1.0&£10.22.00E&EFRNhB 8Z 714 Y JRIC, IP7 RL AX192.168.1.1&£172.16.1.1 0D [E (C B
TSR RN BEEINET, BEBRORENT 71 Y VRICEBEEINIZ2DONDESP SAZHER
TEET, AHSAN Wi d, RIAAY A —AH)RFEAEhFTEA,

B A RMBGS1S)RAITT7 T—R20RELEFTSICE. CLISROOARY RZADLET,

interface: FastEthernetO
Crypto map tag: outside_map, local addr. 172.16.1.1
local ident (addr/mask/prot/port): (10.2.2.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0)
current_peer: 192.168.1.1
PERM T, flags={origin_is_acl,}
#pkts encaps: 20, #pkts encrypt: 20, #pkts digest 20
#pkts decaps: 20, #pkts decrypt: 20, #pkts verify 20
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not compressed: 0, #pkts conpr. failed: O,
#pkts deconpress failed: 0, #send errors 0, #recv errors O
local crypto endpt.: 172.16.1.1, remote crypto endpt.: 172.16.1.1
path nmu 1500, nedia ntu 1500
current outbound spi: 3D3
i nbound esp sas:
spi: 0x136A010F(325714191)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 3442, flow_id: 1443, crypto map: outside_nap
sa timing: remaining key lifetime (k/sec): (4608000/52)
IV size: 8 bytes
repl ay detection support: Y
i nbound ah sas:
i nbound pcp sas:



i nbound pcp sas:

out bound esp sas:

spi: 0x3D3(979)
transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

slot: 0, conn id: 3443, flow_id: 1444, crypto map: outside_nap
sa timing: remaining key lifetime (k/sec): (4608000/52)

1V size: 8 bytes

repl ay detection support: Y

out bound ah sas:

out bound pcp sas

B4 RAGS10)AITT T—R20REZER TS ICIE, XROIXY RZCLICABLET,

interface: FastEthernetO
Crypto map tag: outside_map, local addr. 192.168.1.1
local ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.2.2.0/255.255.255.0/0/0)
current_peer: 172.16.1.1
PERM T, flags={origin_is_acl,}
#ipkts encaps: 20, #pkts encrypt: 20, #pkts digest 20

#pkts decaps: 20, #pkts decrypt: 20, #pkts verify 20

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 0, #pkts conpr. failed: O,

#pkts deconpress failed: 0, #send errors 0, #recv errors O

local crypto endpt.: 192.168.1.1, remote crypto endpt.: 172.16.1.1

path ntu 1500, nedia ntu 1500

current outbound spi: 3D3

i nbound esp sas:

spi: Ox136A010F(325714191)
transform: esp-aes esp-sha-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 3442, flow_.id: 1443, crypto nmap: outside_nap
sa timing: remaining key lifetime (k/sec): (4608000/52)

IV size: 8 bytes

repl ay detection support: Y

i nbound ah sas:

i nbound pcp sas:

i nbound pcp sas:

out bound esp sas:

spi: 0x3D3(979)
transform: esp-aes esp-sha-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 3443, flow_.id: 1444, crypto nmap: outside_nap
sa timing: remaining key lifetime (k/sec): (4608000/52)

IV size: 8 bytes

repl ay detection support: Y

out bound ah sas:

out bound pcp sas

NZ7)L>a1—hk
REOMBEORNS /LS 1—F A5, COBTHATHIHBEEALET,

ASA/N—> 3> 84 LB



RDdebug AR RZADLT, FURIEBEDZHREZRHBELRT,

- debug crypto ikevl 127 (7 T—X 1)
- debug crypto ipsec 127 (7 T —X 2)

FNY THNORLEHERCRLET,

| PSEC(crypt o_map_check)-3: Looking for crypto map natching 5-tuple: Prot=1,
saddr=10.2. 2.1, sport=19038, daddr=10.1.1.1, dport=19038

| PSEC(crypt o_map_check)-3: Checking crypto map outsi de_nmap 20: natched.

Feb 13 23:48:56 [IKEvl DEBUQG Pitcher: received a key acquire nessage, spi 0x0
| PSEC(crypt o_map_check)-3: Looking for crypto map natching 5-tuple: Prot=1,
saddr=10.2. 2.1, sport=19038, daddr=10.1.1.1, dport=19038

| PSEC(crypt o_map_check)-3: Checking crypto map outsi de_nmap 20: natched.

Feb 13 23:48:56 [IKEvV1]IP = 192.168.1.1, IKE Initiator: New Phase 1, Intf NP
Identity Ifc, IKE Peer 192.168.1.1 |local Proxy Address 10.2.2.0, renote Proxy
Address 10.1.1.0, Crypto map (outside_map) Feb 13 23:48:56 [IKEvl DEBUG I P =
192.168.1.1, constructing | SAKMP SA payl oad Feb 13 23:48:56 [I KEvl DEBUG I P =
192.168. 1.1, constructing NAT-Traversal VID ver 02 payl oad

Feb 13 23:48:56 [IKEvl DEBUGIP = 192.168. 1.1, constructing NAT-Traversal VID
ver 03 payl oad

Feb 13 23:48:56 [| KEvl DEBUG | P
ver RFC payl oad

Feb 13 23:48:56 [| KEvl DEBUG | P
ext ended capabilities payl oad
Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, | KE_DECODE SENDI NG Message (nsgi d=0)
with payloads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR
(13) + NONE (0) total length : 172

Feb 13 23:48:56 [IKEv1l] | KE Recei ver: Packet received on 172.16.1.1:500

from 192. 168. 1. 1: 500

Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, | KE_DECODE RECEI VED Message (msgi d=0)
with payloads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + NONE (0) total
length : 132

Feb 13 23:48:56 [IKEvl DEBUG I P = 192. 168
Feb 13 23:48:56 [IKEvl DEBUG I P = 192. 168
Feb 13 23:48:56 [IKEvl DEBUG I P = 192. 168
Feb 13 23:48:56 [IKEvl DEBUG I P = 192. 168
Feb 13 23:48:56 [IKEvl DEBUG I P = 192. 168
Feb 13 23:48:56 [IKEvl DEBUGIP = 192. 168. , Received Fragnentation VID

Feb 13 23:48:56 [IKEvl DEBUGIP = 192.168.1.1, |KE Peer included |IKE
fragnentation capability flags: Main Mde: True Aggressive Mdde: True

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, constructing ke payl oad

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, constructing nonce payl oad

Feb 13 23:48:56 [IKEvl DEBUGIP = 192.168.1.1, constructing G sco Unity

VI D payl oad

Feb 13 23:48:56 [IKEvl DEBUGIP = 192.168.1.1, constructing xauth V6

VI D payl oad

Feb 13 23:48:56 [IKEvl DEBUGIP = 192.168.1.1, Send I0CS VID

Feb 13 23:48:56 [IKEvl DEBUGIP = 192.168.1.1, Constructing ASA spoofing | OS
Vendor | D payload (version: 1.0.0, capabilities: 20000001)

Feb 13 23:48:56 [IKEvl DEBUGIP = 192.168.1.1, constructing VID payl oad

Feb 13 23:48:56 [IKEvl DEBUGIP = 192.168.1.1, Send Altiga/C sco VPN3000/Ci sco
ASA GW VI D

Feb 13 23:48:56 [IKEvl DEBUG I P = 192. 168
Feb 13 23:48:56 [IKEvl DEBUG I P = 192. 168
Feb 13 23:48:56 [IKEvl DEBUG I P = 192. 168. , constructing NAT-Di scovery payl oad
Feb 13 23:48:56 [IKEvl DEBUG I P = 192. 168. 1. conputi ng NAT Discovery hash

Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, |KE_ DEC(I)E SENDI NG Message (nsgi d=0)
with payloads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR

192.168. 1.1, constructing NAT-Traversal VID

192.168.1.1, constructing Fragnentation VID +

processi ng SA payl oad

Cakl ey proposal is acceptable
processi ng VID payl oad

Recei ved NAT-Traversal ver 02 VID
, processing VID payl oad

PR R RPRRERPR
PR R R PP R

[En

, constructing NAT-Di scovery payl oad
, conputing NAT Di scovery hash

(S S
PP PP



(13) + VENDOR (13) + NAT-D (130) + NAT-D (130) + NONE (0) total length : 304
Feb 13 23:48:56 [I KEvl] | KE Recei ver: Packet received on 172.16.1.1:500

from 192. 168. 1. 1: 500

Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, |KE_DECODE RECElI VED Message (msgi d=0)
with payloads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR
(13) + VENDOR (13) + NAT-D (130) + NAT-D (130) + NONE (0) total length : 304
Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168. 1.1, processing ke payl oad

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, processing | SA KE payl oad

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168. 1.1, processing nonce payl oad

Feb 13 23:48:56 [IKEvl DEBUG ?I P = 192.168. 1.1, processing VID payl oad

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, Received Cisco Unity client VID
Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, processing VID payl oad
Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, Received xauth V6 VID
Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, processing VID payl oad
Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168. 1.1, Processing VPN3000/ ASA spoofi ng

I OS Vendor |D payl oad (version: 0.0, capabilities: 20000001)

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, processing VID payl oad

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, Received Altigal/ G sco

VPN3000/ Ci sco ASA GW VI D

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168. 1.1, processing NAT-D scovery payl oad
Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, conputing NAT Di scovery hash

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168. 1.1, processing NAT-D scovery payl oad
1

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, conputing NAT Di scovery hash

Feb 13 23:48:56 [I KEv1]IP = 192.168.1.1, Connection landed on tunnel_ group
192.168.1.1

Feb 13 23:48:56 [IKEvl DEBUG! Group = 192.168.1.1, IP = 192.168.1.1, Cenerating
keys for Initiator...

Feb 13 23:48:56 [I KEvl DEBUG Group = 192.168.1.1, IP = 192.168.1.1, constructing
I D payl oad

Feb 13 23:48:56 [IKEvl DEBUG ! Group = 192.168.1.1, IP = 192.168.1.1, constructing
hash payl oad

Feb 13 23:48:56 [IKEvl DEBUG Group = 192.168.1.1, IP = 192.168.1.1, Conputing
hash for | SAKMP

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, Constructing | OS keep alive

payl oad: proposal =32767/ 32767 sec.
!

oo

Success rate is 80 percent (4/5), round-trip mn/avg/max = 1/3/10 ns

ci scoasa# Feb 13 23:48:56 [I KEvl DEBUG Group = 192.168.1.1, IP = 192.168.1.1,
constructing dpd vid payl oad

Feb 13 23:48:56 [IKEv1] I P = 192.168. 1.1, |KE_DECODE SENDI NG Message (nsgi d=0)
with payloads : HDR + ID (5) + HASH (8) + | OS KEEPALI VE (128) + VENDOR (13) +
NONE (0) total length : 96

Feb 13 23:48:56 [IKEvl]Group = 192.168.1.1, IP = 192.168.1.1, Automatic NAT
Detection Status: Remote end is NOT behind a NAT device This end is NOT behind

a NAT device

Feb 13 23:48:56 [I KEvl] | KE Recei ver: Packet received on 172.16.1.1:500

from 192. 168. 1. 1: 500

Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, |KE_DECODE RECElI VED Message (msgi d=0)
with payloads : HDR + ID (5) + HASH (8) + | OS KEEPALI VE (128) + VENDOR (13) +
NONE (0) total length : 96

Feb 13 23:48:56 [I KEvl DEBUG Group = 192.168.1.1, IP = 192.168.1.1, processing

I D payl oad

Feb 13 23:48:56 [| KEvl DECODE] G oup = 192.168.1.1, IP = 192.168.1.1,

ID_| PVA_ADDR I D received 192.168.1.1

Feb 13 23:48:56 [IKEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,

processi ng hash payl oad

Feb 13 23:48:56 [IKEvl DEBUG Group = 192.168.1.1, IP = 192.168.1.1, Conputing
hash for | SAKMP

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, Processing | COS keep alive payl oad:
proposal =32767/ 32767 sec.

Feb 13 23:48:56 [| KEvl DEBUQG G oup
VI D payl oad

Feb 13 23:48:56 [I KEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1, Received

192.168.1.1, IP = 192.168.1.1, processing



DPD VI D

Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, Connection |anded on tunnel _group
192.168.1.1

Feb 13 23:48:56 [I KEvl DEBUG Group = 192.168.1.1, IP = 192.168.1.1, GCakley

begi n qui ck node

Feb 13 23:48:56 [|I KEvl DECODE] G oup = 192.168.1.1, IP = 192.168.1.1, IKE
Initiator starting QW nmsg id = 4c073b21

Feb 13 23:48:56 [IKEvl]Group = 192.168.1.1, IP = 192.168.1.1], PHASE 1 COMPLETED
Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, Keep-alive type for this connection: DPD
Feb 13 23:48:56 [|I KEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1, Starting P1
rekey timer: 73440 seconds.

| PSEC. New enbryoni c SA created @ 0x75298588,

SCB: 0x75C34F18,

Di rection: inbound

SPI : 0x03FCODB7

Session | D: 0x00004000

VPI F num : 0x00000002

Tunnel type: |2]

Protocol : esp

Lifetine : 240 seconds

Feb 13 23:48:56 [|I KEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,

I KE got SPI from key engine: SPI = 0x03fc9db7

Feb 13 23:48:56 [|I KEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,

oakl ey constucting qui ck node

Feb 13 23:48:56 [|I KEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,

constructing bl ank hash payl oad

Feb 13 23:48:56 [|I KEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,

constructing | PSec SA payl oad

Feb 13 23:48:56 [|I KEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,

constructing | PSec nonce payl oad

Feb 13 23:48:56 [|I KEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,

constructing proxy ID

Feb 13 23:48:56 [IKEvl DEBUG]Group
Transmitting Proxy Id:

Local subnet: 10.2.2.0 mask 255.255.255.0 Protocol 0 Port 0

Remote subnet: 10.1.1.0 Mask 255.255.255.0 Protocol 0 Port 0

Feb 13 23:48:56 [| KEvl DECCDE] Group = 192.168.1.1, IP = 192.168.1.1,

IKE Initiator sending Initial Contact

Feb 13 23:48:56 [|KEvl DEBUG Group = 192.168. 1.1,

IP = 192.168.1.1, constructing gm hash payl oad

Feb 13 23:48:56 [| KEvl DECODE] G oup = 192.168.1.1,

IP =192.168.1.1, IKE Initiator sending 1st QM pkt: msg id = 4c073b21

Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, |KE_DECCDE SENDI NG Message (mnsgi d=4c073b21)
with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) +

NOTI FY (11) + NONE (0) total length : 200

Feb 13 23:48:56 [I KEvl] | KE Recei ver: Packet received on 172.16.1.1:500

from 192. 168. 1. 1: 500

Feb 13 23:48:56 [IKEv1]IP = 192.168. 1.1, |KE_DECCDE RECElI VED Message (msgi d=4c073b21)
with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE (0)
total length : 172

Feb 13 23:48:56 [|I KEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,

processi ng hash payl oad

Feb 13 23:48:56 [| KEvl DEBUQG G oup
processi ng SA payl oad

Feb 13 23:48:56 [|I KEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,
processi ng nonce payl oad

Feb 13 23:48:56 [|I KEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,
processing | D payl oad

Feb 13 23:48:56 [| KEvl DECCDE] Group = 192.168.1.1, IP = 192.168.1.1,
I D_| PV4_ADDR_SUBNET | D received--10. 2. 2. 0- - 255. 255. 255. 0

Feb 13 23:48:56 [|I KEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,
processing | D payl oad

Feb 13 23:48:56 [| KEvl DECCDE] Group = 192.168.1.1, IP = 192.168.1.1,
I D_| PV4_ADDR_SUBNET | D received--10. 1. 1. 0--255. 255. 255. 0

192.168.1.1, IP 192.168.1.1,

192.168.1.1, IP = 192.168.1. 1,



Feb 13 23:48:56 [IKEvl DEBUG Group = 192.168.1.1, IP =
| oading all |PSEC SAs

Feb 13 23:48:56 [IKEvl DEBUG Group = 192.168.1.1, IP =
Generating Qui ck Mbde Key!

Feb 13 23:48:56 [IKEvl DEBUG Group = 192.168.1.1, IP =

NP encrypt rule | ook up for crypto
100: returned cs_i d=6ef246d0; encrypt_rul e=752972d0;
t unnel Fl ow_r ul e=75ac8020

Feb 13 23:48:56 [| KEvl DEBUG Group = 192.168. 1.1,
Generating Quick Mbde Key!

| PSEC. New enbryoni c SA created @ 0x6f0e03f0,
SCB: 0x75B6DD00,

Direction: outbound

SPI 0x1BA0C55C

Session | D: 0x00004000

VPI F num : 0x00000002

Tunnel type: |2]

Pr ot ocol esp

Lifetime : 240 seconds

| PSEC. Conpl et ed host OBSA update, SPI
| PSEC. Creating outbound VPN context,
Fl ags: 0x00000005

SA : 0x6f0e03f0

SPI 0x1BA0C55C

MIU : 1500 bytes

VCI D : 0x00000000

Peer 0x00000000

SCB : 0x0B47D387

Channel : Ox6ef 0a5c0

| PSEC. Conpl et ed out bound VPN cont ext,
VPN handl e: 0x0000f 614

| PSEC. New out bound encrypt
Src addr: 10.2.2.0

Src mask: 255.255.255.0

Dst addr: 10.1.1.0

Dst mask: 255.255.255.0

Src ports

Upper: O

Lower: O

O : ignore

Dst ports

Upper: O

Lower: O

O : ignore

Protocol: 0O

Use protocol: false

SPI : 0x00000000

Use SPI: false

| PSEC. Conpl et ed out bound encrypt
Rule I D: 0x74elc558

| PSEC. New out bound permit
Src addr: 172.16.1.1

Src mask: 255. 255. 255. 255
Dst addr: 192.168.1.1

Dst mask: 255.255.255. 255
Src ports

Upper: O

Lower: O

O : ignore

Dst ports

Upper: O

Lower: O

O : ignore

Protocol : 50

1P =

0x1BA0C55C
SPI 0x1BAOC55C

SPI 0x1BAOC55C

rule, SPI 0Ox1BAOC55C

rule, SPI 0x1BAOC55C

rule, SPI 0x1BA0OC55C

192.168.1. 1,

192.168.1. 1,

192.168.1. 1,

map outsi de_map 20 mat ching ACL

192.168.1. 1,



Use protocol: true

SPI: O0x1BA0C55C

Use SPI: true

| PSEC. Conpl et ed outbound permit rule, SPI 0x1BAOC55C

Rul e 1 D: 0x6f0dec80

Feb 13 23:48:56 [IKEvl DEBUG]Group = 192.168.1.1, IP = 192.168.1.1, NP encrypt rule
look up for crypto map outside_map 20 matching ACL 100: returned cs_id=6e£24640;
encrypt_rule=752972d0; tunnelFlow rule=75ac8020

Feb 13 23:48:56 [IKEvl] Group = 192.168.1.1, IP = 192.168.1.1, Security negotiation
conpl ete for LAN-to-LAN Group (192.168.1.1) Initiator, Inbound SPI = 0x03fc9db7,
Qut bound SPI = 0Ox1baOc55c

Feb 13 23:48:56 [I KEvl DEBUG Group = 192.168.1.1, IP = 192.168.1.1, oakley
constructing final quick node

Feb 13 23:48:56 [| KEvl DECODE] Group = 192.168.1.1, IP = 192.168.1.1, IKE Initiator
sending 3rd QM pkt: msg id = 4c073b21

Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, | KE_DECODE SENDI NG Message (nsgi d=4c073b21)
with payloads : HDR + HASH (8) + NONE (0) total length : 76

Feb 13 23:48:56 [I KEvl DEBUG Group = 192.168.1.1, IP = 192.168.1.1, |IKE got a KEY_ADD
msg for SA: SPI = Ox1lbaOc55c

| PSEC. New enbryoni c SA created @ 0x75298588,

SCB: 0x75C34F18,

Direction: inbound

SPI : 0x03FCODB7

Session | D: 0x00004000

VPI F num : 0x00000002

Tunnel type: |2]

Protocol : esp

Lifetime : 240 seconds

| PSEC. Conpl et ed host |BSA update, SPI 0Ox03FCODB7

| PSEC. Creating inbound VPN context, SPI 0x03FCODB7

Fl ags: 0x00000006

SA : 0x75298588

SPI : 0x03FCODB7

MIU : 0 bytes

VCI D : 0x00000000

Peer : 0Ox0000F614

SCB : 0x0B4707C7

Channel : 0x6ef 0a5cO

| PSEC. Conpl eted i nbound VPN context, SPI 0x03FCODB7

VPN handl e: 0x00011f 6¢c

| PSEC. Updating out bound VPN cont ext 0x0000F614, SPI Ox1BA0OC55C

Fl ags: 0x00000005

SA : 0x6f0e03f0

SPI : 0x1BA0C55C

MIU : 1500 bytes

VCI D : 0x00000000

Peer : 0x00011F6C

SCB : 0x0B47D387

Channel : 0x6ef 0a5cO

| PSEC. Conpl et ed out bound VPN context, SPI 0x1BAOC55C

VPN handl e: 0x0000f 614

| PSEC. Conpl et ed out bound inner rule, SPI O0x1BA0C55C

Rul e I D: 0x74elc558

| PSEC. Conpl et ed out bound outer SPD rule, SPI 0x1BA0C55C

Rul e 1 D: 0x6f0dec80

| PSEC. New i nbound tunnel flow rule, SPI 0x03FCODB7

Src addr: 10.1.1.0

Src mask: 255.255.255.0

Dst addr: 10.2.2.0

Dst mask: 255.255.255.0

Src ports
Upper: O
Lower: O

O : ignore



Dst ports

Upper: O

Lower: O

O : ignore
Protocol: O

Use protocol: false
SPI: 0x00000000
Use SPI: false

| PSEC. Conpl et ed i nbound tunnel

Rul e I D: 0x74elb4al

| PSEC. New i nbound decrypt
Src addr: 192.168.1.1

Src mask: 255. 255. 255. 255
Dst addr: 172.16.1.1

Dst mask: 255.255. 255. 255
Src ports

Upper: O

Lower: O

O : ignore

Dst ports

Upper: O

Lower: O

O : ignore

Prot ocol : 50

Use protocol: true

SPI : 0x03FCODB7

Use SPI: true

| PSEC. Conpl et ed i nbound decrypt

Rul e I D: 0Ox6f0de830

| PSEC. New i nbound permt
Src addr: 192.168.1.1

Src mask: 255. 255. 255. 255
Dst addr: 172.16.1.1

Dst mask: 255.255. 255. 255
Src ports

Upper: O

Lower: O

O : ignore

Dst ports

Upper: O

Lower: O

O : ignore

Prot ocol : 50

Use protocol: true

SPI : 0x03FCODBY7

Use SPI: true

| PSEC. Conpl eted i nbound perm t

Rul e I D: 0Ox6f0de8d8

flow

rul e, SPI

rul e, SPI

rul e, SPI

0x03FCODB7

SPI 0x03FCODB7

rul e,

Feb 13 23:48:56 [|I KEvl DEBUG G oup =

recei ved KEY_UPDATE, spi

0x3f c9db7

Feb 13 23:48:56 [|I KEvl DEBUG G oup =

P2 rekey tinmner:

COMPLETED (msgid=4c073b21)

ASA/X—> 3 8.3 8

24480 seconds.
Feb 13 23:48:56 [IKEv1l]Group

0x03FCODB7

SPI 0x03FCODB7

192.168.1. 1,

192.168.1. 1,

192.168.1.1, IP =

I P

I P

192.168.1.1,

0x03FCODB7

192.168.1.1, Pitcher:

192.168.1.1, Starting

PHASE 2

RDdebugdX Y RZEANLT, bURILBEOSGRERELET,

- debug crypto isakmp 127 (7 T—X 1)



- debug crypto ipsec 127 (7 T —X 2)
TFNY THIOELBHZRICRLET,

Feb 13 04:19:53 [IKEv1]: IP = 172.16.1.1, | KE_DECCDE RECElI VED Message (nsgi d=0) with
payl oads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13) +
NONE (0) total length : 172

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, processing SA payl oad

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, Oakley proposal is acceptable

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, processing VID payl oad

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, Received NAT-Traversal ver 02 VID
Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, processing VID payl oad

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, Received NAT-Traversal ver 03 VID
Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, processing VID payl oad

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, Received NAT-Traversal RFC VID
Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, processing VID payl oad

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, Received Fragnentation VID

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, |KE Peer included |IKE fragnentation

capability flags: Main Mde: True Aggressive Mde: True

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, processing | KE SA payl oad

Feb 13 04:19:53 [IKEvl DEBUG]: IP = 172.16.1.1, IKE SA Proposal # 1, Transform # 1
acceptable Matches global IKE entry # 1

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, constructing | SAKMP SA payl oad

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, constructing NAT-Traversal VID ver
02 payl oad

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, constructing Fragnentation VID +
ext ended capabilities payl oad

Feb 13 04:19:53 [IKEvl]: IP = 172.16.1.1, | KE_DECODE SENDI NG Message (nsgi d=0) with
payl oads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + NONE (0) total length : 132
Feb 13 04:19:53 [IKEvl]: IP = 172.16.1.1, | KE_DECCDE RECElI VED Message (nsgi d=0) with
payl oads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13) +
VENDOR (13) + NAT-D (130) + NAT-D (130) + NONE (0) total length : 304

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, processing ke payl oad

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, processing | SA KE payl oad

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, processing nonce payl oad

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, processing VID payl oad

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, Received Csco Unity client VID

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, processing VID payl oad

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, Received xauth V6 VID

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, processing VID payl oad

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, Processing VPN3000O/ ASA spoofing |ICOS
Vendor |ID payl oad (version: 1.0.0, capabilities: 20000001)

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, processing VID payl oad

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, Received Altiga/ G sco VPN3000/C sco
ASA GW VI D

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16. 1.1, processing NAT-Di scovery payl oad
Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, conputing NAT D scovery hash

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16. 1.1, processing NAT-Di scovery payl oad
Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, conputing NAT D scovery hash

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, constructing ke payl oad

Feb 13 04:19:53 [IKEvl DEBUG: | P = 172.16.1.1, constructing nonce payl oad

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, constructing Cisco Unity VID payl oad
Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, constructing xauth V6 VID payl oad
Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, Send 10S VID

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, Constructing ASA spoofing | 0S Vendor
I D payl oad (version: 1.0.0, capabilities: 20000001)

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, constructing VID payl oad

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, Send Altiga/C sco VPN3000/Ci sco

ASA GW VI D

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, constructi ng NAT-Di scovery payl oad
Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, conputing NAT D scovery hash



Feb 13 04:19:53 [IKEvl DEBUG: |P = 172.16.1.1, constructing NAT-D scovery payl oad
Feb 13 04:19:53 [IKEvl DEBUG: |P = 172.16.1.1, conputing NAT Di scovery hash

Feb 13 04:19:53 [IKEvl]: IP = 172.16.1.1, Connection landed on tunnel_group 172.16.1.1
Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, Generating keys
for Responder. ..

Feb 13 04:19:53 [IKEv1l]: |IP = 172.16.1.1, |KE_DECCDE SENDI NG Message (mnsgid=0) with
payl oads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13) +
VENDOR (13) + NAT-D (130) + NAT-D (130) + NONE (0) total length : 304

Feb 13 04:19:53 [IKEvl]: IP = 172.16.1.1, |KE_DECCDE RECElI VED Message (msgi d=0) with
payloads : HDR + ID (5) + HASH (8) + | OS KEEPALI VE (128) + VENDOR (13) + NONE (0)
total length : 96

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, processing

I D payl oad

Feb 13 04:19:53 [I KEvl DECODE]: Goup = 172.16.1.1, IP = 172.16.1.1, |1D_|I PV4_ADDR

ID received 172.16.1.1

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, processing

hash payl oad

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1, Conputing

hash for | SAKMP

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, Processing | OS keep alive payl oad:
proposal =32767/ 32767 sec.

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, processing

VI D payl oad

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1, Received DPD VID
Feb 13 04:19:53 [IKEvl1l]: Group = 172.16.1.1, IP = 172.16.1.1, Automatic NAT Detection
Status: Remote end is NOT behind a NAT device This end is NOT behind

a NAT device

Feb 13 04:19:53 [IKEvl]: IP = 172.16.1.1, Connection landed on tunnel_group 172.16.1.1
Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1,

constructing | D payl oad

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1,
constructing hash payl oad
Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1,

Conputing hash for | SAKMP

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, Constructing |1COS keep alive payl oad:
proposal =32767/ 32767 sec.

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1,

constructing dpd vid payl oad

Feb 13 04:19:53 [IKEv1l]: |IP = 172.16.1.1, |KE_DECCDE SENDI NG Message (mnsgid=0) with
payloads : HDR + ID (5) + HASH (8) + | OS KEEPALI VE (128) + VENDOR (13) + NONE (0)
total length : 96

Feb 13 04:19:53 [IKEvl]: Group = 172.16.1.1, IP = 172.16.1.1, PHASE 1 COMPLETED

Feb 13 04:19:53 [IKEv1l]: IP = 172.16.1.1, Keep-alive type for this connection: DPD
Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1, Starting Pl
rekey timer: 82080 seconds.

Feb 13 04:19:53 [IKEvl DECODE]: IP = 172.16.1.1, |KE Responder starting Q4 nsg id =
4c073b21

Feb 13 04:19:53 [IKEv1l]: IP = 172.16.1.1, |KE_DECCDE RECElI VED Message

(msgi d=4c073b21) with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) +

ID (5) + NOTIFY (11) + NONE (0) total length : 200

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1,
processi ng hash payl oad

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1,
processi ng SA payl oad

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1,
processi ng nonce payl oad

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1,

processing | D payl oad

Feb 13 04:19:53 [I KEvl DECODE]: G oup = 172.16.1.1, IP = 172.16.1.1,

I D_| PV4_ADDR _SUBNET I D received--10. 2. 2. 0--255. 255. 255. 0

Feb 13 04:19:53 [IKEvl]: Goup = 172.16.1.1, IP = 172.16.1.1, Received renote IP
Proxy Subnet data in |ID Payl oad: Address 10.2.2.0, Mask 255.255. 255. 0,

Protocol 0, Port O

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1,



processing | D payl oad

Feb 13 04:19:53 [I KEvl DECCDE]: Goup = 172.16.1.1, IP = 172.16.1.1,

I D_| PV4_ADDR_SUBNET | D received--10. 1. 1. 0--255. 255. 255. 0

Feb 13 04:19:53 [IKEvl]: Goup = 172.16.1.1, IP = 172.16.1.1, Received local IP
Proxy Subnet data in |ID Payl oad: Address 10.1.1.0, Mask 255.255. 255.0,

Protocol 0, Port O

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, processing
notify payl oad

Feb 13 04:19:53 [IKEvl]: Goup = 172.16.1.1, IP
not found by addr

Feb 13 04:19:53 [IKEvl]: Goup = 172.16.1.1, IP
check, checking map = outside_map, seq = 20...
Feb 13 04:19:53 [IKEvl1l]: Group = 172.16.1.1, IP = 172.16.1.1, Static Crypto Map
check, map outside_map, seq = 20 is a successful match

Feb 13 04:19:53 [IKEvl]: Group = 172.16.1.1, IP = 172.16.1.1, IKE Remote Peer
configured for crypto map: outside_map

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP
| PSec SA payl oad

Feb 13 04:19:53 [IKEvl DEBUG]: Group = 172.16.1.1, IP = 172.16.1.1], IPSec SA
Proposal # 1, Transform # 1 acceptable Matches global IPSec SA entry # 20

Feb 13 04:19:53 [IKEvl]: Goup = 172.16.1.1, IP = 172.16.1.1, I KE requesting SPI!
| PSEC. New enbryoni c SA created @ OxAB5C63A8,

SCB: 0xABD54E98,

Di rection: inbound

SPI : 0x1BAOC55C

Session | D: 0x00004000

VPI F num : 0x00000001

Tunnel type: |2]

Protocol : esp

Lifetine : 240 seconds

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1, |KE got SPI
from key engine: SPI = 0Ox1lbaOc55c

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1, oakley
constucting qui ck node

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, constructing
bl ank hash payl oad

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, constructing

| PSec SA payl oad

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, constructing

| PSec nonce payl oad

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, constructing
proxy ID

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, Transmitting
Proxy Id:

Renmot e subnet: 10.2.2.0 Mask 255.255.255.0 Protocol O Port O

Local subnet: 10.1.1.0 mask 255.255.255.0 Protocol O Port O

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, constructing
gm hash payl oad

Feb 13 04:19:53 [IKEvl DECODE]: Group = 172.16.1.1, IP = 172.16.1.1, |KE Responder
sendi ng 2nd QM pkt: msg id = 4c073b21

Feb 13 04:19:53 [IKEvl]: IP = 172.16.1.1, |KE_DECCDE SENDI NG Message

(msgi d=4c073b21) with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) +
ID (5) + NONE (0) total length : 172

Feb 13 04:19:53 [IKEv1l]: IP = 172.16.1.1, |KE_DECCDE RECElI VED Message

(msgi d=4c073b21) with payloads : HDR + HASH (8) + NONE (0) total length : 52

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, processing
hash payl oad

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP
| PSEC SAs

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP
Qui ck Mode Key!

Feb 13 04:19:53 [IKEvl DEBUG: G oup 172.16.1.1, IP = 172.16.1.1, NP encrypt
rule l ook up for crypto nap outside_map 20 matching ACL 100: returned

cs_i d=ab9302f 0; rul e=ab9309b0

172.16.1.1, QM IsRekeyed ol d sa

172.16.1.1, Static Crypto Map

172.16. 1.1, processing

172.16.1.1, loading all

172.16.1.1, Generating



Feb 13 04:19:53 [IKEvl DEBUG: Goup =
Qui ck Mode Key!

| PSEC. New enbryoni c SA created @ 0xAB570B58
SCB: 0xABD55378

Direction: outbound

SPI 0x03FC9DB7

Session | D: 0x00004000

VPI F num : 0x00000001

Tunnel type: |2]

Pr ot ocol esp

Lifetime : 240 seconds

| PSEC. Conpl et ed host OBSA update, SP
| PSEC. Creating outbound VPN context,
Fl ags: 0x00000005

SA : OxAB570B58

SPI 0x03FC9DB7

MIU : 1500 bytes

VCI D : 0x00000000

Peer 0x00000000

SCB : 0x01512E71

Channel : O0xA7A98400

| PSEC. Conpl et ed out bound VPN cont ext,
VPN handl e: 0x0000F99C

| PSEC. New out bound encrypt
Src addr: 10.1.1.0

Src mask: 255.255.255.0

Dst addr: 10.2.2.0

Dst mask: 255.255.255.0
Src ports

Upper: O

Lower: O

O : ignore

Dst ports

Upper: O

Lower: O

O : ignore

Protocol: 0O

Use protocol: false

SPI : 0x00000000

Use SPI: false

| PSEC. Conpl et ed out bound encrypt
Rul e I D: OxABD557B0

| PSEC. New out bound permit
Src addr: 192.168.1.1

Src mask: 255. 255. 255. 255
Dst addr: 172.16.1.1

Dst mask: 255.255. 255. 255
Src ports

Upper: O

Lower: O

O : ignore

Dst ports

Upper: O

Lower: O

O : ignore

Protocol : 50

Use protocol: true

SPI : 0x03FCODBY7

Use SPI: true

| PSEC. Conpl et ed out bound permit
Rul e I D: OxABD55848

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP =
I ook up for crypto map outside_nmap 20 nmatchi ng ACL 100
rul e=ab9309b0

172.16.1.1, IP =

0x03FCODBY
SPI 0x03FCODB7

SPI 0x03FCODBY

rule, SPI 0x03FC9DB7

rule, SPI 0x03FC9DB7

rul e, SPI 0x03FC9DB7

rul e, SPI 0x03FC9DB7

172.16.1.1, Generating

172.16. 1.1, NP encrypt
returned cs_i d=ab9302f 0;

rule



Feb 13 04:19:53 [IKEvl]: Goup = 172.16.1.1, IP = 172.16.1.1, Security negotiation
conplete for LAN-to-LAN Group (172.16.1.1) Responder, |nbound SPI = 0OxlbaOc55c,
Qut bound SPI = 0x03f c9db7

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, IKE got a
KEY_ADD nmsg for SA: SPI = 0x03fc9db7

| PSEC. Conpl et ed host | BSA update, SPI 0x1BAOC55C

| PSEC. Creating inbound VPN context, SPI 0x1BAOC55C

Fl ags: 0x00000006

SA : OxAB5C63A8

SPI : 0x1BA0C55C

MIU : 0 bytes

VCI D : 0x00000000

Peer : 0x0000F99C

SCB : 0x0150B419

Channel : 0xA7A98400

| PSEC. Conpl et ed i nbound VPN context, SPI 0x1BA0C55C
VPN handl e: 0x0001169C

| PSEC. Updating out bound VPN cont ext 0x0000F99C, SPI 0x03FCODB7
Fl ags: 0x00000005

SA : 0xAB570B58

SPI : 0x03FCODB7

MIU : 1500 bytes

VCI D : 0x00000000

Peer : 0x0001169C

SCB : 0x01512E71

Channel : 0xA7A98400

| PSEC. Conpl et ed out bound VPN context, SPI 0x03FC9DB7
VPN handl e: 0x0000F99C

| PSEC. Conpl et ed out bound inner rule, SPI 0x03FCODB7

Rul e 1 D: 0xABD557B0

| PSEC. Conpl et ed out bound outer SPD rule, SPI 0x03FCODB7
Rul e 1 D: 0xABD55848

| PSEC. New i nbound tunnel flow rule, SPI 0x1BAOC55C

Src addr: 10.2.2.0

Src mask: 255.255.255.0

Dst addr: 10.1.1.0

Dst nmask: 255.255.255.0

Src ports

Upper: O

Lower: O

O : ignore

Dst ports

Upper: O

Lower: O

O : ignore

Protocol: O

Use protocol: false

SPI: 0x00000000

Use SPI: false

| PSEC. Conpl eted i nbound tunnel flow rule, SPI 0x1BAOC55C
Rul e 1 D: OxAB8D98A8

| PSEC. New i nbound decrypt rule, SPI 0x1BAOC55C

Src addr: 172.16.1.1

Src mask: 255.255. 255. 255

Dst addr: 192.168.1.1

Dst mask: 255.255. 255. 255

Src ports
Upper: O
Lower: O
O : ignore
Dst ports
Upper: O
Lower: O

O : ignore



Prot ocol : 50

Use protocol: true

SPI : Ox1BAOC55C

Use SPI: true

| PSEC. Conpl et ed i nbound decrypt
Rul e I D: OxABD55CBO

| PSEC. New i nbound permit
Src addr: 172.16.1.1

Src mask: 255. 255. 255. 255
Dst addr: 192.168.1.1

Dst mask: 255.255. 255. 255
Src ports

Upper: O

Lower: O

O : ignore

Dst ports

Upper: O

Lower: O

O : ignore

Prot ocol : 50

Use protocol: true

SPI: O0x1BAOC55C

Use SPI: true

| PSEC. Conpl et ed i nbound perm t
Rul e I D: OxABD55D48

Feb 13 04:19:53 [IKEvl DEBUG: G oup
KEY_UPDATE, spi 0x1lbaOc55c

Feb 13 04:19:53 [IKEvl DEBUG: Goup =
timer: 27360 seconds.
Feb 13 04:19:53 [IKEvl]:
(msgid=4c073b21)

rule, SPI 0x1BA0OC55C

rule, SPI 0Ox1BAOC55C

rule, SPI 0Ox1BAOC55C

172.16.1.1, IP

172.16.1.1, IP

Group = 172.16.1.1, IP =

172.

172.16.1.1, Pitcher: received

172.16.1.1, Starting P2 rekey

16.1.1, PHASE 2 COMPLETED
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