ASA . BB IKEv1/IPsec DEREHI

&

BE

HIIR R

4

FATDIAAR—F b

XY RI—UK

ASDM DERE

FRASA (RAZTAYIET)
DE—RNASA(BAFZVIOET)
CLI TORE

BRASA (RAZTAYV I ET ) DERE
DE—RASA (XA FTZIVIET)
HR ASA

IJE— K ASA

NP | Tl N
JE—BRASA(AZ>T—X)
R ASA(LARVA)

EBEN

B=

CORFIAIXNTR, BEEEFIVTA FTSAT A (ASA) FEEODRA(FTIVIOET
(CDT—ATREASA)HSODAALFZY Y IPsecH/ NE VPN B ZZTANDELSICTHD
FEICOVWTHBALET, CORFIXNDRYRND—IRIZRENTVDELSIZ, IPsec b
DRILE, NIV E—NASABL SHBENZDBEICOKTEILETNET, R ASA &,
XA FZY YD IPsec RENDLEOHIZVPN N RILERKRTEFRLEA, JE—NASADIP 7 RL
ARFETHETT,

TAILRA—RIPF7RLZA(0.0.0.00) DAL RA—REFREF—DSOEBLEEAATIY
DICZEFANDESICHRASA ZRELET, TOE, VE—NASA K, BET7IEAVAKN
TOEEICH > TO—AIL HYTRXRYRMDSHFRASAHTRY NADRNT T4V I EBEEHTS
ESICHREENET, EE5MITE, IPsec NRSTAVYIDERY RD—9 T RLAZLH:

(NAT ) ZNNAINATB=HIC NAT BAN RITEIhET,
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CORFIXVNIHRBEOEHREHYREA

FRATZIIVR—FT B

CORFIAY NOERIE, CiscoASA (5510 BET5520) 7P AT I4—IL YT RITT U
J—R 9x LI ES<ENTT,

CORFIXVNOERE, FEOFRARELCLHZTNARACETVWTEREhELEZ, DR
FAXRNTEATEZINTOTNARR, B (F7FI)N ) REOREASEBELTVET
o WRORY RD—IUNRBBHTHIBEICE. EOLRSIBANYRICDVTE, TOEEMN
BEEIODVTHRIEBL THEBENHVET,

ﬂgll

E

F:Z0EVDIDTHEASND IV ROFMIC OV T, Command Lookup Tool (&
FI1—YEH)ZFRALTLEEL,

XYM==V

MHetwark Metwark
10.1.1.0/24 10.1.2.0/24
DHCP-

10.1.1.1 a assigned IP "‘) 1Tr1e. 21 @ 10.1.2.1
= = — o Hememn

Remote-ASA Cantral-ASA

ASDM D EETE

RRASA(RETA1YIET)

AZTAY I IPFTRLAZFEDASA T, THEBEETHASORAAFIVIEGEZEZSTFAND —F
TIKEVI BRI EF—%2FALCETZ2RAITZELSICVPNEZEY RTY T LET,

1. [Configuration] > [Site-to-Site VPN] > [Advanced] > [Crypto Maps] D JEIZEIRL EF, <D
T4V RIIZE, TTICHEETIESIV I IRV DIUARNNIRRENET (BFEETS
BE)o ASAICBRETDIP7RLANTHTHS =, ASANEREZHFANDLHIC
BT BIRNS AT A—LEY N (IPsec 7AR—HI ) 2EALTHALAFIVIOIVTS
ERELET, [Ad|ZIVYILET,


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
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[ Certfvae Maragement Rraific Salection
‘.IM--I Ty Prawly Tegaloem Sat (DEVE}  PesrProped (MDD Peer L T
& Souros eEratnn Fervice Ak

Sy it
Crypts Drgre
AL M

o | Dreshie: Gre-repliy sandiies 5% 84w

2. [Create IPsec Rule] 7 1 > R ® [Tunnel Policy (Crypto Map) - Basic] X 7 T, [Interface] K
Oy 7&J21) AN S [outside] ZiBIRL ., [Policy Type] ROY THIVIIARDS
[dynamic] Z3&IRL £, [Priority] 71 —ILRT, FAFTIVIIVTICEHOINIUY
HIEZEEODOIVRN)OBEEIENZEIV) HTET, RIZ. [IKE v1 IPsec Proposal] 7 1 —
I RDEICH S [Select] T )Y UV LT, IPsec 7OR—HILZEIRLET,




[y Create [Psec Rule 2

Tunnel Palicy (Crypko Map) - Basic | Tunnel Policy (Crvpta Map) - Advanced | Traffic Selection

Interface: | oukside - Policy Type: dynamic - Pricrity: 1

IPsec Proposals (Transform Sets)

IKE «1 IPsec Proposal:
IKE 2 IPsec Proposal:

Peer Settings - Optional for Cynamic Crypto Map Entries

The Connection Tvpe is applicable to skatic tunnel policies only, Uni-directional connection bype policies are used

For LAak-to-LAM redundancy. Tunnel policies of the 'Criginate COnly' connection type may specify up to 10
redundant peers,

IP Address of Peer ko Be Added:

Add == Move Lip

Remove Mowe Dawn

[ (] 4 H Zancel H Help ]

3. [Select IPsec Proposals (Transform Sets)] 4 7OJRY D ANV ES, RED IPsec 7
OR—YILOFHLSEIRTSA, [Add 22Uy IL, HLWIOR—FILZERKL TEH
LEI, TTLES, [OK|ZIVYILET,



Tuninel Policy (Crypto Map) - Basic | Tunnel Policy (Crypto Map) - Advanced | Traffic Selection|

Interface: | oukside - Policy Type:  dynamic | Priority: |1
IPsec Proposals (Transform Sets)
IKE 1 IPsec Proposal; boet Select...
.
IKE v2 IPs{ m Select [Psec Proposals (Transform Sets) =
@ add| & Edt| [ Delete
Mame Mode ESP Encrypkion ESP duthentication
Peer Setth ESP-3DES-SHA-... Transpart 3DES SH& =
ESP-30ES-MDS-... Transport 3DES LS
E" c"’“; ESP-DES-SHA Tunnel DES SHA
Im"" ESP-DES-MDS  Turnel DES LS
ESP-DES-5HA-T... Transport DES SHA 3
ESP-DES-MDS-T... Transport DES ':|
_
Assigned IPsec Proposals -
IP dddres
oo
Lok J[ concel |[ hep |
[ ok [ concel |[ Hep |

4. [Tunnel Policy (Crypto Map)-Advanced] 27 T, [Enable NAT-T| FIYIORY VR (EFH
NAT /51 ADE#HICHDBSICAE ) & [Enable Reverse Route Injection] F T ¥ V7R Y
DAREFAVELET, F4FIv U ETICRULT VPN MR BEEBIRECED &, ASA
&, VPN AR —T7 I/ AZEIXIAI—RENEVE—NVPNRY RD—0ODOX A F
VIO IIN—REAZAM=ILET,



@ Create IPsec Rule 24

| Tunmel Paolicy {Crypto Map) - Basic | Tunnel Policy (Crypko Map) - Advanced | Traffic Selection

Enable MAT-T

Enable Reverse Route Injection

Security Association Lifetime Settings

Tirne: g o 0| hh:rnm:ss
Traffic Yolume: [] unlimited 4603000 | KBykes
ESP w3

[] walidate incarming ICMP error messages

[] Enable Do Mat Fragment (DF) policy

Enable Traffic Flow Confidentiality (TFC) packets, This is unavailable if IKE+w] is enabled.

[ K, ] [ Cancel ] [ Help ]

HE(ZISU T, [Traffic Selection] 27T, XA FIv I ETOBELOHS VPN NS T4V
VREEL, OK|ZV V)Y IVTBEETEET,



([ Create [Psec Rule

-

| Tunnel Palicy {Crypta Map) - Basic | Tunnel Policy {Crypto Map) - Advanced | Traffic Selection

fckion: @) Prokect

() Do not Protect

Source Criteria

Source: |an';.f4

)

Destination Criteria

Destinakion: |an';.-'4

)

Service: |ip

)

Description:

More Options
Enable Rule

Source Service:

Time Range:

E]| (TCP ar UDP service anlky) &

L=l

>

[ K ][ Cancel ][ Help




Configuration > Site-to-5ite ¥PN = Advanced > Crypto Maps
b add ~ [Ff Edit ~ [ Delete | 4+ & | % Bz M - | @ Find F2 Diagram

Traffic Selection
Type:Priority TransForm Set (TKEw1)
#* Source Destination Service Bckion
= interface: outside
dynamic: 65535, 1 o o 7 Prokeck

L

4 |

Enable anti-replay window size: :64 -

[ appky ] [ Reset ]

BRDESIZ, ASAICRUE—RNFAFIVIETOIP 7RLAICETZHEHRN BV
b, FEREBEHRERE, 74 NT, ASA LICFEHET S DefaultL2LGroup I EELE T
o AL TBICE, VE—PN ETTRESCNEEIHEF— ( Z0HITE
cisco123 ) A" DefaultL2LGroup ICHBDEDE—HTRDYLENF HYET,

. [Configuration] > [Site-to-Site VPN] > [Advanced] > [Tunnel Groups] D JE(ZEIR L T,
[DefaultL2LGroup] ZiBIRL ., [Edij ZU VY VL THELBHHREF—E2RELET, =7
LEs, OK|Z2UYOLET,



Configuration > Site-to-site YPH > Advanced > Tunnel Groups
Configure IPsec site-to-sits tunnsd groups.
& Add| 3 Bk | Dolete

Hame

Group Policy IKEv] Enabled IKEv2 Enabled
DefauiztGrowe  [DftGrole
m Edit IPsec Site-to-site Tunnel Group: DefaultlLGroup et
ame: Dreff it 2L Group
IPsse Enabling
Group Poliey Name: | DFRGrpPalicy v [ Mansge.. |
(Follovang bwo Fislds are attributes of the group pobcy selected above.)
| Enable [KE v1 Enabls IKE w2

IPsac Sattings

_/]JCEVL&EU.’!'-;:
Sasterkication

Pre-shared Key:  ssssnes
Device Certificate: | -- None -- - [m
IKE Pew [ Vabdation: | Required
IKE Keepalive
Disable keepalves
@ Monitor keepaiives
Corfidencs Interval: |10

sovonds
Rotry Inkerval: 2 seconds
ok || comel | hep |
E:2hlkY, RAZTAY I ET (FR-ASA) VA RA— REBFHREF—HEHE
nExy,

CHOEFHREF—BRTTO—HIZ7OR—YILEREL TVWBIFNARIET

&, VPN R X ZHIL, VPNRBHTIY—AILTIVELATRENTEET, cNDE
AREF—DAFTRALLITATAERBEATVEVIELRBICHRATERVW L 2HER
LTLKEEL,

6. [Configuration] > [Site-to-Site VPN] > [Group Policies]Zi&RL ., #BIRL =T IL—TFR) > —
(ZOBERTF7AILNOTIN—=TR)>— ) BBIRLET, [Edit] ZYV U Y UL, [Edit

Internal Group Policy] X4 7 AT RY JATITIN—TRIS—%mELET, TTLES,
[OK]ZoUYOLET,




Configuration > Site-to-Site VPN > Group Policles

Manage VPN group polcoes.A YPH group is & oolisction of usse-orssnted suthornization attribube fvahss pairs that may be stored inberraly on the devios or sxctermally on a RADILSLDE
policy infarmation i refesenced by VPN confection profiles and user sccounts.

T enfionce authorization atbribautes from an LDAP server you must use an LDAP sttribyte map,

& add - M' Dielete | Bpd Assign
Connection ProfilesUsers
Harme Type Turneling Protocol 1To
DftGrpPolicy (System Dofauk) Hrtermad ——— lkevisd-chentiess; Etp-psec Dot sultFL Group: Def sUt WEDWPHGr cup:;
f ™
) Edit Internal Group Policy: DfitGrpPalicy B
Nasma: DfGrpPobicy
Tunnelng Protocols: [of] Cherithess S5LYPN || S50 VPN Chert [ IP2ex IKEw] || IPsse IKEwZ [ ] L2TPfIPec
- = -
Idle Timeout: [[lUnimited 30 | mikes
Maximumn Connect Time: ] Undimited ke
Lok J[ comel |[ o |
ot
Finud: ) ) [ Mskeh Cazs
=

7. [Configuration] > [Firewall] > [NAT Rules] @ JEIC;#R L, [Add Nat Rule] 7 1> KU T VPN
R>7 4 Y90 nonat (NAT-EXEMPT ) L—ILZRELE Y. TTLES, [OK|ZT U Y
JLFT,



[FRaa]-| | (B Add NAT Rule . FR— R

B Match | match Criteria: Original Packst - : : : :
Source Source Inkerface: inside v Destination Interface:  outside v
Source Address: 10.1.2.0-nside_network ] Destination Address: |10.1.1,0-remote_networ -]
Service any A
Action: Translabed Packet
Source NAT Type: Static -
Source Address: 10.1.2.0-inside_network | Destination Address: | 10.1.1.0-remote_networ| |
[] Use one-to-one address translation
(] PAT Pool Translated Address: | senvice: - Original - =
|| Raund Raobin
[ | Extend PAT uniqueness bo per destination instead of per interface
Translate TCP and UDP ports into fat range 1024-65535 | | Inchede range 1-1023
Fall through to interface PAT
Use IPv6 for source inkerface PAT Use IPv6 for destination interface PAT
Options
[¥] Enable rule
| Translate DMS replies that match this rule
|| Disable Proxy ARP on egress interface
— [] Lookup route table ko locate egress interface
Direction: ;Bl:ﬂ:h -
S Lok [ Cancel [ heb |
\ J

JE—BMASA(FAFZIVYIET)

1.ASDM 7 7'V r—2 3> A" ASA ICE# L =5, [Wizards] > [VPN Wizards] > [Site-to-site
VPN Wizard] ®JEIZERL £ T,

L) Cisco ASDM 7.1 for ASA - 10 220 J—
ile  Miew Tools | Wizardi | Window  HElp
Sortup Wizard,.. [ Back i Farsard 2 el :
. VPN Wizards k | Site-to-site VPN Wizard... '
' High Awailability and Scalability Wizard... AryConnect VPN Wizard...
L Unified Communication Wizard... Clientless S50 YRR Wizsrd,..
‘! T HTETL Packet Capture Wizard... IPsec (IKEw1) Remote Access VPN Wizard...
™ 10.105.130.51 License |
B 10,005, 130.54 Host Name:  [2l-peer
= 10.105.130,72 .
™ 10.105.130.89 ASA Yession:  .1(3) Device Uptime: 2d 1h 4200 50
LT ASOM Warsinn: T 1144 Devdire Tvnm: BSA 552N

2.next)] 2Oy OLET,



T Site-to-site VPN Connection Setup Wizard _———
VPN Wizard

Introchackion

Uise this wizard bo setup niew site-to-site VPN tuninel, & tunnel between bwo devices is caled & ske-to-sibe tunnel and is bidirection
probects the daka using the: IPsec probacol,

Sate-toe-Site VPN

Femate

Here is & foles on how bo sebup a she-to-site YPN connection.

< Back, Naxt >

3. [VPN Access Interface] RO Y 7’A 1) ANH S [outside] ZFEIRL., UE—HN ET7 OHAEB
IP7RLAZEELET, BESYYTZHERATRAV2—TIAA(WAN) ZEBRLTL
EEW, next] 209U YOLET,

[E) Site-to-site VPN Connection Setup Wizard

Skepis Pesr Device Idsntiication
1. Intraduction This step lets you identify the peer YN device by its IP address and the interface used bo socess the peer.
2. Peer Device

Identification Pesr [P Address: 172.16.2.1
3, Traffic to protect i .
4, Securiby WPh Access Interface: | outside -
S, NAT Exempt
6, Summary

| <Back || Nest>

4. VPN R ZLOBBZHATEIXVEOHDIKRANZRY NT—DVZEELET, cOARATY
7' TlE. VPN b2 FIL®D [Local Networks] & [Remote Networks] ZHEL £T., HEILD
LU T. [Local Network] 7 4 —JL R & [Remote Network] 7 1 —)L ROBEIZHZREZ & D)
YOULTTRLAZEBIRLET, TETLES, [Next] ZOUY I LET,



G Site-to-site VPN Connection Setup Wizard S—

Steps Traffic to protect

1. Inkroduckion This step bets you idantify the local network and remobe etwork betwean which the traffic is to be probeched using IPsec enoryption,
2. Pewr Device Idartific stio

3. Traffic bo probect o Ut i s

4. Security Local Metwork:  10.1,1.0/24 :

5. NAT Exennpt Remote Mabwerk:  10,1,2.0/24 B

G, Surnmary

[ctock ] [Lbot> ] [

5. A THRIABER ( COPITEBIREF— ) ZEANLET, COHITHEATZIETHEF
—I&cisco123TF, LAN-to-LAN(L2L)VPNZEXE T B FEE. N RILTIL—TREFT7 )
RTUE—RNRETDIP7 RLATT,

B Site-to-site VPN Connection Setup Wizand u

ol

Steps Sequrity

1. Inkrodhaction This shep kets you secuns the selected traffic,

2. Peer Device [dentiicatio
3. Traific bo probect B

4. Security ASh uses Ehe pre-shared ey entersd here to suthanticste this device with the peer. AS0M vall sallact common IE ansd TSAKMP saourity pur amebers For
Ehiak well o bl estabilshereent, I s necomesended that this option 5 slso selscted when configuring the remobe peer,

5. MAT Exempt
&, Summary Pre-ghaned Key: sssssss
Cuborized Configur stion
You Can use pra-shaned ke or digital certificabe for suthentscation with the peer device. Vou can also fine bune the data enoryplion slgonthms AS0M
seledted for you.

cBack | [ hext> [cawe |[ nep |

FEREZEDIKEB LY IPsec RV —ZEL RS ICREZNARIAATEET, ETHE
CRADBELLEET1DO—BIBRI—HNHBIBENHVY) ET, [Authentication Methods]
27T, [Pre-sharedKey] 74 —JLRICIKEN—2 32 1 OBRIEEF—ZADLET, C
DT, cisco123 TT,




mw-:mm&mﬁgm* . -' - 2

Seps Seorty

1. Inkrodukion Thit st bets you secure the selacted traffic.

2. Poer Device Identificatio

3. Tealffic bo probect Savgde Configuration

4. Sec BSA ues the pre-shared ey entered here bo suthenticabe this device with the peer. ASDM will salect common BXE and TRAKMP securky paramebers For
i thast wall sl burrsel establnierent., It B recomimended that this cption i5 also selected when configuring the remole peer,

5. NAT Exempt

&, Summary

@ Customzed Configuration

Yiead £ use pre-shared key or dgtal certificate for suthentication with the peer device, Yei can o fire bune the data encryption aigorthims ASDM
sedocted For you.

IE Wersion " Autheriication Mathods | Encryplion Algorithens | Perfect Forwand Secrecy |

IKE v gian 1
Pré-chared Key: (TETTTY
Device Cartficate: (- Nor - -
INE wersion 2
@ Local Pre-shared Key:
Lol Device Cartificabe: o B = . Marace

Reerobs Pesr Fre-ghared Key:
Remobe Pesr Certficabe Authentication: | | Allowed Manage.

|
| [(comel ][ e |
[Encryption Algorithms] 2 7 &9 UYL E T,

6. [IKE Policy] 74 =)L ROEICH S [Manage] 20y UL, [Add| 22 UY UL T, HAR
LIKERVZ—(71—X1)ZRELET, TTLES, [OKZIUYILET,
mm-wmcmmﬁm . —

Shepe Securly

1. Entroduction This step kets you seoure the selected braffic,

2. Peer Devvice Identificabio

3. Traffa: bo protect ¥ EE

4 5 it ASA ubes the pre-shared key entered here bo sutherticats this device with the peer. ASDM vl felect common IKE and ISAKMP security paraimebers for
; that wall allows burnel establshment . It i recommendad that thes oplion i ako sslected when configuring the remobes peer.

5. MNAT Exempl

6. Summary

@ Customized Configuration

Yous can use pro-shared key or digital certificate for suthentication with the peer device. You can also fine bune the dats enoryphion algorthms ASDM
salnched For you.

IKE Version | Authertication Masthods” Encryption Algorkhms | Perfect Forward Secrecy |
IXE wersion 1

IKE Polcy: crack-ae5-5ha, rea-sig-ses-sha, pre-share-aes-sha, rack-ses-192-sha, reasig-ses-192-sha, pre-share-aes-192- | Manage... |
IPeac Propocst:  ESP-AES. | 28-5HA, ESP-AES- | 78-MOS, ESP-AES- 192500, ESP-AES-192-M0S, E5P-AES-256-SHA, ESP-AES-256-h Sedat....

IE wersion 2
IKE Policy: a5 I56-sha-sha, aes-192-sha-sha, aes-sha-sha, Jdes-sha-sha, des-sharsha Manage. .. ]
IPoac Proposal: AESISE, AFS]S2, ARS, IDES, DES Sadat...

|

| (Cctus ] (o] o ) [0

7. [IPsec Proposal] 7 4 —JL RO#EICH S [Select] 20 )Y VLT, LEK IPsec 7 OR—
LNEBRLET, TTLES, Next] Z0UYILET,




m Site-to-site VPN Connection Setup Wizard U —

Steps Securty
l 1. Introduction This step lets you secure the selected traffic.

2. Peer Device [dentificatio )

3, Traffic bo protect ¢ 7

4. Seonity ASA uses the pre-shared ey entered here bo authenticabe this device with the peer. ASDM will select common IKE and
: ISAKMP security paramebers For that wall sllow tuninel establishment. It is recommendead that this option is also selected

5. MAT Exempt when configuring the remote peer,

6. SUMMarY

@ Customized ConFiguration

You can use pre-shared key or digital certificate for authentication with the peer device. You can akso fine tune the
data encryption algorithms ASDM selected for you,

IKE Version | Authentication Methods " Encryption Algarithms | Perfect Forward Secrecy |
IKE wersion |

IKE Policy: pre-share-aes-256-sha

IPsec Proposal: | ESP-AES-Z56-5HA

IKE version 2
MEPoicy:  |aes-256-sha-sha

IPsec Proposal: |AFS2S6, AES192, AES, 3DES, DES

l
r
|
r <bock | [het> ] [ concel ] [

HEIZHU T, [Perfect Forward Secrecy] X 7 IZ# &) L. [Enable Perfect Forward Secrecy
PFSI FIVIRY VARARAVIIRDEHNTEET, TTLIES, Next] Z0UYILE
£

D) Site-to-site VAN Cannection s.E_E Wizard - I !

Sheps Sty

1. Introdudton This step lets you secure the seledbed braffic.

2. Peer Device Identificatio

3. Traffic to protect L

i " ASA uses the pre-shared ke entened bere bo suthenticats this device with the peer, ASDM vl select comman IKE and ISAKMP security parameters for
¥ thak wall sl burnel establshenert. Tk i recommended that this option i shko selected when configuring the nemobe peer.

5. NAT Exempl

&, Summary

& Customized Configuration

You can uke pre-shared key or digal certificate for suthentication with the peer dewice. You can also fine bune the data encryption algorthms ASDH
sedected for you.

" IKE Wersion | Authentication Metheds || Encryption Algorthms Perfect Forward Secrecy |

Ersble Perfect Forward Secrecy (FFS). If PFS i used, & new Difie-Helinan exchange is performed for eadh phase-2 negotistion. It ersures
[ Hhuat & session ke derived froe & set of long-benm public and private keys will not be compromised i one of the (long-berm) privabe keys i
compromized in the futue

Enlffie-Helman Group

[ «Back |[ mest> | [Lcomced | [ ne

8. [Exempt ASA side host/network from address translation] F T Y JRY VAZF LT,
RZEILWLBNZTA4YIDOFYNT—0 PRLABRFBAKREABEWVWLSICLET, ROV
TH 1) ARNDS [local] 7zl [inside] ZBRLTO—HIL XY RO —D CBETRES A




VB—TIAARERELET, next] 20 UY I LET,
[} Site-to-site VPN Connection Setup Wizard

ir

el ——

Steps
1. Irtroduction

2. Pesr Device ldentificatio

3. Trafific bo probect
4. Security

5. NAT Exempl
B. Surmmary

MAT Exemplk

[ < Back ” Mext = ]

Thas shep sloves vou bo exempt the local netvark sddresseas from netbwerk ranslation,

7| Exempt ASA side hostinetwork from address translation | inside =

BREL = VPN OBEARRENE T, #FEL T, [Finish 27Uy ILET,

@ Site-to-site VPN Connection Setup Wizard

VPN Wizard

Summary

Here iz the summary of the configuration.

ame

El Summary
Peer Davice IP Address
WPM Access Inkerface

Protected Traffic

IKE VYersion Allowed
= Awthenkication Method
IKE w1

IKE w2

=l Encryption Policy
Perfect Forveard Secrecy (PFS)

= IKE v1
1KE Policy
1Pzec Proposal

=l IKE w2
1KE Policy
1Psec Proposal

Metwork, Address Translation

Walue

172.16.2.1

oukside

Local Metwork: 10.1.1.0/24
Remoke Metwork: 1001.2.0024
IKE wersion 1 and IKE wersion 2

Use pre-shared key

Use pre-shared key when local device access the peer
Lise pre-share key when peer device access the local device

Disahled

pre-share-ags-256-sha
ESP-AES-256-SHA

ae5-256-sha-sha
AESZ56, AES192, AES, 3DES, DES
The protected traffic is not subjected to netwark address translation

[ < Back ][ Finish |

[coce ] [




CLI TOEE

FRASA(ARZTA1Y T ET ) ORE

1.RODBIOKRSIC, VPN RZ 7 1Y 2 ONO-NAT/NAT-EXEMPT JL—)LZE&EL 9,
obj ect network 10.1.1.0-renote_network
subnet 10.1.1.0 255.255.255.0

obj ect network 10.1.2.0-inside_network
subnet 10.1.2.0 255.255.255.0

nat (inside, outside) source static 10.1.2.0-inside_network 10.1.2.0-inside_network
destination static 10.1.1.0-renote_network 10.1.1.0-renote_network
no- pr oxy-arp route-| ookup

2FEEBEDVE—RNBRZAFTIV I ILLETZRIAT B I, DefaultL2LGroup TERIHEF
_Egﬁﬁgbij—o
tunnel -group Defaul t L2LG oup i psec-attributes
i kevl pre-shared-key ciscol23

3. 7I—X2/ISAKMP ;R — &2 E&L £ J,
crypto ikevl policy 10
aut henti cation pre-share
encryption aes-256
hash sha
group 2
lifetinme 86400
4. 7I—R2 KNSV AT7#*—AL Y MIPsec RUS—%2EELET,

crypto ipsec ikevl transformset tset esp-aes-256 esp-sha-hnac

5 RONTA—BZFEALTHAFTIVIRYVTERELET, BEBRNT VAT L ®
YRUN—ZA =N A2 T92a>0EML : BEEhEISATUROL—F 129
BHRELFIVTA TTTAT AN ZFEIDEZTARICTS (EE)
crypto dynami c-map outside_dyn_nmap 1 set ikevl transformset tset
crypto dynani c-map outside_dyn_map 1 set reverse-route

6.4 FTIVIRYVTZR/ENYTICNAVRL, BENY T ZERALT, A1 2—7
I A ATISAKMP/IKEVI ZBMICLET,

crypto map outside_map 65535 ipsec-isaknp dynam c outsi de_dyn_nap

crypto map outside_nmap interface outside
crypto i kevl enabl e outside

JDE—NASA(ZALFZIVYIET)

1.VPN RZ 714V 00O NATBRAIL—IILZRELET,

obj ect network 10.1.1.0-inside_network
subnet 10.1.1.0 255.255.255.0

obj ect network 10.1.2.0-renote_network
subnet 10.1.2.0 255.255.255.0

nat (inside, outside) source static 10.1.1.0-inside_network 10.1.1.0-inside_network
destination static 10.1.2.0-renmote_network 10.1.2.0-renote_network
no- proxy-arp route-| ookup

22 ARTAY I VPNETELVOBHHABEF—DOR R JIL—TZRELET,
tunnel -group 172.16.2.1 type ipsec-12|
tunnel -group 172.16.2.1 ipsec-attributes
i kevl pre-shared-key ciscol23



3. 7T —X1/ISAKMP RUZ —ZE&L E T,
crypto ikevl policy 10
aut henticati on pre-share
encryption aes-256
hash sha
group 2
lifetime 86400
4. 7I—X2 NSV ART7H—AL Y NIPsec RS —ZEHBLET,
crypto ipsec ikevl transform-set ESP-AES-256-SHA esp-aes-256 esp-sha-hmac
580D HB VPN RT T4V IIRYRND—VRERIDTIELAVANERELET,
access-1ist outside_cryptomap extended pernit ip object
10.1.1.0-inside_network object 10.1.2.0-renote_network

6. RONTA—RZFEALTAZTAY IVBSYYTERELET. BSNVPNTIEA VA
RJE—BNIPsecETDIP 7 RLABEBRNRTZ A7 A—L Y b
crypto map outside_map 1 match address outside_cryptonap

crypto map outside_map 1 set peer 172.16.2.1
crypto map outside_map 1 set ikevl transform set ESP-AES-256- SHA

7T.HBENY7ZERALT, NS4 R2—T7 T4 AT ISAKMP/IKEVI ZBMICLET,

crypto map outside_map interface outside
crypto i kevl enabl e outside

B
CCTlR, BRENEEICEMETDCEZRILET,

TIORTYNADER=TI)RY—=) (BRI-YEHEHR)F. HEOD show X RZHR—KL
TVWET, show AN ROHEI OS5 ZERRT S I, Output Interpreter Tool ZFEAL £7,

. show cryptoisakmpsa : EFZICEFRDRED IKEEF1UFT1 PYSI—32 (SA) %
FTXTRRLET,
- show crypto ipsec sa : B#E®D IPsec SA ZIXTRRLEXT,
TR, 220 ASA DiRIEH I DFlZRLET,

R ASA

Centr al - ASA#show crypto isakmp sa
| KEvl SAs:

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA 1

1 | KE Peer: 172.16.1.1
Type o L2L Rol e . responder
Rekey > no State : MM _ACTI VE

Central - ASA# show crypto ipsec sa
interface: outside
Crypto map tag: outside_dyn_map, seq num 1, local addr: 172.16.2.1

l ocal ident (addr/mask/prot/port): (10.1.2.0/255.255.255.0/0/0)
renote i dent (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0)
current _peer: 172.16.1.1



#pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4
#pkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not compressed: 4, #pkts conp failed: 0, #pkts deconp failed: O
#ipre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needing reassenbly: 0
#TFC rcvd: 0, #TFC sent: O
#Valid ICVWP Errors rcvd: 0, #lnvalid ICVWP Errors rcvd: O
#send errors: 0O, #recv errors: O

|l ocal crypto endpt.: 172.16.2.1/0, renote crypto endpt.: 172.16.1.1/0
path mu 1500, ipsec overhead 74(44), nedia mu 1500
PMIU tine remaining (sec): 0, DF policy: copy-df
ICVMP error validation: disabled, TFC packets: disabled
current outbound spi: 30D071CO
current inbound spi : 38DA6E51

i nbound esp sas:

spi: O0x38DA6E51 (953839185)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 28672, crypto-map: outside_dyn_map
sa timng: remaining key lifetime (kB/sec): (3914999/28588)
IV size: 16 bytes
replay detection support: Y
Anti replay bitnmap:
0x00000000 0x0000001F

out bound esp sas:

spi: 0x30D071CO (818966976)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 28672, crypto-map: outside_dyn_map
sa timng: remaining key lifetime (kB/sec): (3914999/28588)
IV size: 16 bytes
replay detection support: Y
Anti replay bitnmap:
0x00000000 0x00000001

)E—b ASA

Renot e- ASA#tshow crypto isakmp sa
| KEvl SAs:
Active SA: 1

Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA 1

1 | KE Peer: 172.16.2.1
Type . L2L Rol e . initiator
Rekey 1 no State . MM_ACTIVE

Renot e- ASA#show crypto ipsec sa
interface: outside
Crypto map tag: outside_map, seq num 1, local addr: 172.16.1.1

access-1ist outside_cryptomap extended pernit ip 10.1.1.0
255. 255.255. 0 10.1. 2.0 255.255.255.0
local ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.1.2.0/255.255.255.0/0/0)



current _peer: 172.16.2.1

#pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4
#pkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not compressed: 4, #pkts conp failed: 0, #pkts deconp failed: O
#ipre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needi ng reassenbly: 0
#TFC rcvd: 0, #TFC sent: O
#Valid ICVWP Errors rcvd: 0, #lnvalid ICVWP Errors rcvd: O
#send errors: 0O, #recv errors: O

local crypto endpt.: 172.16.1.1/0, renote crypto endpt.: 172.16.2.1/0
path mu 1500, ipsec overhead 74(44), nedia mu 1500
PMIU tine remaining (sec): 0, DF policy: copy-df
ICVMP error validation: disabled, TFC packets: disabled
current outbound spi: 38DA6E51
current inbound spi : 30D071CO0

inbound esp sas:

spi: 0x30D071CO (818966976)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 8192, crypto-nap: outside_map
sa timng: remaining key lifetime (kB/sec): (4373999/28676)
IV size: 16 bytes
replay detection support: Y
Anti replay bitnmap:
0x00000000 0x0000001F

outbound esp sas:

spi: 0x38DA6E51 (953839185)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 8192, crypto-nap: outside_map
sa timng: remaining key lifetime (kB/sec): (4373999/28676)
IV size: 16 bytes
replay detection support: Y
Anti replay bitnmap:
0x00000000 0x00000001

NS7LNS1—b
TR, REDRS TNV 1—F14VJ I ERTERBRERLET,

TIORTYNADER=TI)RY—=) (BRI-YEHER)F. HEOD show X RZHR—KL
TVWET, show AN ROHEI OS5 ZERRT S I, Output Interpreter Tool ZFEAL £7,

X :debug OY Y REFEATSHIC, "TNYYT AR ROEELRER, 2SBLTLEE L,

RDESBEIAIY REFERALET,

clear crypto ikevl sa <peer |P address>
Clears the Phase 1 SA for a specific peer

XX : clear crypto isakmp sa X Rik, PUF 1 TB VPN ROZRILEIXTIVTFTES
=, BEOHhEFEEEBVET,

PIXIASAYV 7 NJTTF 1)1)—2R8.0(3) AR TI&. clear crypto isakmp sa <peer ip address> 1Y


/c/ja_jp/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

REEFALTIKESA Z@EIICO U P TEE T, 8.03) KRWBIDY T RNDIT UIJ—ATI,
vpn-sessiondb logoff tunnel-group <tunnel-group-name> X2 RZ#HL T, 1 D2ORFILD
IKE B L IPsecSAZ 2 UL ET,

Renot e- ASA#vpn-sessiondb logoff tunnel-group 172.16.2.1
Do you want to | ogoff the VPN session(s)? [confirni
I NFO Nunber of sessions from Tunnel Group "172.16.2.1" |ogged off : 1

clear crypto ipsec sa peer <peer |P address>

1l Clears the required Phase 2 SA for specific peer.
debug crypto condition peer < Peer address>

111 Set | Psec/|SAKMP debug filters.

debug crypto i saknp sa <debug | evel >

'l Provides debug details of | SAKMP SA negoti ati on.
debug crypto ipsec sa <debug | evel >

11l Provides debug details of |IPsec SA negotiations

undebug al |

11l To stop the debugs

FINYITDOER :

debug cry condition peer <renpte peer public |IP>
debug cry ikevl 127
debug cry ipsec 127

DE—BMASA(AZ>I—4)

XD packet-tracer ANV RZADL TR XRIILZBBLET.

Renot e- ASA#packet-tracer input inside icmp 10.1.1.10 8 0 10.1.2.10 detailed

| PSEC(crypt o_map_check) - 3: Checking crypto nap outside_map 1: matched.

Jan 19 22:00:06 [I KEvl DEBUG Pitcher: received a key acquire nessage, spi 0x0
| PSEC(crypt o_map_check)-3: Looking for crypto map matchi ng 5-tupl e:

Prot=1, saddr=10.1.1.10, sport=0, daddr=10.1.2.10, dport=0

| PSEC(crypt o_map_check) - 3: Checking crypto nap outside_map 1: matched.

Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, IKE Initiator: New Phase 1, Intf
inside, IKE Peer 172.16.2.1 local Proxy Address 10.1.1.0, remote Proxy Address
10.1.2.0, Crypto map (outside_map)

Jan 19 22:00:06 [IKEV1]IP = 172.16.2.1, |KE _DECODE SENDI NG Message (nsgi d=0)
with payloads : HDR + SA (1) + VENDOR (13) + VENDCR (13) + VENDOR (13) +
VENDOR (13) + NONE (0) total length : 172

Jan 19 22:00:06 [IKEV1]IP = 172.16.2.1, |KE _DECODE RECElI VED Message (msgi d=0)
with payloads : HDR + SA (1) + VENDOR (13) + VENDCR (13) + NONE (0)

total length : 132

Jan 19 22:00:06 [IKEV1]IP = 172.16.2.1, |KE _DECODE SENDI NG Message (nsgi d=0)

with payloads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) +

VENDOR (13) + VENDOR (13) + NAT-D (20) + NAT-D (20) + NONE (0) total length : 304
Jan 19 22:00:06 [IKEV1]IP = 172.16.2.1, |KE _DECODE RECElI VED Message (msgi d=0)
with payloads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) +

VENDOR (13) + VENDOR (13) + NAT-D (20) + NAT-D (20) + NONE (0) total length : 304

Jan 19 22:00: 06 [IKEv1]IP = 172.16.2.1, Connection landed on tunnel group 172.16.2.1


//www.cisco.com/en/US/docs/security/asa/asa80/command/reference/uz.html#wp1525330

<ski pped>. ..

Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, | KE _DECODE SENDI NG Message (msgi d=0) with
payl oads : HDR + ID (5) + HASH (8) + |1 0S KEEPALIVE (128) + VENDOR (13) +

NONE (0) total length : 96

Jan 19 22:00:06 [I KEvl]Goup = 172.16.2.1, IP = 172.16.2.1,

Automatic NAT Detection Status: Remote end is NOT behind a NAT device

This end is NOT behind a NAT device

Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, |KE_DECODE RECElI VED Message

(msgid=0) with payloads : HDR + ID (5) + HASH (8) + | OS KEEPALI VE (128)

+ VENDOR (13) + NONE (0) total length : 96

Jan 19 22:00:06 [I KEvl DEBUG Group = 172.16.2.1, |IP = 172.16.2.1, processing ID payload
Jan 19 22:00:06 [| KEvl DECODE] Group = 172.16.2.1, IP = 172.16.2.1,

ID IPV4_ADDR ID received 172.16.2.1

Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, Connection |anded on tunnel _group 172.16.2.1
Jan 19 22:00: 06 [I KEvl DEBUG Group = 172.16.2.1, |IP = 172.16. 2.1,

Cakl ey begin qui ck node

Jan 19 22:00: 06 [IKEvl1l]Group = 172.16.2.1, IP = 172.16.2.1, PHASE 1 COMPLETED

Jan 19 22:00:06 [|KEvl DECODE] Group = 172.16.2.1, |P = 172.16.2.1, IKE Initiator
starting QM: nsg id = c45c7b30

Jan 19 22:00:06 [IKEvl DEBUG Group = 172.16.2.1, IP = 172.16.2.1, Transmitting Proxy Id:
Local subnet: 10.1.1.0 mask 255.255.255.0 Protocol 0 Port 0
Remote subnet: 10.1.2.0 Mask 255.255.255.0 Protocol 0 Port 0

Jan 19 22:00:06 [IKEV1]IP = 172.16.2.1, |KE _DECODE SENDI NG Message
(msgi d=c45c7b30) with payloads : HDR + HASH (8) + SA (1) + NONCE

(10) + ID(5) + ID(5) + NOTIFY (11) + NONE (0) total length : 200

Jan 19 22:00:06 [IKEV1]IP = 172.16.2.1, |KE _DECODE RECEI VED Message
(nmsgi d=c45c7b30) with payl oads : HDR + HASH (8) + SA (1) + NONCE (10) +
ID(5) + ID(5) + NONE (0) total length : 172

Jan 19 22:00:06 [I KEvl DEBUG Group = 172.16.2.1, |IP = 172.16.2.1, processing ID payload
Jan 19 22:00: 06 [IREvl DECODE]Group = 172.16.2.1, IP = 172.16.2.1,

ID IPV4_ADDR SUBNET ID received--10.1.1.0--255.255.255.0

Jan 19 22:00:06 [|I KEvl DEBUG Group = 172.16.2.1, |IP = 172.16.2.1, processing |D payl oad
Jan 19 22:00: 06 [IKEvl DECODE]Group = 172.16.2.1, IP = 172.16.2.1,

ID_IPV4_ADDR_SUBNET ID received--10.1.2.0--255.255.255.0

Jan 19 22:00: 06 [IKEvl] Group = 172.16.2.1, |IP = 172.16. 2.1,
Security negotiation conplete for LAN-to-LAN G oup (172.16.2.1)
Initiator, Inbound SPI = 0x304071c0, Outbound SPI = 0x38da6e51

Jan 19 22:00:06 [IKEV1]IP = 172.16.2.1, |KE _DECODE SENDI NG Message
(msgi d=c45c7b30) with payl oads : HDR + HASH (8) + NONE (0) total length : 76

Jan 19 22:00:06 [|KEvl] Group = 172.16.2.1, IP = 172.16.2.1,
PHASE 2 COMPLETED (nsgi d=c45c7b30)

RIASA (LARH )

Jan 20 12:42:35 [IKEV1]IP = 172.16.1.1, |KE _DECODE RECEI VED Message (nsgi d=0)



with payloads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + VENDOR (13) +
VENDOR (13) + NONE (0) total length : 172

Jan 20 12:42:35 [IKEV1]IP = 172.16.1.1, |KE DECODE SENDI NG Message (nsgi d=0)
with payloads : HDR + SA (1) + VENDOR (13) + VENDCR (13) + NONE (0) total length

132

Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, |KE DECODE RECElI VED Message (nsgi d=0)

with payloads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13)
+ VENDOR (13) + NAT-D (20) + NAT-D (20) + NONE (0) total length : 304

Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, Connection landed on tunnel_ group
DefaultL2LGroup

Jan 20 12:42:35 [|I KEvl DEBUG G oup = Defaul tL2LG oup, IP = 172.16.1.1,
Generating keys for Responder...

Jan 20 12:42:35 [IKEV1]IP = 172.16.1.1, | KE_DECODE SENDI NG Message (nsgi d=0)
with payl oads : HDR + KE (4) + NONCE (10) +

VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13) + NAT-D (20) + NAT-D (20) +
NONE (0) total length : 304

Jan 20 12:42:35 [IKEV1]IP = 172.16.1.1, |KE_DECODE RECEI VED Message (nsgi d=0)
with payloads : HDR + ID (5) + HASH (8)

+ | OS KEEPALI VE (128) + VENDOR (13) + NONE (0) total length : 96

Jan 20 12:42:35 [|I KEvl DECODE] Group = Defaul tL2LG oup, IP = 172.16.1.1,

ID IPV4_ADDR ID receivedl72.16.1.1

Jan 20 12:42:35 [IKEV1]IP = 172.16.1.1, |KE _DECODE SENDI NG Message (nsgi d=0)

with payloads : HDR + ID (5) + HASH (8) + | OS KEEPALI VE (128) +

VENDOR (13) + NONE (0) total length : 96

Jan 20 12:42:35 [| KEvl] Group = DefaultL2LGroup, IP = 172.16.1.1, PHASE 1 COMPLETED

Jan 20 12:42:35 [I KEvl DECODE] I P = 172.16.1.1, IKE Responder starting QM:
msg id = c45¢c7b30

Jan 20 12:42:35 [IKEV1]IP = 172.16.1.1, |KE_DECODE

RECEI VED Message (nsgi d=c45c7b30) with payloads : HDR + HASH (8) + SA (1) +
NONCE (10) + ID (5) + ID (5) + NOTIFY (11) + NONE (0) total length : 200

Jan 20 12:42:35 [IKEvl] Group = Defaul tL2LG oup, IP = 172.16.1.1, Received remote
IP Proxy Subnet data in ID Payload: Address 10.1.1.0, Mask 255.255.255.0,
Protocol 0, Port O:

Jan 20 12:42:35 [I KEvl] Group = Defaul t L2LG oup,

IP = 172.16.1. 1, Received local

IP Proxy Subnet data in ID Payload: Address 10.1.2.0, Mask 255.255.255.0,
Protocol 0, Port 0Jan 20 12:42:35 [| KEvl DEBUG Group = Defaul t L2LG oup,
IP = 172.16.1.1, processing notify payl oad

Jan 20 12:42:35 [I KEvl] Group = DefaultlL2LGoup, IP = 172.16.1.1, QM

| sRekeyed ol d sa not found by addr

Jan 20 12:42:35 [IKEvl1l]Group = DefaultL2LGroup, IP = 172.16.1.1, Static Crypto Map
check, map outside_dyn map, seq = 1 is a successful match

Jan 20 12:42:35 [I KEvl] Group = Defaul tL2LG oup, IP = 172.16.1.1, IKE
Renot e Peer configured for crypto map: outside_dyn_map

Jan 20 12:42:35 [|I KEvl DEBUG G oup = Defaul tL2LG oup, IP = 172.16.1.1,
Transmitting Proxy Id: Remote subnet: 10.1.1.0 Mask 255.255.255.0 Protocol 0 Port 0
Local subnet: 10.1.2.0 mask 255.255.255.0 Protocol 0 Port O:

Jan 20 12:42:35 [IKEvV1]IP = 172.16.1.1, |KE DECODE SENDI NG Message (msgi d=c45c7b30)
with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE



(0) total length : 172 Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, |KE_DECODE RECEI VED
Message (msgi d=c45c7b30) with payloads : HDR + HASH (8) + NONE (0) total length : 52:

Jan 20 12:42:35 [I KEvl] Group = Defaul tL2LG oup, IP = 172.16.1.1, Security
negoti ation conplete for LAN-to-LAN G oup (DefaultL2LG oup) Responder,
Inbound SPI = 0x38da6e51, Outbound SPI = 0x304071cO:

Jan 20 12:42:35 [I KEvl] Group = Defaul tL2LG oup, IP = 172.16.1.1,

PHASE 2 COMPLETED (nsgi d=c45c7b30)

Jan 20 12:42:35 [IKEvl] Group = DefaultL2LG oup, IP = 172.16.1.1, Adding static

route for L2L peer coming in on a dynamic map. address: 10.1.1.0, mask: 255.255.255.0

R

. CiscoASAU—XAXVRUTZPLURA
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