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ASA (config) #class-map tcp_bypass
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EZFEALET., XICCOHREDNHERLET,

ASA (config) #class-map tcp_bypass
ASA (config-cmap) #match access-list tcp_bypass

X :tcp_bypassidE. COPITHERAETNTVWBRTIOEAVARNDBEB T, HROKNT T 1V
VEBETDHEDFHM-COWVWTIE, TCLIZ@EAL %Cisco ASA 5500 1) —X ]2 7 14 F
IL—=232H1 K82, D TRZZ71vODEE (LAV340F5AXY 7)1 O3>
ZESBLTLSEETLY,
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ASA (config-cmap) #policy-map tcp_bypass_policy
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IOTZARYTRZTAVIOILTOIIVEEETRIENTEDRSIC, RUZ—NY
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ASA (config-cmap) #policy-map tcp_bypass_policy
ASA (config-pmap) #class tcp_bypass

5. TCPIREENA NAMEZBMICTBICE, U5 ARETE— K Tset connection advanced-
options tcp-state-bypass AN RZA DL ET, COONY REN—232 82(1) ASEA
ENELE, ROBIUSRTESIC, policy-mapfREE— RN S ISIAREF—RIZT VLA
TEET,

ASA (config-cmap) #policy-map tcp_bypass_policy
ASA (config-pmap) #class tcp_bypass
ASA (config-pmap-c) #set connection advanced-options tcp-state-bypass

6. service-policy policymap name [ global | interface intf]AX > R&EJO—/N)ILa>714F¥aL
—2 3 FE—RTHEAL., IXTOA U EX—TIARAFRLER[/EKROA > RX—T T4 ATR
=y 7ERIOA-NILVZTIOT1 7 LET, Y—ER RV —EF1E2—TIICTS
IZE., COOX RO no ERZMHEALET, service-policy AN RZAHLT, 15—
J7IAALT—EBOR)—ZBMILET, globalF—T—RiF, RU>—IvT7Z2IN
TDAVR—T7TAAIZHEAL. interfface¥—D— R, RUS—X VT Z1O20OA( 22—
TJ7IAAIZOKBEBRALET, FAchDdI70-NILRUS—BEFE12EGTT, 1>%2—7
IAATITO—NIL RIS —%2LEZTBICRK, Y—ERARIS—ZAE2—T I AIC
BALET, BM V22— I/ RICBRATEDRV—X VT E12EFTT, UTHF—
BlTd,

ASA (config-pmap-c) #service-policy tcp_bypass_policy outside

ASATDTCPIRE/N A NAKEBEDREH ZRICFLET

I-—— Configure the access 1list to specify the TCP traffic
! -—— that needs to by-pass inspection to Iimprove the performance.



ASAl (config) #access-1list tcp_bypass extended permit tcp 10.1.1.0 255.255.255.0
172.16.1.0 255.255.255.0

!--- Configure the class map and specify the match parameter for the
!--- class map to match the interesting traffic.

ASAl (config) #class-map tcp_bypass
ASAl (config-cmap) #description "TCP traffic that bypasses stateful firewall"

ASAl (config-cmap) #match access-list tcp_bypass

!--- Configure the policy map and specify the class map
!--- inside this policy map for the class map.

ASAl (config-cmap) #policy-map tcp_bypass_policy
ASAl (config-pmap) #class tcp_bypass

!--- Use the set connection advanced-options tcp-state-bypass
l-—- command in order to enable TCP state bypass feature.

ASAl (config-pmap-c) #set connection advanced-options tcp-state-bypass

!--- Use the service-policy policymap name [ global | interface intf ]

l-—- command in global configuration mode in order to activate a policy map
l-—- globally on all interfaces or on a targeted interface.

ASAl (config-pmap-c) #service-policy tcp_bypass_policy outside

!-—-- NAT configuration

ASAl (config) #object network obj-10.1.1.0

ASAl (config-network-object) #subnet 10.1.1.0 255.255.255.0
ASAl (config-network-object) #nat (inside,outside) static 192.168.1.0

ASA2DTCPIRRE/N A N ABBEDEREBIZ RICFL F TS

!--- Configure the access list to specify the TCP traffic
!--- that needs to by-pass inspection to improve the performance.

ASA2 (config) #access-1list tcp_bypass extended permit tcp 172.16.1.0 255.255.255.0
10.1.1.0 255.255.255.0

!--- Configure the class map and specify the match parameter for the
!--- class map to match the interesting traffic.

ASA2 (config) #class-map tcp_bypass
ASA2 (config-cmap) #description "TCP traffic that bypasses stateful firewall"

ASA2 (config-cmap) #match access-list tcp_bypass

!--- Configure the policy map and specify the class map
!--- inside this policy map for the class map.

ASA2 (config-cmap) #policy-map tcp_bypass_policy
ASA2 (config-pmap) #class tcp_bypass

!--- Use the set connection advanced-options tcp-state-bypass
l-—- command in order to enable TCP state bypass feature.

ASA2 (config-pmap-c) #set connection advanced-options tcp-state-bypass



!--- Use the service-policy policymap name [ global | interface intf ]

I-—- command in global configuration mode in order to activate a policy map
l-—- globally on all interfaces or on a targeted interface.

ASA2 (config-pmap-c) #service-policy tcp_bypass_policy outside

!-—-- NAT configuration

ASA2 (config) #object network obj-10.1.1.0

ASA2 (config-network-object) #subnet 10.1.1.0 255.255.255.0
ASAl (config-network-object) #nat (inside,outside) static 192.168.1.0
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ASA (config) #access-1list tcp_bypass extended permit tcp 192.168.2.0 255.255.255.0
192.168.1.0 255.255.255.0
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BAIBEHICFERENET, F: COBITERTS VT AN Y 7 lktcp_bypassTY,

ASA (config) #class-map tcp_bypass

3. match parameter 1N > RZAHDL T, V9FANY S ICHETDIRS T4V IV EEELET
o EZASRIVI—TL—LD—0FERATIHEEE. IJTAYY TERETE— RTmatch
access-list AN REFEAHL., 7023 ZBRAITBINZ 714V IOQORBNCTIOEAJVARN
EHEALET. RICCOREDHERLET,

ASA (config) #class-map tcp_bypass
ASA (config-cmap) #match access-list tcp_bypass

3 :tcp_bypassitk, COBITHEHAENTVWERT7IEAVARNDBIEITY ., IRONZ T 1Y
VEEETDHEDOFMIOWVWTIK, TCLIZEAL £Cisco ASA 55002 1) —X 1> 7 1 F
IL—2T2HAR82 D TRST 1Y ODEE (LA V3405XTY 7 ), Bo>ay
BSBRBLTLSEZL,

4. policy-map name 1N > RZAAZL T, RUS—IX YT ZEBMTBH, BELEIFTAIY
TRITAVIICRUTRITIRTIAVERET DRI —IVT (TTICFELETS
) Z#mE L £9 ., Modular Policy FrameworkZ A9 %Ealk. JO0—-N)ILA>714F2L
—> 32— R Tpolicy-mapAN > R(type¥F—T— R L)ZFEAL T, LA V34U0FAX
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AVEBYYYYHEYYET, ROFITE, RU>— XY 7 F tep_bypass_policy TT s

ASA (config-cmap) #policy-map tcp_bypass_policy

5. R L 120 Z AR Y 7 (tep_bypass)&R') > — ¥ 7' (tcp_bypass_policy) \ZEIY) T3 /=&
IOTARY TN TAV DT OV REN)ETBENTEDLSIC, RUD—T Y
THREE—RTclassAN RZEAHDLET, COBITE. 9T AT Y T l&tcp_bypassTF

o

ASA (config-cmap) #policy-map tcp_bypass_policy
ASA (config-pmap) #class tcp_bypass

6. TCPIREENA NAMEZEBMICTDICE, U5 ARRETE— K Tset connection advanced-
options tcp-state-bypass AN RZAHDLET, COONY REN—232 82(1) AhS5EA
TEhELE, 92AREET—RE. XROBIZRTKDIZ, RUS—FYITREE—RHLS
TOEATEET,

ASA (config-cmap) #policy-map tcp_bypass_policy
ASA (config-pmap) #class tcp_bypass
ASA (config-pmap-c) #set connection advanced-options tcp-state-bypass

7. service-policy policymap name [ global | interface inff ] ANX > REFEHALTWVWET, NN
VRE, JO-=/NN)NO>714F2L—>32F—RT, INTODAR—TIA AL
ROAVRER—TIAATRIS—X Y7 %20O0-NIVICTFOT17HLET, Y —EA R
) —&F4E—7I)ICTBICE. COOX RO no EREFEAL £T. service-policy]
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Rik, RUZ—I VT EZIXNTOAE—T ITAAICHEAL, intefface¥—7—R&, RV
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ASA (config-pmap-c) #service-policy tcp_bypass_policy inside
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ASA (config) #same-security-traffic permit intra-interface

ASADTCPIREE/N A N AHBEDREH ZIRICRLEXT,

I -—— Configure the access 1list to specify the TCP traffic
!-—— that needs to bypass inspection to improve the performance.

ASA (config) #access-1list tcp_bypass extended permit tcp 192.168.2.0 255.255.255.0
192.168.1.0 255.255.255.0

!-—— Configure the class map and specify the match parameter for the
I-—— class map to match the interesting traffic.

ASA (config) #class-map tcp_bypass
ASA (config-cmap) #description "TCP traffic that bypasses stateful firewall"

ASA (config-cmap) #match access-list tcp_bypass

!-—— Configure the policy map and specify the class map
!-—- inside this policy map for the class map.

ASA (config-cmap) #policy-map tcp_bypass_policy
ASA (config-pmap) #class tcp_bypass

I-—- Use the set connection advanced-options tcp-state-bypass
l-—- command in order to enable TCP state bypass feature.

ASA (config-pmap-c) #set connection advanced-options tcp-state-bypass

! -—- Use the service-policy policymap name [ global | interface intf ]

!-—- command in global configuration mode in order to activate a policy map
l-—-- globally on all interfaces or on a targeted interface.

ASA (config-pmap-c) #service-policy tcp_bypass_policy inside

l--- Permit same security level traffic on the ASA to support U-turning

ASA (config) #same-security-traffic permit intra-interface

Enter the show conn IX > RZHITL T, 7T 1 7 BTCPE LV UDPEHROIE, TEXETEL

BATDEHZICEITZIBRERTLET, BEShEELGZA T OEGREZRTTDICE.
show conn $$#EEXECE— RTIOV> REHETLET,

E:ZOONUREEIPVA EIPV6E DT RLAZHR—KNLET, TCPIREE/N 1 /N A g%
FERAT2ELEICKHLULTRRENDHEOICE., 75 T7bFEFENET,

RICH BB ZRLUET,

ASA (config)show conn
1 in use, 3 most used
TCP tcp 10.1.1.1:49525 tcp 172.16.1.1:21, idle 0:01:10, bytes 230, flags b
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%PIX|ASA-4-313004:Denied ICMP type=icmp_type, from source_address oninterface
interface_name to dest_address:no matching session

Internet Control Message Protocol ( ICMP ; 4 > 2—% Y NI X vy =703 ) NT Y
ME, AT—BFZ7LICMPH#EEICE > TEMENEEFIVTAFIVIDLEHIZ, ASAICK2T
ROYFTENET, BER. BMEII—ERNASAICEE N TVEVICMPII—END.
ASATIREBIETNTVWSTCP, UDP, FERKICMPEY > a2 ICBEELBZWVICMPIS—XY+
—SOEBE5HTT,

ASAlE, COMBEZEBMICTERV (2FVY., BET—7ILORAT3DICMPUR—2"T 2 K
EFIVITSD) o, TCPRENANAKENBMICE>TWEEETE, coOJx2XRRL
£Y, L, TCPRENANABBERFEEICBELET,

CNESDOXY E—IHFRRENABZVRSICTRICR, ROONREZAHDLET,

hostname (config) #no logging message 313004
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