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CLIICKRBDNTY RN FY¥YTFYOERE
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1. XY RND—IOBATITSALAIZRTEDIC, ELWIPZPRLARAEEFIVFALARILTAHIRA
R—TIAAREATA O R—T IA AZKRELEFT,

2NTY N FYy7FY JOLAERABTSICIE, 451 EXEC E— R T capture AN R%ZfE
ALET, COREHTE, capin EVSBFIOF ¥ I F YN EREINET, ThEAIBA
JR—=TIALAANAVRL, IRORNZ T4V IE—HBITBDNTYNOIENFYTFvE
NBKSIC match F—J—RZEELE T,

<{froot>
ASA#

capture capin interface inside match ip 192.168. 10. 10 255. 255. 255. 255



203. 0. 113. 3 255. 255. 255. 255

3. [A#KIC, capout EVSBFINF ¥ 7 FrE2ERLET, ThEABA O EZ—T T4 AICN
AVRL, IRORNZTAVOE—HITBINTY NOARNF¥TFr¥EhadLSIC match
F—D)—REREELET,

<{froot>
ASA#

capture capout interface outside match ip 192.168.10. 10 255. 255. 255. 255
203. 0. 113. 3 255. 255. 255. 255

ST, ASAF AV B—TILAMORT 7499 JO—OF v 7F v 2BHLET, &
NERATE, FYTFvEEFELETSICE, nocapture IX Y RICKETTHF Y T7FrBZAD
LET,

UL T—ROBIERDOESVTT,

<ttroot>

no capture capin interface inside
no capture capout interface outside

ASA L THERTIEEBRF Y TF v 247
CCTlk, ASA L CHERTREBETRETERRATOF Y 7FrICOVWTHBALET,
- asa_dataplane : ASA ENY O TL—2ZFERATHET1—) (ASACX X IPSEZ1—
LBE)DEZBBIBDASANY DT L—2ETNTYRZEFYTFYLET,

<#froot>
ASA#

cap asa_datapl ace interface asa_dat apl ane

ASA#

show capture

capture asa_datapl ace type rawdata interface asa_datapl ane [Capturing - O bytes]

« asp-drop drop-code : BEEF1VTF 1 NATHEBEENBNT Y NEF Y TFYLET,



drop-code &, BEEF1VFT 1 NATHEEIND RS TV IDRATRIBELE T,

<#froot>
ASA#

capture asp-drop type asp-drop acl-drop

ASA#

show cap

ASA#

show capture asp-drop

2 packets captured
1: 04:12:10.428093

Flow is denied by configured rule
2: 04:12:12.427330

Flow is denied by configured rule
2 packets shown

ASA#

show capture asp-drop

2 packets captured
1: 04:12:10.428093

Flow is denied by configured rule
2: 04:12:12.427330

Flow is denied by configured rule
2 packets shown

192.168.10.10.34327 >
2669456341:2669456341(0) win 4128 <mss 536>

192.168.10.10.34327 >
2669456341:2669456341(0) win 4128 <mss 536>

192.168.10.10.34327 >
2669456341:2669456341(0) win 4128 <mss 536>

192.168.10.10.34327 >
2669456341:2669456341(0) win 4128 <mss 536>

10.94.0.51.15868: S
Drop-reason: (acl-drop)

10.94.0.51.15868: S
Drop-reason: (acl-drop)

10.94.0.51.15868: S
Drop-reason: (acl-drop)

10.94.0.51.15868: S
Drop-reason: (acl-drop)

- ethernet-typetype : F¥Y7F Y FTBA—HXY N ZATZBRLET, Y R—FhEhd A
—H XY NZA T2, 8021Q, ARP, IP, IP6, LACP., PPPOED, PPPOES, RARP,

VLANBEA BV ET,

COPITE. ARP RZ 74V IDFY¥TF Y HEZRLET,

<{froot>
ASA#

cap arp ethernet-type ?



exec mode commands/options:
802.1Q
<0-65535> Ethernet type
arp
ip
ip6
pppoed

pppoes
rarp
vlan

cap arp ethernet-type arp interface inside

ASA#

show cap arp

22 packets captured

1: 05:32:52.119485 arp who-has 10.10.3.13 tell 10.10.3.12

2. 05:32:52.481862 arp who-has 192.168. 10. 123 tell 192.168.100.100
3. 05:32:52.481878 arp who-has 192.168.10.50 tell 192.168.100.10
4: 05:32:53.409723 arp who-has 10.106.44.135 tell 10.106.44.244
5: 05:32:53.772085 arp who-has 10.106.44.108 tell 10.106.44.248
6: 05:32:54.782429 arp who-has 10.106.44.135 tell 10.106.44.244
7: 05:32:54.784695 arp who-has 10.106.44.1 tell XX.XX.XX.XXX:

« real-time : F Y7 FYENENTYREUTLZALTERBRRILET, UTPILRALN
TYNFYTFYEEKRTIDIIE, CrI+CF—%2HLET, FY7FrEZTLICHIKRTS
Ik, COOX RO no ERXZFEALET,

s COFATZAUIE, clusterexeccapture AN RZFATR EERFHR—KrEhEL A,

<{froot>
ASA#

cap capin interface inside real-tine

WArning: using this option with a sl ow consol e connection nay
result in an excessive anobunt of non-di spl ayed packets
due to performance limtations.

Use ctrl-c to terminate real-time capture

e« Trace : ASANTY N RL—HHBEELRKEIC, FYTFrEani/NTY NZ2EBHFLET,



<{froot>
ASA#

cap in interface Whbserver trace nmatch tcp any any eq 80

/!l Initiate Traffic

1: 07:11:54.670299 192.168.10.10.49498 > 198.51.100.88.80: S
2322784363:2322784363(0) win 8192
<mss 1460,nop,wscale 2,nop,nop,sackOK>

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: ROUTE-LOOKUP
Subtype: 1input
Result: ALLOW

Config:

Additional Information:

in 0.0.0.0 0.0.0.0 outside
Phase: 4

Type: ACCESS-LIST

Subtype: Tog

Result: ALLOW

Config:

access-group any in interface inside

access-1list any extended permit ip any4 any4 log
Additional Information:

Phase: 5

Type: NAT

Subtype:

Result: ALLOW

Config:

object network obj-10.0.0.0

nat (inside,outside) dynamic interface

Additional Information:

Dynamic translate 192.168.10.10/49498 to 203.0.113.2/49498



Phase: 6

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 7

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 8

Type:

Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 9

Type: ESTABLISHED
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 10

Type:

Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 11

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 12

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 13

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 41134, packet dispatched to next module

Phase: 14

Type: ROUTE-LOOKUP

Subtype: output and adjacency
Result: ALLOW

Config:



S

Additional Information:

found next-hop 203.0.113.1 using egress ifc outside
adjacency Active

next-hop mac address 0007.7d54.1300 hits 3170

Result:

output-interface: outside
output-status: up
output-Tine-status: up
Action: allow

EASA9.10+TlE, anyF¥—T— RFipvd7 RLAZFEONT Y MDAKEFYTFYLEY
o any6F—TJ—RF, IXTDip6 7 RLADKNZT 74V O FYTFYLET,

chslE. NUY NEFY TS FY TR ETCEZRIESERSRETT,

REFECOVWTE, AR RUTZFLAAA REZSRLTLSEE W,

VAN

ikevi/ikev2 : 4 VB —%Y N F— ITVARFIVI N—23>2 1 (IKEV1 ) £ IKEV2 7
ORJLBEHROAEFYTFYLET,

isakmp : VPN $##Z#%(C B89 % Internet Security Association and Key Management

Protocol (ISAKMP ) RS 74 Y O %&F ¥ 7F Y LET, ISAKMP 47 AT Alk, LiuE
ZAROANICTVEATEERREA, CcOFYTF vk, PCAP/ N—H—ZFHEESED-HIC
Y, IP, BRVPUDP OEBZ 1 DICEFEHLERUF Y TF ¥ T9, cOET PRLAR
SAXRASEHSEBEN, PLAYICRTFENET,

lacp : Link Aggregation Control Protocol (LACP ) RS 714 v 0&F ¥ 7Fv¥LET, FRE
TNhTVWRBER. 13— T IAMABRYMEBAVRX—TIAAETT, chnld,
EtherchannelZ A L TLACPORENEEZRET D EEICEMNTT,

tls-proxy : 1 D ED A > Z—7T I A4 A LT Transport Layer Security ( TLS ) Z7OF > H 5
NDESENLEBET —RERBET—REXFYTFYLET,

webvpn : $FED WebVPN #Z#: (B9 % WebVPN F—XZF v 7F v LET,

ngmww#vffvﬁﬁﬁtvét EXIAVFATTSATAONT #A—=X A
CHELET, NZTND21—TFTAVITIBERFYTFY 774N E2ER LS, 4T
CFVYTFAEEPICLTLSEE,

T7 ALK

ASASATLDT 7 AN NEZUTICRLET,

FIAINOEATE O—F—2R T,
F7AINNONY T 7 YL XIE 512KB T,



s FT7FILNDA—BRY KN BZATREIPNTYRTT,
s TF7AILNONTY FRIF 1,518 /N1 KT,

FYTFrYENENTY ROXRTR
ASA
FYTFYENENTY NERRTDICIE, showcapture IX Y RICIETTF Y T7FrBEAD

LET, CCTR, FY¥7FY NYT7ORED show ANV ROEIZERLET, show
capture capin X > Ri&, capin EVSBROF Y 7F+¥ NV T 7OHRBERTLET,

<tfroot>
ASA#

show cap capin

8 packets captured

1: 03:24:35.526812 192.168.10.10 > 203.0.113.3: 1icmp: echo request
2: 03:24:35.527224 203.0.113.3 > 192.168.10.10: 1icmp: echo reply
3: 03:24:35.528247 192.168.10.10 > 203.0.113.3: icmp: echo request
4: 03:24:35.528582 203.0.113.3 > 192.168.10.10: icmp: echo reply
5: 03:24:35.529345 192.168.10.10 > 203.0.113.3: icmp: echo request
6: 03:24:35.529681 203.0.113.3 > 192.168.10.10: icmp: echo reply
7: 03:24:57.440162 192.168.10.10 > 203.0.113.3: 1icmp: echo request
8: 03:24:57.440757 203.0.113.3 > 192.168.10.10: icmp: echo reply

show capture capout AN > Ri&, capout EVSBHIDF Y 7F+ NV T 7OHRBRZRRLET

o

<{froot>
ASA#

show cap capout

8 packets captured

1: 03:24:35.526843 192.168.10.10 > 203.0.113.3: 1icmp: echo request
2: 03:24:35.527179 203.0.113.3 > 192.168.10.10: 1icmp: echo reply
3: 03:24:35.528262 192.168.10.10 > 203.0.113.3: 1icmp: echo request
4: 03:24:35.528567 203.0.113.3 > 192.168.10.10: 1icmp: echo reply
5: 03:24:35.529361 192.168.10.10 > 203.0.113.3: 1icmp: echo request
6: 03:24:35.529666 203.0.113.3 > 192.168.10.10: 1icmp: echo reply
7: 03:24:47.014098 203.0.113.3 > 203.0.113.2: icmp: echo request
8: 03:24:47.014510 203.0.113.2 > 203.0.113.3: icmp: echo reply
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1. BE)E

https://<ip of asa>/admin/capture/<capture name>/pcap

HoWBRTZUVHTHATEEXT

p B> N:pcapF—"T— REEBEL I=3B S &, show capture <cap_name>1N > ROE L ERE
BRoHEALALBEShERA,

1. F v 7FvEZAIO—RTBITIE, copycapture AN REMBELR T 7/ )EEE7ONT
LEAALET,

copy /pcap capture:<capture-name> tftp://<server-ip-address>

PV Ty R I F v EBRALCEEE NS TS 1—F AT TBEAR. 4TS
LA DEDCF v TF v 2LV O—RTBEEBBOLET,

FYTFYDOIOUT

FYTFY NV TT7EIITITBICIE. clear capture <capture-name> AN RZADLF T,

<#root>
ASA#

show capture

capture capin type rawdata interface inside [Capturing - 8190 bytes]
match icnp any any

capture capout type rawdata interface outside [Capturing - 11440 bytes]
match icnp any any

ASA#H

cl ear cap capin

ASA#H

cl ear cap capout

ASA#H


https://%3Cip_of_asa%3E/admin/capture/%3Ccapture_name%3E/pcap

show capture

capture capin type rawdata interface inside [Capturing - O bytes]
match icnp any any

capture capout type rawdata interface outside [Capturing - 0 bytes]
match icnp any any

IRTOFYTFYONY T77E2IDFTTBICIE, clearcapture /all DX REAHDLE T,

<tfroot>
ASAH#

cl ear capture /all

FYTFYnEL

ASA LTHF v FryE2ELETBIH—OFZEEF. XOON REFEALTELICEMICTSZHZET
9,

no capture <capture-name>

TERE
BE. CORECHEATE SRRTIERS I EL A,
NZ7IL2a1—b

REDECS, COREICHIDBEORNT TN 1—TFT1VI0BREHYEEA,



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



