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TORFIOON=2322(KEV2)DOTFNY TICDOWTEHBALET,

BIRRA
4
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o BEBHRORY ND—IUTR., FEONVRIEL>TRIDAREMI HD2EEZ +OoEIEL T
ZEW,

FxEE

IKEV2TEREhDNTY MXBTOLAR, IKEVITERAEZNDEDOERFBEANICERYET,
IKEVIT:, 620ONTY NTEREND 7 T —X1RHE, 32ONTY NTEBHENDT7I—X
2RBARBICKBIENTVERT, IKEV2RIBIFAETT,

EN :NTYRKRBT7OCLAOHEESEHBOFMICOVWTIE, FIKEV2NT Y NRBEH
FCZORINNLRILTFNY Ty #5BLTLEEL,

FEALEF/NY ST

RD2DOTNY TJRIKEV2IZERAENET,

debug crypto ikev2 protocol 127
debug crypto ikev2 platform 127

ASA DERTE
OtV a> Tk, ASA1 ( BEMR ) EASA2 ( BEAl ) OREFERLET,

ASA1

interface GigabitEthernet0/0
nameif outside

security-level 0

ip address 10.0.0.1 255.255.255.0

interface GigabitEthernet0/2

nameif inside

security-level 100

ip address 192.168.1.2 255.255.255.0

crypto ipsec ikev2 ipsec-proposal AES256
protocol esp encryption aes-256
protocol esp integrity sha-1 mdb

access-1list 121_1list extended permit ip host 192.168.1.1
host 192.168.2.99

access-1list 121_1list extended permit ip host 192.168.1.12
host 192.168.2.99

crypto map outside_map 1 match address 121_1list

crypto map outside_map 1 set peer 10.0.0.2

crypto map outside_map 1 set ikev2 ipsec-proposal AES256
crypto map outside_map interface outside

crypto ikev2 policy 1
encryption aes-256
integrity sha


https://www.cisco.com/c/ja_jp/support/docs/security-vpn/ipsec-negotiation-ike-protocols/115936-understanding-ikev2-packet-exch-debug.html
https://www.cisco.com/c/ja_jp/support/docs/security-vpn/ipsec-negotiation-ike-protocols/115936-understanding-ikev2-packet-exch-debug.html

group 2
prf sha
lifetime seconds 86400

crypto ikev2 enable outside

tunnel-group 10.0.0.2 type ipsec-121
tunnel-group 10.0.0.2 ipsec-attributes

ikev2 remote-authentication pre-shared-key *****
ikev2 local-authentication pre-shared-key *****

ASA2

interface GigabitEthernet0/1
nameif outside

security-level 0

ip address 10.0.0.2 255.255.255.0

interface GigabitEthernet0/2

nameif inside

security-level 100

ip address 192.168.2.1 255.255.255.0

crypto ipsec ikev2 ipsec-proposal AES256
protocol esp encryption aes-256
protocol esp integrity sha-1 mdb

access-1list 121_1list extended permit ip host 192.168.2.99
host 192.168.1.1

access-1list 121_1list extended permit ip host 192.168.2.99
host 192.168.1.12

crypto map outside_map 1 match address 121_1list

crypto map outside_map 1 set peer 10.0.0.1

crypto map outside_map 1 set ikev2 ipsec-proposal AES256
crypto map outside_map interface outside

crypto ikev2 policy 1
encryption aes-256
integrity sha

group 2

prf sha

lifetime seconds 86400

crypto ikev2 enable outside

tunnel-group 10.0.0.1 type ipsec-121
tunnel-group 10.0.0.1 ipsec-attributes

ikev2 remote-authentication pre-shared-key *****
ikev2 local-authentication pre-shared-key *****

FINY Y

ZOEITaTTH, ASAT (RER ) EASA2 (BER) O RV RILZIAII—3arBLUF
EFIYFATIII—SaV(SADTFNYTEXYE—SOHAICOVTHBALET,

XL XIS TI—-23>

ASA1F. ETASA10.0.0208S5{L7 oA NO—ILUANACLIC—HTEINTY NEF
EL. SAOERZRIBLET,



IKEv2-PLAT-3: attempting to find tunnel
group for IP: 10.0.0.2
IKEV2-PLAT-3: mapped to tunnel group 10.0.0.2
using peer IP
IKEV2-PLAT-3: my_ auth_method = 2
IKEV2-PLAT-3: supported_peers_auth method = 2
IKEv2-PLAT-3: P1 ID = 0
IKEV2-PLAT-3: Translating IKE_ID_AUTO to = 255
IKEv2-PLAT-3: (16) tp_name set to:
IKEv2-PLAT-3: (16) tg_name set to: 10.0.0.2
IKEv2-PLAT-3: (16) tunn grp type set to: L2L
IKEV2-PLAT-5: New ikev2 sa request admitted
IKEv2-PLAT-5: Incrementing outgoing negotiating
sa count by one

EEETNZIAYE—D0BYIORTIFIKE_ SAINITRIBOEHDDENTT, ChoOXYyE—2
. BEATIIVXLAZZII—KNL, 72 RAERML, Diffie-Hellman(DH)R#t &2 R1TL &
E

ASAMICEEETBAREZXRICRLET,

crypto ikev2
policy 1
encryption
aes-256
integrity sha
group 2
prf sha
lifetime seconds
86400
crypto ikev2
enable
outside

Tunnel Group
matching the
identity name
s present:

tunnel-group
10.0.0.2
type ipsec-121
tunnel-group
10.0.0.2
ipsec-attributes
ikev2
remote-
authentication
pre-shared-key
* Kk k k)
ikev2
local-
authentication
pre-shared-key

* Kk Kk kk

CORBOTINY THAZERICRLUERT,

IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=0000000000000000 (I)



MsgID = 00000000 CurState: IDLE Event: EV_INIT_SA
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=0000000000000000 (TI)
MsgID = 00000000 CurState: I_BLD_INIT
Event: EV_GET_IKE_POLICY
IKEv2-PROTO-3: (16): Getting configured policies
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=0000000000000000
(I) MsgID = 00000000 CurState: I_BLD_INIT
Event: EV_SET_ POLICY
IKEv2-PROTO-3: (16): Setting configured policies
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=0000000000000000 (TI)
MsgID = 00000000 CurState: I_BLD_INIT
Event: EV_CHK_AUTH4PKI
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=0000000000000000 (I)
MsgID = 00000000 CurState: I_BLD_INIT
Event: EV_GEN_DH_KEY
IKEv2-PROTO-3: (16): Computing DH public key
IKEv2-PROTO-3: (16):
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=0000000000000000 (I)
MsgID = 00000000 CurState: I_BLD_INIT
Event: EV_NO_EVENT
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=0000000000000000 (I)
MsgID = 00000000 CurState: I_BLD_INIT
Event: EV_OK_RECD_DH_PUBKEY_RESP
IKEv2-PROTO-5: (16): Action: Action_Null
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=0000000000000000 (TI)
MsgID = 00000000 CurState: I_BLD_INIT
Event: EV_GET_CONFIG_MODE
IKEv2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958

WIZ, ASATRIKE_INIT_ SANT Y REZBELET, CONTYRNIRRODEDHNEEFNET,

ISAKMPA Y &' — ( SPIIN—>321757)

SAM(IKEA Z> T —2AYR—NIRIESHTILTIKXL)

. KEi ( %{ERMODHABF—1& )

N(AZYI—2F>VR)

R_SPI=0000000000000000 (I) MsgID = 00000000
CurState: I_BLD_INIT Event: EV_BLD_MSG
IKEv2-PROTO-2: (16): Sending initial message
IKEv2-PROTO-3: Tx [L 10.0.0.1:500/R 10.0.0.2:500/VRF 1i0:£0]
m_id: 0x0
IKEvV2-PROTO-3: HDR[1:DFA3B583A4369958 -
r: 0000000000000000]
IKEv2-PROTO-4: IKEV2 HDR ispi: DFA3B583A4369958 -
rspi: 0000000000000000
IKEv2-PROTO-4: Next payload: SA, version: 2.0
IKEv2-PROTO-4: Exchange type: IKE_SA_INIT,
flags: INITIATOR
IKEvV2-PROTO-4: Message id: 0x0, length: 338
SA Next payload: KE, reserved: 0x0,
length: 48



IKEvV2-PROTO-4: last proposal: 0x0, reserved: 0x0,
length: 44 Proposal: 1, Protocol id: IKE,
SPI size: 0, #trans: 4

IKEv2-PROTO-4: last transform: 0x3, reserved: 0x0:
length: 12 type: 1, reserved: 0x0, id: AES-CBC
IKEv2-PROTO-4: last transform: 0x3, reserved: 0x0:
length: 8 type: 2, reserved: 0x0, id: SHAL
IKEv2-PROTO-4: last transform: 0x3, reserved: 0x0:
length: 8 type: 3, reserved: 0x0, id: SHA96
IKEv2-PROTO-4: last transform: 0x0, reserved: 0x0:

length: 8 type: 4, reserved: 0x0,
id: DH_GROUP_1024_MODP/Group 2
KE Next payload: N, reserved: 0x0,
length: 136
DH group: 2, Reserved: 0x0
19 65 43 45 d2 72 a7 11 b8 a4 93 3f 44 95 6c b8
6d 5a f0 £8 1f f3 d4 b9 ff 41 7b 04 13 90 82 cf
34 2e 74 e3 03 6e 9e 00 88 80 5d 86 2c 4c 79 35
ee e6 98 91 89 f3 48 83 75 09 02 f1 3c bl 7f £5
be 05 f1 fa 7e 8a 4c 43 eb a9 2c 3a 47 c0 68 40
f5 dd 02 9d a5 b5 a2 a6 90 64 95 fc 57 b5 69 e8
b2 4f 8e £2 a5 05 e3 c¢7 17 £9 c0 e0 c8 3e 91 ed
cl 09 23 3e e5 09 4f be la 6a d4 d9 fb 65 44 1d
N Next payload: VID, reserved: 0x0,

length: 24
84 8b 80 c2 52 6¢c 4f ¢7 £8 08 b8 ed! 52 af a2 f4
ds5 dd d4 f4
VID Next payload: VID, reserved: 0x0,
length: 23

43 49 53 43 4f 2d 44 45 4c 45 54 45 2d 52 45 41
53 4f 4de
VID Next payload: VID, reserved: 0x0, length: 59

43 49 53 43 4f 28 43 4f 50 59 52 49 47 48 54 29
26 43 6f 70 79 72 69 67 68 74 20 28 63 29 20 32
30 30 39 20 43 69 73 63 6f 20 53 79 73 74 65 64
73 2c 20 49 6e 63 2e

VID Next payload: NONE, reserved: 0x0, length: 20
40 48 b7 6e bc e8 85 25 e7 de 7f 00 d6 c2 d3

IRIZ . IKE_INIT_SANT Y RAASAIC KR D THEBENE T,

IKEv2-PLAT-4: SENT PKT [IKE_SA_INIT]
[10.0.0.1]1:500->[10.0.0.2]:500

ASA2(FIKEV_INIT SANTY N ZZELET,

IKEv2-PLAT-4: RECV PKT [IKE_SA_ INIT]
[10.0.0.1]1:500->[10.0.0.2]1:500
InitSPI=0xdfa3b583a4369958 RespSPI=0x0000000000000000
MID=00000000

ASA2lF. ZOET OSAERZRBLET,

IKEv2-PROTO-3: Rx [L 10.0.0.2:500/R
10.0.0.1:500/VRF 10:£0] m_id: 0x0

IKEvV2-PROTO-3: HDR[1:DFA3B583A4369958 -
r: 0000000000000000]

IKEv2-PROTO-4: IKEV2 HDR ispi: DFA3B583A4369958 -
rspi: 0000000000000000



IKEv2-PROTO-4: Next payload: SA, version: 2.0
IKEvV2-PROTO-4: Exchange type: IKE_SA_INIT,
flags: INITIATOR
IKEvV2-PROTO-4: Message id: 0x0, length: 338
IKEV2-PLAT-5: New ikev2 sa request admitted
IKEv2-PLAT-5: Incrementing incoming negotiating
sa count by one
SA Next payload: KE, reserved: 0x0, length: 48
IKEv2-PROTO-4: last proposal: 0x0, reserved: 0x0,
length: 44 Proposal: 1, Protocol id: IKE, SPI size: O,
#trans: 4

IKEv2-PROTO-4: last transform: 0x3, reserved: 0x0:
length: 12 type: 1, reserved: 0x0, id: AES-CBC
IKEv2-PROTO-4: last transform: 0x3, reserved: 0x0:
length: 8 type: 2, reserved: 0x0, id: SHAL
IKEv2-PROTO-4: last transform: 0x3, reserved: 0x0:
length: 8 type: 3, reserved: 0x0, id: SHA96
IKEv2-PROTO-4: last transform: 0x0, reserved: 0x0:

length: 8 type: 4, reserved: 0x0,
id: DH_GROUP_1024_MODP/Group 2
KE Next payload: N, reserved: 0x0, length: 136
DH group: 2, Reserved: 0x0
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000000 CurState: IDLE
Event: EV_RECV_INIT
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)

ASA2IFXIKE_INITX Y £— %#HEEL TAELET,
1. ASAMAIRETEIHEEAMN—RNZERBIRLET,
2. MBODHMWZEFX—%Z5TE TS

3. ZDIKESARADINTF—NEHTELS SKEYID DEZFELEFT, RICEFENDT
NTOAYE—DOAYE—ZRSIXNTOXY E—DHFESLEh, VAT hET, BS
LEBEMHORBICEAET DT, SKEYIDA SBHEh, ROKSICHEFIET,

SK eFBESLICERAEThET,
SK ald, RELICEAEhET,

SK d Fit#ieh, 5(C CHILD SA DF—DOHBOEHICERAENET, SK e & SK a
&, FRZEICHICEHEENET,
ASA2ICBET B REZXRICRLET,

crypto ikev2
policy 1
encryption
aes-256
integrity sha
group 2
prf sha
lifetime seconds
86400
crypto ikev2
enable



outside

Tunnel Group
matching the
identity name
is present:

tunnel-group
10.0.0.1
type ipsec-121

tunnel-group
10.0.0.1
ipsec-
attributes

ikev2 remote-
authentication
pre-shared-key
* k kK x

ikev2 local-
authentication
pre-shared-key

* Kk k kK

TNV THIERICRLET,

MsgID = 00000000 CurState: R_INIT Event: EV_VERIFY_MSG
IKEvV2-PROTO-3: (16): Verify SA init message
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000000 CurState: R_INIT Event: EV_INSERT_SA
IKEv2-PROTO-3: (16): Insert SA
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000000 CurState: R_INIT
Event: EV_GET_TIKE_POLICY
IKEvV2-PROTO-3: (16): Getting configured policies
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000000 CurState: R_INIT Event:EV_PROC_MSG
IKEV2-PROTO-2: (16): Processing initial message
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000000 CurState: R_INIT
Event: EV_DETECT_NAT
IKEv2-PROTO-3: (16): Process NAT discovery notify
IKEv2-PROTO-5: (16): No NAT found
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000000 CurState: R_INIT
Event: EV_CHK_CONFIG_MODE
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000000 CurState: R_BLD_INIT
Event: EV_SET_POLICY
IKEvV2-PROTO-3: (16): Setting configured policies
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000000 CurState: R_BLD_INIT
Event: EV_CHK_AUTH4PKI
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000000 CurState: R_BLD_INIT
Event: EV_PKI_SESH OPEN



IKEv2-PROTO-3: (16): Opening a PKI session
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000000 CurState: R_BLD_INIT
Event: EV_GEN_DH_KEY
IKEv2-PROTO-3: (16): Computing DH public key
IKEv2-PROTO-3: (1l6):
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000000 CurState: R_BLD_INIT
Event: EV_NO_EVENT
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000000 CurState: R_BLD_INIT
Event: EV_OK_RECD_DH_PUBKEY_RESP
IKEv2-PROTO-5: (16): Action: Action_Null
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000000 CurState: R_BLD_INIT
Event: EV_GEN_DH_SECRET
IKEv2-PROTO-3: (16): Computing DH secret key
IKEv2-PROTO-3: (16):
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000000 CurState: R_BLD_INIT
Event: EV_NO_EVENT
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000000 CurState: R_BLD_INIT
Event: EV_OK_RECD_DH_SECRET_RESP
IKEv2-PROTO-5: (16): Action: Action_Null
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958_SPI=27C943C13FD94665 (R)
MsgID = 00000000 CurState: R_BLD_INIT
Event: EV_GEN_SKEYID
IKEv2-PROTO-3: (16): Generate skeyid
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000000 CurState: R_BLD_INIT
Event: EV_GET_CONFIG_MODE
IKEv2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (R) MsgID = 00000000
CurState: R_BLD_INIT Event: EV_BLD_MSG

ASA2(F. ASA1H"ZETBIKE_SALINITRIBORBERAX Y E—J ZERLET. cONT Y MC
FRAEENET,

- ISAKMP AY & — (SPI, IS\—>a>, 757)
- SAM(IKEL AR A NIRRT BEFTILTIX L)
- KEr ( 5% fl) DH 2B%—01E )

- BERAOFURA
FNYITHIZERICRLET,

IKEv2-PROTO-2: (16): Sending initial message

IKEvV2-PROTO-3: IKE Proposal: 1, SPI size: 0
(initial negotiation),

Num. transforms: 4



AES-CBC SHAl1l SHA96 DH_GROUP_1024_MODP/Group 2

IKEv2-PROTO-5: Construct Vendor Specific Payload:

FRAGMENTATIONIKEvV2-PROTO-3:

Tx [L 10.0.0.2:500/R 10.0.0.1:500/VRF i0:£f0] m_id: 0xO0
IKEv2-PROTO-3: HDR[1:DFA3B583A4369958 - r: 27C943C13FD94665]
IKEv2-PROTO-4: IKEV2 HDR ispi: DFA3B583A4369958 -

rspi: 27C943C13FD94665
IKEv2-PROTO-4: Next payload: SA, version: 2.0
IKEvV2-PROTO-4: Exchange type: IKE_SA_INIT,

flags: RESPONDER MSG-RESPONSE
IKEvV2-PROTO-4: Message id: 0x0, length: 338
SA Next payload: KE, reserved: 0x0, length: 48
IKEv2-PROTO-4: last proposal: 0x0, reserved: 0x0,

length: 44 Proposal: 1, Protocol id: IKE, SPI size: O,

#trans: 4

IKEv2-PROTO-4: last transform: 0x3, reserved: 0x0:
length: 12 type: 1, reserved: 0x0, id: AES-CBC
IKEv2-PROTO-4: last transform: 0x3, reserved: 0x0:
length: 8 type: 2, reserved: 0x0, id: SHAL
IKEv2-PROTO-4: last transform: 0x3, reserved: 0x0:
length: 8 type: 3, reserved: 0x0, id: SHA96
IKEv2-PROTO-4: last transform: 0x0, reserved: 0x0:

length: 8 type: 4, reserved: 0x0,
id: DH_GROUP_1024_MODP/Group 2

KE Next payload: N, reserved: 0x0, length: 136

DH group: 2, Reserved: 0x0

ASA2IFASATICL ARV A XY =T ZEELET,

IKEv2-PLAT-4: SENT PKT [IKE_SA_INIT]
[10.0.0.2]:500->[10.0.0.11:500 InitSPI=0xdfa3b583a4369958
RespSPI=0x27c943c13£fd94665 MID=00000000

ASA1IEASA2H SIKE_SA_INITRENT Y NZZELET,

IKEvV2-PLAT-4: RECV PKT
[IKE_SA_INIT]
[10.0.0.2]1:500->
[10.0.0.171:500
InitSPI=0xdfa3b583a4369958
RespSPI=0x27c943c13£d94665

MID=00000000

ASA2ARBAIZOEAD R AN —ZRHBLET,

IKEv2-PROTO-5: (16):
SM Trace->
SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (R)
MsgID = 00000000
CurState: INIT_DONE
Event: EV_DONE
IKEv2-PROTO-3: (16):
Fragmentation is
enabled
IKEv2-PROTO-3: (16): Cisco
DeleteReason Notify
is enabled



IKEv2-PROTO-3: (16): Complete
SA init exchange
IKEv2-PROTO-5: (16):
SM Trace->
SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (R)
MsgID = 00000000
CurState: INIT_DONE
Event: EV_CHK4_ROLE
IKEv2-PROTO-5: (16):
SM Trace->
SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (R)
MsgID = 00000000

CurState: INIT DONE Event:
EV_START_TMR

IKEv2-PROTO-3: (16): Starting
timer to wait for auth
message (30 sec)

IKEv2-PROTO-5: (16):
SM Trace->
SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (R)
MsgID = 00000000
CurState: R_WAIT_AUTH
Event: EV_NO_EVENT

ASA1 FISEZHEL TRADAEBEZTVERT,
1. REAIDHBBRF—FHEETLET,

2. 4 Z>T—XSKEYIDAERENE T,
TNV THIERICRLET,

IKEv2-PROTO-3: Rx [L 10.0.0.1:500/R 10.0.0.2:500/VRF i0:£0]
m_id: 0x0
IKEv2-PROTO-3: HDR[1:DFA3B583A4369958 - r: 27C943C13FD94665]
IKEv2-PROTO-4: IKEV2 HDR ispi: DFA3B583A4369958 -
rspi: 27C943C13FD94665
IKEV2-PROTO-4: Next payload: SA, version: 2.0
IKEv2-PROTO-4: Exchange type: IKE_SA_INIT,
flags: RESPONDER MSG-RESPONSE
IKEV2-PROTO-4: Message id: 0x0, length: 338

SA Next payload: KE, reserved: 0x0, length: 48

IKEv2-PROTO-4: last proposal: 0x0, reserved: 0x0,
length: 44 Proposal: 1, Protocol id: IKE, SPI size: O,
#trans: 4

IKEv2-PROTO-4: last transform: 0x3, reserved: 0x0:
length: 12 type: 1, reserved: 0x0, id: AES-CBC
IKEv2-PROTO-4: last transform: 0x3, reserved: 0x0:
length: 8 type: 2, reserved: 0x0, id: SHA1l
IKEv2-PROTO-4: last transform: 0x3, reserved: 0x0:
length: 8 type: 3, reserved: 0x0, id: SHA96
IKEv2-PROTO-4: last transform: 0x0, reserved: 0x0:

length: 8 type: 4, reserved: 0x0,
id: DH_GROUP_1024_MODP/Group 2

KE Next payload: N, reserved: 0x0, length: 136
DH group: 2, Reserved: 0x0



IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (I)
MsgID = 00000000 CurState: I_WAIT INIT
Event: EV_RECV_INIT
IKEv2-PROTO-5: (16): Processing initial message
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (I)
MsgID = 00000000 CurState: I_PROC_INIT
Event: EV_CHK4_NOTIFY
IKEv2-PROTO-2: (16): Processing initial message
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (I)
MsgID = 00000000 CurState: I_PROC_INIT
Event: EV_VERIFY_MSG
IKEvV2-PROTO-3: (16): Verify SA init message
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (I)
MsgID = 00000000 CurState: I_PROC_INIT
Event: EV_PROC_MSG
IKEv2-PROTO-2: (16): Processing initial message
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (I)
MsgID = 00000000 CurState: I_PROC_INIT
Event: EV_DETECT_NAT
IKEv2-PROTO-3: (16): Process NAT discovery notify
IKEvV2-PROTO-3: (16): NAT-T is disabled
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (I)
MsgID = 00000000 CurState: I_PROC_INIT
Event: EV_CHK_NAT_ T
IKEv2-PROTO-3: (16): Check NAT discovery
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (I)
MsgID = 00000000 CurState: I_PROC_INIT
Event: EV_CHK_CONFIG_MODE
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (I) MsgID = 00000000
CurState: INIT_DONE Event: EV_GEN_DH_SECRET
IKEv2-PROTO-3: (16): Computing DH secret key
IKEv2-PROTO-3: (16):
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (I) MsgID = 00000000
CurState: INIT_DONE Event: EV_NO_EVENT
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (I) MsgID = 00000000
CurState: INIT_DONE Event: EV_OK_RECD_DH_SECRET_RESP
IKEv2-PROTO-5: (16): Action: Action_Null
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (I) MsgID = 00000000
CurState: INIT_DONE Event: EV_GEN_SKEYID
IKEv2-PROTO-3: (16): Generate skeyid
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (I)
MsgID = 00000000 CurState: INIT_DONE Event: EV_DONE
IKEv2-PROTO-3: (16): Fragmentation is enabled
IKEvV2-PROTO-3: (16): Cisco DeleteReason Notify is enabled

ASABIDIKE_INIT_ SAR#A'ETLEL I,



IKEv2-PROTO-3: (16): Complete SA init exchange

ASA1FIKE_AUTHXR #iZBRL . RAIRAO— ROERZRBLET . IKE_LAUTH NT Y MICIE
RFBENET,

- ISAKMP AY & — (SPI, N\—> 3>, 75%)

- IDi(f Z> I —%ID)

- AUTHR A O— R

-SAI2 (IKEVID 7 I—R2KRS VA7 #—Lty NRBREBKICSAZRHR )

CTSIBRUTSH(AZ I —RBRVPLARYERNT T4 LI R)

ETSIETSrCRE, BESENLENT TV I ZRZEITRLOOREMERSFTAUDEET
TRLAEFEBET RLANZNREAEBEENATVET, COT RLAERERG, BESLTIEE
ANCDBERATHDIINTORTZ T4V IR RILTBDCEZBELERT. BRENFRE
AITRFANARSERRE. B—OTSRAO—RAFRENET,

i, NUH=NTY MNC—3F Bproxy IDRFICKL TRADCHILD_SAKFERE NET,

ASAMICEIETAHREZXRICRLET,

crypto ipsec
ikev2
ipsec-proposal
AES256

protocol esp
encryption
aes-256

protocol esp
integrity
sha-1 md5

access-list
121_1list
extended
permit ip
host 10.0.0.2
host 10.0.0.1

TINY THAZRICRLUET,

IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (I)
MsgID = 00000000 CurState: I_BLD_AUTH Event: EV_GEN_AUTH
IKEv2-PROTO-3: (16): Generate my authentication data
IKEv2-PROTO-3: (16): Use preshared key for id 10.0.0.1,
key len 5
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (I)
MsgID = 00000000 CurState: I_BLD_AUTH
Event: EV_CHK_AUTH_TYPE
IKEv2-PROTO-3: (16): Get my authentication method



IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (I)
MsgID = 00000000 CurState: I_BLD_AUTH
Event: EV_OK_AUTH_GEN
IKEv2-PROTO-3: (16): Check for EAP exchange
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (I)
MsgID = 00000000 CurState: I_BLD_AUTH
Event: EV_SEND_AUTH
IKEvV2-PROTO-2: (16): Sending auth message
IKEvV2-PROTO-5: Construct Vendor Specific Payload:
CISCO-GRANITE
IKEv2-PROTO-3: ESP Proposal: 1, SPI size: 4
(IPSec negotiation),
Num. transforms: 4
AES-CBC SHA96 MD596
IKEv2-PROTO-5: Construct Notify Payload: INITIAL_CONTACT

IKEv2-PROTO-5: Construct Notify Payload: ESP_TFC_NO_SUPPORT

IKEv2-PROTO-5: Construct Notify Payload: NON_FIRST_FRAGS

IKEv2-PROTO-3: (16): Building packet for encryption;
contents are:

VID Next payload: IDi, reserved: 0x0, length: 20

dd a3 b4 83 b7 01 6a 1f 3d b7 84 la 75 e6 83 ab
IDi Next payload: AUTH, reserved: 0x0, length: 12
Id type: IPv4 address, Reserved: 0x0 0x0

47 01 01 01
AUTH Next payload: SA, reserved: 0x0, length: 28
Auth method PSK, reserved: 0x0, reserved 0x0
Auth data&colon; 20 bytes
SA Next payload: TSi, reserved: 0x0, length: 52
IKEv2-PROTO-4: last proposal: 0x0, reserved: 0x0,
length: 48 Proposal: 1, Protocol id: ESP, SPI size: 4,
#trans: 4

IKEv2-PROTO-4: last transform: 0x3, reserved: 0x0:
length: 12 type: 1, reserved: 0x0, id: AES-CBC
IKEv2-PROTO-4: last transform: 0x3, reserved: 0x0:
length: 8 type: 3, reserved: 0x0, id: SHA96
IKEv2-PROTO-4: last transform: 0x3, reserved: 0x0:
length: 8 type: 3, reserved: 0x0, id: MD596
IKEv2-PROTO-4: last transform: 0x0, reserved: 0x0:

length: 8 type: 5, reserved: 0x0, id:

TSi Next payload: TSr, reserved: 0x0, length: 24

Num of TSs: 1, reserved 0x0, reserved 0x0
TS type: TS_IPV4_ADDR_RANGE, proto id: 0, length: 16
start port: 0, end port: 65535
start addr: 192.168.1.1, end addr: 192.168.1.1

TSr Next payload: NOTIFY, reserved: 0x0, length: 24
Num of TSs: 1, reserved 0x0, reserved 0x0
TS type: TS_IPV4_ADDR_RANGE, proto id: 0, length: 16
start port: 0, end port: 65535
start addr: 192.168.2.99, end addr: 192.168.2.99

IKEvV2-PROTO-3: Tx [L 10.0.0.1:500/R 10.0.0.2:500/VRF 1i0:£0]

m_id: 0x1

IKEv2-PROTO-3: HDR[1:DFA3B583A4369958 - r: 27C943C13FD94665]

IKEv2-PROTO-4: IKEV2 HDR ispi: DFA3B583A4369958 -
rspi: 27C943C13FD94665

IKEv2-PROTO-4: Next payload: ENCR, version: 2.0
IKEv2-PROTO-4: Exchange type: IKE_AUTH, flags: INITIATOR
IKEv2-PROTO-4: Message id: 0xl1l, length: 284

ENCR Next payload: VID, reserved: 0x0, length: 256



Encrypted data&colon; 252 bytes

ASA1IFIKE_AUTH/N Y N ZASA2ICEEL R,

IKEv2-PLAT-4: SENT PKT [IKE_AUTH]
[10.0.0.1]1:500->[10.0.0.2]:500
InitSPI=0xdfa3b583a4369958 RespSPI=0x27c943c13£d94665

MID=00000001

ASA2[FASAIN SIXONTY hE2ZELET,

IKEv2-PLAT-4: RECV PKT [IKE_AUTH]
[10.0.0.11:500->[10.0.0.2]:500
InitSPI=0xdfa3b583a4369958 RespSPI=0x27c943c13£d94665

MID=00000001

ASA2BFFFRAIR A N —%2fFIEL . ASAID SEFEL LFRET —X 2B L R T, RIC, ASA1ER
DK< EHRIC, MEOFAT—XEERLET,

ASA2ICEHE T BREZRICRLET,

crypto ipsec
ikev2
ipsec-
proposal
AES256

protocol esp
encryption
aes-256

protocol esp
integrity
sha-1 md5

TINY THNERICRLET,

IKEv2-PROTO-3: Rx [L 10.0.0.2:500/R 10.0.0.1:500/VRF 1i0:£0]
m_id: 0x1
IKEv2-PROTO-3: HDR[1:DFA3B583A4369958 - r: 27C943C13FD94665]
IKEv2-PROTO-4: IKEV2 HDR ispi: DFA3B583A4369958 -
rspi: 27C943C13FD94665
IKEv2-PROTO-4: Next payload: ENCR, version: 2.0
IKEv2-PROTO-4: Exchange type: IKE_AUTH, flags: INITIATOR
IKEvV2-PROTO-4: Message id: 0x1l, length: 284
IKEv2-PROTO-5: (16): Request has mess_id 1;
expected 1 through 1 REAL Decrypted packet:
Data&colon; 216 bytes
IKEvV2-PROTO-5: Parse Vendor Specific Payload: (CUSTOM) VID
Next payload: IDi, reserved: 0x0, length: 20

dd a3 b4 83 b7 01 6a 1f 3d b7 84 la 75 e6 83 ab
IDi Next payload: AUTH, reserved: 0x0, length: 12
Id type: IPv4 address, Reserved: 0x0 0x0

47 01 01 01
AUTH Next payload: SA, reserved: 0x0, length: 28
Auth method PSK, reserved: 0x0, reserved 0x0
Auth data&colon; 20 bytes
SA Next payload: TSi, reserved: 0x0, length: 52
IKEv2-PROTO-4: last proposal: 0x0, reserved: 0x0,
length: 48 Proposal: 1, Protocol id: ESP, SPI size: 4,



#trans: 4

IKEv2-PROTO-4: last transform: 0x3, reserved: 0x0:
length: 12 type: 1, reserved: 0x0, id: AES-CBC
IKEv2-PROTO-4: last transform: 0x3, reserved: 0x0:
length: 8 type: 3, reserved: 0x0, id: SHA96
IKEv2-PROTO-4: last transform: 0x3, reserved: 0x0:
length: 8 type: 3, reserved: 0x0, id: MD596
IKEv2-PROTO-4: last transform: 0x0, reserved: 0x0:

length: 8 type: 5, reserved: 0x0, id:
TSi Next payload: TSr, reserved: 0x0, length: 24
Num of TSs: 1, reserved 0x0, reserved 0x0
TS type: TS_IPV4_ADDR_RANGE, proto id: 0, length: 16
start port: 0, end port: 65535
start addr: 192.168.1.1, end addr: 192.168.1.1
TSr Next payload: NOTIFY, reserved: 0x0, length: 24
Num of TSs: 1, reserved 0x0, reserved 0x0
TS type: TS_IPV4_ADDR_RANGE, proto id: 0, length: 16
start port: 0, end port: 65535
start addr: 192.168.2.99, end addr: 192.168.2.99
IKEv2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (R) MsgID = 00000001
CurState: R_WAIT_AUTH Event: EV_RECV_AUTH
IKEv2-PROTO-3: (16): Stopping timer to wait for auth
message
IKEv2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (R) MsgID = 00000001
CurState: R_WAIT_AUTH Event: EV_CHK_NAT_ T
IKEv2-PROTO-3: (16): Check NAT discovery
IKEv2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (R) MsgID = 00000001
CurState: R_WAIT_AUTH Event: EV_PROC_ID
IKEv2-PROTO-2: (16): Recieved valid parameteres in
process id
IKEV2-PLAT-3: (16) peer auth method set to: 2
IKEv2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (R) MsgID = 00000001
CurState: R_WAIT_AUTH
Event: EV_CHK_TIF_PEER_CERT_NEEDS_TO_BE_FETCHED_FOR_
PROF_SEL
IKEv2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (R) MsgID = 00000001
CurState: R_WAIT_AUTH Event: EV_GET_POLICY_BY_ PEERID
IKEvV2-PROTO-3: (16): Getting configured policies
IKEV2-PLAT-3: attempting to find tunnel group for
ID: 10.0.0.1
IKEvV2-PLAT-3: mapped to tunnel group 10.0.0.1 using
phase 1 ID
IKEv2-PLAT-3: (16) tg_name set to: 10.0.0.1
IKEv2-PLAT-3: (16) tunn grp type set to: L2L
IKEV2-PLAT-3: my_auth_method = 2
IKEV2-PLAT-3: supported_peers_auth _method = 2
IKEv2-PLAT-3: P1 ID = 0
IKEvV2-PLAT-3: Translating IKE_ID_AUTO to = 255

IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000001 CurState: R_WAIT AUTH
Event: EV_SET_ POLICY
IKEv2-PROTO-3: (16): Setting configured policies
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000001 CurState: R_WAIT AUTH
Event: EV_VERIFY_POLICY_BY_PEERID
IKEvV2-PROTO-3: (16): Verify peer's policy



IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000001
CurState: R_WAIT_AUTH Event: EV_CHK_CONFIG_MODE
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000001 CurState: R_WAIT AUTH
Event: EV_CHK_AUTH4EAP
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000001 CurState: R_WAIT AUTH
Event: EV_CHK_POLREQEAP
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000001 CurState: R_VERIFY_ AUTH
Event: EV_CHK_AUTH_TYPE
IKEv2-PROTO-3: (16): Get peer authentication method
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000001 CurState: R_VERIFY_ AUTH
Event: EV_GET_PRESHR_KEY
IKEvV2-PROTO-3: (16): Get peer's preshared key for 10.0.0.
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000001 CurState: R_VERIFY_ AUTH
Event: EV_VERIFY_ AUTH

IKEv2-PROTO-3: (16): Verify authentication data
IKEv2-PROTO-3: (16): Use preshared key for id 10.0.0.1,
key len 5
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000001 CurState: R_VERIFY_AUTH
Event: EV_GET_CONFIG_MODE
IKEV2-PLAT-2: Build config mode reply: no request stored
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000001 CurState: R_VERIFY_AUTH
Event: EV_CHK4_IC
IKEv2-PROTO-3: (16): Processing initial contact
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000001 CurState: R_VERIFY_AUTH
Event: EV_CHK_REDIRECT
IKEv2-PROTO-5: (16): Redirect check is not needed,
skipping it
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000001 CurState: R_VERIFY_AUTH
Event: EV_PROC_SA_TS
IKEv2-PROTO-2: (16): Processing auth message
IKEvV2-PLAT-3: Selector received from peer is accepted
IKEv2-PLAT-3: PROXY MATCH on crypto map
outside_map seq 1
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000001 CurState: R_VERIFY_AUTH
Event: EV_NO_EVENT
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000001 CurState: R_VERIFY_ AUTH
Event: EV_OK_RECD_IPSEC_RESP
IKEv2-PROTO-2: (16): Processing auth message



ASA2IFIKE_ AUTHNT Y REREELE T, CONTYRMCRRDEDHNEENET,
- ISAKMP AY & — (SPI, IN\—=>a>, 75%)
- IDI(SEBROT AT T 14T 1)
- AUTHR A O— R
- SAR2 (IKEVID 7 I—X2hS VA7 #—At vy NREBKRICSAZRE )

CTSIBERUTSHA =S I— 2B LVLARIARNS T4 v HEL I %)

SETSIETSIC . BELEAERS 7/ v I EESETD ROOREAE SERAORER
FRLAEREF RLANZTRENEENATVET, COF KL ABER, 5ESLPEE
RN COBENTHBIRNTORS AV IERVRILTBEEEELET, ChsoN
SX—2E. ASMASHELENSX—RERLTT,

TNV THIERICRLET,

IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000001 CurState: R_BLD_AUTH
Event: EV_MY_AUTH_METHOD
IKEV2-PROTO-3: (16): Get my authentication method
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000001 CurState: R_BLD_AUTH
Event: EV_GET_PRESHR_KEY
IKEvV2-PROTO-3: (16): Get peer's preshared key for 10.0.0.1
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000001 CurState: R_BLD_AUTH
Event: EV_GEN_AUTH
IKEV2-PROTO-3: (16): Generate my authentication data
IKEvV2-PROTO-3: (16): Use preshared key for id 10.0.0.2,
key len 5
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000001 CurState: R_BLD_AUTH
Event: EV_CHK4_SIGN
IKEV2-PROTO-3: (16): Get my authentication method
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000001 CurState: R_BLD_AUTH
Event: EV_OK_AUTH_GEN
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000001 CurState: R_BLD_AUTH
Event: EV_SEND_AUTH
IKEvV2-PROTO-2: (16): Sending auth message
IKEvV2-PROTO-5: Construct Vendor Specific Payload:
CISCO-GRANITE
IKEv2-PROTO-3: ESP Proposal: 1, SPI size: 4 (IPSec
negotiation),
Num. transforms: 3
AES-CBC SHA96
IKEv2-PROTO-5: Construct Notify Payload:



ESP_TFC_NO_SUPPORTIKEvV2-PROTO-5:
Construct Notify Payload: NON_FIRST_FRAGSIKEvV2-PROTO-3:
(16) :
Building packet for encryption; contents are:
VID Next payload: IDr, reserved: 0x0, length: 20
25 ¢9 42 cl 2c ee b5 22 3d b7 84 la 75 e6 83 ab
IDr Next payload: AUTH, reserved: 0x0,
length: 12 Id type: IPv4 address, Reserved: 0x0 0x0
51 01 01 01
AUTH Next payload: SA, reserved: 0x0,
length: 28 Auth method PSK, reserved: 0x0, reserved 0x0
Auth data&colon; 20 bytes
SA Next payload: TSi, reserved: 0x0,
length: 44 IKEv2-PROTO-4: last proposal: 0x0,
reserved: 0x0, length: 40
Proposal: 1, Protocol id: ESP, SPI size: 4, #trans: 3

IKEv2-PROTO-4: last transform: 0x3, reserved: 0x0:
length: 12 type: 1, reserved: 0x0, id: AES-CBC

IKEv2-PROTO-4: last transform: 0x3, reserved: 0x0:
length: 8 type: 3, reserved: 0x0, id: SHA96

IKEv2-PROTO-4: last transform: 0x0, reserved: 0x0:

length: 8 type: 5, reserved: 0x0, id:

TSi Next payload: TSr, reserved: 0x0,
length: 24 Num of TSs: 1, reserved 0x0, reserved 0x0
TS type: TS_IPV4_ADDR_RANGE, proto id: 0, length: 16
start port: 0, end port: 65535
start addr: 192.168.1.1, end addr: 192.168.1.1
TSr Next payload: NOTIFY, reserved: 0x0,
length: 24 Num of TSs: 1, reserved 0x0, reserved 0x0
TS type: TS_IPV4_ADDR_RANGE, proto id: 0, length: 16
start port: 0, end port: 65535
start addr: 192.168.2.99, end addr: 192.168.2.99
NOTIFY (ESP_TFC_NO_SUPPORT) Next payload: NOTIFY,
reserved: 0x0, length: 8 Security protocol id: IKE,
spi size: 0, type: ESP_TFC_NO_SUPPORT
NOTIFY (NON_FIRST_FRAGS) Next payload: NONE, reserved: 0x0,
length: 8 Security protocol id: IKE, spi size: 0,
type: NON_FIRST_FRAGS
IKEv2-PROTO-3: Tx [L 10.0.0.2:500/R 10.0.0.1:500/VRF i0:£0]
m_id: 0x1
IKEv2-PROTO-3: HDR[1:DFA3B583A4369958 - r: 27C943C13FD94665]
IKEv2-PROTO-4: IKEV2 HDR ispi: DFA3B583A4369958 -
rspi: 27C943C13FD94665
IKEv2-PROTO-4: Next payload: ENCR, version: 2.0
IKEv2-PROTO-4: Exchange type: IKE_AUTH, flags:
RESPONDER MSG-RESPONSE
IKEvV2-PROTO-4: Message id: 0x1l, length: 236
ENCR Next payload: VID, reserved: 0x0, length: 208
Encrypted data&colon; 204 bytes

ASA2AIKE_AUTHNT Y ROISEZIEELE T,

IKEv2-PLAT-4: SENT PKT [IKE_AUTH]
[10.0.0.2]1:500->[10.0.0.1]:500
InitSPI=0xdfa3b583a4369958 RespSPI=0x27c943c13£d94665

MID=00000001

ASA1FASA2H S ISEZZELE T,

IKEv2-PLAT-4:
RECV PKT [IKE_AUTH]



[10.0.0.2]:500->
[10.0.0.11:500
InitSPI=0xdfa3b583a4369958
RespSPI=0x27c943c13£d94665
MID=00000001

ASA2FSAT—ZNR—ASAD)IC I RN ZBBALET,

IKEv2-PROTO-5: (16):
SM Trace->
SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (R)
MsgID = 00000001
CurState: AUTH_DONE
Event: EV_OK
IKEv2-PROTO-5: (16): Action:
Action_Null
IKEv2-PROTO-5: (16):
SM Trace->
SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (R)
MsgID = 00000001
CurState: AUTH_DONE
Event: EV_PKI_SESH_ CLOSE
IKEV2-PROTO-3: (16): Closing
the PKI session
IKEv2-PROTO-5: (16):
SM Trace->
SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (R)
MsgID = 00000001
CurState: AUTH_DONE
Event: EV_INSERT_TIKE
IKEv2-PROTO-2: (16):
SA created;
inserting SA into database

ASAMRZONTY NNOFREET— X 2B L TREL, RICSAZSADICEALET,

IKEv2-PROTO-3: Rx [L 10.0.0.1:500/R 10.0.0.2:500/VRF i0:£0]
m_id: O0x1
IKEv2-PROTO-3: HDR[1:DFA3B583A4369958 - r: 27C943C13FD94665]
IKEv2-PROTO-4: IKEV2 HDR ispi: DFA3B583A4369958 -
rspi: 27C943C13FD94665
IKEV2-PROTO-4: Next payload: ENCR, version: 2.0
IKEv2-PROTO-4: Exchange type: IKE_AUTH,
flags: RESPONDER MSG-RESPONSE
IKEvV2-PROTO-4: Message id: 0x1, length: 236
REAL Decrypted packet:Data&colon; 168 bytes
IKEv2-PROTO-5: Parse Vendor Specific Payload: (CUSTOM) VID
Next payload: IDr, reserved: 0x0, length: 20

25 ¢9 42 cl 2c ee b5 22 3d b7 84 la 75 e6 83 ab
IDr Next payload: AUTH, reserved: 0x0, length: 12
Id type: IPv4 address, Reserved: 0x0 0x0

51 01 01 01
AUTH Next payload: SA, reserved: 0x0, length: 28
Auth method PSK, reserved: 0x0, reserved 0x0
Auth data&colon; 20 bytes
SA Next payload: TSi, reserved: 0x0, length: 44
IKEv2-PROTO-4: last proposal: 0x0, reserved: 0x0,



length: 40 Proposal: 1, Protocol id: ESP, SPI size: 4,
#trans: 3

IKEv2-PROTO-4: last transform: 0x3, reserved: 0x0:
length: 12 type: 1, reserved: 0x0, id: AES-CBC

IKEv2-PROTO-4: last transform: 0x3, reserved: 0x0:
length: 8 type: 3, reserved: 0x0, id: SHA96

IKEv2-PROTO-4: last transform: 0x0, reserved: 0x0:

length: 8 type: 5, reserved: 0x0, id:

TSi Next payload: TSr, reserved: 0x0,
length: 24 Num of TSs: 1, reserved 0x0, reserved 0x0
TS type: TS_IPV4_ADDR_RANGE, proto id: 0, length: 16
start port: 0, end port: 65535
start addr: 192.168.1.1, end addr: 192.168.1.1
TSr Next payload: NOTIFY, reserved: 0x0,
length: 24 Num of TSs: 1, reserved 0x0, reserved 0x0
TS type: TS_IPV4_ADDR_RANGE, proto id: 0, length: 16
start port: 0, end port: 65535
start addr: 192.168.2.99, end addr: 192.168.2.99
IKEv2-PROTO-5: Parse Notify Payload:
ESP_TFC_NO_SUPPORT NOTIFY (ESP_TFC_NO_SUPPORT)
Next payload: NOTIFY, reserved: 0x0, length: 8
Security protocol id: IKE, spi size: O,
type: ESP_TFC_NO_SUPPORT
IKEv2-PROTO-5: Parse Notify Payload:
NON_FIRST_FRAGS NOTIFY (NON_FIRST FRAGS) Next payload:
NONE, reserved: 0x0, length: 8
Security protocol id: IKE, spi size: O,
type: NON_FIRST_FRAGS
Decrypted packet:Data&colon; 236 bytes
IKEv2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (I) MsgID = 00000001
CurState: I_WAIT_AUTH Event: EV_RECV_AUTH
IKEv2-PROTO-5: (16): Action: Action_Null
IKEv2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (I) MsgID = 00000001
CurState: I_PROC_AUTH Event: EV_CHK4_NOTIFY
IKEv2-PROTO-2: (16): Process auth response notify
IKEv2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (I) MsgID = 00000001
CurState: I_PROC_AUTH Event: EV_PROC_MSG
IKEV2-PLAT-3: (16) peer auth method set to: 2
IKEv2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (I) MsgID = 00000001
CurState: I_PROC_AUTH
Event: EV_CHK_TIF_PEER_CERT_NEEDS_TO_BE_FETCHED_
FOR_PROF_SEL
IKEv2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (I) MsgID = 00000001
CurState: I_PROC_AUTH Event: EV_GET_POLICY_BY_ PEERID
IKEv2-PROTO-3: (16): Getting configured policies
IKEv2-PLAT-3: connection initiated with tunnel
group 10.0.0.2
IKEv2-PLAT-3: (16) tg_name set to: 10.0.0.2
IKEv2-PLAT-3: (16) tunn grp type set to: L2L
IKEV2-PLAT-3: my_auth_method = 2
IKEV2-PLAT-3: supported_peers_auth _method = 2
IKEv2-PLAT-3: P1 ID = 0
IKEvV2-PLAT-3: Translating IKE_ID_AUTO to = 255
IKEv2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (I) MsgID = 00000001
CurState: I_PROC_AUTH Event: EV_VERIFY_ POLICY_BY_ PEERID
IKEvV2-PROTO-3: (16): Verify peer's policy
IKEv2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958



R_SPI=27C943C13FD94665 (I) MsgID = 00000001
CurState: I_PROC_AUTH Event: EV_CHK_AUTH_TYPE
IKEv2-PROTO-3: (16): Get peer authentication method
IKEv2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (I) MsgID = 00000001
CurState: I_PROC_AUTH Event: EV_GET_PRESHR_KEY
IKEv2-PROTO-3: (16): Get peer's preshared key for 10.0.0.2
IKEv2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (I) MsgID = 00000001
CurState: I_PROC_AUTH Event: EV_VERIFY_AUTH
IKEv2-PROTO-3: (16): Verify authentication data
IKEv2-PROTO-3: (16): Use preshared key for id 10.0.0.2,
key len 5
IKEv2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (I) MsgID = 00000001
CurState: I_PROC_AUTH Event: EV_CHK_EAP
IKEvV2-PROTO-3: (16): Check for EAP exchange
IKEv2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (I) MsgID = 00000001
CurState: I_PROC_AUTH Event: EV_CHK_CONFIG_MODE
IKEv2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (I) MsgID = 00000001
CurState: I_PROC_AUTH Event: EV_CHK_IKE_ONLY
IKEv2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (I) MsgID = 00000001
CurState: I_PROC_AUTH Event: EV_PROC_SA_TS
IKEv2-PROTO-2: (16): Processing auth message
IKEV2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (I) MsgID = 00000001
CurState: AUTH_DONE Event: EV_OK
IKEv2-PROTO-5: (16): Action: Action_Null
IKEV2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (I) MsgID = 00000001
CurState: AUTH_DONE Event: EV_PKI_SESH_ CLOSE
IKEv2-PROTO-3: (16): Closing the PKI session
IKEV2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (I) MsgID = 00000001
CurState: AUTH_DONE Event: EV_INSERT_TKE
IKEv2-PROTO-2: (16): SA created; inserting SA into
database

T, ASAIORNZRINFTOFATICRYET,

CONNECTION
STATUS: UP...
peer: 10.0.0.2:500,
phasel_id: 10.0.0.2
IKEv2-PROTO-5: (16):
SM Trace->
SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (I)
MsgID = 00000001
CurState: AUTH_DONE
Event: EV_REGISTER_SESSION

T, ASA2O R ZRIHATOTFA4TICBYET,

CONNECTION
STATUS: UP...
peer: 10.0.0.1:500,
phasel_id: 10.0.0.1
IKEv2-PROTO-5: (16):



SM Trace->

SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (R)
MsgID = 00000001

CurState: AUTH_DONE

Event: EV_REGISTER_SESSION

FBE. BEARNRILEREAUN D ZIILLVERICTIOTATIIBRYET,

IKEV2E &7 O ARFASAITITOIET,

IKEvV2-PLAT-3: (16)
connection
auth hdl set to 15
IKEv2-PLAT-3: AAA conn
attribute retrieval
successfully queued
for register session
request.
IKEv2-PROTO-3: (16):
IKEv2-PROTO-5: (16):
SM Trace->
SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (I)
MsgID = 00000001
CurState: AUTH_DONE
Event: EV_NO_EVENT
IKEV2-PLAT-3: (16) idle
timeout set to: 30
IKEV2-PLAT-3: (16) session
timeout set to: 0
IKEv2-PLAT-3: (16) group
policy set to

Df1tGrpPolicy
IKEv2-PLAT-3: (16) class
attr set

IKEvV2-PLAT-3: (16) tunnel
protocol set to: 0x5c
IKEV2-PLAT-3: IPv4 filter
ID not configured
for connection
IKEvV2-PLAT-3: (16) group
lock set to: none
IKEV2-PLAT-3: IPv6 filter ID
not configured
for connection
IKEV2-PLAT-3: (16)
connection attribues
set valid to TRUE
IKEvV2-PLAT-3: Successfully
retrieved conn attrs
IKEvV2-PLAT-3: Session
registration after conn
attr retrieval
PASSED, No error
IKEv2-PLAT-3:
CONNECTION STATUS:
REGISTERED...
peer: 10.0.0.2:500,
phasel_id: 10.0.0.2

IKEV2&E 7 Ot AKASA2TERITENET,



IKEv2-PLAT-3: (16)
connection
auth hdl set to 15
IKEv2-PLAT-3: AAA conn
attribute retrieval
successfully queued for
register session request.
IKEv2-PROTO-3: (16):
IKEv2-PROTO-5: (16):
SM Trace->
SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (R)
MsgID = 00000001
CurState: AUTH_DONE
Event: EV_NO_EVENT
IKEV2-PLAT-3: (16) idle
timeout
set to: 30
IKEv2-PLAT-3: (16) session
timeout
set to: O
IKEv2-PLAT-3: (16) group
policy set to

Df1tGrpPolicy
IKEv2-PLAT-3: (16) class
attr set

IKEv2-PLAT-3: (16) tunnel
protocol set to: 0x5c
IKEvV2-PLAT-3: IPv4 filter ID
not configured
for connection
IKEvV2-PLAT-3: (16) group
lock set to: none
IKEV2-PLAT-3: IPv6 filter ID
not configured
for connection
attribues set
valid to TRUE
IKEv2-PLAT-3: Successfully
retrieved conn attrs
IKEv2-PLAT-3: Session
registration after conn
attr retrieval PASSED,
No error
IKEv2-PLAT-3:
CONNECTION STATUS:
REGISTERED...
peer: 10.0.0.1:500,
phasel_id: 10.0.0.1

FSADF/INY T

F:COXBMREE-—DOEREBDEBEORTTEBEEN, KEVITR7 I—X20XBEFFH
T, RYOXBATT LR, IKEESADEESDIRA S TERKTEERT,

ASA2 A" CHILD SA XX#i%# BB L £ 9T, < hld CREATE_CHILD SA R T9, CHILD_SA /N4
Y NZEE—BROICRFEENET,

- SAHDR:version.flags&E R A THEENET,



. F AN (#7232 ) .CHILD_SAF#EAZHBO —H e LTERENBBEE, 2BEOF—X
MKE)RAO— REFVRAGREETEE LA

- SARAO—R

. KEi(Key-optional):CREATE_CHILD_SAZERI(C (&, CHILD_SAMIREMWE % & V) &E (CRFE T
%Lwt\ﬁMwmﬁﬁwmmﬁu—HE17>E>T%w6:t#?€$?Owﬁ%ﬁ
FTBDHIIIN—THNEEBDHEE. KERBEANBEZANrZHAND CEZHETITIL—T
NEETHZIHBENHYET, HANER>TVSEHE, CREATE_CHILD_SAX#IE KL .
AOKEITHRITIIHEN BV ET,

- N (NotifyR4/ O— R, A7 3> ) NotifyR4 O— Rk, TT7—REXPREEBZLEDHER
T—REIKEETICEFE TR EHICEAETNET, Notify Payloadld, REXY E—2 (BE
FERNFEBENCERZTY ). BRORE (I KEERUADIZ—Z2HETS ). £
ZTOHDOAY E—JICRTEN, EEEOMEZETRL LY, E'ﬁ@%‘%’éﬁﬁb?“”féﬁ
¥, CDOCREATE_CHILD_SAK#ANIKE_SALUADBEDSANF—Z2BERTSHES. X1
7'REKEY_SAD ) — RNRA/O—RiF, F—BERENBSAZHBINTEIXLEN HVET,
(OCREATE_CHILD_SARMARENDSAOF—BERZITLBEVESE. NRAO—RZEKT
BDRENFBYVET,

- TSIBLRUTSH(A 7> 32 )SANERENBD RZT7 1Y OELIREZRRLET. COBITE
v RAD 192.168.1.12 E7RA N 192.168.2.99 DET T,

CREATE_CHILD_SAFNNY JHHZRICKRLET,

IKEv2-PLAT-5: INVALID PSH HANDLE
IKEV2-PLAT-3: attempting to find tunnel group

for IP: 10.0.0.1

IKEv2-PLAT-3: mapped to tunnel group 10.0.0.1

using peer IP

IKEv2-PLAT-3: my_auth_method = 2

IKEv2-PLAT-3: supported_peers_auth_method = 2
IKEv2-PLAT-3: P1 ID = 0

IKEV2-PLAT-3: Translating IKE_ID_AUTO to = 255
IKEv2-PLAT-3: (226) tp_name set to:
IKEv2-PLAT-3: (226) tg_name set to: 10.0.0.1
IKEv2-PLAT-3: (226) tunn grp type set to: L2L
IKEv2-PLAT-3: PSH cleanup

IKEv2-PROTO-5: (225): SM Trace-> SA:

I_SPI=FD366326E1FED6FE R_SPI=A75B9B2582AAECB7
(I) MsgID = 00000001 CurState: READY
Event: EV_INIT_ CREATE_CHILD

IKEv2-PROTO-5: (225): Action: Action_Null
IKEv2-PROTO-5: (225): SM Trace-> SA:

I_SPI=FD366326E1FED6FE R_SPI=A75B9B2582AAECB7
(I) MsgID = 00000001 CurState: CHILD_I_INIT
Event: EV_INIT_CREATE_CHILD

IKEv2-PROTO-5: (225): Action: Action_Null
IKEv2-PROTO-5: (225): SM Trace-> SA:

I_SPI=FD366326E1FED6FE R_SPI=A75B9B2582AAECRB7
(I) MsgID = 00000001 CurState: CHILD_I_TIPSEC
Event: EV_INIT_CREATE_CHILD

IKEv2-PROTO-3: (225): Check for IPSEC rekey
IKEv2-PROTO-5: (225): SM Trace-> SA:



I_SPI=FD366326E1FED6FE R_SPI=A75B9B2582AAECB7
(I) MsgID = 00000001 CurState: CHILD_I_IPSEC
Event: EV_SET_ IPSEC_DH_GRP
IKEv2-PROTO-3: (225): Set IPSEC DH group
IKEv2-PROTO-5: (225): SM Trace-> SA:
I_SPI=FD366326E1FED6FE R_SPI=A75B9B2582AAECB7
(I) MsgID = 00000001
CurState: CHILD_I_TIPSEC Event: EV_CHK4_PFS
IKEv2-PROTO-3: (225): Checking for PFS configuration
IKEv2-PROTO-5: (225): SM Trace-> SA:
I_SPI=FD366326E1FED6FE R_SPI=A75B9B2582AAECB7
(I) MsgID = 00000001 CurState: CHILD_I_IPSEC
Event: EV_BLD_MSG
IKEv2-PROTO-2: (225): Sending child SA exchange
IKEv2-PROTO-3: ESP Proposal: 1, SPI size: 4
(IPSec negotiation), num. transforms: 4
AES-CBC SHA96 MD596
IKEv2-PROTO-3: (225): Building packet for encryption;
contents are:
SA Next payload: N, reserved: 0x0, length: 52
IKEvV2-PROTO-4: last proposal: 0x0, reserved: 0x0,
length: 48 Proposal: 1, Protocol id: ESP,
SPI size: 4, #trans: 4
IKEv2-PROTO-4: last transform: 0x3, reserved: 0x0:
length: 12 type: 1, reserved: 0x0, id: AES-CBC
IKEv2-PROTO-4: last transform: 0x3, reserved: 0x0:
length: 8 type: 3, reserved: 0x0, id: SHA96
IKEv2-PROTO-4: last transform: 0x3, reserved: 0x0:
length: 8 type: 3, reserved: 0x0, id: MD596
IKEv2-PROTO-4: last transform: 0x0, reserved: 0x0:
length: 8 type: 5, reserved: 0x0, id:

N Next payload: TSi, reserved: 0x0, length: 24

2d 3e ec 11 e0 c7 5d 67 d5 23 25 76 1d 50 0d 05

fa b7 £0 48

TSi Next payload: TSr, reserved: 0x0, length: 24
Num of TSs: 1, reserved 0x0, reserved 0x0

TS type: TS_IPV4_ADDR_RANGE, proto id: 0, length: 16
start port: 0, end port: 65535

start addr: 192.168.2.99, end addr: 192.168.2.99

TSr Next payload: NONE, reserved: 0x0, length: 24
Num of TSs: 1, reserved 0x0, reserved 0x0

TS type: TS_IPV4_ADDR_RANGE, proto id: 0, length: 16
start port: 0, end port: 65535

start addr: 192.168.1.12, end addr: 192.168.1.12

IKEv2-PROTO-3: (225): Checking if request will fit in
peer window

IKEv2-PROTO-3: Tx [L 10.0.0.2:500/R 10.0.0.1:500/VRF 1i0:£0]
m_id: 0x6

IKEv2-PROTO-3: HDR[i:FD366326E1FED6FE -
r: A75B9B2582AAECB7]

IKEv2-PROTO-4: IKEV2 HDR ispi: FD366326E1FED6FE -
rspi: A75B9B2582AAECB7

IKEv2-PROTO-4: Next payload: ENCR, version: 2.0

IKEv2-PROTO-4: Exchange type: CREATE_CHILD_SA,
flags: INITIATOR

IKEv2-PROTO-4: Message id: 0x6, length: 180

ENCR Next payload: SA, reserved: 0x0, length: 152

Encrypted data&colon; 148 bytes

ASA2B CONTY hREEBEL. BEERBEERT,



IKEv2-PLAT-4: SENT PKT
[CREATE_CHILD_SA]
[10.0.0.2]1:500->
[10.0.0.11:500
InitSPI=0xfd366326elfedébfe
RespSPI=0xa75b9b2582aaecb?
MID=00000006

IKEv2-PROTO-5: (225):
SM Trace->
SA: I_SPI=FD366326E1FED6FE
R_SPI=A75B9B2582AAECB7 (I)
MsgID = 00000006
CurState: CHILD_I_WAIT
Event: EV_NO_EVENT

ASAIHINT Y N Z2ZELET,

IKEvV2-PLAT-4:
RECV PKT [CREATE_CHILD_ SA]
[10.0.0.2]1:500->
[10.0.0.171:500
InitSPI=0xfd366326elfed6bfe
RespSPI=0xa75b9b2582aaecb?
MID=00000006

IKEv2-PROTO-3: Rx
[L 10.0.0.1:500/R
10.0.0.2:500/VRF 10:£0]
m_id: 0x6

R, ASATIEASA2A SIRDIEREBENTY hZEZEFEL., ThEe®RBELET,

IKEvV2-PROTO-3: HDR[i:FD366326E1FED6FE -
r: A75B9B2582AAECB7]
IKEv2-PROTO-4: IKEV2 HDR ispi: FD366326E1FED6FE -
rspi: A75BI9B2582AAECRB7
IKEv2-PROTO-4: Next payload: ENCR, version: 2.0
IKEv2-PROTO-4: Exchange type: CREATE_CHILD_SA,
flags: INITIATOR
IKEv2-PROTO-4: Message id: 0x6, length: 180
IKEv2-PROTO-5: (225): Request has mess_id 6;
expected 6 through 6
REAL Decrypted packet:Data&colon; 124 bytes
SA Next payload: N, reserved: 0x0, length: 52
IKEvV2-PROTO-4: last proposal: 0x0, reserved: 0x0,
length: 48 Proposal: 1, Protocol id: ESP,
SPI size: 4, #trans: 4
IKEv2-PROTO-4: last transform: 0x3, reserved: 0x0:
length: 12 ype: 1, reserved: 0x0, id: AES-CBC
IKEv2-PROTO-4: last transform: 0x3, reserved: 0x0:
length: 8 type: 3, reserved: 0x0, id: SHA96
IKEv2-PROTO-4: last transform: 0x3, reserved: 0x0:
length: 8 type: 3, reserved: 0x0, id: MD596
IKEv2-PROTO-4: last transform: 0x0, reserved: 0x0:
length: 8 type: 5, reserved: 0x0, id:

N Next payload: TSi, reserved: 0x0, length: 24

2d 3e ec 11 e0 c7 5d 67 d5 23 25 76 1d 50 0d 05
fa b7 £0 48



TSi Next payload: TSr, reserved: 0x0, length: 24
Num of TSs: 1, reserved 0x0, reserved 0x0
TS type: TS_IPV4_ADDR_RANGE, proto id: 0, length: 16
start port: 0, end port: 65535
start addr: 192.168.2.99, end addr: 192.168.2.99
TSr Next payload: NONE, reserved: 0x0, length: 24
Num of TSs: 1, reserved 0x0, reserved 0x0
TS type: TS_IPV4_ADDR_RANGE, proto id: 0, length: 16
start port: 0, end port: 65535
start addr: 192.168.1.12, end addr: 192.168.1.12
Decrypted packet:Data&colon; 180 bytes
IKEv2-PROTO-5: (225): SM Trace->
SA: I_SPI=FD366326E1FED6FE R_SPI=A75B9B2582AAECB7 (R)
MsgID = 00000006 CurState: READY
Event: EV_RECV_CREATE_CHILD
IKEv2-PROTO-5: (225): Action: Action_Null
IKEv2-PROTO-5: (225): SM Trace->
SA: I_SPI=FD366326E1FED6FE R_SPI=A75B9B2582AAECB7 (R)
MsgID = 00000006 CurState: CHILD_R_INIT
Event: EV_RECV_CREATE_CHILD
IKEv2-PROTO-5: (225): Action: Action_Null
IKEv2-PROTO-5: (225): SM Trace->
SA: I_SPI=FD366326E1FED6FE R_SPI=A75B9B2582AAECB7 (R)
MsgID = 00000006 CurState: CHILD_R_INIT
Event: EV_VERIFY_MSG
IKEv2-PROTO-3: (225): Validating create child message
IKEv2-PROTO-5: (225): SM Trace->
SA: I_SPI=FD366326E1FED6FE R_SPI=A75B9B2582AAECB7 (R)
MsgID = 00000006 urState: CHILD_R_INIT
Event: EV_CHK_CC_TYPE

ASA1 (& CHILD_SA R#DIREZEM L T, ik CREATE_CHILD_SA BE T,
CHILD_SA N7 Y MCIF—MHICRAEENET,

- SAHDR:version.flags&E RR A THEENE T,

- FVANI (A7 32 ) CHILD_SAH#IHARIBD —E & L TERE N2 BE, 28 E OKER
AO—REFVABEETETE A,

- SARAO—R

-KEi (¥—., #7232 ). CHILD_SADEIEMFZN RO BRILEEBRICTD=HIC,
CREATE_CHILD SAE?L:LIUJMDHKWG)KEN{D— REAT2aTEHDENT
ZFET, SAYRETIDHIIL—THNEBZHE, KERRREANFNBEANIZHFANDLE
HETRTIN—TDERTHIMVENHYET, HRICKKL 23BE. CREATE_CHILD_SA
ORI KBL, BIOKEI ZFEAL THRTZITOMEN HYET,

- N (NotifyRA4AO— R, #7232 ) :NotifyR4 O— Rk, TS —REXREEBBZENDER
T—REIKEETICEFE TR EHICEAETNET, Notify Payloadld, REXY E—2 (BE
BERNFESETNELEHZTT )., FHRORB (IKEERAICHEVIS—2HRETHLY ).
FLEREZTOMOXAY =TT, AEEMEZTRILHIC, FLEEROEKRZLEETHLH
‘i%a-‘\-c‘s NhET, COCREATE_CHILD_SAKIENIKE_ SAUANADRIEDSAOF—%2BEKT

258, 214 7REKEY_SAD U —RNRAO—RIF, F—BERETNZSAZEBATISLEN
HYVET, COCREATE_CHILD_SARBARMEDSANF—BEREZTHLREVES., NRAO
— REERITBDUENHYET,



- TSIBLRUTSH(A 7> 32 ) SANERENBD RZ 71V OELIRERRLET, COHITR
v IRADN 192.168.1.12 £E7RA S 192.168.2.99 DET T,
TNV THIZRICRLET,

IKEv2-PROTO-3: (225): Check for create child
response message type
IKEv2-PROTO-5: (225): SM Trace->

SA:I_SPI=FD366326E1FED6FE R_SPI=A75B9B2582AAECB7 (R)

MsgID = 00000006 CurState: CHILD_R_IPSEC

Event: EV_PROC_MSG
IKEV2-PROTO-2: (225): Processing child

SA exchange
IKEV2-PLAT-3: Selector received from peer

is accepted
IKEv2-PLAT-3: PROXY MATCH on crypto map

outside_map seq 1
IKEvV2-PROTO-5: (225): SM Trace->

SA:I_SPI=FD366326E1FED6FE

R_SPI=A75B9B2582AAECB7 (R) MsgID = 00000006

CurState: CHILD_R_ IPSEC Event: EV_NO_EVENT
IKEv2-PROTO-5: (225): SM Trace->

SA:I_SPI=FD366326E1FED6FE

R_SPI=A75B9B2582AAECB7 (R) MsgID = 00000005

CurState: EXIT Event: EV_FREE_NEG
IKEV2-PROTO-5: (225): Deleting negotiation context

for peer message ID: 0x5
IKEv2-PROTO-5: (225): SM Trace->

SA:I_SPI=FD366326E1FED6FE

R_SPI=A75B9B2582AAECB7 (R) MsgID = 00000006

CurState: CHILD_R_IPSEC

Event: EV_OK_RECD_IPSEC_RESP
IKEv2-PROTO-5: (225): Action: Action_Null
IKEv2-PROTO-5: (225): SM Trace->

SA:I_SPI=FD366326E1FED6FE

R_SPI=A75B9B2582AAECB7 (R) MsgID = 00000006

CurState: CHILD_R_IPSEC Event: EV_PROC_MSG
IKEvV2-PROTO-2: (225): Processing child SA exchange
IKEv2-PROTO-5: (225): SM Trace->

SA:I_SPI=FD366326E1FED6FE R_SPI=A75B9B2582AAECB7 (R)

MsgID = 00000006 CurState:

CHILD _R_IPSEC Event: EV_SET_TIPSEC_DH_GRP
IKEv2-PROTO-3: (225): Set IPSEC DH group
IKEv2-PROTO-5: (225): SM Trace->

SA:I_SPI=FD366326E1FED6FE

R_SPI=A75B9B2582AAECB7 (R) MsgID = 00000006

CurState: CHILD_R_IPSEC Event: EV_OK
IKEvV2-PROTO-3: (225): Requesting SPI from IPSec
IKEv2-PROTO-5: (225): SM Trace->

SA:I_SPI=FD366326E1FED6FE

R_SPI=A75B9B2582AAECB7 (R) MsgID = 00000006

CurState: CHILD_R_WAIT_SPI Event: EV_OK_GOT_SPI
IKEv2-PROTO-5: (225): Action: Action_Null
IKEv2-PROTO-5: (225): SM Trace->

SA:I_SPI=FD366326E1FED6FE

R_SPI=A75B9B2582AAECB7 (R) MsgID = 00000006

CurState: CHILD_R_BLD_MSG Event: EV_CHK4_PFS
IKEvV2-PROTO-3: (225): Checking for PFS configuration
IKEv2-PROTO-5: (225): SM Trace->

SA:I_SPI=FD366326E1FED6FE

R_SPI=A75B9B2582AAECB7 (R) MsgID = 00000006

CurState: CHILD_R_BLD_MSG Event: EV_BLD_MSG



IKEvV2-PROTO-2: (225): Sending child SA exchange

IKEv2-PROTO-3: ESP Proposal: 1, SPI size: 4
(IPSec negotiation),

Num. transforms: 3

AES-CBC SHA96

IKEv2-PROTO-3: (225): Building packet for encryption;
contents are:

SA Next payload: N, reserved: 0x0, length: 44

IKEvV2-PROTO-4: last proposal: 0x0, reserved: 0x0,
length: 40

Proposal: 1, Protocol id: ESP, SPI size: 4,
#trans: 3

IKEv2-PROTO-4: last transform: 0x3, reserved: 0x0:
length: 12

type: 1, reserved: 0x0, id: AES-CBC

IKEv2-PROTO-4: last transform: 0x3, reserved: 0x0:
length: 8

type: 3, reserved: 0x0, id: SHA96

IKEv2-PROTO-4: last transform: 0x0,
reserved: 0x0: length: 8

type: 5, reserved: 0x0, id:

N Next payload: TSi, reserved: 0x0,
length: 24

b7 6a c6 75 53 55 99 5a df ee 05
18 la 27 a6 cb

01 56 22 ad

TSi Next payload: TSr, reserved: 0x0,
length: 24

Num of TSs: 1, reserved 0x0, reserved 0x0

TS type: TS_IPV4_ADDR_RANGE, proto id: 0,
length: 16

start port: 0, end port: 65535

start addr: 192.168.2.99,
end addr: 192.168.2.99

TSr Next payload: NONE, reserved: 0x0,
length: 24

Num of TSs: 1, reserved 0x0, reserved 0x0

TS type: TS_IPV4_ADDR_RANGE, proto id: 0,
length: 16

start port: 0, end port: 65535

start addr: 192.168.1.12, end addr: 192.168.1.12

IKEv2-PROTO-3: Tx
[L 10.0.0.1:500/R 10.0.0.2:500/VRF 10:£0]
m_id: 0x6
IKEv2-PROTO-3: HDR[i:FD366326E1FED6FE -
r: A75B9B2582AAECB7]
IKEv2-PROTO-4: IKEV2 HDR ispi: FD366326E1FED6FE -
rspi: A75B9B2582AAECB7
IKEv2-PROTO-4: Next payload: ENCR, version: 2.0
IKEv2-PROTO-4: Exchange type: CREATE_CHILD_SA,
flags: RESPONDER MSG-RESPONSE
IKEvV2-PROTO-4: Message id: 0x6, length: 172
ENCR Next payload: SA, reserved: 0x0,
length: 144
Encrypted data&colon; 140 bytes

ASAINISEZIAELE T,

IKEv2-PLAT-4: SENT PKT
[CREATE_CHILD_SA]



[10.0.0.11:500->

[10.0.0.2]1:500

InitSPI=0xfd366326elfedébfe

RespSPI=0xa75b9b2582aaecb?
MID=00000006

ASA2HINT Y R Z2ZRELET,

IKEv2-PLAT-4:
RECV PKT [CREATE_CHILD_ SA]
[10.0.0.1]1:500->
[10.0.0.2]1:500
InitSPI=0xfd366326elfed6bfe
RespSPI=0xa75b9b2582aaecb’
MID=00000006

IKEv2-PROTO-3: Rx
[L 10.0.0.2:500/R
10.0.0.1:500/VRF 10:£0]
m_id: 0x6

ASA2B XD ESICNNT Y NEREELET,

IKEvV2-PROTO-3: HDR[i:FD366326E1FED6FE -
r: A75B9B2582AAECB7]

IKEv2-PROTO-4: IKEV2 HDR ispi: FD366326E1FED6FE -
rspi: A75BI9B2582AAECRB7

IKEv2-PROTO-4: Next payload: ENCR, version: 2.0

IKEv2-PROTO-4: Exchange type: CREATE_CHILD_SA,
flags: RESPONDER MSG-RESPONSE

IKEv2-PROTO-4: Message id: 0x6, length: 172

REAL Decrypted packet:Data&colon; 116 bytes
SA Next payload: N, reserved: 0x0, length: 44
IKEv2-PROTO-4: last proposal: 0x0, reserved: 0x0,
length: 40 Proposal: 1, Protocol id: ESP, SPI size: 4,
#trans: 3
IKEv2-PROTO-4: last transform: 0x3, reserved: 0x0:
length: 12 type: 1, reserved: 0x0, id: AES-CBC
IKEv2-PROTO-4: last transform: 0x3, reserved: 0x0:
length: 8 type: 3, reserved: 0x0, id: SHA96
IKEv2-PROTO-4: last transform: 0x0,
reserved: 0x0: length: 8 type: 5, reserved: 0x0, id:

N Next payload: TSi, reserved: 0x0,
length: 24

b7 6a c6 75 53 55 99 5a df ee 05 18
la 27 a6 cb

01 56 22 ad

TSi Next payload: TSr, reserved: 0x0,
length: 24

Num of TSs: 1, reserved 0x0, reserved 0x0

TS type: TS_IPV4_ADDR_RANGE, proto id: 0,
length: 16

start port: 0, end port: 65535

start addr: 192.168.2.99,
end addr: 192.168.2.99

TSr Next payload: NONE, reserved: 0x0,
length: 24

Num of TSs: 1, reserved 0x0, reserved 0x0

TS type: TS_IPV4_ADDR_RANGE, proto id: 0,



length: 16
start port: 0, end port: 65535
start addr: 192.168.1.12,

end addr: 192.168.1.12

Decrypted packet:Data&colon; 172 bytes
IKEv2-PROTO-5: (225): SM Trace->
SA: I_SPI=FD366326E1FED6FE R_SPI=A75B9B2582AAECB7 (I)
MsgID = 00000006 CurState:
CHILD_I_WAIT Event: EV_RECV_CREATE_CHILD
IKEv2-PROTO-5: (225): Action: Action_Null
IKEv2-PROTO-5: (225): SM Trace-> SA: I_SPI=FD366326El1FED6FE
R_SPI=A75B9B2582AAECB7 (I) MsgID = 00000006
CurState: CHILD_I_PROC Event: EV_CHK4_NOTIFY
IKEvV2-PROTO-2: (225): Processing any notify-messages
in child SA exchange
IKEv2-PROTO-5: (225): SM Trace->
SA: I_SPI=FD366326E1FED6FE R_SPI=A75B9B2582AAECB7 (I)
MsgID = 00000006 CurState: CHILD_I_PROC
Event: EV_VERIFY_MSG
IKEv2-PROTO-3: (225): Validating create child message
IKEv2-PROTO-5: (225): SM Trace->
SA: I_SPI=FD366326E1FED6FE R_SPI=A75B9B2582AAECB7 (I)
MsgID = 00000006 CurState: CHILD_I_PROC
Event: EV_PROC_MSG
IKEvV2-PROTO-2: (225): Processing child SA exchange
IKEv2-PROTO-5: (225): SM Trace->
SA: I_SPI=FD366326E1FED6FE R_SPI=A75B9B2582AAECB7 (
I) MsgID = 00000006 CurState: CHILD_I_PROC
Event: EV_CHK4_PFS
IKEv2-PROTO-3: (225): Checking for PFS configuration
IKEv2-PROTO-5: (225): SM Trace-> SA:
I_SPI=FD366326E1FED6FE R_SPI=A75B9B2582AAECB7 (I)
MsgID = 00000006 CurState: CHILD_I_PROC
Event: EV_CHK_IKE_REKEY
IKEv2-PROTO-3: (225): Checking if IKE SA rekey
IKEv2-PROTO-5: (225): SM Trace-> SA:
I_SPI=FD366326E1FED6FE R_SPI=A75B9B2582AAECB7 (I)
MsgID = 00000006 CurState: CHILD_I_PROC
Event: EV_GEN_LOAD_TIPSEC
IKEv2-PROTO-3: (225): Load IPSEC key material
IKEvV2-PLAT-3: PROXY MATCH on crypto map outside_map seq 1
IKEvV2-PLAT-3: (225) DPD Max Time will be: 10
IKEvV2-PLAT-3: (225) DPD Max Time will be: 10

ASA1IE, COFSAI MNJZSADICEALZFT,

IKEv2-PROTO-5: (225):
SM Trace->
SA: I_SPI=FD366326E1FED6FE
R_SPI=A75B9B2582AAECB7 (R)
MsgID = 00000006
CurState: CHILD_R_DONE
Event: EV_OK

IKEV2-PROTO-2: (225):
SA created; inserting
SA into database

IKEv2-PROTO-5: (225):
SM Trace->
SA: I_SPI=FD366326E1FED6FE
R_SPI=A75B9B2582AAECB7 (R)



MsgID = 00000006 CurState:
CHILD_R_ DONE
Event: EV_START_DEL_NEG_TMR

ASA2lE, COFSAI NJZSADICEALZFT,

IKEv2-PROTO-5: (225):
SM Trace->
SA: I_SPI=FD366326E1FED6FE
R_SPI=A75B9B2582AAECB7 (I)
MsgID = 00000006
CurState: CHILD_I_DONE
Event: EV_OK

IKEV2-PROTO-2: (225):
SA created;
inserting SA into database

N RILDOTER

Internet Security Association and Key Management Protocol(ISAKMP)& & T'IPSec b > &)L D&
EZRFITAICE., COEI2 3V THATIBEREFEALET,

ISAKMP

ISAKMPZ R T BTk, ROON RZAHNLET,

show crypto isakmp sa det

ASA1

ASATDH A ZRICRLET,

ASAl (config) #show cry isa sa det
There are no IKEvl SAs

IKEv2 SAs:Session-id:99220, Status:UP-ACTIVE, IKE count:1, CHILD count:2

Tunnel-id Local Remote Status Role
1889403559 10.0.0.1/500 10.0.0.2/500 READY RESPONDER

Encr: 3DES, Hash: MD596, DH Grp:2, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/195 sec

Session-id: 99220

Status Description: Negotiation done

Local spi: A75B9B2582AAECB7 Remote spi: FD366326ELFED6FE
Local id: 10.0.0.1

Remote id: 10.0.0.2

Local req mess id: 14 Remote req mess id: 16

Local next mess id: 14 Remote next mess id: 16

Local req gueued: 14 Remote reqg queued: 16

Local window: 1 Remote window: 1

DPD configured for 10 seconds, retry 2

NAT-T is not detected

Child sa: local selector 192.168.1.12/0 - 192.168.1.12/65535
remote selector 192.168.2.99/0 - 192.168.2.99/65535

ESP spi in/out: 0x8564387d/0x8717aba



AH spi in/out: 0x0/0x0

CPI in/out: 0x0/0x0

Encr: AES-CBC, keysize: 256, esp_hmac: SHA96
ah_hmac: None, comp: IPCOMP_NONE, mode tunnel

Child sa: local selector 192.168.1.1/0 - 192.168.1.1/65535
remote selector 192.168.2.99/0 - 192.168.2.99/65535
ESP spi in/out: 0x74756292/0x£0d497b2a

AH spi in/out: 0x0/0x0

CPI in/out: 0x0/0x0

Encr: AES-CBC, keysize: 256, esp_hmac: SHA96
ah_hmac: _NONE,, comp: IPCOMP_NONE, mode tunnel

ASA2

ASA2OH B ZRICRLET,

ASA2 (config) #show cry isa sa det

There are no IKEvl SAs

IKEv2 SAs:

Session-1d:99220, Status:UP-ACTIVE, IKE count:1, CHILD count:2

Tunnel-id Local Remote Status Role
472237395 10.0.0.2/500 10.0.0.1/500 READY INITIATOR
Encr: 3DES, Hash: MD596, DH Grp:2, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/190 sec
Session-id: 99220
Status Description: Negotiation done
Local spi: FD366326E1FEDGFE Remote spi: A75BI9B2582AAECB7
Local id: 10.0.0.2
Remote id: 10.0.0.1

Local reqg mess id: 16 Remote req mess id: 13
Local next mess id: 16 Remote next mess id: 13
Local reqg queued: 16 Remote reg queued: 13
Local window: 1 Remote window: 1

DPD configured for 10 seconds, retry 2
NAT-T is not detected
Child sa: local selector 192.168.2.99/0 - 192.168.2.99/65535
remote selector 192.168.1.12/0 - 192.168.1.12/65535
ESP spi in/out: 0x8717a5a/0x8564387d
AH spi in/out: 0x0/0x0
CPI in/out: 0x0/0x0
Encr: AES-CBC, keysize: 256, esp_hmac: SHA96
ah_hmac: None, comp: IPCOMP_NONE, mode tunnel
Child sa: local selector 192.168.2.99/0 - 192.168.2.99/65535
remote selector 192.168.1.1/0 - 192.168.1.1/65535
ESP spi in/out: 0x£f0d497b2a/0x74756292
AH spi in/out: 0x0/0x0
CPI in/out: 0x0/0x0
Encr: AES-CBC, keysize: 256, esp_hmac: SHA96
ah_hmac: None, comp: IPCOMP_NONE, mode tunnel

IPSec

IPSecZz R ITDICIE, XOOAX RZAHALET,

show crypto ipsec sa

ASA1



ASATDHE D ZRIZRLET,

ASAl (config) #show cry ipsec sa
interface: outside
Crypto map tag: outside_map, seq num: 1, local addr: 10.0.0.1

access-list 121_list extended permit ip host 192.168.1.1
host 192.168.2.99
local ident (addr/mask/prot/port):
(192.168.1.1/255.255.255.255/0/0)
remote ident (addr/mask/prot/port): (
192.168.2.99/255.255.255.255/0/0)
current_peer: 10.0.0.2

#pkts encaps: 3, #pkts encrypt: 3, #pkts digest: 3

#pkts decaps: 3, #pkts decrypt: 3, #pkts verify: 3

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 3, #pkts comp failed: O,
#pkts decomp failed: 0

#pre-frag successes: 0, #pre-frag failures: 0,
#fragments created: 0

#PMTUs sent: 0, #PMTUs rcvd: 0,
#decapsulated frgs needing reassembly: 0

#send errors: 0, #recv errors: 0

local crypto endpt.: 10.0.0.1/500, remote crypto endpt.:
10.0.0.2/500

path mtu 1500, ipsec overhead 74, media mtu 1500

current outbound spi: FOD97B2A

current inbound spi : 74756292

inbound esp sas:
spi: 0x74756292 (1953850002)
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 137990144, crypto-map: outside_map
sa timing: remaining key lifetime (kB/sec): (4008959/28628)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x0000000F
outbound esp sas:
spi: OxFOD97B2A (4040784682)
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 137990144, crypto-map: outside_map
sa timing: remaining key lifetime (kB/sec): (4147199/28628)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

Crypto map tag: outside_map, seq num: 1, local addr: 10.0.0.1

access-list 121_1list extended permit ip host 192.168.1.12
host 192.168.2.99

local ident (addr/mask/prot/port): (
192.168.1.12/255.255.255.255/0/0)

remote ident (addr/mask/prot/port):
(192.168.2.99/255.255.255.255/0/0)

current_peer: 10.0.0.2

#pkts encaps: 3, #pkts encrypt: 3, #pkts digest: 3



#pkts decaps: 3, #pkts decrypt: 3, #pkts verify: 3

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 3, #pkts comp failed: 0,
#pkts decomp failed: 0

#pre-frag successes: 0, #pre-frag failures: 0,
#fragments created: 0

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing
reassembly: 0

#send errors: 0, #recv errors: 0

local crypto endpt.: 10.0.0.1/500, remote crypto
endpt.: 10.0.0.2/500

path mtu 1500, ipsec overhead 74, media mtu 1500

current outbound spi: 08717A5A

current inbound spi : 8564387D

inbound esp sas:
spi: 0x8564387D (2237937789)
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 137990144, crypto-map: outside_map
sa timing: remaining key lifetime (kB/sec): (4285439/28734)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x0000000F
outbound esp sas:
spi: 0x08717A5A (141654618)
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 137990144, crypto-map: outside_map
sa timing: remaining key lifetime (kB/sec): (4055039/28734)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

ASA2

ASA2OH B ZRICRLET,

ASA2 (config) #show cry ipsec sa
interface: outside
Crypto map tag: outside_map, seq num: 1, local addr: 10.0.0.2

access-1list 121_1list extended permit ip host 192.168.2.99 host
192.168.1.12

local ident (addr/mask/prot/port):
(192.168.2.99/255.255.255.255/0/0)

remote ident (addr/mask/prot/port):
(192.168.1.12/255.255.255.255/0/0)

current_peer: 10.0.0.1

#pkts encaps: 3, #pkts encrypt: 3, #pkts digest: 3

#pkts decaps: 3, #pkts decrypt: 3, #pkts verify: 3

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 3, #pkts comp failed: 0,
#pkts decomp failed: 0

#pre-frag successes: 0, #pre-frag failures: 0,
#fragments created: 0

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing
reassembly: 0



#send errors: 0, #recv errors: 0

local crypto endpt.: 10.0.0.2/500, remote crypto
endpt.: 10.0.0.1/500

path mtu 1500, ipsec overhead 74, media mtu 1500

current outbound spi: 8564387D

current inbound spi : 08717A5A

inbound esp sas:
spi: 0x08717A5A (141654618)
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 137973760, crypto-map: outside_map
sa timing: remaining key lifetime (kB/sec): (4193279/28770)
IV size: 16 bytes replay detection support: Y
Anti replay bitmap:
0x00000000 0x0000000F
outbound esp sas:
spi: 0x8564387D (2237937789)
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 137973760, crypto-map: outside_map
sa timing: remaining key lifetime (kB/sec): (4055039/28770)
IV size: 16 bytes replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

Crypto map tag: outside_map, seq num: 1, local addr: 10.0.0.2

access-list 121_1list extended permit ip host 192.168.2.99
host 192.168.1.1

local ident (addr/mask/prot/port): (
192.168.2.99/255.255.255.255/0/0)

remote ident (addr/mask/prot/port):
(192.168.1.1/255.255.255.255/0/0)

current_peer: 10.0.0.1

#pkts encaps: 3, #pkts encrypt: 3, #pkts digest: 3

#pkts decaps: 3, #pkts decrypt: 3, #pkts verify: 3

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 3, #pkts comp failed: O,
#pkts decomp failed: 0

#pre-frag successes: 0, #pre-frag failures: 0,
#fragments created: 0

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing
reassembly: 0

#send errors: 0, #recv errors: 0

local crypto endpt.: 10.0.0.2/500, remote crypto
endpt.: 10.0.0.1/500

path mtu 1500, ipsec overhead 74, media mtu 1500

current outbound spi: 74756292

current inbound spi : FO0D97B2A

inbound esp sas:
spi: OxFOD97B2A (4040784682)
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 137973760, crypto-map: outside_map
sa timing: remaining key lifetime (kB/sec): (4285439/28663)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x0000000F
outbound esp sas:



spi: 0x74756292 (1953850002)
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 137973760, crypto-map: outside_map
sa timing: remaining key lifetime (kB/sec): (4331519/28663)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

show crypto ikev2 sa X > ROH N ZHERITDEETEET, <O RiE, show crypto
isakmpsa N> ROEHERUELZRBELET,

IKEv2 SAs:
Session-1d:99220, Status:UP-ACTIVE, IKE count:1, CHILD count:2

Tunnel-id Local Remote Status Role
1889403559 10.0.0.1/500 10.0.0.2/500 READY RESPONDER
Encr: 3DES, Hash: MD596, DH Grp:2, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/179 sec
Child sa: local selector 192.168.1.12/0 - 192.168.1.12/65535
remote selector 192.168.2.99/0 - 192.168.2.99/65535
ESP spi in/out: 0x8564387d/0x8717a5a
Child sa: local selector 192.168.1.1/0 - 192.168.1.1/65535
remote selector 192.168.2.99/0 - 192.168.2.99/65535
ESP spi in/out: 0x74756292/0xf0d97b2a
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https://www.cisco.com/c/ja_jp/support/index.html
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