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CORFIXNTE, BREEFIVFTATTIATAASATONILFF Y ANIL—FT1
e, —BWEEEICOVTHALET,

Haetsk
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MFIB ||[¥/LFF ¥ A NEGEEBHERR—A

JLA XX ||Any-SourceN L FF ¥ A B

BSR |7—RAKNZYTIL—%

SSM Source-Specific Multicast(SSM)

FP =R/ A

SP KE/NA

CP O MO—=LRA -

PPS NTY NBL—b

ASADINFFYARNIAD2 DOE—ROVTNHAICERETEET,

¢ PIMA/N—AE— R(Protocol Independent Multicast:RFC 4601)
« IGMPA & 7 E— R(Internet Group Management Protocol:RFC 2236)

ASAREDNYILFF Yy ANIL—FT42J7O0RINPIMENLTERAN—LBETD LD,
PIMAN—AE—RHIFEREhET, IGMP AZTE—RiIE, ASAN—23> 70N V)—A&E
NBLUFNICEE—DOIILFF Y ARREAT>Ia>oTcLEN, BEICOISAT MY SZELE
IGMP LAR—KET7YTARN)—AN—RICEFTEETEDETHELET,

RILFFYAMOOAVR—F2 B

—MRIE, NULFFYARMDVTZARNTIOFFREIROAVR—FR N TERENET,

Sender =>N )L FF Y AMARNV—LZREITDIRAMNELERY ND—IOFNA R, I&aE
ETFAREEARNI—LZREETBY—/I®, EIGRPROSPFREDIIL—T4>J70O8I)
ERITIDRYNDT—IOFNAABEN BV XT,

Receiver =>Y )L FF Y ARARN) —LZZEITIRANELEFETFNA A, CORER. N7 4


http://tools.ietf.org/html/rfc4601
http://tools.ietf.org/html/rfc2236

YOILEEBHICEEL, IGMPEZERAL TREONXILFF ¥ ARNTIIL—TICMATEZRERIET DR
ANTHEIFEARAEZLET,

IW—BIASA=>INFF¥YARNARNI—L/INZ T 1Y D ZVEL, BELCBSUTEERNSIZ
ATRETRYRNT—ODMBOEIXY NIEETEDRY ND—0FT/NM A,

RUNFFYANL—TFT4277O0RANU=>RIUFFYARNNTY NOEGEZEHTS 7O
o BE—MXHE D (EPIM(Protocol Independent Multicast) T 9 A", MOSPF&E QN 7O
EHYET,

Internet Group Management Protocol(IGMP) =>0 54 7> R BEDTIL—THSTILFF+ A
RAN—LZZEITHLEHICERATZ 7O,

PIM A/N—ARAE— RO BEE

« ASAlF PIM AN—AE—REPIMBAFBE—REYR—KNLET,
¢« PIM AN—AE—REIGMP AZ7E—ROIOXY > REIEARKICEETEELTEA,

¢« PIM AN—AE—RTR, IXTONNFFYAN NS TAVIREBHCTTFT—RA
M (RP)IZESH, TIAASEEZICAWTEEZENET, LESKTRE, YILFF
TYAR7O—REERNSSEAICEEESIET (ZTLTIRPENINALET ).

RORIE, ASADI DDAV R—T IAAIININFXYARNIZATORNDDHY), BlOA2—7
IARICPIMRAN—NHD2EFEO—MBRNBEEAZRLTVET,

+ Example operation of firewall in PIM domain with client directly connected to
firewall

1. Client sends IGMF Report
for group 224.1.2.3

2. Pix sends PIM join/prune
with the group to be joined

3. Router receives join/prune
and propagates the message to
the RP

Group Receiver Group Sender
O IGMP PIM [ :
- uter
_— _

[ 4. Traffic flows to the pix, and the pix forwards the stream to receiving segment |

PIMAN—A E—ROH>) A 714Fa2L—>3>

INLFFYANL—FTA2T2BHCLEIT (J/O-NILAVT74F21L—232F—R),



<#root>
ASA(config)#

mul ticast-routing

2.PIMZ>FT—RAKNTRLAZEERZLE T,

<#root>
ASA(config)#

pi mrp-address 172.18.123.3

BBYUBAVER—TILATINTFFYANNTY NOREZFTLET (ASAODEFIUT 4
RUD—HFBEIILFFYARNNTYRNETOYIITRHEICNDHHBETT ),

<tfroot>

access-1ist 105 extended pernmit ip any host 224.1.2.3
access-group 105 in interface outside

PIMAN—AE—R®DOHI :



1. Sender starts streaming traffic to 3. PIM join to RP 10.1.1.1 for

Multicast Group 239.1.1.77 239.1.1.77
. 4t
[ -
10.38.112.254
Gigl - Vlan900 Gig2 - Vlan38 \I:
10.38.118.240 10.38.112.240
Sender CSRF::FI - 4| 1038111254
10.38.118.10 5. RP starts to stream the multicast
239.255.0.55 packets towards the destination
clients

2. PIM join to RP 10.1.1.1 for
239.1.1.77

Gig2
10.38.111.240

+ | Gig1
10.36.118.240

1. IGMP Report to join 239.1.1.77

Receiver
10.36.118.10

DZ4AT7>2 NDIGMPER ( ROARTY T ) EF—NHFZEIBDANI—L (BROATYT)D
BFEBRDCECFALTILKEZVL, CORSIZTHLNTVAR LS, MAOTOEAAMILT
RETHDAREMEANBYVET,

V24T RERFIR(FVWFIE):
1VOSAT R TIN—7239.11.77TOIGMPLR— N ZIAET S

2 )L—&lE. FIL—72391177ICH L TREENAEAZT 4 ¥ IRP(10.1.1.1)IZPIM Join X ¥ +
_:/“#éi;_é'fgbijo

3. ASAN' T IL—7°239.1.1.77\C FBPIM Join X ¥ £— ZRPICIAET S

ASATshow mroute AN > ROBHICPIM*GI NUNRRENET,

<tfroot>

ciscoasa#

show nroute 239.1.1.77



Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 239.1.1.77), 00:03:43/00:02:41, RP 10.1.1.1, flags: S
Incoming interface: outside
RPF nbr: 10.38.111.240
Immediate Outgoing interface list:
inside, Forward, 00:03:43/00:02:41

EREL, RERY—NTRAN)—LFE> E<S<BEHBETATVAVLESD, ASAD "show mfiby H
HCRFRZENTY RFRRENERA.

<#root>
ciscoasa#

show nfib 239.1.1.77

Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,
AR - Activity Required, K - Keepalive
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per second
Other counts: Total/RPF failed/Other drops
Interface Flags: A - Accept, F - Forward, NS - Negate Signalling
IC - Internal Copy, NP - Not platform switched
SP - Signal Present
Interface Counts: FS Pkt Count/PS Pkt Count

(*,239.1.1.77) Flags: CK
Forwarding: 0/0/0/0, Other: 0/0/0
outside Flags: A
inside Flags: F NS

Pkts: 0/0

B—NARILFFYARTL=—TAORNT 7 1Y VOEEZRHBRIT DA, RPEROKISIC, U
ANCEBAVEZ—TIAADBZEV "G1 IV RN)DAKZERTLET,

<#root>
CRSv#
show i p nroute 239.1.1.77

IP Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group, C - Connected,
L - Local, P - Pruned, R - RP-bit set, F - Register flag,

SPT-bit set, J - Join SPT, M - MSDP created entry, E - Extranet,

Proxy Join Timer Running, A - Candidate for MSDP Advertisement,

URD, I - Received Source Specific Host Report,

1
X
u



- Multicast Tunnel, z - MDT-data group sender,
- Joined MDT-data group, y - Sending to MDT-data group,
- Received BGP C-Mroute, g - Sent BGP C-Mroute,
Received BGP Shared-Tree Prune, n - BGP C-Mroute suppressed,
- Received BGP S-A Route, g - Sent BGP S-A Route,
- RD & Vector, v - Vector, p - PIM Joins on route,
- VXLAN group
Outgoing interface flags: H - Hardware switched, A - Assert winner, p - PIM Join
Timers: Uptime/Expires
Interface state: Interface, Next-Hop or VCD, State/Mode

X <OozZzo <N
I

(*, 239.1.1.77), 00:00:02/00:03:27, RP 10.1.1.1, flags: S
Incoming interface: Null, RPF nbr 0.0.0.0
Outgoing interface Tist:
GigabitEthernet2, Forward/Sparse-Dense, 00:00:02/00:03:27

B—NFNLFFYARNTIL—TAOANI—LZRKTSE, RPIEF TS,G1 I MNUZERL
VIEFERCELEA S R—T I(RAEZBEAVE—T7IAAVANIBRELT, NFT71v 0%
BIANI—LDOASAICEBELHROET,

<#root>
CRSV#

show i p nroute 239.1.1.77

(*, 239.1.1.77), 00:03:29/stopped, RP 10.1.1.1, flags: SF
Incoming interface: Null, RPF nbr 0.0.0.0
Outgoing interface Tist:
GigabitEthernet2, Forward/Sparse-Dense, 00:03:29/00:02:58

(10.38.118.10, 239.1.1.77), 00:00:07/00:02:52, flags: FT
Incoming interface: GigabitEthernetl, RPF nbr 0.0.0.0
Outgoing interface Tist:

GigabitEthernet2, Forward/Sparse-Dense, 00:00:07/00:03:22

BRI, XOOX RZ2EALET,

- show mroute AN~ RT 'S,Gy TV NUARTREND

- show mfibAN> RiF, ENTY NADREZRRLET,

-showconnANX > RiE, YILFFF+YARNTIL—TiplCBEETIELZERTLET

<#root>
ciscoasa#

show nroute 239.1.1.77



Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 239.1.1.77), 00:06:22/00:02:50, RP 10.1.1.1, flags: S
Incoming interface: outside
RPF nbr: 10.38.111.240
Immediate Outgoing interface Tist:
inside, Forward, 00:06:22/00:02:50

(10.38.118.10, 239.1.1.77), 00:03:00/00:03:28, flags: ST
Incoming interface: outside
RPF nbr: 10.38.111.240
Immediate Outgoing interface list:
inside, Forward, 00:03:00/00:03:26

ciscoasa#

show nfib 239.1.1.77

Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,
AR - Activity Required, K - Keepalive
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per second
Other counts: Total/RPF failed/Other drops
Interface Flags: A - Accept, F - Forward, NS - Negate Signalling
IC - Internal Copy, NP - Not platform switched
SP - Signal Present
Interface Counts: FS Pkt Count/PS Pkt Count

(%,239.1.1.77) Flags: CK
Forwarding: 15/0/1271/0, Other: 0/0/0
outside Flags: A
inside Flags: F NS
Pkts: 0/15
(10.38.118.10,239.1.1.77) Flags: K
Forwarding: 7159/34/1349/360, Other: 0/0/0
outside Flags: A
inside Flags: F NS
Pkts: 7159/5

ciscoasa#

show conn all | i 239.1.1.77

UDP outside 10.38.118.10:58944 inside 239.1.1.77:5004, idle 0:00:00, bytes 10732896, flags -
UDP outside 10.38.118.10:58945 inside 239.1.1.77:5005, idle 0:00:01, bytes 2752, flags -

UDP outside 10.38.118.10:58944 NP Identity Ifc 239.1.1.77:5004, idle 0:00:00, bytes 0, flags -
UDP outside 10.38.118.10:58945 NP Identity Ifc 239.1.1.77:5005, idle 0:00:01, bytes 0, flags -

EUOTATURNIINFFRNYARNITZATORNT 7T T—23 20 2UB &, RANKIGMP
Query XY —2&IEELET,

NN ODSAT RN ARN)—LEZZETHIENTIL—RICL>TERBENI2HE—DFRANTDH
384, JI—ZIERPIZIGMP Prune Xy £—> &% ELE T,



IGMP A2 7 E— ROEME

« IGMPAR 7 E—RTIk, ASARIILFFYARNIZATNELTHEEL, IGMPL R—
N(IGMP "TiAL EEHEND ) ZERELEBHEL—RIZEELT, YILFEFYANN
Z74V 0% EFEEeN)H—LET

c L—ZREBFRANIEHHICOIVZEEFEL, KRYRND—DVLO/—RFILFFYARNRT
TAVIODZEERIETEINESHZERLET,

s PMAN—RE—REFAZTE—RICEXRTZLLOFNEINHD LD ( LYW EIILFF
YANNS 74y 070—, PIMANOSIN#EEERE ), IGMPAR T E—RE#HREEhEE
Ao

ROEIE, IGMPAR 7 E— RIZEBEETNIEASAOERNSEEERLTVET,

1. Client sends IGMP Report
for group 224.1.2.3

2. ASA forwards the IGMP
report to the outside

3. Router sends traffic destined
to 224.1.2.3 to the pix, where it
is passed to the client

. IGMP IGMP I

Group Receiver Group Sender
| Sending traffic to 224.1.2.3 |

IGMP AZ7JE—ROOAV74F21L—>3>

IRLFFYANN—FTA2TZ2BMILET (JO-NILEREE—R ).

<#root>
ASA(config)#

mul ti cast-routing

277 AT A=) FigmpL R—NEZETHA>X—T T4 AT, igmp forward-interface 1~
VRERELET, cONTYRNECDAVER—TIAANSANI—LDEERNGEELEXT
o BT, NILFFTYANDZEBERALA O X2—T I/ AICEEEREATHEY ., YILF
FYARNDEBREIABAI > R—T ITAAOAIBICHY ET,

<tfroot>

!

interface Ethernet0
nameif outside
security-level 0



ip address 172.16.1.1 255.255.255.0
no pim

1

interface Ethernetl

nameif inside

security-level 100

ip address 10.0.0.1 255.255.255.0
no pim

ignp forward interface outside

BBYBAVER—TIALATILNFFYANNTY NOREFEEFTLET (ASADEFIUT 4

RIZ—HDBEINFFYARNRNT T4V IV ZERIZBEILOKABETT ),

<ffroot>

ASA(config)#

access-1ist 105 extended pernmit ip any host 224.1.2.3

ASA(config)#

access-group 105 in interface outside

& T EEZigmp interface sub-mode AN RICE L TRALAEL D &N EL, ThEhZFEH

TEIRAZXDODRICRLET,

igmp forward interface <interface>

nameif inside

security-level 100

ip address 10.0.0.1
255.255.255.0

Interface FastEthernet0/1

Causes the firewall to forward IGMP reports
received on the inside interface out the outside
interface. You would use this command if multicast
receivers were on the inside interface and the
multicast source was somewhere out the outside
interface

igmp forward interface outside
l

igmp join-group <group name>

!

nameif inside
security-level 100
ip address 10.0.0.1
255.255.255.0

Interface FastEthernet(/1

igmp join-group 224.1.2.3
!

igmp static-group <group name>

Tells the firewall that there are hosts behind the
inside interface that might want to receive the traffic
for the group. It will send IGMP reports out the
interface telling the LAN segment that the firewall
wishes to receive the stream. It will also add the
inside interface to the OIL list for the group. This
method is not recommended; If you need to cause
the firewall to add an interface to the OIL for an
mroute, use the static-group command below

nameif inside
security-level 100
ip address 10.0.0.1
256.255.265.0

Interface FastEthernet0/1

Tells the firewall that there are hosts behind the
inside interface that might want to receive the traffic
for the group. It will simply add the inside interface
to the OIL list for the group. This is useful for
simulating a multicast receiver behind the inside
interface.

igmp static-group 224.1.2.3




M F [ PIM

MAEPIMIC Ik, £EYU—(SPT)k&WELA, Chik, XD3ONDZEEERLET,
1.77 —ARKY T —8 (ERETICEELTLS ) &, PIMER/ST Y RERPICEELEEA

o

2.RPREIEFBRVI—IZEMTB1HDOPIMIOINXY =D ZEFLER A,
BEFAANONAADIIL—XREF. RPIZEFTPIM JoinX Y £—T &IAEL. RPTICSMULET,

ok, FINAANSPTIESMUABWE®, ASAHN'S,G)ZERL BV EZERLET, YT
FYAMNNT 74V VRBIXNTRPEEBBL T, ASAE., ("GN FET BRI, IXTOVILF
FYANNTZ T4V VZBEELET, (G)HBWEE. ASAPIMjoin/NTY hZZELEH 2
ECEZBERLET, COBE. ASABRNILFFYARNNTY N2ETIETEFRE A,

Bidir PIMZ& &
1.ILFFEYANL—F4FEHCLET (FO-NLAV74F1L—3a>F—K),
<#root>

ASA(config)#

mul ti cast-routing

2.PIMZ>FT—RAKNTRLAZEERZLE T,

<#root>
ASA(config)#

pi mrp-address 172.18.123.3 bidir

BBUBAVER—TILATINTFFYANNTY NOREEZFTLET (ASAODEFIUT 4
RUD—HFBEIILFFYARMNTYRNETOYIITRHEICNODHHBETT ),

<tfroot>

access-1ist 105 extended pernmit ip any host 224.1.2.3
access-group 105 in interface outside

NZTNZ1—FT142TF&E



NILFFYANOBAEZRNZ TN 1—TFT 142 0FDEEICRE
ERCHCE::

ASADINTFHF ¥ ANGENEEZ T2 ICEBEL TRMITBICE,. ROBHRO—HELEBFIXNT
NRETT,

- ZYRND—SRNROY, ILFFTANOREE, SEE, BLUOSUFT—RAY NOBA
OB

- BEOIIN—TIPTRLA, BLTEREhTLWBR—KEZTORNIIL,

TLFFTAN AN —ALCHEBEARE =& %12 ASA IZ& 2 TERE h - syslog.

- ASAORY RSA VAV B—TIA AN S DEEDshow I R T -

<tfroot>

show nroute

show nfib

show pi m nei ghbor
show route

show t ech- support

c NLFFYARNT—ENASAILBEIETRHLESH, BRTNT Y RIASABHTEEE NS D
ESHERINTYRFA+TFY(NTY NOIPERIAERBTTLZXETS). ek, AN
R Tshow capture x detail; THERTZEET).

IGMPB K UPIMINT Y RONT Y RFYTF Y LLTICHIZZETET,

<#root>
capture capl interface outside match i p any host 239.1.1.77
>>> This captures the multicast traffic itself
capture cappinl interface inside match pi many any
>>> This captures PIM Join/Prune messages
capture capignp interface inside match ignp any any

>>> This captures IGMP Report/Query messages

- BEETANILTFFYARNTFNAA(IL—2 ) S5 D "show mroutes X "show mfiby & EDHE
o

- ASAARILFFYARNNTY RZROYILTVWRHLESHZHMHITZIEHOONTY NF v
F v FhlFshow AN R, Tshowaspdrops NV RZEFERTDE, ASAH/NTY k& ROY
TLTWBAESHERIBTEET, £k, 'asp-drop FATDODNTY N Fv¥7TF ¥k ASA AR
AY7Eg2IXTONTYROF Y+ 7FrICEATE, BTROYVT F+TFFICNVILFF YA
NNTYRHFEENTVBIHNERTEET,

#BIZIZDshow OAX > ROH B



show mroute AN ROH DK, S EFTELETI—TBREEHEFEHRZERRL., 10S O show
mroute AN REKLKBPUTVET, showmfib AV RiF, EXTEBIILFFYANTIL—T
NEEAT—RAZRRLET, $5IC Forwarding /N7y N hD >R & Other ( ROY %KY

) ZTBRBITDCENEETT,

<#root>
ciscoasa#

show nfib

Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,
AR - Activity Required, K - Keepalive
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per second
Other counts: Total/RPF failed/Other drops
Interface Flags: A - Accept, F - Forward, NS - Negate Signalling
IC - Internal Copy, NP - Not platform switched
SP - Signal Present
Interface Counts: FS Pkt Count/PS Pkt Count
(*,224.1.2.3) Flags: S K
Forwarding: 0/0/0/0, Other: 0/0/0
inside Flags: F
Pkts: 0/0
(192.168.1.100,224.1.2.3) Flags: K
Forwarding: 6749/18/1300/182, Other: 690/0/690
outside Flags: A
inside Flags: F
Pkts: 6619/8
(*,232.0.0.0/8) Flags: K
Forwarding: 0/0/0/0, Other: 0/0/0
ciscoasa#

clear mfib counters AN RIEHAI 2O V)T IZERATE, TAMNFRFIEREICKRICIEERT,

<tfroot>

ciscoasa#

clear nfib counters

NTYRFYTF ¥
FUR=RNTYRFYTFYyI-—TFT4VT4R&, ILFFYANOEEONZ TN 1 —FT 4

DOERBICKRIBEET, XOHITE, DMZA 2 RA—T T4 ATREN239.17A7ATOFTXNTO
AINTY N FYTFryanExd,

<tfroot>



ciscoasa#

capture dnzcap interface dne

ciscoasa#
capture dnzcap match ip any host 239.17.17.17
ciscoasa#

show cap dnecap

324 packets captured

1: 17:13:30.976618 802.1Q vlan#301 PO 10.1.123.129.2000 > 239.17.17.17.16384: wudp 172
2: 17:13:30.976679 802.1Q vlan#301 PO 10.1.123.129.2000 > 239.17.17.17.16384: wudp 172
3: 17:13:30.996606 802.1Q vlan#301 PO 10.1.123.129.2000 > 239.17.17.17.16384: wudp 172
4: 17:13:30.996652 802.1Q vlan#301 PO 10.1.123.129.2000 > 239.17.17.17.16384: wudp 172
5: 17:13:31.016676 802.1Q vlan#301 PO 10.1.123.129.2000 > 239.17.17.17.16384: wudp 172
6: 17:13:31.016722 802.1Q vlan#301 PO 10.1.123.129.2000 > 239.17.17.17.16384: wudp 172

show capture x detail AN > ROEHIZ/NT Y ROTTLARRENZ DT, FEICERTT, <D
HATRK, NTY ROTTLEE1TY (F7FIILRNTRIPANTY ROTTLA B E W izsH,
ASARCONTY RZELET ). LAL, TROIL—FENTY hZ2ROYZTLET,

<#root>
ASA#
show cap capout detai

453 packets captured

1: 14:40:39.427147 c062.6baf.8dc3 0100.5e7f.02c3 0x8100 Length: 1362
802.1Q vlan#1007 PO 10.4.2.95.1806 > 239.255.2.195.5000: [udp sum ok] udp 1316 (DF) [ttl1 1] (id

NTYRFYTFYIE, PMBRUTIGMPRZ 74 Y 90OF Y 7 FYICERIBEET, AOF v
F ¥k, 10.0022EEXETBIGMPNT Y N (IPZ7ORIN2) BEAHA 2V R—T I ANZ
BFELECEERLTVET,

<#root>

ciscoasa#

capture capin interface inside
ciscoasa#

capture capin match ignp any any
ciscoasa#

show cap capin



1 packets captured
1: 10:47:53.540346 802.1Q vlan#15 PO 10.0.0.2 > 224.1.2.3: ip-proto-2, length 8
ciscoasa#

INTY NOTTLIE "show capture x detaily N> RTHERTEDCEICEBELTEEL,

CCTH. ROYZEREILFEYANITY e ROY 7 O@E (/82 RL—RIR) &R
T, BBEhIASPROY 7# v 7/ F v RATE £ T,

<#root>
ASA#
show cap capasp det

12: 14:37:26.538332 c062.6baf.8dc3 0100.5e7f.02c3 0x8100 Length: 1362

802.1Q vlan#1007 PO 10.76.4.95.1806 > 239.255.2.195.5000: [udp sum ok] udp 1316 (DF) [tt1 1] (id
13: 14:37:26.538439 c062.6baf.8dc3 0100.5e7f.02c3 0x8100 Length: 1362

802.1Q vlan#1007 PO 10.76.4.95.1806 > 239.255.2.195.5000: [udp sum ok] udp 1316 (DF) [tt1 1] (id

ASAPIM ANN—A E—R IXILFF¥+ ANDEAH
ROR L., ASAFPIMAN—RAE—RTRXAN—FNAREBETZHEERLTVET,
ZYRD—oNROSEERT D

BEOIILFFYARNANI—LAOREAEZEAOBRMEERICBELET, £, VILFF
YARTIL=TDIPTRLAESVFT—RANOBFRERELET,

inside -———————Hﬁ__ﬂJ'ﬂf#f#:;%ﬁ%tﬂz“'-

. Sender
; PIM Traffic is UDP, destined t
cutside raffic is ' destin o

domain 224.1.2.3

Receiver
@ 10.0.0.2

CDFE, T—RRFASAONLA 2V R—T IAATEEFEEh, ARBA 2 EZ—T T4 ADIIILFF
YARNZBEHEILGEEENET, LZ—NREASAORZA > Z2—TIAAELRALUIPYT XY NKIZ
HdD, VAT RFARN)I—LOZEEERLAEEEICAIBSI VX —TIAATEEE N
BIGMPLR—NZHRTEE T, EETO IP 7 RL AW 192.168.1.50 TF,



ASAN LS —NHDSIGMPLR— KN EZRETD L ZHAELET
COBITEE, IGMP L R—RNEZEEICI >TERE N, ASAICK > TUEETHIET,

INTY N F+¥7F ¥ & debugigmp DHEIZEFEAL T, ASAN IGMP XY £—2 2 ZFELTERE
ICRBLECEZBRBTEERT,

ASAN' TV FT—RA NZETTPIMjoinX Y E—S 2R ETH L 2BBLET

ASA & IGMP L R— K ZIRL T PIMjoin XY =2 4L, ThEAE—TIAANS
RP ICEIFTTERFBLET,

172.16.1.2

% PIM sender

domain  Traffic is UDP, destined to

Receiver
224.1.2.3
@ 10.0.0.2 AR Ireport PIM Join

inside ——\J

XD H B ldkdebug pim group 224.1.23ICk2ENDTH ), ASANPIM joinX Y £—2 & IEEICEE
LECEZRLTVET, YILFFYAMNANI—LADEERTIF192.168.1.50T T,

IPv4 PIM: (*,224.1.2.3) 1/P processing

IPv4 PIM: (*,224.1.2.3) Periodic J/P scheduled in 50 secs

IPv4 PIM: (*,224.1.2.3) 1/P adding Join on outside

IPv4 PIM: (*,224.1.2.3) 1inside Processing timers

IPv4 PIM: Sending J/P message for neighbor 10.2.3.2 on outside for 1 groups
IPv4 PIM: [0] (192.168.1.50,224.1.2.3/32) MRIB update (a=0,f=0,t=1)

IPv4 PIM: [0] (192.168.1.50,224.1.2.3/32) outside MRIB update (f=20,c=20)
IPv4 PIM: [0] (192.168.1.50,224.1.2.3) Signal present on outside

IPv4 PIM: (192.168.1.50,224.1.2.3) Create entry

IPv4 PIM: [0] (192.168.1.50,224.1.2.3/32) outside MRIB modify NS

IPv4 PIM: Adding monitor for 192.168.1.50

ASAHFRILFEFYARNARNY—LZRBELTEHEETDCEZRALET

ASARAEAZR—T I/ A (HEDODKHN ) TILFFYAMNT T4V IDOZEZRBL. W
HOL—NICEELET,



- G
inside \_J

172.16.1.2
enu taide PIM sender

; domain  Traffic is UDP, destined to
Receiver - 224123
@ 10.0.0.2 PIM Join

show mroute JIY¥ > R& showmfib AX > R, BLOENTY N F+7Fv2FEHL T, ASA N
NINWFFYANNTY RN Z2ZELTERETDCEEZHERBTERT,

B, NIULTFFYARARN)—LAZRTEHICERET —TILICHERENET,

<tfroot>

ciscoasa#

show conn

59 in use, 29089 most used

UDP outside:192.168.1.50/52075 inside:224.1.2.3/1234 flags -

T =2 T
— iRy 75 BB
COEsTaATTE. —EOERBOASATLFF v A NEEOMBEC OV THALET

HSRP "I RETASAANTYZ7ARN) =L I—ZBIHFOPIMXYE—20EEICK
BMTD

CORBBENIRETDE, ASSARAVE—TIAANSDPIMAY =D I NTODEEFICKHK
LET, XORIE, ASAFEEAICEFTPIMXY E—S2REETERVCEAERLTVERTH
. ASANRPICEIFTTPIMX Y E—2 %X ETHHVENHDEEICEEALUBEBNIN RS NE T,

10.0.0.40 1000.2

e
ﬁa_

=
Firewall should 10.0.0. 4 _3
send PIM join

message but it

does not router
10.0.0.3 Sender 172.16.1.2




debug pimdXY > ROEHE. ASAHAPIMAY =D T Y TARN)—LDRIARNKY T )L —&
ICEETEBRVWCEZRLTVET,

IPv4 PIM: Sending J/P to an invalid neighbor: outside 10.0.0.1

COEBE ASABRBOENTREL, L—RICEHELET, COBER. L—T1>207—
TILOBREEPIMRAN—ICE > THEAENBHSRPERENHAEDLBICK > TE|ERIEIET

o

N—F12TF—=TNE, TIANKYTFNAAELTHSRPIP 10.0.0.1%2ELTVET,

<#root>
ciscoasa#

show run route

route outside 0.0.0.0 0.0.0.0 10.0.0.1 1

LAL., PIMOZRA/N—BEIE, HSRPIP Tlr&E<L, II—ROYEBA > RX—TIA4AIPT7RL
ALEDETEREATVET,

<#root>
ciscoasa#

show pi m nei ghbor

Neighbor Address 1Interface Uptime Expires DR pri Bidir
10.0.0.2 outside 01:18:27 00:01:25 1
10.0.0.3 outside 01:18:03 00:01:29 1 (DR)

HMIZOWTIE., TPIMAN—RE—RHAHSRPZ RLAADAZT AV II—bhEEEICEHEL
ZUVER, #5BLTLSEEL,

RFIXD NDOEHRZRICRLET,

=23 Join/Prune XYy E—T2EELBRVOTLES A, RFC2362 Il TIL—&F,
(S.G). (*G). BLV (**RP)DEITVKVICEEEF TS AL RPF R4/ /N—IcRL T, E
HIEY 1= Join/Prune XY +—J H#IEET B,
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Join/Prune XY £—=> 1k, RPF XA /N—HF PIM XA /N—TH3BEICOHEEETND, LES
éhfb\ﬁjo A

COBEEBEZERTDICE. AEONS 714 Y IICKHULTASA TAZTA4Y U1 mroute T N1
EEBMLET, 200DIL—FRA>2R2—TIAAIP7RLA (10.0.02F#=(F10.0.0.3) oWLWTFhih
ZELTVWB L EBRELET, COBE, RO RIZEKY), ASAIK172.16.1.20TILFF
YAREEBIZAITTPIMAY E—J & FEETEET,

<#root>
ciscoasa(config)#

nroute 172.16.1.2 255.255.255. 255 10.0.0.3



ChARTTRDE, ILNFFYARNL—FATF—TILNRBASAOIZF Y ARNIL—F1>TF
—7 ) EEEEL, ASARPIMXY E—2 X4 /N—D10.0.03CEEEELET,

ASA N LAN EOX N EOEEIL—XTHRVIZH ASA A IGMP L 7R— N & #4157
T3

CORETIE ASA FEEERENENLTFFYARNZEELNSIGMP LR—MZZELETH
TNEEBRLET, FNYTHIBRERESLT, N7y NERFEICROYTEh, ANJ—A
DEEFRBLET,

attempt and

receive multicast
data

Receiver sending j . Lh _@ 3

IGMP reports to
w sender

COBBETE., ASARI AT M FEETBLANEI XY NEOPIMIZK > TEHEWIZEE
N—=Z2TREBEVWES, ASARNTY NZ2ERLET,

IXRDASACLIE A, BIOTFNAAANRAEA 2 Z—TIAAXRY NI LOKRKRI—Z(DR)T
HDEZRLTVERT,

<#root>
ciscoasa#

show pi m nei ghbor

Neighbor Address Interface Uptime Expires DR pri Bidir
192.168.1.2 outside 01:18:27 00:01:25 N/A>
10.0.0.2 inside 01:18:03 00:01:29 1

(DR)

77 # )L N T, multicast-routingd Y > RAREICEMEND E, INTDASAI>X—T T4
ATPIMABRIICHE Y ET, ASADInsideq VRA—T IAAR (VAT NFBFEETDERT) (ICfE
DOPIMRAN— (HDIIL—REEFASA) HHY) ., ThSOIKAN—D12HF T X2 NODRE
LTEEENEBE, DRTEBVWIL—REFIGMPLAR—RZROY7TLET, CchEBRTDIC
F, 1R —T7IAATPIMZEMNZTBH(BERTDA > FZ—T I 4 ATnopimdN > RZEFEH
). FlEpim dr-priorityf X —T7 I A AN RZFERAL T, ASAZEI X NODRICLET

o

IGMPA > 2 —7 T4 ADHIRZBADETTFATIA4—)LICK>TIGMPL R— b
FEEETND



F7AILRNTRE, ASARA > R—T7 I A4 ATEBHFENB500NDREDTIT 178 (LKR—
N)ZFAILET, ChIFRBRETREBERKETT. ZRONVILFFYARNARNI—LN M Z—
TIAAADISAT U NCER2TERENZEE, KRAS000T U T 14 7 JoinA & h,
ASARTYIILFF v+ ARNZFERAHSOEMOEFIGMPLR—NZB R T B AN B ET,

CNANILTFFYARNBEEORETHRI A ESHZRETSICE. OV KR Tshow igmp
interface interfacename; ZFTL T, 12 X—7 I 4 AD "IGMP limity EHRZRL F T,

<#root>
ASA#
show i gnp interface inside

Hosting-DMZ is up, line protocol is up
Internet address is 10.11.27.13/24
IGMP is enabled on interface
Current IGMP version 1is 2
IGMP query interval 1is 125 seconds
IGMP querier timeout is 255 seconds
IGMP max query response time is 10 seconds
Last member query response interval is 1 seconds
Inbound IGMP access group is:

IGW limt is 500, currently active joins: 500

Cumulative IGMP activity: 7018 joins, 6219 leaves
ICMP querying router is 10.11.27.13 (this system)

DEBUG - IGMP: Group X.X.X.X 1limit denied on outside

ASA A 232.xxx/8 DEEHDIILFFYAN NT T4V IODEEICKKTS

COT RLA&EHEE., ASA THREYR—METUVWEW Source Specific Multicast ( SSM ) TfE
HEnXxd,

debug igmpaNX > ROEHIC, KOIZ—HNFRRENET,

IGMP: Exclude report on inside ignored for SSM group 232.179.89.253

DIN—ANREEDF IV IICK>TASAANNILFFYANNTY h2ROYT
92

CDFE. ASARAVE—TILATNILTFFYAN RTF 74V I ZZFELETY, ZEELCE
BXEhELA. NTYRNFUN—ANAEE (RPF) OEF1UT A FIYIICKRBLELS



CASAIIZE TN Y M ROYZTENET, RPFEIXNTOA UV E—TIAATNILFF+ R
NRZSZ749v 02150 TEMTHY, BEMCETEELA (IZF Y AMNTYNIHLTERS
DFIYIRTT7AINTIEAT T, ip verify reverse-path interface AYX > RIC& 2 TERICAE
WET ),

ASA K, YILFFYANRNZT 1V DAV Z—TIAATEFLEEEIL, RRFFI Y UIC
E2TCEDAVE—TIAALTILFEFYAN RSZTAYVIDEERNRDIL—KNITFETS
HESHEBRBLET (IZFYARNENLFFYANDOIIN—TFT 12T 7=\ 2HRBLET
)o BERANDIL—IMFBVEEENTY M2 ROYZFLET, <O ROY & show asp drop
DHATHIRELTERRENET,

<#root>
ciscoasa(config)#

show asp drop

Frame drop:

Invalid UDP Length 2
No valid adjacency 36
No route to host 4469
Reverse-path verify failed 121012

120AF7>a>vik, NST7A4YIDREETIIMouteZ BINTAZETT, ADBITIE.
mroute N> RZFEAL T, AHA > EZA—T I A ATZEETNE172.16.12Hh 85X EFEE VI
FEXEYARNNT T4V DICRITBRPFF IV IEZEITLTVET,

<#root>
ciscoasa(config)#

nroute 172.16.1.2 255.255. 255. 255 out si de

EETY V) —ADPIM ALY FA—=/N—DOKRIZ ASA A" PIM join Z4 R L 75 W

A, PIMAN—RAE—ROXIILFFY¥ARNNTY ME, YILFF ¥ ANODEEFRTH SRPIZIE
S5h, RICRPASHANILFF Y ANV U -—RBHTREFEEICESINE T, LEL, ENEY KL
—MABEOLEWMEICETSE, NIAFFTARZEALCKREEVIL—ZAY—-ABEEDY Y
=2 TR 74V IDREERZET, COL—FETIL—TIZHL THL VPIM joinz &

BLU. TREXILFFYARARNI—LAQEERICAFTTEFLET (HUBIOKS ICRPICEITT
EEITRIOTRBYEEA ),

INFFEYANNT 74V IDREETIE, RPEFEBRDASAAVE—T I AIBEETEEXT,
ASA HEEFRY U—ARSYF T3 PIMjoin EZELIEE (D, ASA BEETO IP 7 RLAA
DIL—KRZH>TVBRENFHYVET, COIL—KHFEDASBEVEE, PIMjoin/NT Y ME K

OY 7&h, debug pmDHHICRDAY E—DHFRRENET



NO RPF Neighbor to send J1/P

CHREBEORRERE. ARN—LDOEEBICHNTZAZXTAY IZmroute L N ZEBIMTSC
ETT, COIVRNJIE, ZREENFIBLTVAASAA > RX—T I A A%ELRLET,

Time ToLive (TTL ) ZBA ks, ASANNILFF+ANNTY hZ2 ROV
ERA)

CONBE. NTYRDTTLIETESZ S, YIFFYARNNT T4V IRFRKRBLET, ChiZ
KV ASAFRERFRY ND—=DO0MOFT/INAANFNTY N2 ROYFLET,

ZLDFE, YIIWFFYANNTYRDIPTTILIRE, ThEREETZFISIT—3IC&2T
FEICNDEWMEILREENET, YIFFYAN NS TV INZRY ND—ORBHATELSETIE
BB ZENBVWKRSIZ, FT7FIILRNTIDORSIZERECNTVRBEENHYET, LR,

F7 A NTRVideo LAN VS AT RNT 7V —23> ( —BEBIILFFr ANEEB KT
TANY=I )&, F7FILBTIPNTY ROTTLZ1ICERELE T,

BEOYILFFry AN NRODHERET ASA O CPU ERAZEN G EZ>T/NT Y
NREROYI7TS

IIILFFFYANNRODICEALTROIXNTH Y TIIEZHES. ASATCPUDERARAELSKY)
CNILFFYARARNY—=LTNTY MO ROY IHRETDAEMELNS BV ET,

1. ASAIFRPE L THEBEL £ T,
2.ASARRTYILFFYAN ANU—LDT7—ANKYTOZEETT, chilF, YILFF+
ARNDEETNFASADA >V Z—TIAAERBUIPHTRY NCEETHEEZEKRLET

B.ASARNILFEFYAN ANU—LOREDEKY TDI—2TY, Chik, YILFFTAL
DEFEENFASADAUE—TIAAELRBUIPHTRY NIFETDEZERLET,

FROITXNTOERNIBEL EHEESIE., REFTLOFRICKY, ASARNYILFFYARNKNST 714V
DOT7ACARAYFoIz@EENET, cOHFER, BVLTF—ZL—PMOTYILFFFTAN AR
)—ATNTY N ROVY7ARELTT, chsONTY RN ROYFLEEEICEMNTS
show asp drop @A77 > Z & punt-rate-limit T3,

ASAICCHRBEBEN BB L ESH ZHETDICE, ROFIEZEITLET,

ATY T1TASAHFRPTH BN ESH ZHIELET,

<#root>

show run pim
show pi m t unnel



AT Y T2ZASANZREBEDRY TI—BHESH ZHELE T,

<#root>
show i gnp group

<mcast_group_IP>

ATYTIASAN 77 —ARKY TIN—B D ESH ZERELET,

<#root>
show nrout e

<mcast_group_IP>

COBEEZERTDICE, ROFIEZRTLET.

-ASAARPICBESBVELSICARODZEELE T, Eiclk, EEAIFLEZEMZASACER
BHELBEVWELSICLTLSEZY

-PIMORDHYIZ, IWFFYARNTATD—F 14 JICIGMPAR 7 E—RZFEALET.

NILFFYAN ANY—LNFRBENEEEIZ ASANFZAOBEO/NTY M & R
Oy 79%

NILFEYAN ANU—LOFRANO/NTY RHFASAICEVWEEZIC, ASAREONILFFY A
NEGZBEL, NTYNEERETDLEODOEETS moute T NI ZERTIHLEN HY)F
To TRNUDERFIE. mrouteL BHEANBILETNDET (BERFRIDREBETERET ), —3P
DINFF Y ARNTY MIBEEENDEEN HYVET, NILFFYARARNI—LDOREN T
T35, NT7Y MIL—HMFIREEAE QGBS EYET,

COEHTRAOYZENL/NTY NOASPROY 7AW "(punt-rate-limit) Punt rate limit
exceeded) T, RIZ. Tshowcapture aspy MHAZRLET ( T, asplk. ROV T
NENTYREFYTFYITBDLSICASATREENEASPROYZFYTFYTT ), COE
ATRAOY7TENEIILFFYANNTY NEHBETEET,

<#root>
ASA #
show capture asp

2 packets captured
1: 16:14:49.419091 10.
2: 16:14:49.919172 10.
2 packets shown

23.2.2.810 > 239.255.123.123.890: wudp 32 Drop-reason: (punt-rate-limit) Punt
23.2.2.810 > 239.255.123.123.890: wudp 32 Drop-reason: (punt-rate-limit) Punt



RILFFYARNZEEOIMICL >THOAN I Z—T IS ADNILTFFYARNY
W=7 OZENFUHTS
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Symptom:
When a PIX or ASA firewall is configured for IGMP stub mode multicast reception and traffic from a mult

The problem is triggered when the firewall forwards the IGMP Teave for the group towards the upstream d

Conditions:
The PIX or ASA must be configured for IGMP stub mode multicast. IGMP stub mode is a legacy multicast fo

Workarounds:

1) Use PIM multicast routing instead of IGMP stub mode.
2) Decrease multicast IGMP query timers so that the receivers are queried more frequently, so their IGM

RETIEAVAMNODEFIVFT 4 RIS —IZEKD2>TASANNILFFYANNT
yhEROYITS

COBENEBETIE., ASAR (RESNLEEFIVFT ARV —ICW]2T )XILFFYANNT


https://tools.cisco.com/bugsearch/bug/CSCeg48235

yREROYFLET, LHAL, ZFYRND—OBBEICE>TRERNTY RAROYTIT2ERA%E
BETD_ENRAETT, COBE, I VE—TIAAIHRETNLERET I LAVANERERA
T, ASARNTY RZRAOYZFLET, BBRERETIELAVARNTILFEFYAN AR —
LZFFATHETT,

ChARETDE, NILFFY¥ARNNTY MFASPROY 7 HJ> A& TFP no mcast output intrf
(no-mcast-intrf); T©ROY 7T hFET,

ASAlF., A FO—NLKRAZNL—MFIROEHIZ, YILFF¥ANANI—LR
D—BONTY N (TXNTTRAEV) ZRENICROYZTLET

NST74v 0l &, NML—RMFEROESHICOMNO—ILKRA NI 2TL—MFREATY
DAHEMENFEVTT, aspdropOHIEF Y+ TF Y ERT, RO EZHEIELET,

<tfroot>
ASA#

show asp drop

Frame drop:
Punt rate 1limit exceeded (punt-rate-limit) 1492520

ASA# show cap capasp det
12: 14:37:26.538332 c062.6baf.8dc3 0100.5e7f.02c3 0x8100 Length: 1362
802.1Q vlan#1007 PO 10.76.4.95.1806 > 239.255.2.195.5000: [udp sum ok] udp 1316 (DF) [tt1 1] (id

miibI> hJE, IXTORNT T AV IANTORARMYFUIENTVWREZRLTVETY

o

<#root>
ASA(config)#
show nfib 239.255.2.1195

Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,
AR - Activity Required, K - Keepalive
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per second
Other counts: Total/RPF failed/Other drops
Interface Flags: A - Accept, F - Forward, NS - Negate Signalling
IC - Internal Copy, NP - Not platform switched
SP - Signal Present
Interface Counts: FS Pkt Count/PS Pkt Count

(*,239.255.2.195) Flags: C K
Forwarding: 4278/50/1341/521, Other: 0/0/0
Outside-1007 Flags: A
RDEQ-to-Corporate Flags: F NS



Pkts: 0/4278 <---- HERE
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<#root>
ASA(config)#

show nroute 239.255.2.1195

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 239.255.2.195), 00:44:03/00:02:44, RP 10.1.135.10, flags: S
Incoming interface: Outside-1007
RPF nbr: 10.100.254.18
Immediate Outgoing interface Tist:
RDEQ-to-Corporate, Forward, 00:44:03/00:02:44
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IPv4 PIM: (*,239.1.1.227) Periodic J/P scheduled in 50 secs

IPv4 PIM: (*,239.1.1.227) 1/P adding Join on outside

IPv4 PIM: (10.99.41.205,239.1.1.227)RPT J/P adding Prune on outside

IPv4 PIM: (10.99.41.253,239.1.1.227)RPT J/P adding Prune on outside

IGMP: Received v2 Report on inside from 10.20.213.204 for 239.1.1.227

ICGMP: Updating EXCLUDE group timer for 239.1.1.227

IPv4 PIM: (10.99.41.253,239.1.1.227) Received [15/110] Assert from 10.20.13.2 on inside
IPv4 PIM: (10.99.41.253,239.1.1.227) Assert processing message wins

IPv4 PIM: (10.99.41.253,239.1.1.227) 1inside Update assert timer (winner 10.20.13.2)

COBEE, 2200 A MNFBR2>TLAV2TT VYD ENTVWREHEBRY NDO—UTRS N,
NILFF Y+ ARNZEAUNIFETBILANIL, 2DOF/NA AN TNSOT/NAAICINLFF Y ARNBN
S74V0RBELTVWELE, BIOXRY NDO—UBENRERT, ASALBIOT /N1 AEPIM
helloZNLTHBEVERETERA 2, MAEELANORRIL—X(DR)DEEI %S| EZ (T
FLE. ChickY), INFFYARNRT T4V IO LESKORBEEEL. FNAALS
ASSERTX Y E—I N REEETNBDERBMULET, COBBEZBRIDLEHIC. LAV20F/N1 R
E7VYDIRBROLEREEMCL, BEEMBALEL

ASAPIM JoinZIXELETH. NTY NOHA AN MTUEBZTWVWD S, XA
N—ICEL>THEZThEFEA

ChNiE629575899 TCEREENEL =, ASAFS Y ARTL—LRBICEHREET N, 4900k v R7
L—LRAIEREENATVERLEATLE, 94T MNT73Z2BABNILFFYANARNI—L%Z
ERITDE, BEONLFFYARNARNI—LHFEELEB A, 73SGIE. 1 XH1494DPIM
JoinX Y t—IBERLETH, CREEEMTUOEBERN TS, 74 SGIE1500& ¥) XZE L\PIM
JoinX vy t—ZERT DS, 4900MEEE/NTY M2 ROYILET,

COBEEBEOEERFRRODESY)TT,
1. 4900MTZ ¥ R 7L—ALNTO—-NILICERMICBE>TVWBR L ZBELET

2YBA 2 B—T I A AESVIOMAEMTU 9216 TERET



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



