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fEA L %= debug OV K

CORFIXYNTHEATS debug IN RIFRDEBY T,

debug crypto isaknp 127
debug crypto ipsec 127

ASA ORE

COPITH ASA DRERFEICELTNTHY), AR —NEERAThIL A

interface G gabitEthernet0/0

namei f outsi de

security-level 0O

i p address 10.48.67. 14 255.255.254.0

crypto i psec transformset TRA esp-aes esp-sha-hnmac

crypto ipsec security-association lifetime seconds 28800
crypto i psec security-association lifetime kil obytes 4608000

crypto dynamic-map DYN 10 set transformset TRA
crypto dynani c-nmap DYN 10 set reverse-route

crypto map MAP 65000 i psec-i saknp dynam ¢ DYN
crypto map MAP interface outside
crypto i saknp enabl e outside

crypto i saknp policy 10
aut hentication pre-share
encryption aes
hash sha
group 2

lifetime 86400

usernane cisco password cisco
usernane cisco attributes
vpn-franed-i p-address 192.168. 1. 100 255. 255. 255. 0

tunnel -group EZ type renote-access

tunnel -group EZ general -attributes
def aul t - group-policy EZ

tunnel -group EZ ipsec-attributes
pre-shared-key *****

group-policy EZ interna

group-policy EZ attributes

passwor d- st orage enabl e

dns-server val ue 192.168.1.99

vpn-tunnel - protocol ikevl

split-tunnel-policy tunnelal

split-tunnel -network-1ist value split

def aul t - domai n val ue j youngt a-| abdomai n. ci sco. com
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/c/ja_jp/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
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ISAKMP A4 > 2 —T7 I A ATEMICE2THEY, 94T R REELEEDE—BT BRI —H"
ENTVERT,

crypto i saknp enable
out si de

crypto isaknp policy
10

aut henti cation pre-
share

encryption aes

hash sha

group 2

lifetine 86400

DBEE—HIBDRRILITN-THEELET,

tunnel -group EZ type
r enot e- access

tunnel -group EZ
general -attributes
def aul t - group-policy

EZ
tunnel -group EZ i psec-
attributes

pr e-shared-key cisco
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AM3 ZRELZE 3, NAT RSNN—HJL (NAT-T) DEHZREZ L 9. MAICRS /1Y JRREIL%R
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A—F IOLFoov)lZz2ELET,

A—HF IOLFo v ZRnELET, JLTF >V ZRIAL, T— REERAIO—RZERKLET,
BEJ74F2L—>3>

usernane ci sco
password ci sco

xauth DERZEELE I,




ACK ZZELUTRELFT ( "noresponse from servers ) o
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EEENTVWBRITIRNTCHNIEZECE—REEREZBRALET,
BEJ74F1L—>3>;
COBE, I—HICEELU IPAEICE)HTSNBEICEERLTSEEL,

usernane ci sco
attributes
vpn-framed-ip-
address 192.168.1.100
255.255.255.0
group-policy EZ

i nternal

group-policy EZ
attributes
passwor d- st or age
enabl edns-server val ue
192.168. 1. 129
vpn-tunnel - prot oco

i kevl

split-tunnel -policy
tunnel al
split-tunnel - net wor k-
list value split default-
domai n val ue

j youngt a-

| abdomai n. ci sco. com
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QM1 ZZELET,

QM1 =z E L X7,
BEEIJ>74F¥21L—>32:

crypto dynam c- map
DYN 10 set transform
set TRA

QM2 ZBERLF T,
BEJ74F21L—23>

tunnel -group EZ

type remote-access !
(tunnel type ra = tunnel
type remote-access)
crypto ipsec transform
set TRA esp-aes esp-
sha-hmac

crypto ipsec security-
associ ati on lifetime
seconds 28800




crypto i psec security-
association lifetine
ki | obyt es 4608000
crypto dynamic-map
DYN 10 set transform-
set TRA

crypto map MAP 65000
i psec-isaknp dynanic
DYN

crypto map MAP

i nterface outside

QM2 ZEFELFT,







QM3 ZZFELFT,

QV3ZRELFT, GO LrOCREEFIVFTANTX—ZFA 0TI TASPNZERKLEFT, HRARNC
ZEIMLET,
BEJ74F21L—23>

crypto ipsec transform
set TRA esp-aes esp-
sha- hnmac

crypto ipsec security-
association lifetinme
seconds 28800

crypto ipsec security-
association lifetinme
ki | obyt es 4608000
crypto dynam c- map
DYN 10 set transform
set TRA

crypto dynam c- map
DYN 10 set reverse-
route
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ISAKMP

shcryisasadet AN ROHARERDESY TY,

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 I KE Peer: 10.48.66.23

Type : user Role : responder

Rekey : no State : AM ACTI VE

Encrypt : aes Hash : SHA

Auth : preshared Lifetime: 86400

Li feti me Remai ning: 86387

AM_ACTI VE - aggressive node is active

IPSec

N> ZILDO K FH—IZ& Internet Control Message Protocol ( ICMP ) A*EHE 378, 1 D20
IPSec SA D& FEEBEhET, ORI 1 ICMP T9, SPIfERR. F/NYy I T I—
RENEBEREBDZEICEFBELTLKEEY, ChIEFERICEK, 7I—X20F—BERORL
BURNRILTT,

shcryptoipsecsa AN ROH DR ROEBYTY,

interface: outside
Crypto map tag: DYN, seq num 10, local addr: 10.48.67.14

| ocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

renote ident (addr/mask/prot/port): (192.168.1.100/255.255.255. 255/ 0/0)
current _peer: 10.48.66.23, usernane: cisco

dynam c all ocated peer ip: 192.168.1.100

#pkts encaps: 5, #pkts encrypt: 5, #pkts digest: 5

#pkts decaps: 5, #pkts decrypt: 5, #pkts verify: 5

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not conpressed: 5, #pkts conp failed: 0, #pkts deconp failed: 0



#pre-frag successes: 0, #pre-frag failures: 0, #fragnments created: O
#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needi ng reassenbly: 0
#send errors: 0, #recv errors: O

| ocal crypto endpt.: 10.48.67.14/0, renote crypto endpt.: 10.48.66.23/0
path mu 1500, ipsec overhead 74, media mu 1500

current outbound spi: C4B9A77C

current inbound spi : EA2B6B15

i nbound esp sas:

spi : OxEA2B6B15 (3928714005)

transform esp-aes esp-sha-hmac no conpression
in use settings ={RA, Tunnel, }

slot: 0, conn_id: 425984, crypto-map: DYN

sa timng: remaining key lifetime (sec): 28714
IV size: 16 bytes

replay detection support: Y

Anti replay bitnmap

0x00000000 0x0000003F

out bound esp sas:

spi: OxC4B9A77C (3300501372)

transform esp-aes esp-sha-hmac no conpression
in use settings ={RA, Tunnel, }

slot: 0, conn_id: 425984, crypto-map: DYN

sa timng: remaining key lifetime (sec): 28714
IV size: 16 bytes

replay detection support: Y

Anti replay bitnmap

0x00000000 0x00000001
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/c/ja_jp/support/docs/security-vpn/ipsec-negotiation-ike-protocols/5409-ipsec-debug-00.html
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