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B2DI1—HOX I O0— RATEE ACL ZEAL 1= ACS DFRE
JIN—=—"0X D> O—RAEEACL Z{FFH L /= ACS DERE
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show crypto ANXY > R

11— TNV —7"0F D> O0— RATEE ACL
filter-id ACL

NSNS a—F42Y

X1 VF4 FPIVT—2320007F
NSTNA—F A TDEHOIAI R
B E B R

FU®IC

CORFAXINTR, EF2VTA TTSATOARERZYRND—O 7ORAOESHICI—H%
WATDESICERETDHEICODVTHBELET., RADIUS R XEBEERNICEMICTESZ DT,
CORFIXINTREFIVTA TTSAT2ATOHO RADIUS BADEREICDOWVWTIEFREAL
FtA, EXIUTA TTSAT AN RADIUS H—NASZELETIEA UANEHE L
NDESICMEBITEZIHAICOVTHBELET,

TOEBLAVARNEEXIVTA PTSATAICEIO0—RTBELS5IZ RADIUS H—/V &%
ETEET, FEEF, BEABICTIVEAVARNEZA T VO—RIBDLDICERETEET, 1
—H&Ek, I—YEEOT7I0EA UANTHIAENERBEEZEFZREAIENET,



Cisco Secure Access Control Server (ACS ) ZFRAL TA—Y & ICEIBTIOEA VAN ZR
HIBEER, FUVVO—RAETIER VAN BRERT—F7 N EHFETT, FUO—R
ARET VA 1) A MEEES & T Cisco Secure ACS DEFAICOVWTIK, FEAYUO—RAETY
T RAFHI AN ZFEETS RADIUS H—/NDFEES SRV AT O—RAEE IPACLY 2SR
LTLEEL,

CiscoASA/N—>3 > 82 LLBITHORBEDEREICOVWTEHLLIF, FASAPIX8x: CLI &Y
ASDM TR O—RAEEACL ZFEALTERY ND—2 7O+ AM RADIUS B7] ( ACS ) #35%
ET260ly 2S5HBLTIEEL,

Bl R4
B

CORFIXYRNTE, BHREEFIUTA FTTSATUA(ASA) AL ICBELTVT,
Cisco Adaptive Security Device Manager (ASDM ) & CLI SR EZZETED XS ICREET N TV
BPEEBELTVET,

#: ASDM E /=& Secure Shell (SSH ) TFNAAZUE—RDSBRETEDLSICTBHEIC
2WTIEk, TASDM A®O HTTPS 7O ADF AL ZZRL T EE L\,

FRTAIR—F> b

CORFIXVNOERE. ROVTIRIITEN—RIITON-2IVICEIKEDTT,

. CiscoASAY 7 DI T7 N—232 8.3 LAR

. Cisco ASDM /N\—> 3> 6.3 LA

. Cisco VPN Client /N\—> 3> 5.x A&

- Cisco Secure ACS 5.x
KENERE, BEOTARAREILHDTNAALCETVTERENEZENDTT, CcORFIAY
NTERTZDINTOTFNA A, I (F72)IK ) REORELASEEFHL TVET, HEF
NDERY NID—VTHEEZFTSHEE, ANV ROZFECODVTTHAICEBRLESATEELTLE
=L\,

(507
KF1XY NEROBME. TYRAIFINL T4 Y TAOREE) ESRLT L,
BERELH

AIVO—RABEIPACLZFEATRE, ZHOI—YELGFI1I—5 JII—7ICEAAEES ACL
EEOEY NZERTEET, CNSODACLEZNEY MK, ACLOVTF UV ERENE T,

A7VO—RABEIPACLIE. ROKSICEMELERT,

1.ACS ik, A—HICRY ND—IUADTIRAZHAIDEE, AU O— RAEE IPACL
BREIZAVTRATOT77AIILICENHTSNTVWR L ES L ZHHL KT,
2.ACS i, BAZTO77ANICENHTSATVWRIVO—RARIPACL ZRET S L,


//www.cisco.com/en/US/docs/security/asa/asa83/configuration/guide/access_fwaaa.html#wp1150910
//www.cisco.com/en/US/docs/security/asa/asa83/configuration/guide/access_fwaaa.html#wp1150910
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.1/user/guide/pol_elem.html#wp1053438
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/c/ja_jp/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html

BREIfHE ACL 2 EET2EME (11— v 3> n—#& L T, RADIUS access-accept
NTY RA) BREBRINFE ACLON—23VEREELET,

B.AAAVTAT RN, BITN—23 2O ACLAF Yy Y220 (DFY, ACLA#LLV
N, BEEIATVDS ) EIEETDE, ACSEFHLWACLFEGET7YFF—REhiz ACL
BTNAAICEEFELET,

Fh, F1—YEEEI—Y J)L—7 0 RADIUS Cisco cisco-av-pair J& 1% [26/9/1] T®D ACL @
REOKDYIC, XVVO—RAEIPACL ZFEATRICEETEXRT, XV O—RAREIP
ACLZERL THEaZFT2E, TOREAEEZSRINE, LOFA7A774)NICEFVO—
RAJEE IPACL ZEIV) ¥ TBHENTEET, ZMDHEE. RADIUS Cisco cisco-av-pair B E %
RHAZ7O77A4AICRETSEEREMNERNTT,

ACSWeb 1 B —T7IAAICACLERZEANTRHEE, F—D—RPBEHFIMIJZEALE
WTLEZL, ZO/OHSWRIK/UICEVWT, FTVO—-RABEIPACL ZERALKLS LTV
DAATZATNOBENZ ACLOXY Y RBEXB LN T A VAZHEAL TS EZ L,

ACSIZCAN TS ACL ERIF., 1 DEREEFEHO ACLOANY RICK>THEHEINET, FONY
REZNRZTNBIDTICADETNET,

ACS Tk, BBOATIVO—RABEIPACLZEEL, CRTEBFATOAT7AILTETNERE
ATEEY, PTOEAT—EARAL—LOFRHICEITVT, ¥I7VO—RAEIPACL 28T
EETFBRBATOAT77FAINEEEREEB AN ITAT U NIEETEEY,

T, AOVO—RABEIPACLRAICHD ACLOVTFUYDIEF.2EETHEETEET,
ACSIE ACLDARZT—7 IO LA SKREL., BRHICROA2EACLORARZEA I O—R
LET, EFEREITDEER. RELEHICEATES ACLORNRZ)ANDLEEICEHETS
& DATLAEMENICTEET,

A7VO—RABEIPACL ZRBED AAA VZA T RTHEATSZICE. AAATSA T2 RARD
L=ILICRSBENBH)ET,

. #3EEIC RADIUS ZfEA T %
AV O—RABEIPACL ZHR—KLTVSD
A2 0O—RABE IPACL 249 7R—KNT % Cisco /N1 ADFlZRIZRLET,

. ASA
108 /N\—2 3> 12.3(8)T L %EE1TF % Cisco /N1 A
ACL EZERY U A ASAACL EANT 2SI ERTIHENHHHROBIERICRLET,

permit ip 10.153.0.0 0.0.255.255 host 10.158.9.1
permit ip 10.154.0.0 0.0.255.255 10.158.10.0 0.0.0.255
permit 0 any host 10.159.1.22

deny ip 10.155.10.0 0.0.0.255 10.159.2.0 0.0.0.255 log
permit TCP any host 10.160.0.1 eg 80 log

permit TCP any host 10.160.0.2 eqg 23 log

permit TCP any host 10.160.0.3 range 20 30

permit 6 any host HOSTNAME1L

permit UDP any host HOSTNAME2 neq 53

deny 17 any host HOSTNAME3 1t 137 log

deny 17 any host HOSTNAME4 gt 138

deny ICMP any 10.161.0.0 0.0.255.255 log

permit TCP any host HOSTNAMES neqg 80

E

%I{.!II




COETE, CORFIXYNTHBTDREORTECLERBERERBLET.
Y MI—OK

CORFIAIXVRNTE, ROXRY ND—OBHEFEALTVET,

ACS5-RADIUS
Sarver

192.168.26.51/24

Server 2 35
10.1.1.3724 AL
E0SD - DMZ
E_ 192.168.26.13
10.1.1.1/24
g_ K —

Rl E0M-Ingide ASA B0/ - Outside
10.1.1.2/24 ITZ.06.1.1/25

Cisco VPN
Chiont

ECOBRETEALTVS PP RLA ZF—LR, 41Y8—XY hETERLL—F VI T
BBEEDTESYELA, ChS5ERFC1918 TOF RLATHY, IRRETHEAENLED
Y,

JE—N T2 1EAVPN (IPsec) DEEE

ASDM O F)E
JE—NT72Vt2AVPN ZRETDI_IE. XOFIEEZERTLET,

1.7R— L D12 ROH S [Wizards] > [VPN Wizards] > [IPsec(IKEv1) Remote Access VPN
Wizard] Zi&IRL £ 7,



File View Tools | Wizards [|'Window Help

Look,
.@]I .%m Startup Wizard. .. v | ) Back (Y Forveard | P 1o |
- : | _ven weards | Pl Sketo-ske PN Wizard... T
i o e Higgh & silsblty ard Scalabiity Wizard, ArsrCanmect YRR Wizard, .. |
BB Dpvice et
é . Devie Unified Communication Wizard. .. Chentless S50 VPN Wizard. .. ———
:E ﬁ Packet Capture Wizard. ., | TPsec (IKEv1) Regnote Access VPN Wizard. .. | _
Inl Gereral | License | Wy Irkerface | 1P AddressiMe
diz 152, 168.26. 13/24
: coasa.default.domaininvalid
Host Name:  cis inside: 10,1.1.1724
ASA Version!  BL4(F) Device Uptime: Od Zh 20m 37s e 172.16.1.1/24
ASOM Verson: G.4(T) Device Typa:  ASA 5510 kast noip address
Firesall Mode: Routed Cortext Mode: Single
Tota Flash: G4 MB Tatal Memary: 256 MB
Select am inberface to view input and output

2. ZE (2 U T [VPN Tunnel Interface] Z#RL ( < OHITEE [Outside] ) . [Enable inbound
IPsec sessions to bypass interface access lists] D#EIZHDF I Y JRY DA FITHE
TVWBEeZzBRBLET,

B VPN Wizard SRR

VPN Wizard IPsec IKEv] Remole Access Wizard (Step 1 of ..)

Lis this wizard to configure new new [Psec (IKEV1) remabe access VWP tunnels, A bunned established
b calls from remobe usars such as belecommuters is called remobe access bunned,

This wizard creates basic bunne! configurations that you can edit later using the A5DM.

VPN Remole Accoss

VN Tunnel Intesface: [BUSIEN |

F Enable inbound IPsec sessions to bypass mberface access lists, Group policy and per-user
suthorization scoess lisks sl apply bo the traffic,

< Har) .m..} Pt | Cancel | Helg |

3. [Cisco VPN Client, Release 3.x or higher] ELTVPN 9547 N R4 7 & BIRLE T,
[Next) 20y OLZET,



& ¥PN Wizard e X

VPN Wizard Remote Access Client {Step 2 ol ..)

Femote sccess users of various types can open WP bunneks bo this 454, Ssleck the bype of
WPM client For Hhes tunmel.

VP Chiant Type:

or other Easy ¥PN Remobe product

" Microsoft Windows dient using LETP over iPsec

Spedty the PPP suthentication. peotacs!, IF 5 protocsd i raok
speched on the remota disnt, do mot spedy ik

ITrer - & cRar: @ Fsaararsl [T scHaRyz: [T EAR-PROKY

Sy i Eha client wall send tunns! group nems &5 - dseinseiteunnsioun

[T | Cherit vl s22d By group neme #s Lsermameatrndgroos

If preshared authentication is ueed wieh this option then Defaukracroun’s
pre—shared kay & ppp authentication are-aso modfed.

<Back | mMext Fien | cancel | hep |

4. [Authentication Method] Z#IR L . FRAIEHREZEELET, CCTHEAITIFRAFER
[Pre-Shared Key] TFo RRENTVWBAR—AIRNZIL TI—TOEREELET
o — TR T % [Pre-shared Key] (& [cisco123] . [Tunnel Group Name] I& [Cisco-Tunnel]
T3, [Next) Z0UYILET,



[ ¥PM Wizard

The AS4 sllows you to group remote sccess tunnel isers based on common conneckion parameters

and dient attributes configured in the subsequent screens, Configure suthenticstion method ard
tunrel group For this remote conmection. Use the same bunned group name for the device and the

remabe chant,
Authentication Method
(¥ Pre-shared key

Pre-shared Key:  foscol23
" Cestificabe

Certificate Signing Algorithen:  rea-sig
Certificate Mame; | ;l

" Chalenge response authentication (CRACK)

~Tunrel Group
Tunmel Group Name: F:imn-!unnal

<Back NE! rren | cancel | hep |

5 VE—K I—Y0RIAAICO—HI I—FOF—IR—AHLPAFLAAA BN TI)L—T%
BIRLE T, < Tk [Authenticate using an AAA server group] ZiBIRLEF, #L L
AAMA H—N TIL—TBZERT S IZIE. [AAA Server Group Name] 7 1 =)L ROEICH B

[New] 22U Y 2 LET,




= ¥PN Wizard I x|
VPN Wizand Client Authentication (Step 4 of ...}

Ta authenticabe remote users wsing local device user databass, select the First option below.
You can creabe usar accounks in the nexk step.

To use external &84 servers instead, select the second option. You can select an ecdsting AR
server group or crpate a new one using the Mew bukton below,

T manage all ather AA4 settings, go bo Configurakion > Device Management > Lisers/AAS in
tre maim A50M window.

™ Aughenticate using the [ocal user database

| & Acthenticate using an AAA server oroup |

AAL Server Group Marmes: |

{Ba:k.J Nat > | it | Cancel | Hels |
LY

6. ¥ —NJIIN—7F&, FIAEZ7ORIN, Y—NIPFRLA, A VE—TITA4ARHE, H—/\#
RRE, RRENDTNThOAR—ALEEL., [OK|ZIVUYILET,



E: MNew Authentication Server Group

Creake a new-aul:heﬁl:r;atinn_ser'-.f_er_grcnup containing one authentication server,
To add mare servers to the group or change other AAA server sethings, go ko
Configuration = Dewvice Managemenk = L.I5ar.¢;,l'.ﬁ.;!'..|:_'. = A Server Groups,
ServeraEroup Mame; AC55
Authentication Protocol: RaDILS E
Server IP Address: 192,168.26.51
Inketface: dmz -
Server Secret Key: i
iZonfirm Server Secret Key: e

“ Q. " Cancel Help

legs

7.Next] 22U Y 2 LET,




& ¥PN Wizard

VPN Wirarnd Client Authentication {Step 4 of ..}

Ta authenticabe remobes ussrs wsing local devics user dababase, select the First option befow.
You can creabe user accounks in the ek step.

To use external &84 sevvers instead, select the second option. You can select an ecdsting Ak
server group or crpate a new one using the Mew button bedow.

Tor manage all ather AAA settings, go bo Configuration > Device Management = Lisers/AAS in
tre maim S50 window,

(™ Aughenticate using the local user database

i+ Authenticabe using an ARR server group

A4S Server Group Mame: |nt55

< Back » r'u..-.'-l Cancel | H-ehl

8. FEEEICUE—N VPN ISATURNCRAF IV UICEANHTShBO-HAI)L 7TRLAD
T7-lZERLET. O—AL T RLAOGHFLWT —ILZEKTDICE. [New] 2T ) Y
JLFET,



= ¥PN Wizard BEE x|
VPN Wizard Address Pool  {Step 5 of 10)

Enter & pool of local addresses to b= used For assigning dynamic [P addresses to remote VPN
dlients,

Tuniwel Group Mame Eisco-Tunnel

~Pool Setbimgs
Range Start Address:

Subrek Mask:

fBu:k.J Mest > | Firh | Cancel | Helo |

9.[Add IPPool] 4> ROT, 7=I&, BBIPT7RLA, #TIPF7RLA, ¥7XxY K~
NAV&ZADLET, [OK|ZOUYOLET,

B Add IP Pool x|
Mame: Sarmple-Pool
Starting IP Address: |10.2.2.1 -]
Ending IP Address:  |10.2,2,254 =
Subnet Mask: 255,255,255, 0 =y
Er[f::: || concar | hen

10. RAY 7RV VARDST—ILBEZEBIRL, Next] 29UV ILET, ZOBOT—)
Fl&. FIE 9 TR L /= Sample-Pool T3,




= ¥PN Wizard e x|

VPN Wirard Adidress Pool  {Step 5 of 10)

Enter & pool of local addresses ko be used For assigning dynamic P addresses o remote VPN
cliants.

Turnel Group Name : Cisco-Tunnel
e ] |
-Pool Settirgs
Fiange Start Address: 10.2.2.1
Fange End Address: 10.2.2.254
Subnek Mask: 255.255,285.0
{Ba:k.l et s | Fireh | Cancel | Help |

11. 27232 : DNS & WINS OH—/VIg#]., SLTFJE—NVPNClientiC7v> 19275
T7ALBDRXABZEELET,

= ¥PN Wizard il 5 x|

VPN Wizard Attributes Pushed to Chent (Dptional) (Step 6 of 10)

Attributes vou configure Below are pushed bo the VPN client when the chent connects to the
ASA. IF you do not want an attribute pushed ko the dient, leave the corresponding Field Blank.

Tunnel Group: Cisco-Turmel

Primaty QNS Sarver:

Secondary DNS Server!

Primary WINS Server:

Secondary WINS Server!

Defaul Dioman Nafre! CISC0LCOMm

< Back Nesd: = |"|'|‘--| Can:ell Hebl




12. JE—RM VPN I—HILLAHATEIHRARNRRY ND—IUNFBFEETEHEEE. chEEELE
To BRATDAE—TITAARABERY N —7%& [Exempt Networks] 7 1 —JL RIZA D
LTAS [Next] 20 )YOLET, cOUVAMZZBHICLTHL<E, UE—K VPN 11—
HiE ASA @ Inside XY RD—U2EICT IV ECATEDEILBYET, CDT12 R
Tk, AZ7UYRN RRVDTZBHCTRZEETEET, ATUYRN NRUDY
T, CCETTEELEVY—AANORNS 71V VRBSLENETTHS. —RICA X
— XY NIRLTERNZ 71y OO RIIMEEITONIT, EESHET VAN THONRE
To RATVYRNRNIRVINBERIZCEHATOVEVEE, VE—N VPN I—HHLS5DT
XNTORNTFTAYVIRFASAICHLULTRN RV TENET, CcOBE. REICK2TE
wEEETOEY YANOERFfERTDAIEEN HYET,
= ¥PN Wizard R x|

VPN Wizard IPsec Settings (Optional) (Step 7 of 10)

Metwork Address Translabion (NAT) is Used to hide the inbernal netvwork from oukside usars, You can
migke exceplions bo NAT bo expose the entire or part of the inbernal nebwork o authenticated remate
users protected by YN,

To expose the entire network behind the most secure interface bo remote VPN users without MAT,
leave the Exempt Metworks Field blank.

InkesFace: |irside =
Exempt Metworks: [10.1.1.0/24 -]

[ Enable spit tunneling ba et remote users have simultaneous encryphed acoess ba the resources
defined above, and unenerypted access bo the internet, :

& ‘p ‘ ‘Fq [T Enable Perfect Forwarding Secrecy (PFS)
' ]' Diffie-Hedman Groce: | | - I

< Back I Hmtig Firet | Cancel | Hels |

13. 2D VA Y RVICEI—FIT > EBREOBEN RTREhET, RECBAEN B TAE,
[Finish) 22Uy JULEY,




VP Wzad o e
VPN Wizard Summary (Step & of 10)

VPN Tunnel Inkerfacs: outzide

Tunnel Group Mame: EELo-Tunnel
Dl Group Policy: Cisco-Tunnel

{10.2.2.1 - 10.2.2.254)
Primary DRS: 10.1,1.254
Defaulk Domain Name! cisco.com

10:1.1.0024
Split tunnelng! disabled
Ferfeck Forward Secrecy (FFS): disabled

IPsec authentication uses pre-shared bey: decol 25

You have oeated a Remote Access ¥PM bunnel with the Following attributes:

Lser authertication usng authenticacon server group: BC55
Mew authentication server groups) authentication servers: &CSS / 192.168.26.51
Fool of TP addresses For ¥PN dients! Sample-Pool

Irtermal retwork elements exposed to remote VPR Users withauk NAT:

< Back

ol

CLI &% ASA DFRTE

CL

REZUTICRLET,

ASA FNAATORFTIAV74F¥F1L—>3>

ASA# sh run

ASA Version 8.4(3)

!

!-—- Specify the hostname for the Security Appliance.
hostname ciscoasa enable password y.tvDXf6yFbMTAJD
encrypted passwd 2KFQnbNIdI.2KYOU encrypted names ! [---
Configure the outside and inside interfaces. interface
Ethernet0/0 nameif dmz security-level 50 ip address
192.168.26.13 255.255.255.0 ! interface Ethernet(0/1
nameif inside security-level 100 ip address 10.1.1.1
255.255.255.0 ! interface Ethernet0/2 nameif outside
security-level 0 ip address 172.16.1.1 255.255.255.0 !
!--- Output is suppressed. boot system disk0:/asa843-
k8.bin ftp mode passive object network
NETWORK_OBJ_10.1.1.0_24 subnet 10.1.1.0 255.255.255.0
object network NETWORK_OBJ_10.2.2.0_24 subnet 10.2.2.0
255.255.255.0 access-1list OUTIN extended permit icmp any
any !--- This is the Access-List whose name will be sent
by !--- RADIUS Server (ACS) in the Filter-ID attribute.
access-list new extended permit ip any host 10.1.1.2
access-list new extended deny ip any any

pager lines 24

logging enable




logging asdm informational
mtu inside 1500

mtu outside 1500

mtu dmz 1500

ip local pool Sample-Pool 10.2.2.1-10.2.2.254 mask
255.255.255.0

no failover
icmp unreachable rate-limit 1 burst-size 1

!--- Specify the location of the ASDM image for ASA !|---
to fetch the image for ASDM access. asdm image
disk0O:/asdm-647.bin no asdm history enable arp timeout
14400 !--- Specify the NAT from internal network to the
Sample-Pool. nat (inside,outside) source static
NETWORK_OBJ_10.1.1.0_24 NETWORK_OBJ_10.1.1.0_24
destination static NETWORK_OBJ_10.2.2.0_24
NETWORK_OBJ_10.2.2.0_24 no-proxy-arp route-lookup
access-group OUTIN in interface outside !/--- Create the
AAA server group "ACS5" and specify the protocol as
RADIUS. !--- Specify the ACS 5.x server as a member of
the "ACS5" group and provide the !--- location and key.
aaa-server ACS5 protocol radius

aaa-server ACS5 (dmz) host 192.168.26.51

timeout 5

key ****%

aaa authentication http console LOCAL
http server enable 2003
http 0.0.0.0 0.0.0.0 inside

!--- PHASE 2 CONFIGURATION ---! !--- The encryption &
hashing types for Phase 2 are defined here. We are using
!--- all the permutations of the PHASE 2 parameters.
crypto ipsec ikevl transform-set ESP-AES-256-MD5 esp-
aes-256 esp-md5-hmac

crypto ipsec ikevl transform-set ESP-DES-SHA esp-des
esp-sha-hmac

crypto ipsec ikevl transform-set ESP-3DES-SHA esp-3des
esp-sha-hmac

crypto ipsec ikevl transform-set ESP-DES-MD5 esp-des
esp-md5-hmac

crypto ipsec ikevl transform-set ESP-AES-192-MD5 esp-
aes-192 esp-md5-hmac

crypto ipsec ikevl transform-set ESP-3DES-MD5 esp-3des
esp-md5-hmac

crypto ipsec ikevl transform-set ESP-AES-256-SHA esp-
aes-256 esp-sha-hmac

crypto ipsec ikevl transform-set ESP-AES-128-SHA esp-aes
esp-sha-hmac

crypto ipsec ikevl transform-set ESP-AES-192-SHA esp-
aes-192 esp-sha-hmac

crypto ipsec ikevl transform-set ESP-AES-128-MD5 esp-aes
esp-md5-hmac

!--- Defines a dynamic crypto map with !--- the
specified transform-sets created earlier. We are
specifying all the !--- transform-sets. crypto dynamic-
map SYSTEM DEFAULT CRYPTO MAP 65535 set ikevl transform-
set

ESP-AES-128-SHA ESP-AES-128-MD5




ESP-AES-192-SHA ESP-AES-192-MD5 ESP-AES-256-SHA ESP-AES-
256-MD5 ESP-3DES-SHA
ESP-3DES-MD5 ESP-DES-SHA ESP-DES-MD5

!--- Binds the dynamic map to the IPsec/ISAKMP process.
crypto map outside_map 65535 ipsec-isakmp dynamic
SYSTEM_DEFAULT CRYPTO_MAP

!--- Specifies the interface to be used with !--- the
settings defined in this configuration. crypto map
outside_map interface outside

!--- PHASE 1 CONFIGURATION ---! !--- This configuration
uses ISAKMP policies defined with all the permutation !-
-- of the 5 ISAKMP parameters. The configuration
commands here define the !--- Phase 1 policy parameters
that are used. crypto ikevl enable outside

crypto ikevl policy 10
authentication crack
encryption aes-256
hash sha

group 2

lifetime 86400

crypto ikevl policy 20
authentication rsa-sig
encryption aes-256
hash sha

group 2

lifetime 86400

crypto ikevl policy 30
authentication pre-share
encryption aes-256

hash sha

group 2

lifetime 86400

crypto ikevl policy 40
authentication crack
encryption aes-192
hash sha

group 2

lifetime 86400

crypto ikevl policy 50
authentication rsa-sig
encryption aes-192
hash sha

group 2

lifetime 86400

crypto ikevl policy 60
authentication pre-share
encryption aes-192

hash sha

group 2

lifetime 86400

crypto ikevl policy 70
authentication crack
encryption aes

hash sha




group 2
lifetime 86400

crypto ikevl policy 80
authentication rsa-sig
encryption aes

hash sha

group 2

lifetime 86400

crypto ikevl policy 90
authentication pre-share
encryption aes

hash sha

group 2

lifetime 86400

crypto ikevl policy 100
authentication crack
encryption 3des

hash sha

group 2

lifetime 86400

crypto ikevl policy 110
authentication rsa-sig
encryption 3des

hash sha

group 2

lifetime 86400

crypto ikevl policy 120
authentication pre-share
encryption 3des

hash sha

group 2

lifetime 86400

crypto ikevl policy 130
authentication crack
encryption des

hash sha

group 2

lifetime 86400

crypto ikevl policy 140
authentication rsa-sig
encryption des

hash sha

group 2

lifetime 86400

crypto ikevl policy 150
authentication pre-share
encryption des

hash sha

group 2

lifetime 86400

webvpn

group-policy Cisco-Tunnel internal
group-policy Cisco-Tunnel attributes
vpn-tunnel-protocol ikevl




default-domain value cisco.com

username admin password CAdOTKv3uhDhHIw3A encrypted
privilege 15

!--- Associate the vpnclient pool to the tunnel group
using the address pool. !--- Associate the AAA server
group (ACS5) with the tunnel group. tunnel-group Cisco-
Tunnel type remote-access tunnel-group Cisco-Tunnel
general-attributes

address-pool Sample-Pool

authentication-server-group ACS5

default-group-policy Cisco-Tunnel

!--- Enter the pre-shared-key to configure the
authentication method. tunnel-group Cisco-Tunnel ipsec-
attributes

ikevl pre-shared-key *****

prompt hostname context
Cryptochecksum:e0725ca9ccc28af488ded9ee36b7822d
: end

ASA#

B2l —H0FAo>O0—RKugE ACL Z#fERAL = ACS DOF&E

A O—RARET VA IJAKN% Cisco Secure ACS5.x THBINEWERATITORNELT
RELTAS., BA7O77AINICEN Y TR ENTEET, BA70O7 7 1)LIE Access-
Service DIL—IIOFEREI> 3> TRBIRENE T,

CDHITIE, IPsec VPN 11— cisco NMIEEEICEREIL . RADIUS H— /N A D> O— RAGET &
LA VANEEFIVTA TTSATACEELET, 11— Tciscoy & 10.1.1.2 H—/)ND
HRICTOELATE, TOMIXNTOTIVEAZIERLET, ACLZHERITDICIE. "T1—Y%/J
IL—=—70F 70— RABEACL, #22HBLTLEEL,

Cisco Secure ACS5x IZ RADIUS 95 A 7 NZRETDICIE., XOFIEZETLET,

1.ASA DI~ %Z RADIUS H—/N F—ZAX—RIZEMT S I(ZIE. [Network Resources] >
[Network Devices and AAA Clients] Zi®IRL , [Create] 20U Y VL&,

B oeeg B WGTKSpRcE Iua:wt ReznuFces = Mebwork Devices and A8 I:lerl:s]
=i | Network Devices
; Nf:::;i:mlth S Filter: | ﬂ fatch if: ! "I _____] w
: Device Tipe ] [ MName . IPAddress Description NDGLocalion  NDG Desice Type
Defallt Network Device T Mo datato display

Eutarnal Prosy Bamars

Create | Crisplicate 1 | glete | Fite Cperations | Export l

2.0—AINTEEBSASARB ( ZDOHITIE sample-asa) ZAHL., IPF7RLA 714—J)LRIC

F192.168.26.131 £ AH L E T, [Authentication Options] 22 3> T [RADIUS] F T ¥

IRy D RX%&ZA> 2L T RADIUS Z#IRL . [Shared Secret] 7 4 —J)L RIC Tcisco123. &
AALET, [Submit) 20UV OLET,




[Petenh Rasiirees » Metvarh Dindcas and A85 Cwitl « Oriale |

Hafme fearripia-asa
Diaetiiphon |
mmmam
[Ll.ll:ulh:-r [:'ﬂLLItdII:ﬁ Sehec] |
|L|r\-1-.-r 'rpr r”m” - \'pH ~ e
R o S
& Gingle IP Addmss T P Range(s) By Mask 7 P Bangeis) + Thchcgs [
Shared Secrek |
A T7RTTECRE] X
r Singhe Connec| Devica

& Lagacy TRCACG Single Connect Suppod
™ TACACE+ Dralt Comiplant Sngle Conmact Suppart
-« RADME B

Bhamed Becret [eessssns | Show
Compot[iTon

™ Enable Kevitirag

ey Encryption Key

s sage Autrenticaior Coce Key: |
KeympuiFornat © ASCE 7 HERADECIWAL

= Aunuied fwig

ﬂm'ﬂ cancel |

3. ASA & RADIUS H—/Y (ACS ) F—ZXR—RIZERICEMENET,
petwork Resources = Metwork Devices and AAA Clents

Filter: | =] matchir ¥ (@Go|w
I Name a |PAddress Description MOG Location KOG Device Type
| sample-asa 192 168 2613032 All Locations All Device Types

Create | Duplicate | Edit | Defate | File Operations | Export |

4. VPN FBREA® ACS OO—AH) F—ER—AILI—HZEK TS ICIE. [Users and Identity
Stores] > [Internal Identity Stores] > [Users] Zi#RL . [Create] 20 )Y VL E T,

» = My Workspace [lizers and idenlky Stores » Fémmal ety Stores = Uzers |

3 -..rl Mepinik Fesounes

morna Usors |
Filter: | =] Matehif: | = 4 -
- II-IBm_H_ i'uanﬁ"ﬁ'inru r Status Lkser Nams A Igentity Group Drescriplion
::lm ™ Mo data fo display

Dupicate | Eait | Delete | hange Password | | File Operations | Export |

5.1—4%4%H "ciscos ZABLET, /NAT—R XA 7% [Internal Users] &L TIERL., /N A
T—R(ZOBITE cisco123 ) ZA DL ET, /NAT—RZHEFEL., [Submit) 20D vY o




LET,

Fﬂ#ﬂmhﬂrd.q-gmn- Wil BREnlY Sroret w Lf) m ChEali I
Genersl
Piaise [eista Slanss: | Enated %] @
Desciiphon: |
I ety Group: |8 Groupe Eelort |
Pagssord iformation Fnatdy Prasswan d edidination
Pres-a0id migat Pagesnim mue
& Conlain 4 - 31 characlers & Conlan 4 - 32 chamachers
Pacs awand Type: [rtamal Uizars Calacl I Enable Password: |
FPasawant |l|"|"|l"-|-" Carnfimn
fassenn
Confrn Password [momnnnae
™ Ghange passwand on nest ingis
ST Trarmanan

Theere are no sadthonal idendty atrbute s defresd for wser records

Sugﬁ | Cantal I

6. 1—H cisco N EEICERENET,
Umers and kientty Stores = imbernal ldentity Sfores = Users

Filter: | =] Matchir | = 30 | -

[T Status Liser Name a |dentity Group Descrigtion

[ L] £igeo All Groups

greate | Duplicate | Edit | | Detets | napge Password | | File operstions | Ewpent |

7. 87> 00— RA[BE ACL Z4EKT B ICIE

gUYOLET,

. [Policy Elements] > [Authorization and
Permissions] > [Named Permission Objects] > [Downloadable ACLs] Zi#iR L

|Fcia1|r Blementz = Authorization snd Permissions = Mamed Permizsion Objecis = Downloadsble ACLs

 Downloadable Access Control Lists

Filter: | ! Match if; |

|
=

Hame -

Descriplion
Mo data to display

Edit | Delste |

Crew Buglicate |
'l" =

3 Lol ~

File Operations | Export |

8.4 O—RAEEACL DRAB R ACLODAR #IELE T, [Submitf 2OV Y UL E

EE

. [Create] Z



EEIanE = Named PErmlss i F
L 3:.-.‘-'—-? sragal
= 3 e e it

@ Name:  [Sample-DACL
Dascription: |

Dowinioadable ACL Contemt
{pemmitip any host10.1.1.2
i i any A

9 = Reguingd Nielgs

9. 5¢ "J/I:I K ATBE ACL Sample-DACL A" EEIZERRE NhE T,
m&m»mm Dprvriosdsbie ACLT

) pege| 70 ] ]

10. VPN F2RE®D Access-Policies Z5%E 9 % IC k. [Access Policies] > [Access Services] >
[Service Selection Rules] Zi&#IRL ., ENH—E AN RADIUS 77O R JLICRELTVS
HZEHMLET, OPBITIE Rule1 "RADIUS IC—F L., F7FIKNZYRND—=DO T
£ AA" RADIUS ERIZHIELET,



=) wakhir[Equals =] [Enabind =] [EiEaTHE] Nl ~

Canilrians Ansuits
r &aluz  Name Priasol Hit Courk
|1 C e realeh Radis Defaul Netwerk Access | 10

2 I L maslch Tecacs Coefaul Diece Admin i

= [ Dufwit Hno rukes defned or no enabled rule maiches.  DerpAocpss

Covite_|=| Dupicuis o] o | owe | - | wown | - |

1M1. FIE10 THHLEF VA Y—EREZBRLET, COHITEFT7AFILNZY ND—2
FOEAZEFEALET, [Alowed Protocols] 27 #i#IR L. [Allow PAP/ASCI] & & T
[Allow MS-CHAPV2] A" A ICBE>TWB & &AL E T, [Submit) 22U Y I LET,



= Edi

£ "Default Metwork Access" |
b AR ]

| ¥ Pracess Host Laokup
| | [Authentication Protocols
b I allow PAPIASCI

b T allow CHAR

b T Allow ME-CHAPY

b ¥ Allgw MS-CHAPYZ

> [ Allow EAP-MDS
» ¥ allowEAP-TLS
b I Allow LEAP
b W alicw PEAP

b ¥ Allow EAP-FAST

[ Preferred EAP pratocol

12. [Access Services] ? [Identity Section] 22 1) ¥ 2 L, [ldentity Source] & L T [Internal
Users] MBIRENTWVWR CEZBRRELET, COfITRE, F7AILNZRYRND—=D T
tRAEZZHFANET,



B Access Policies

E] i

13. [Access Policies] > [Access Services] > [Default Network Access] > [Authorization] Z3#1R L
Customize] £ 1) ¥ 7 L &

Fibsr: [ St E wakhit[Eamiz =] [Enebks =] [ESaiEE | Gal|

e N | i Tiete Andl Dile. mauthurizstioen Profles

Hit Count

Mo daln lo dsplsy

14. [System: UserName] % [Available] 5 A* 5 [Selected] FIICBEE 8, [OK| 2V UYILE
ER



Mozilla Firefox

[ o=y
Customize Conditions
W Selected:
ACS Host Mame [ MOG: Location
Authentication Methaod soysterllserMame A
Authentication Status = | Identity Group =
Cormpound Condition < o
Device Filter 8
Device IP Address
Dievice Part Filter ]l W
Eap Authentication Method ] ]
Eap Tunnel Building Method L4 B
End Station Filter | |
oKk | Gancel |
15. I LVWIL—IILZERTBICIE, [Create] 20U Y ILET,
Em: Ao paar Tarvionn ¥ [eipl Meberwh Arcess » w
Satard Poscy) Cucoptn Poliiy
Filter [ Status =] weeni [Equas  ®] [Enawea =] [CEERRE | [oa ] +
[ Sawe Nores MO Location  SystercUseddame  Idenity Group H.mu:.:::'mrlu HR Gount
Mo datalo display
; B B i sy —
Duiphcils r| Ei J Cibéta | | o 1o... | | Custrze | HR Count |

Bawn Chargaes | Discard Charspas |

16. [System: UserName] DEDF T Y JRY VAN FICB2TVWBR & Z®EL, ROYT
A9 )ARNNDS [Equals] Zi#IRL, I1—HF cisco Z ADLET,



Cisco Secure ACS - Mozilla

Firefox

§ [ 192.i68.2

LA

£.51 | https: /192168,

g

General

Conditions

26.51 /acsadmnPollcy Inpurdcton, 4o

Mame: |Hula-2 Status: IEr‘rahInn:I '-'] ]

The Customize button in the lower right area of the policy rules screen controls which
policy conditions and results are avallable here for use in policy miles.

I NDG:Location: -AN'

W gysternUserMame: | equals

_—":iﬁtn|'j'

I identity Group: [-aN

Resulls
Authaorization Profiles:

gelect | Deseiect |

ou may select multiple authonzation profiles. Aliributes

> | defined in muttipla proflies will use the walue from the first

profile defined,

ClK,I Cancel I

17. [Select) 20 VY UV LET,




Cisco Secure ACS - Mozilla Firefox

= z R =
1 192.168.26.51 | https1/{192:1608.26.51 facsadming Pelicy Inprfction, 4o

e

. e L e L

General

Name: [Rule-2 Status: IEr‘rahInn:I '-'l !

The Customize button in the lower right area of the policy rules screen controls which
policy conditions and results are avallable here for use in policy miles.

Conditions

™ NDG:Lotation:  |FANY

F E'fEIEImIUSEI'NﬂrT‘IBIJE'NUEIS jl:iﬁ:lﬂ
™ Identity Group: [-AN

Resiulls

Authiorization Profiles:

profile definad,

]

'Halaﬁ' 1 pesetent |

‘ou may select multiple authonzation profiles. Atinbutes
- | defined in muttipla proflles will use the value from the first

DK' Cancel |

18. ILWRAIZ7O7 74N EHERTSIZIE, [Create] ZV UYL ET,



Cisco Secure ACS - Mozilla Firefos
- . .

R —

-y '
itk A oassL PInput Action da

: Filtar: v] Match it I *i Cip I -
[ Hamg - Descrighon

T Dermitcess

™ PamnitAccess

Duplicats | Ean | _Daetn | S rage[  vorn ]|
Ok | Cancel —.-....-.Il"“'”

19.BAZTO7FAILOBRIERELE T, ZOHITIE, "Sample-Profiles ZFEAL TVWE
E

Cisco Secure ACS - Mozilka Firefos

e
- = - - =

[ }1102.168.26.51 | Hetpss /192, 168,255 (scsadminhatwarkAccessl Plrput Action,
A L T A

General | Common Taskz | RADIUS Afinbutes |

|® Name:  [Sample-Profile| |
Descrption; |

& = Raguirad Feds

submit | Cancel |

20. [Common Tasks] # 7 #i#iR L, [Downloadable ACL Name] ® ROY 7&A U UAKRAS
[Static] Zi#IRL F9, #FHL <ERKL = DACL ( [Sample-DACL] ) % [Value] RO Y 7’A'™
VAN SERLET,



Cisco Secure ACS - Mozilla Firefos
- —— < R ——— . - e

[ 1192,168.26,51  Hetps: |{192; 168,26.51 lacsadminhatwaorkAz cassl Plnpubhction, da
Tt [ o

[ General [ Comumon Tasks ]| RADILS Afributes | =
|:T:nlnidibli ACL Mame E Stalic ""I = valye [ Eimnli-DHﬁ_ j
Fiter-iD ACL: [Matimuse =]
Proey ACL: EHutm Lizg 'I
Woice VLAN
Permizsion ta Join; E Mot in Lize 'rI
WLAN
YLAM IDfame: INl:ltm- Lize *I
Reauthemtication
Reauthentication Timer EHl:lth'l Llza "'I
Mainilain Connectivity duning
Reauthentication:
005
Inpud Policy Map: E Matin Lise ""I
DUt Folicy pag [Nn[iﬂ LIgie ""I
02 1% -REY
LinkBec Security Policy F Mot i Lise ""l
URL Redirect i
When 3 URL 1= defined for Rediract an ACL must also be definad |
URL for Redirect ENntm Lise r| |
| =
Subrmit | Cancel |

21. [Submit] £Z U Y I LET,

Cisco Secure ACS - Morills Firefox

i =

[ 1192,168.26,51  Hetpss {192 168,26.51 [acsadminhiatwork Az cassl PInpubAotion, da
o [ = -2

| ¥

| General | Common Tasks | RADILS Attributes |
ACLS
Downloadable ACL Name: [Static =] @ Value [ Bample-DACL =]
Filler-ID ACL: [NotinUse =]
Prowy ACL: [Motinize =]

Woice VLAN

Permizeion ta Join; E Mot in Lize "'I
WLAN

YLAK IDfdame: Ehll:ltm- Lize *I
Reauthemtication

Reauthentication Timer: iHnt'm Lsa ""'I
Maintain Connectvity during

Reauthentication:

005

Inpast Pioficy Map: E Mot in Use "'I
Ciulput Policy Mag [Hl:lt'm Lse ""'I

802 1%-REV
LinkSet Security Policy F Mot in Use 'l
URL Redirect i

When a URL i3 defined for Rediract an ACL must also be defined

URL for Redirect !Hutm Use 'I J
-
Huﬂ Il Cancel

22. [Sample-Profile] ( IL <KL ERAZ7O7 74N ) DBICHZDF IV IRY VAN T
ICB2TWA & Z2WHFEL, [OK| 27Uy ILET,




Cisco Secure ACS - Moo |II |I|r#! 1

Craste | Oupiicate | Eot | Detete | i]ie] page[ Tt o]
| Ok ] Cancel _Haip |

23. # L < #EM L %= [Sample-Profile] A" [Authorization Profiles] 7 4 —)L RTEIREhTWB CZ
EEBRRL. [OK|ZOU YOI LET,

Cisco Secure ACS '*1-:!..|Il:| Firelox

L 1ee. 1EE.Eﬁ45I

hitbps: 192 168,26 EI.- aC g..ir..nm'-' ey Erpt Ao, 4o

General

Name: [Rule-2 Status: |Enabled =] @
The Customize button in the lower right area of the policy rules screen controls which
policy conditions and results are avaliable here for Luse In policy rules.

Conditions

™ NDG:Location: -ANY:

W gysterm:UsarName: | equals ﬂtiﬁtﬂ I

™ Identity Group: -ANY

Resulls

Authorization Profiles:

| Sample-Frofie I

rmay select multiple authonzation profiles. Atnbutes
;- | defined in multipla proflles will use the value from the first
profile definad,

[ select | Deselect |

Cangel | Help |

24. L WIL—JL ( Rule-2 ) A" [System: UserName] [equals] [cisco] &4 TIERK E 1. [Result]
' [Sample-Profile] TH 2 & ZHFRL T, [Save Changes] 20 Y UL E T, Rule?2
FEEBICERENET,




Arcers FolciEn = e =E = w1 oy = Aginonaahon

Staniaid Policy] Eacojtion Pobcy
Helwnrk Access fithorication Policy
Fitar | Slates =] matcn it [Eouate =] [Ercbied 7] T FEim | oo | =
T Sk Name i I it Coound

HOG:Locabon  Sysfermclsertiame |dendty Groop  Auirorzation Proflles

i I L Rulga -ANF anuaks tisco -ANY ranpia-F il o

- | =] B norukss definad oF mo anablad ule matchss Feemi Aroess 4]

Craatn_, v Ecpticate (=] Eon | Dene | | weew |00 ] Customee | HtCount

S Changgs || Diacard Ghanges |
L

IJN—T0H 70— RAEEACL ZfEAL /= ACS DERTE

Cisco Secure ACS T I —7 DA O—RABEACL ZRET DIk, "I—HZELnHD>
O—RABEEACLED ACS DERE OFIE1 1512 2E2ZTLTHASKAOFIEZETLET,

DTk, IPsec VPN 11— Tcisco. Ik Sample-Group ICFTEL TWE T,

Sample-Group 11— cisco A" IEEIZEREEL . RADIUS H—NE@EX U O—RAETFTIEA UA
REEFIVTA TTIATACERFTLET, 11— Tciscos & 10112 3—NOKIZT D
TATE, TOMIXNTOT IV LEAZESLET., ACLZRERITSICE., "1—H/JTIL—T0
A O—RABEACL) ZSBLTLSEEV,

1.HLWIIN—TZERTBICE., TET—2 3> /N\—0 [Users and Identity Stores] >
[Identity Groups] 22 J Y U L, [Create] &0 JY VL&Y,

b o Wiy Workspace '.msmdluenﬂ'r' Stores » ety Grougs I
¥ (L) Metwork Resources ilentity Groups
t.’ﬁﬂ,?__ﬁ.:'-ibﬂ-’,_ =5 Fitter: | =] matenif | =] ol

* |ntarnal [dentty Stores
Uszars ™ Mame ~ Description

Hosts [ All Groups |dentity Group Root
* Ewlernal idernitity Slores

LOAP

Active Diractory

RS SecurlD Token Semvers

FADILE Identity Seners
Cerificate Authorities
Cerfificate Authentication Profila
Identitv Store Seauences

Cragie Ciuplical | -] r] File Operations EHTJDI’II

2. 7 )L—7"8 ( Sample-Group ) ZEEL . [Submit) 2OV Y VL ET,



|sample-Groug]
Description: |

= Parent |4l Groups ‘Select I

% = Haquirad fisids

3. [User Identity Stores] > [Internal Identity Stores] > [Users] ZiZiRL ., 1—% cisco ZiZIRL
i_@'_o cO1— HOIIN—T XNV T2EETBICE, [Edtj 22V Y I LET,

- I—__lrm:nrl—_| i -

L Hares: Deseripion

|eigeo

Description: |
& |dentity Gooup: Al Groups

Liser information
There are no addifional identity atricutes defined for uzer records

CreationModification Information
Date Creatad: Wed Fab 15 16:32:25 18T 2012
Diate Modified: Wed Feb 15 16:32:25 1T 2012
Date Enabled: Wed Feb 15 16:32.25 13T 2012
¢ = Retjuired figlls

5 #FL<ER L =Y )L—7 ( Sample-Group ) ZiZIRL, [OK]ZOVUYOILET,



Cisco Secure ACS - Mozilla Firefox

- .. -t - - = - .
_. 192, 168.26.51  Rerps: [ 192, 168,25, 5] facsadming Lieraity Groups UPEnpl
e

Fittar: | =] matehir. | = G ~
Hatme = Descriptan
= = all Groups Identity Group Root

Create | Dupiicate | |  File Operations |  Expon

_[glq_ Cancel M

6. [Submit] 27U Y 2 LET,
Users and Idertity Stores = Internal ldertity Starss = Users = Edit: "oiseo’

General

= Mame: cisco Etatus:lEnahled _"_I 2
Crescription:

= |dentity Group: 1A Groups:Sample-Group Select l

User Information
There are no-additional identity atiributes defined far user records

CreationModification Information
Date Created; Wed Feb 15 163229 |8T 2012
Date Modified;: Wed Feb 15 16:32:25 |ST 2012
Date Enabled: YWed Feh 15 16:32:25 15T 2012
o= Reguirad fields

auh iancel

7.3 LWIIL—I)LZERK T BICIE. [Access Policies] > [Access Services] > [Default Network



Access] > [Authorization] Z3#iRL ., [Create] 20 Y VL E T,

Policies = Aocess Seviosd = Deimdl Felwadb Ancess = Authorizaion|

Standard Palicy Exceition Pl

Fiar, | Staws Ewaune [Euas =] [Eraeied =] JERETER] [Bol] =

Conmlitiorss Ry

= T Sus  Na Hi Count
E M MDGLocsion SyslemilUdsiisme  |dendlyOreup  Auorizaton Profls
i Mo daka to display
|
i

= [ Defun Wi nala s @elivesd 01 o Bnabisd nile ik, Parmit AEcads 1]

Edt | _ootew | | sewin | | Customea | Hit Count

8. [Identity Group] DHEICHBDF I Y IRY VAN FA I >TWAH & ZfHFR L. [Select] Z
JUYOLET,

= ——

:1d'||w|fP;ﬂ:y'InMMm|ﬂ

Name: [Rule-1 Status: | Enabled -| &

The Customize button in the lower right area of the policy rules screen controls which
policy conditions and results are avallable here for use n policy rules.

Conditions

M NDGLocation:  |-ANY

™ Systerm UsarName: [FANY

¥ dentity Group: in A [[Seedt]

“Resulls
Authorization Profiles:

ol iy select multiple authonzation profiles. Atiibutes
= I defined in muttiple profiles will use the value from the first
profile definad,

LLL

geleet | Desetent |

my.:| Cancel | Help |

9. [Sample-Group] Zi&IRL ., [OK|ZO VY ILET,




co Secure ACS - Mozilla Firefos

-

e N T e - - - e
{192,168, 26.51  hetps: {192, 168.25,51 | scsadminhe btk Dase Gr o pd PN ACHon, dofcontes i ats, sxtemaiiss=dentity Croup=1dent iyGroup=str .~

L x T S .

FI[ =] matenir | T R

Hatmie a  Descriptan
Al Growps Idantity Group Root

= Samplg-Grouo

_Create | _Oupicate | _Eot | _Detete | | _Fike Operations | _Esport |

T e | _Hesp |

10. [Authorization Profiles] 223> T [Select] 20 JY VL&Y,



General

Cisco Secure ACS - Mozilla Firefosx

[} 192.168.26.51 | https:/{192.168,26.51/

- e

At A
acsadmingPelicy Inpurohon, Do

]

Name: [Ru

Conditions

Resulls

M identity Group: [ in

le-1

The Customize button in the lower right area of the policy rules screen controls which

policy conditions

Status: IEr‘rahInn:I '-'l 5]

and results are avaliable here for use In policy rules.

™ NDG:Lotation:  |ANY

r S'.Islsm:Usarh.lama:J-ﬁ-""f-

;ﬁ.l.rthmizaﬁun Profiles:

EIlAIr Groups:Sample-Group | Select |

‘ouw may select multiple authonzation profiles. Atinbutes
5 | defined in muttiple proflies will use the walue from the first
profile defined,

s

Seledt,

Desaiext |

C‘K,I Cancel |

M FHLWRAZ7O7 74N EERTSICIE, [Create] ZV U Y I LET,



Cisco Secure ACS - Mozilla Firefos
- sl e R — —_— . - ek e e

1facsadmingNatworkA oess| PlnputAction da

T 11821682650 Hiips: 1152, 168.26.5

A

I LR
[ F

iltar: =] matchir [ ¥ [Go | -
[ Hamg a  Descripion

T Dermitcess

™ PamnitAccess

Crad Duplicate | an | Desen | W rage[ 1 er1 ] ]
Ok | Cancel —.-.._.-.Il"“"’

12.BAZTO7FAILOBRIERELE T, ZOHITIE "Sample-Profiles £EWVWSBRi%ER
LTWET,

Cisco Secure ACS - Mozilka Firefos

- e
- = - - =

[ }1102.168.26.51 | Hetpss /192, 168,255 (scsadminhatwarkAccessl Plrput Action,
A L T A
General | Commeon Tazks | RADIUS Aftributes. |
|® Name:  [Sample-Profile| |

Descrption; |

& = Raguirad Feds

submit | Cancel |

13. [Common Tasks] X 7 %3&R L. [Downloadable ACL Name] ® RO Y 7AD> UARAS
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policy conditions and resuits are avallable here for use n policy rules

Conditions

I NDGLocation:  |ANY¥

I gystem UsarName: [-ANY

W |dentity Group: in ﬂ_lﬁll Groups Sample-Group Salect [l

Resulls
Authorization Profiles:

_‘.

‘ou may select muliple authorization profiles. Atinbutes
defined in muttipla proflles will use the value from the first
profile defined.

=
sl

| -
Select | Deselest |

_ﬂ% Cancel | Help

10. Rule-1 A" #ERK & 11, [Identity Group] & [Sample-Group]. [Result] A" [Filter-Id] (2% 2 T
Lz HRELEXT, [SaveChanges]| 2V Y ILFT,




A paitd PolcHE = Sicict Sasvici s Dalmd Phlwork Acoias = Baillrdalieh

Standard Pofcy| Criaiien Picy
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Cisco VPN Client DE&7E

ASA DERTEICRIL = & &L T SICIE. Cisco VPN Client Z{# B L T Cisco ASA 23k L £

ER

RDOFIEZRITLET,

1. [Start] > [Programs] > [Cisco Systems VPN Client] > [VPN Client] ® JEIZEIRL £,

2. [New] Z221) v 2L T, [Create New VPN Connection Entr

# status: Disconnected | ¥PN Client - Version 5.0.07.0410

Connection Entries  Status Certificates Log Options Help

DA RIEREXRT,

=5 \ |_tﬁ_ B lll.i.lll
Connect |mipt M adify Delete CISCO
Connection Entras i Cerlificates | L.og |
Connection Ertry  / Host Trareport
4| | ]
| Nt connected, 4
J Accounk | 1P | Transfer




LHLLVEROFMEBERZANLES, #HICNVOBRFTERAZANLET, Host ARY
DAL, ASAD Outside DIPPRLAZANLET, ASATHREENTWS VPN A X
I J)L—7% ( Cisco-Tunnel ) £E/NAT— R ( EEiH£E#H -cisco123 ) ZAHLFT,
Save] 20 )Y OLET,

# ¥PN Client | Create New ¥PN Connection Entry

Connection Entne: | S ample-Connection
el ol I bl I b
ezcrphor:
CiSCO
Hozt: {172.16.1.1
Authentication | Tranzport I Backup Servers | Diial-Up l
{s Group Authentication ™ Mutual Group Suthentication
M arne: Cizco-Tunnel
FPazzward; !’”‘mm

MEHEENEE

CanfirmFPazsward:

i Certificate Authentication

M afne I _ﬂ

[T Gend G4 Certficate Chain

Cancel

Eraze llger F'Elf.:ﬁ'.ﬂ.'tlr'jl

A ERT2FEHEIVYIL, VPNClient X142 4> RID [Connect] 27 JY I LET

o



il

# status: Disconnected | VPN Client - Yersion 5.0.07.0410

Connection Entress

ettifcates Log  Opticns  Help
¥ o7 o e =
LGl ™\ = B - Nmie
Euﬁ@ﬂ Mg [ prypecitt b il [ lisher CISCO
Cormection Entries | Certiicates | Log |
Cannection Enry Hast _Trransnu!
Sample-Connection 172.16.1.1 IPSec/UDP |
a | ]
| Mot connectad, | o
5. BsRE s, FBEAIC ASA TREL E1—YH Tciscos £€/VAT—R Tcisco123, Z A

AL, [OK|ZOD)YJLTUE—N XY RND—=DICELELET,

# ¥PM Client | User Authentication for "Sample-Connection™

The server has requested the following information to complete the uzer
authentication,
sl Uzermame: |cisco
ALt Fazgword: [*
B8 I Cancel
6. BN EEICHEIME iS5, [Status] X Z 1 —AH 5 [Statistics] Z3ZIRL. NI OIS
HEBWBLET,
# status: Connected | ¥PN Client - Yersion 5.0.07.0410

Conrection Enkrles | Stabus Certificates Log Options Help

] o
i W - b TIHT
Hons...  Chrl+M
Conrect M- R L, : Deleta CISCO
Conmechon Entries B
' L] L]
Conhection E ntmy Transport
Sample-Connechon 1721611 IPSec/UDP

RENEBCBHELTVD & Z2HIELET,



Output Interpreter Tool (OIT ) (BE&EI—HYEHA ) TR, BED show IX > RAFFR—KEh
TWET, OITZAL T, show IXNY REH DB ERRITEET,

show crypto ¥~ R

- show cryptoisakmpsa : E7OBRED IKE F21 U714 7Y IT—>32 (SA) IXT %
®RRLET,

ciscoasa# sh crypto isakmp sa

IKEvl SAs:

Active SA: 1

Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 IKE Peer: 172.16.1.50

Type : user Role : responder
Rekey : no State : AM_ACTIVE
ciscoasa#

- show cryptoipsecsa : BIEND SANFEFAL TWBREEZRRLET,
ciscoasa# sh crypto ipsec sa
interface: outside
Crypto map tag: SYSTEM_DEFAULT CRYPTO_MAP, seq num: 65535, local addr:
172.16.1.1

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (10.2.2.1/255.255.255.255/0/0)
current_peer: 172.16.1.50, username: cisco

dynamic allocated peer ip: 10.2.2.1

#pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 0

#pkts decaps: 333, #pkts decrypt: 333, #pkts verify: 333

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: O

#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly:
0

#send errors: 0, #recv errors: 0

local crypto endpt.: 172.16.1.1/0, remote crypto endpt.: 172.16.1.50/0
path mtu 1500, ipsec overhead 74, media mtu 1500

current outbound spi: 9A06E834

current inbound spi : FA372121

inbound esp sas:
spi: OxFA372121 (4197916961)
transform: esp-aes esp-sha-hmac no compression
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 16384, crypto-map: SYSTEM_DEFAULT CRYPTO_MAP
sa timing: remaining key lifetime (sec): 28678
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
OXFFFFFFFF OXFFFFFFFF
outbound esp sas:
spi: O0x9A06E834 (2584143924)
transform: esp-aes esp-sha-hmac no compression

in use settings ={RA, Tunnel, }

slot: 0, conn_id: 16384, crypto-map: SYSTEM_DEFAULT CRYPTO_MAP
sa timing: remaining key lifetime (sec): 28678

IV size: 16 bytes


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

A=Y/ TN—=T D> O0— RA8E ACL

d—H cisco DA O—RABEACL ZHEZRLET., ACLIFCSACS ASAIO—REIE
9,

ciscoasa# sh access-list
access-list cached ACL log flows: total 0, denied 0 (deny-flow-max 4096)
alert-interval 300

access-1list OUTIN; 1 elements; name hash: 0x683c318c

access-list OUTIN line 1 extended permit icmp any any (hitcnt=1) 0x2ba5809c

access-list #ACSACL#-IP-Sample-DACL-4£f3b9117; 2 elements; name hash: 0x3c878038
(dynamic)

access-list #ACSACL#-IP-Sample-DACL-4£f3b9117 line 1 extended permit ip any host
10.1.1.2 (hitcnt=0) 0x5e896ac3

access-list #ACSACL#-IP-Sample-DACL-4£f3b9117 line 2 extended deny ip any any
(hitcnt=130) 0x19b3b8f5

filter-id ACL

[011] Filter-Id l& 7' )L—7" Sample-Group ICEAE ., TOTIL—70O1—HF ASA TEZRE
TWBACL (new) Kk 2TT7 ALYV TEhET,

ciscoasa# sh access-list
access-1list cached ACL log flows: total 0, denied 0 (deny-flow-max 4096)
alert-interval 300

access-list OUTIN; 1 elements; name hash: 0x683c318c

access-1list OUTIN line 1 extended permit icmp any any (hitcnt=1) 0x2ba5809c

access-list new; 2 elements; name hash: 0xa39433d3

access-list new line 1 extended permit ip any host 10.1.1.2 (hitcnt=4)
0x58a3eal2

access-list new line 2 extended deny ip any any (hitcnt=27) 0x61£918cd

ST aA—F142T

TR, BREORNZ TN 1—F 42T CRAIDBRICODVTBHALET, FNYTHLHE
BALTWET,

F:UE—NT7O1RAIPSec VPN OF#lllE, T—HHE 2L B LTIV E—K 72t A IPSec
VPNDO RSN 2A—FT 4T FEICOVTy Z25BLTLEEL,

tXa1UTF41 PIST—23200V7F

hZTNDA-—FTA2TETIHICE. BEEZMRALE, BEO SAZLFIUTLTLLLEEL
o PIXDIHEE—RT, ROOAYY REFEALET,

- clear [crypto] ipsec sa : 79U T 4 775 IPSec SA ZHIBRL £J, crypto F—T—RiFAT>
a>T9,
. clear [crypto] ipsecsa : 7V T 4 7% IKE SA ZHIBRL £J, crypto F—DJ—RiEA7> 3


/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html

T,

NSTIUNSa1a—F4200EHbOOANX R

Output Interpreter Tool (OIT ) (BEI—HYEHH ) TR, BE®D show I RAFFR—KEh
TVWET, OITZFEAL T, show X REIOBEMZERRTEET,

AE:debug INY RZEATBHEIIC, Tdebug AV ROEERZEH. 25RL TSLEEL,

. debug cryptoipsec7: 7I—AX 2 M IPSec x> I—> 3> aRRLET,
. debug cryptoisakmp 7 : 7I—X 1 ® ISAKMP X > I —> 3 & RRLET,

BYE 15§

. Cisco ASA 5500 > =Xl BEF 1T 41 PTFAT U ACBHTDHR—b R—=D
- Cisco ASA 5500 > ) —ABiEBEF1VTA PTFAFA, AXVYRYITPLURA
- Cisco Adaptive Security Device Manager

-IPSec XA IT—a2V/IKEZOMINLCBETEZHR—K R=T

. Cisco VPN Client (cBB ¥ Y R—h R—D

. Cisco Secure Access Control System

- Requests for Comments ( RFC )

- TOZHhIL BHR—BbE RFI X DN - Cisco Systems



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
/c/ja_jp/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
//www.cisco.com/en/US/products/ps6120/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/ps6120/prod_command_reference_list.html?referring_site=bodynav
//www.cisco.com/en/US/products/ps6121/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2308/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/ps9911/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	ASA 8.3 以降： CLI および ASDM によるダウンロード可能 ACL を使用した VPN アクセスの Radius の承認（ACS 5.x）の設定例
	目次
	はじめに
	前提条件
	要件
	使用するコンポーネント
	表記法

	背景説明
	設定
	ネットワーク図
	リモート アクセス VPN（IPsec）の設定
	CLI による ASA の設定
	個々のユーザのダウンロード可能 ACL を使用した ACS の設定
	グループのダウンロード可能 ACL を使用した ACS の設定
	ネットワーク デバイス グループのダウンロード可能 ACL 用の ACS の設定
	ユーザ グループの IETF RADIUS の設定
	Cisco VPN Client の設定

	確認
	show crypto コマンド
	ユーザ/グループのダウンロード可能 ACL
	filter-id ACL

	トラブルシューティング
	セキュリティ アソシエーションのクリア
	トラブルシューティングのためのコマンド

	関連情報


