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JHEALET, SSLABENERMICEEL T/ SIUYLASHIEThB TN TOELEAER
LET, F7FILMODI—HFRBENAT—RIE, BHAEEEATT, ASAlE, CODT1>
ROZRRLT, ASDM 77V —23> #3802 O0—RTEDELDICLET,

% Cisco ASDM 6.3(1) il

Cizoo &50M 6.201) provides ar intuitive graphical user nterface that rmakes it easy 2o setup,
configare and manags vour Cisco security appliances

Cizoco ASDM can run as a local application or 25 a Jowa wzk Start applization,

Whzr wou run Cisco AZDM as a lccal appication, it carnecks to voar s2curity appliance from
waLr desktop Lsing SSL. Punning Cisco AS0OM as an applicaton has these advantages:

# Vou caninvoke ASDM frem a desktop sho teuk, Mo braws=sr iz required,

& Tine desk-oa shortout allows you ta coarect e mufinde securty appliances.

| Insmal ASDM Launcaer and Rua ASDM |

oL can run Zisco ASDM o5 a Jova ok Start applizction that s dynamically dosnloadcd
fronn L secarily apoliancz,

—hck Ran ASOM to rar Cisco ASDM,

Zlick Ran Startup Wizard to run the Startup wizard, The Startup wizard walks you
chrough, step by step, the nitial configuration of vour security appliance.

FiLn ASDM | Ru1Stanua wizad |

Coapvricht @ 2C06-2010 Zisco Syskems, Inc, &ll rights reserved,

ROBIOZE, P7U5—>a>ik0—A) AE1—XICO—R&Eh, JavaF77L VY b
TREELEEA,

2. [Download ASDM Launcher and Start ASDM] Z21) Y 2L T, ASDM 77U —>3a> o
A2VAN—=Z&ZAIO—-RLET,

3. ASDM Launcher #¥ O O—R&hnfz5, FOVT N> T—EDATY TZRITL,
ZEVT7RNDIT A AN=)LU =%, Cisco ASDM Launcher ZE2BL &7,

4.http- ANV RTRERELEAVE—T I/ ADIP 7 RLAEI—HFRBENAT—R (EEEL
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B Cisco ASDM-IDM Launcher ¥1.5(50)

IJzername:

Password:

S, Cisco ASDM-IDM Launcher *./:;2's

Device IP Address | Mame: 172,22.1.163) -

[ ] Run in Dema Mode

| DK%| Close |

O & &

5.ASDM 774 —>3a > ASA IC#E#H L =5, VPN Wizard 2E1TLE T,
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% Firewall Dashboard ]
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@ localhost:55 Unified Communication Wizard. .. _

Packet Capture Wizard. ..

Host Mzme:  miyFirewal

A58 Mersion:  8.3(1) Device Uptime: 0d 0h 30m 6s
AS0M Version: 6.3(5) Device Type:  ASK 5520
FirewallMode: Routed  Contexk Mode: Single

Tokal Flash: 64 MB Total Memory: 2048 MB
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¥ VPN Wizard
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Renoke Site Pece (Step 2 of B)
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BE VI*N Wizard
¥ UPN Wizard Hosts and Netrsodis {Stop 5ol 6)
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11. [Local Network] D7 RL AZEIRL T, [OK|ZTPUYILET,



0% Browse Local Networks

% add ~ B Edt [ Delete Q

i ﬂ 172.16.1.0 J172.16.1.0 255.255.255.0

Fiker:
Hame “1 1p address Metmask Descripkion
=-Network Objects
- 0.0.0.0 0.0.0.0
i Wb dmz-network.  10.77.241.64 255,255.255.192

Selected Local Networks

[ Local Metwarks - ]|arrg.-'

| ':ID“_H Cance| ]

12. [Remote Networks] DHEICHBDRRZZRXOROESIZVUYOLT, ROYVIFIHIY X

Z1—-AS8UE—NRYRD=U TRLAZERLET,




BE VPN Wizard
¥ UPN Wizard Hosts and Metrsoris (Step 5 of B)

An IMsee tunnel procecks coba exchanged by soedted bosss 2nd rebacr s ok bz local crc
renule siles, Flease dadis | osls o nebwurks Lo Le sed in e (Pse Lonnel

bk ovpes (@ It O TP
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Serrck= Hebwo ks | E]
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[ = Back ][ Mzt = ] Finizk Cancal Felp
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% Browse Remote Metworks

% add ~ B Edt [ Delete Q

Fiker: |-|---.r =
Hame “1 1p address Metmask Descripkion
=-Network Objects
- 0.0.0.0 0.0.0.0
i Wb dmz-network.  10.77.241.64 255,255.255.192

172.16.1.0 255.2595.255.0
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BE VI’N Wizard
¥ UPN Wizard Hosts and Metrsoris (Step 5 of B)

An IMsee tunnel procecks coba exchanged by soedted bosss 2nd rebacr s ok bz local crc
renule siles, Flease dadis | osls o nebwurks Lo Le sed in e (Pse Lonnel

bk ovpes (@ It O TP

nral Mehans | sida-rewouzt [ :
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15. VPN WizardIZ &k 2 TERET W ZEHD . ROENEHEICKRTENET, . REZHEREL
VBRENAELVWC EZERELES [Finish) 22Uy ILFET,
§5 ¥PH Wizard : i = |
VPN Wizard Summary {(5tep & of 6)

You hawve created a Site-jo-Sile YPH buringl with thie following afributes

WP Tunnel Interface: otside
Fear IP Address: 10200201
Tunned Group Meme: 10020301
FSza aufenticalion uses preé-shaned kiy
clseol 23
IE Palicy Encrpian Faulbentication f DHGroup: AES- 256 f SHA T Group 5
FEer ESF Encryption / ESF Aulthentication: BAES-256 1 SHA
Traffic Mew o be probacied By this unn el
flecal 1722210024
frarmeated 1721610024
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NTP ASDM D& E

CiscotF¥Fa1UT 1 PTSATATNIP ZRETDICE, ATOFIEZRITLTSEEL,

1. ASDM M 7R— LAR— T [Configuration] Zi#IRL £7,

B Cisco ASDM 6.3 for ASA - Demo mode

File

Wiery  Tools  ‘Wizards Window  Help

Home ﬂ%} Configuration @ Mu:unitu:uring| G Save @ Refresh| o Eack, O | ? Help|

&

||E] Device List

Device Setup o L = [Configuration > Device Setup > System Time > NTP |
'J'ﬁ Startup Wizard Configure NP servers and define authentication keys and walues,
B Interfaces

H L) .
[-+2+ Rouking

----- T_IP Device MaresPassward

EI{;,)I Swsker Time

-2 Clock
o YuTe

L)

% Uewice zetup

% Firesall

TP address TrkerFare Prefereerd? Key Mirmher

[ ] Enable TP authentication

2. [Device Setup] > [System Time] > [NTP] ®JEIZ:#EIRL T, ASDM O NTP BRER— ZFH &

£



Configuration = Device Setup > System Time = NTP

Configure MTP servers and define authentication keys and wvalues,

IP Address Interface Preferred? kew Murmber Trusted Kew? Add \'g
o

[ ] Enable MTP authentication

3.NTP H—/NNZEBMTBEHIC [Add] KAV EIVYIFBE, HLWI1Y RIFEEET
o COIAYRIT, IPFRLA, 18—7 T4 A% ([Inside] £ & [Outside] ) . BT
ANF—BSEF—ERENDVERBEEEELET, [OKEIUYILET,

B Add NTP Server, Configuration E|

IP Address: 172,22.1.161 [ ] Preferred

Interface: inside

futhentication Key

Key Mumber: 1 Trusted

kKey vWalue: TTYY)

Re-enter Key Valug: (essss

|| DK[: || Cancel
EAE—TIALARBE

L T. ASA1 T [inside]. ASA2 Tl [outside] ZiBIRT D HEHNH ' E T, 3E: NTP DR
fE¥X—(&. ASAENTP H—NTELUTHIBEN HVYET, XIZ. ASA1 & ASA2 O CLI
TORIABHENREZRL £, AsAl#ntp authentication-key 1 nd5 cisco ntp trusted-key 1

ntp server 172.22.1.161 key 1 source inside ASA2#ntp authentication-key 1 nd5 cisco ntp
trusted-key 1 ntp server 172.22.1.161 key 1 source outside

4. [Enable NTP Authentication] ¥ T Y 9 ;RY JAZFIZL., [Apply] 22y 2L T, NTP
NEREEXEZZETLET,



Configuration > Device Setup = System Time = MTP

Configure NTP servers and define authentication keys and walues.

IF address Inkerface Preferred? Key Mumnber Trusted Key? add
Edit
Delete

Enable NTP authenticatiore

Apply \U Reset
o

ASA1 CLI OSEE

ASA1

ASA#show run : Saved ASA Version 8.3(1) ! hostname ASAl
domai n- nane defaul t. domai n.invalid enabl e password
8Ry2Yj I yt 7TRRXU24 encrypted nanmes ! interface EthernetO
nanei f outside security-level 0 ip address 10.10.10.1
255.255.255.0 !--- Configure the outside interface. !
interface Ethernetl naneif inside security-level 100 ip
address 172.22.1.163 255.255.255.0 !--- Configure the
inside interface. ! !-- Qutput suppressed ! passwd
2KFnbNI dI . 2KYQU encrypted ftp nbde passive dns server-
group Defaul t DNS donmai n-nane default.domain.invalid
access-list inside_natO_outbound extended pernmit ip
172.22.1.0 255.255.255.0 172 .16.1.0 255.255.255.0 !---
This access list (inside_natO_outbound) is used !---
with the nat zero command. This prevents traffic which
I--- matches the access |ist from undergoi ng network
address translation (NAT). !--- The traffic specified by
this ACL is traffic that is to be encrypted and !---
sent across the VPN tunnel. This ACL is intentionally !-
-- the sane as (outside_cryptomap_20). !--- Two separate
access lists should always be used in this
configuration. access-list outside_cryptonmap_20 extended
permt ip 172.22.1.0 255.255.255.0 172 .16.1.0




255.255.255.0 !--- This access |ist

(outside_cryptomap_20) is used !--- with the crypto map
outside_map !--- to determ ne which traffic should be
encrypted and sent !--- across the tunnel. !--- This ACL

is intentionally the same as (inside_natO_outbound). !--
- Two separate access lists should always be used in
this configuration. pager lines 24 ntu inside 1500 ntu
out si de 1500 no failover asdmimage flash:/asdm 631. bin
l--- Enter this conmand to specify the |ocation of the
ASDM i mage. asdm history enable arp tinmeout 14400 obj ect
networ k obj -1 ocal subnet 172.22.1.0 255.255. 255. 0 obj ect
networ k obj -renote subnet 172.16.1.0 255.255.255. 0 nat
(inside,outside) 1 source static obj-local obj-loca
destination static obj-renote obj-renmote !--- NAT O
prevents NAT for networks specified in !--- the ACL

i nsi de_nat 0_out bound. route outside 0.0.0.0 0.0.0.0
10.10.10.2 1 timeout xlate 3:00:00 timeout conn 1:00: 00
hal f-cl osed 0: 10: 00 udp 0:02:00 icnp 0:00: 02 tinmeout
sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00

ti meout ngcp-pat 0:05:00 sip 0:30:00 sip_nedia 0:02:00
ti meout uauth 0:05:00 absolute http server enable !---
Enter this command in order to enable the HTTPS server
l--- for ASDM http 172.22.1.1 255.255. 255. 255 inside !-
-- ldentify the I P addresses fromwhich the security

appliance !--- accepts HITPS connections. no snnp-server
| ocation no snnp-server contact !--- PHASE 2

CONFI GURATION ---! !--- The encryption types for Phase 2
are defined here. crypto ipsec transform set ESP-AES-
256- SHA esp- aes- 256 esp-sha-hmac !--- Define the
transformset for Phase 2. crypto map outside_map 20

mat ch address outside_cryptonap_20 !--- Define which
traffic should be sent to the I Psec peer. crypto map
outside_map 20 set peer 10.20.20.1 !--- Sets the |Psec
peer crypto map outside_nap 20 set transform set ESP-
AES- 256-SHA ! --- Sets the I Psec transformset "ESP-AES-
256-SHA" !--- to be used with the crypto map entry
"outside_nap". crypto map outside_nap interface outside
l--- Specifies the interface to be used with !--- the
settings defined in this configuration. !--- PHASE 1
CONFI GURATION ---! !--- This configuration uses isaknp
policy 10. !'--- Policy 65535 is included in the config
by default. !--- The configuration commands here define
the Phase !--- 1 policy paraneters that are used. isaknp

enabl e outside isaknp policy 10 authentication pre-share
i saknp policy 10 encryption aes-256 isaknmp policy 10
hash sha isaknp policy 10 group 5 isaknp policy 10
lifetine 86400 isaknp policy 65535 authentication pre-
share i saknp policy 65535 encryption 3des isaknp policy
65535 hash sha i saknp policy 65535 group 2 isaknp policy
65535 lifetine 86400 tunnel -group 10.20.20.1 type ipsec-
2 '--- In order to create and nanage the database of
connection-specific !--- records for ipsec-|2l+4Psec
(LAN-to-LAN) tunnels, use the command !--- tunnel-group
in global configuration node. !--- For L2L connecti ons,
the nanme of the tunnel group MJUST be the IP !--- address
of the | Psec peer. tunnel-group 10.20.20.1 ipsec-
attributes pre-shared-key * !--- Enter the pre-shared-
key in order to configure the !--- authentication
nmethod. telnet timeout 5 ssh timeout 5 console tinmeout 0
I class-map inspection_default match defaul t-inspection-
traffic ! ! policy-map gl obal _policy class

i nspection_default inspect dns maxi num|ength 512

i nspect ftp inspect h323 h225 inspect h323 ras inspect
net bi os inspect rsh inspect rtsp inspect skinny inspect




esntp inspect sqlnet inspect sunrpc inspect tftp inspect
sip inspect xdncp ! service-policy global_policy global
I--- Define the NTP server authentication-key, Trusted-
key !--- and the NTP server address for configuring NTP.
ntp authentication-key 1 nd5 * ntp trusted-key 1 !---
The NTP server source is to be nentioned as inside for
ASAl ntp server 172.22.1.161 key 1 source inside

Crypt ochecksum ce7210254f 4a0bd263a9072a4ccb7cf7 : end

JRAOAHR=—BNAZI1="FT 41 ICBBENECOETFHIE. ASAZNTPOSAT7heLT
ETRE-OOFIEEHBAEITZTFTETT,

ks

VOV IOEZRYRI—09 B4 L 7O (NTP) H—NEEH TS LS IC Cisco BEibEEF
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How to configure a Gised Adaptive Security
Appliance (ASA) 16 synchronize it's dock

with a Network Time Piatocol (NTP) Server.

PrEni Mg arsgan

o 0 Roon

ASA2 CLI DOFEE

ASA2

ASA Version 8.3(1)

!

host nane ASA2

dommi n- nane defaul t.domain.invalid
enabl e password 8Ry2Yj |yt 7RRXU24 encrypted
names

!

interface EthernetO

nanei f outside

security-level 0

i p address 10.20.20.1 255.255.255.0
!
interface Ethernetl

nanei f inside
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security-level 100

i p address 172.16.1.1 255.255.255.0
|
passwd 2KFQhbNI dI . 2KYQU encrypt ed
ftp node passive
dns server-group Defaul t DNS

donmai n-nane default. donain.invalid

access-list inside_nat0O_outbound extended permit ip
172.16. 1.0 255.255.255.0 172

.22.1.0 255.255.255.0

I--- Note that this ACL is a nmirror of the

i nsi de_nat 0_out bound !--- ACL on ASAl. access-list
out si de_cryptomap_20 extended permit ip 172.16.1.0
255.255.255.0 172 .22.1.0 255.255.255.0 !--- Note that

this ACL is a mirror of the outside_cryptomap 20 !---
ACL on ASAl. pager lines 24 ntu inside 1500 mtu outside
1500 no fail over asdmimage flash:/asdm 631. bin no asdm
hi story enable arp tinmeout 14400 object network obj-

| ocal subnet 172.22.1.0 255.255.255.0 object network

obj -renmote subnet 172.16.1.0 255. 255. 255. 0 nat
(inside,outside) 1 source static obj-local obj-loca
destination static obj-renote obj-renote tinmeout xlate
3:00: 00 tinmeout conn 1:00: 00 hal f-cl osed 0:10:00 udp

0: 02: 00 icnp 0:00:02 timeout sunrpc 0:10: 00 h323 0:05: 00
h225 1:00: 00 ngcp 0: 05: 00 tineout ngcp-pat 0:05:00 sip
0:30: 00 sip_nedia 0:02:00 timeout uauth 0:05:00 absolute
http server enable http 0.0.0.0 0.0.0.0 inside no snnp-
server |ocation no snnp-server contact crypto ipsec
transform set ESP- AES- 256- SHA esp- aes- 256 esp-sha- hnac
crypto map outside_nmap 20 natch address

out si de_cryptomap_20 crypto map outside_map 20 set peer
10.10.10.1 crypto map outside_map 20 set transformset
ESP- AES- 256- SHA crypto map outside_nap interface outside
i saknp enabl e outside isaknmp policy 10 authentication
pre-share isaknp policy 10 encryption aes-256 isaknp
policy 10 hash sha isaknp policy 10 group 5 isaknp
policy 10 lifetime 86400 tunnel -group 10.10.10.1 type

i psec-12l tunnel-group 10.10.10.1 ipsec-attributes pre-
shared-key * telnet timeout 5 ssh timeout 5 console
timeout O ! class-map inspection_default match default-
i nspection-traffic ! ! policy-map global _policy class

i nspection_default inspect dns maxi num|ength 512

i nspect ftp inspect h323 h225 inspect h323 ras inspect
net bi os inspect rsh inspect rtsp inspect skinny inspect
esntp i nspect sqlnet inspect sunrpc inspect tftp inspect
sip inspect xdncp ! service-policy global _policy globa
I--- Define the NTP server authentication-key, Trusted-
key !'--- and the NTP server address for configuring NTP
ntp authentication-key 1 md5 * ntp trusted-key 1 !---
The NTP server source is to be nentioned as outside for
ASA2. ntp server 172.22.1.161 key 1 source outside

Crypt ochecksum d5e2ee898f 5e8bd28e6f 027aeed7f 41b : end
ASA#

j 2

cOtU2a Tk, RENELKBELTVR L ZRABIDLOICEATEIRREZRHEL
TVERT,

B ED show IV Rk, Output Interpreter Tool ( BEI—HEHR ) IC&>THR—KREhTV



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

£FJ. cOY—)LZEATHE, show DN REHHDSGMEZRRTEEXT,

- show ntp status : NTP 270 Y V15 &R RL E T, AsAl#show ntp status O ock is
synchroni zed, stratum 2, reference is 172.22.1.161 nonminal freq is 99.9984 Hz, actual freq
is 99.9983 Hz, precision is 2**6 reference time is ccf22b77.f7a6e7b6 (13:28:23.967 UTC Tue
Dec 16 2008) clock offset is 34.8049 nsec, root delay is 4.78 nmsec root dispersion is 60.23
nmsec, peer dispersion is 25.41 nsec

. show ntp associations [detail] : BRETNTWVWD XY ND—0 XA L H—/NEDOBEENITE

é%ﬁingE?To ASAl#show ntp associations detail 172.22.1.161 configured, authenticated
our_master, sane, valid, stratum1 ref ID.LOCL., tinme ccf2287d.3668b946 (13:15:41.212 UTC
Tue Dec 16 2008) our node client, peer node server, our poll intvl 64, peer poll intvl 64
root delay 0.00 nsec, root disp 0.03, reach 7, sync dist 23.087 delay 4.52 nsec, offset

9. 7649 nsec, dispersion 20.80 precision 2**19, version 3 org tine ccf22896.fla4fca3
(13:16:06.943 UTC Tue Dec 16 2008) rcv tine ccf22896. efb94b28 (13:16:06.936 UTC Tue Dec 16
2008) xnt tine ccf22896.ee5691dc (13:16:06.931 UTC Tue Dec 16 2008) filtdelay = 4.52 4.68
4.61 0.00 0.00 0.00 0.00 0.00 filtoffset = 9.76 7.09 3.85 0.00 0.00 0.00 0.00 0.00 filterror
= 15.63 16.60 17.58 14904.3 14904.3 14904.3 14904.3 14904. 3

hSTAS21—F4Y

TR, BEDORNT TN I—TF AT I OERICOVWTHBALET,

RSTILNS1—F42F70EHOIAI K

B ED show IV > Rk, Output Interpreter Tool ( BEI—HER ) IC&>THR—KrEhTV
£, COVY—IIZEFERATDE, show AN REID S ERRTEET,

F:debug AN REFMAITSHIC, "debug ANV ROBELBER 2SRBLTEEL,

- debug ntp validity : NTPE7 JOY VDBEMMEZRRLET, XOFIE., F—2F—HLAEV

&0 debug HAO T,
NTP: packet from 172.22.1.161 failed validity tests 10 Authentication fail ed

. debug ntp packet : NTP N7 Y MMEHRZRTRLET, H—/\DSKHENEVESIE., ASAIC
NTP xmit /N7 Y REFARTEN, NTPrev /ST Y RERRENEFH A, Asal# NTP: xnit

packet to 172.22.1.161:

| eap 0, node 3, version 3, stratum 2, ppoll 64

rtdel 012b (4.562), rtdsp Ocb6 (49.652), refid acl60lal (172.22.1.161)
ref ccf22916.f1211384 (13:18:14.941 UTC Tue Dec 16 2008)

org ccf22916.f426232d (13:18:14.953 UTC Tue Dec 16 2008)

rec ccf22916.f1211384 (13:18:14.941 UTC Tue Dec 16 2008)

xmt ccf22956. f 08ee8b4 (13:19:18. 939 UTC Tue Dec 16 2008)

NTP: rcv packet from 172.22.1.161 to 172.22.1.163 on inside

leap O, node 4, version 3, stratum 11, ppoll 64

rtdel 0000 (0.000), rtdsp 0002 (0.031), refid 4c4f434c (76.79.67.76)
ref ccf2293d. 366a4808 (13:18:53.212 UTC Tue Dec 16 2008)

org ccf22956. f08ee8b4 (13:19:18.939 UTC Tue Dec 16 2008)

rec ccf22956.f52e480e (13:19:18.957 UTC Tue Dec 16 2008)

xmt ccf22956. f 5688c29 (13:19:18. 958 UTC Tue Dec 16 2008)

i np ccf22956. f 982bcd9 (13:19:18.974 UTC Tue Dec 16 2008)

BYE 1S

- Cisco Adaptive Security Device Manager
. Cisco ASA 5500 2 ) —AXEwRELFI1 VT 1 PTIAFT A
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