ASA 8.3 Ll : DMZ TOX—JL ( SMTP ) ¥—
INTF O ADRES

A&

BE

Bl R SR

EZ#®
FERAIRZIAR—F b
RELE

B

AXAiE

XY RI—=UK
ASA DEXTE
ESMTP TLS D E&*E

=
20V

NSTLa—h
NSTNYI—F 4> DEbOIR K
BB 154

BE

— DEXEHIE. Demilitarized Zone ( DMZ; BT ) XY KD —JICEEE © /= Simple Mail
Transfer Protocol (SMTP ) Y —NIC T VAT B EHICASAEFIVT A FTSAT AR
EIDHEERLET,

/\—/ 3> 8.3 LA ® Cisco Adaptive Security Appliance ( ASA ) T®H ASDM AL =E%E%A
BREDFFMICOWVWT TASAS83X U : AFERY RND)—OLEOX—=)L (SMTP) Y—=—NNTOtA
DFFEH . ZZBLTLEEL,

/\ < 3> 8.3 L&D Cisco Adaptive Security Appliance ( ASA ) T®MH ASDM 2B L =E&% &
REDFHMICOWVWT TASA83x BB : AFRY hT—TLEDOX—)L (SMTP)H—NTIOERA
DFREH, ZSBLTLEEL,

Cisco BREYEFI1UT A FTSAT A (ASA)/N—23 2 82 LIBROBIEHREIC DOV TI,
"PIX/IASA7.x LABZ : DMZ TDX—)L (SMTP) H—NT O tLADFEEH, ZZRL T EEV

o

Ei— Jua

CORFIXVNIBEOEHREHY TEA


/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/113336-asa83-mailserver-inside.html
/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/113336-asa83-mailserver-inside.html
/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/113336-asa83-mailserver-inside.html
/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/113305-asa83-mailserver-outside.html
/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/113305-asa83-mailserver-outside.html
/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/113305-asa83-mailserver-outside.html
/content/en/us/support/docs/security/pix-500-series-security-appliances/69374-pix7x-mailserver.html
/content/en/us/support/docs/security/pix-500-series-security-appliances/69374-pix7x-mailserver.html
/content/en/us/support/docs/security/pix-500-series-security-appliances/69374-pix7x-mailserver.html

FATAIIR—F b

CORFIXVNOERE. ROVIKRIITEN—RIITON-II3IVICETVTVET,

- NN—=232 83BN EE TS Cisco BREEF1IUT A FTTSAT2A(ASA)

. Cisco 1841 )L_g ( Cisco IOS® Software Release 12.4(20)T %5&)
CORFIXNOBEHE, BEOTARARELHDITNAALETVTHEREhKLE, ZOR
FAXYRNTHEATZIINTOTFNAAR, MM (F72LN ) REDREASEBHLTVWET
o MROERY RD—INERBEBHFTHRZBEICE. EOXRSIBIANY RIZOVTE, TOBREN
BEEBIODVTHRRIIERBL THLENHYET,

197

RFIXDRREOFMICOVWTR., RO TIDN T4V TADOKRLEL 2ZRLUTLKE
=V,

BE

COEVSIVTRER, CORFIANTHAITIHREZRETDLOICLEZBREZRMLT
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CORFIXVRNTR, ROBREZFEALTLERT,

ASA DERE

ASA#show run
Saved

ASA Version 8.3(1)

!

host nane ASA
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQhbNI dI . 2KYQU encr ypt ed
nanes

!
interface EthernetO

shut down

no nanei f

security-level O

no i p address

nterface Ethernetl
shut down

no nanei f

no security-Ieve
no i p address

nterface Ethernet2
no nanei f
no security-1Ieve

no i p address
!

!--- Configure the inside interface. interface Ethernet3
nanei f inside security-level 100 ip address 10.1.1.1

255.255.255.0 ! !--- Configure the outside interface.
interface Ethernet4 naneif outside security-level 0 ip
address 192.168. 200. 225 255. 255. 255. 224 | !/--- Configure

dmz interface. interface Ethernet5 nameif dnz security-
l evel 10 ip address 172.16.31.1 255.255.255.0 ! passwd
2KFOnNbNI dI . 2KYQU encrypt ed boot system di skO:/asa831-
k8.bin ftp node passive !--- This access list allows
hosts to access !--- IP address 192.168.200.227 for the
SMTP port. access-list outside_int extended permit tcp
any host 192.168.200.227 eq smtp

!--- Allows outgoing SMTP connections. !--- This access
list allows host IP 172.16.31.10 !--- sourcing the SMTP
port to access any host. access-list dmz_int extended
permit tcp host 172.16.31.10 eq smtp any

pager lines 24

ntu BB 1500

nu inside 1500

ntu outside 1500

nu dnz 1500

no fail over

no asdm hi story enabl e
arp timeout 14400

obj ect network obj-192.168. 200. 228- 192. 168. 200. 253
range 192. 168. 200. 228-192. 168. 200. 253

obj ect network obj-192.168. 200. 254
host 192. 168. 200. 254




obj ect - group network nat - pat-group

net wor k- obj ect obj ect obj-192. 168. 200. 228-
192. 168. 200. 253

net wor k- obj ect obj ect obj-192. 168. 200. 254

obj ect network obj-10.1.1.0
subnet 10.1.1.0 255.255.255.0
nat (inside, outside) dynam c nat-pat-group

!--- This network static does not use address
translation. !--- Inside hosts appear on the DMZ with
their own addresses. object network obj-10.1.1.0
subnet 10.1.1.0 255.255.255.0
nat (inside,dmz) static obj-10.1.1.0

!--- This network static uses address translation. !---
Hosts that access the mail server from the outside !---
use the 192.168.200.227 address. object network obj-
172.16.31.10

host 172.16.31.10

nat (dmz,outside) static 192.168.200.227
access-group outside_int in interface outside
access-group dmz_int in interface dmz
route outside 0.0.0.0 0.0.0.0 192.168.200.226 1
ti meout xlate 3:00: 00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00: 02
timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00
ti meout ngcp-pat 0:05:00 sip 0:30:00 sip_nedia 0:02:00
ti meout uauth 0:05:00 absol ute
no snnp-server | ocation
no snnp-server contact
telnet tinmeout 5
ssh timeout 5
consol e tinmeout O
|
cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
|
1
!--- The inspect esmtp command (i ncluded in the map)
allows !--- SMIP/ESMIP to inspect the application

pol i cy-map gl obal _policy
cl ass inspection_default
nspect dns maxi num | ength 512
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny

inspect esmtp

i nspect sql net

i nspect sunrpc

i nspect tftp

i nspect sip

i nspect xdncp
|

!--- The inspect esmtp comand (included in the nmap)
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allows !--- SMIP/ESMIP to inspect the application.

service-policy gl obal _policy gl obal
Crypt ochecksum 2653ce2c9446f b244b410c2161a63eda
: end

[ K]

ESMTP TLS OS%E

3 : Transport Layer Security(TLS)iES{t Z2EF X — )L BEICEATSHES. ASAOESMTPA >
AR AVEBEE (T7AILRNTEM) ENTY RZROYFULET, TLSHAEBMEEFXA—I
ZHATHICE. ROBEIDKSICESMTP 41 VARV I HMEEZBMDICLET, FMICOV
Tk, Cisco Bug ID CSCtn08326 ( E#HI1—HEHA ) ZSRBL T EE,

ci scoasa(config)#

policy-map global policy
ci scoasa(confi g- pmap) #class inspection_default

ci scoasa(confi g- pmap-c) #no inspect esmtp
ci scoasa(confi g- pmap-c) #exit
ci scoasa(confi g- pmap) #exit

TR
B, CORECHEATE PRREMESH Y EY A
hS7)L>a1—k

CCTR, REODRS TN 1—F 1AV IERTEZBRERLET,

RSTIN21—F4200kEHOIAIVR

TORTYINAVE=FTIERY=) (BFI—YEA) (OIT) E. HE®D show AN RZEH
R—=BPLETF, OIT Z2ZFEAL T, show AN ROEHDO 5 HZRRLET,

. debug icmp trace — 7R A b ' & @ Internet Control Message Protocol ( ICMP ) ER A" ASA
CEETRIDNESHERLET, COTNY T EERTTSICIE, access-list AV RERRTE
ICIBMLT, ICMP ZFF 32 4BHFHYNET, X CcOFNVIZFEATSHICE. XOH

HIZRFT KD, access-list outside intioPL T EE VY,
access-list outside_int extended permt tcp any host 192.168.200.227 eq sntp
access-list outside_int extended permt icnp any any

- logging buffered 7 — @B tEFX 1 VT 1 PTSAFT A (ASA) kD, O XY T77A
D Syslog XY E— DEEBEARECIZ EHCT/O-NN) O 714F1L—>3> F—R
THEHAEhET, ASAOT NY T 7DOARIE. showlogging AN REFHAL TRETEE
To
OF > T OREAEDFHMC-COVWTIE, TASDM #FHL /= Syslog DEBE ZSRBRLTLEE
Lo

BEE 1T ]
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