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1. policy-map global_policy AYX > REZRHITLUE T,

ASA (config) #policy-map global_policy

2. class inspection_default V> RERITLET,

ASA (config-pmap) #class inspection_default

3.inspect FTP AN RERITLET,

ASA (config-pmap-c) #inspect FTP
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inspect FTP strict ANV RZEFERA T2 AT/ IaVHFABRENTET, OOV RTRE,
FTP ERICIEHIAFTENLEIN RO Web 75 UHICKDEEZRABTZI LT, RES
ERYRND—=O0F1VTA4NFALELEST A VF—TIA AL Tstrict A7>a> &4
ZF=7NCFTRE, FIPRELCK > TROFENFERAEhES, X1 UT1 TSS5A47F
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TINA AR 1

ASA (config) #show running-config

ASA Version 8.4(1)
!
hostname ASA
domain-name corp.com
enable password WwXYvtKrnjXqgGbul encrypted
names
!
interface Ethernet0/0
nameif Outside
security-level 0
ip address 192.168.1.2 255.255.255.0
!
interface Ethernet0/1
nameif Inside
security-level 100
ip address 10.1.1.1 255.255.255.0
!
interface Ethernet0/2
nameif DMZ
security-level 50
ip address 172.16.1.12 255.255.255.0
!
interface Ethernet0/3
no nameif
no security-level
no ip address
!
interface Management0/0
no nameif
no security-level
no ip address
!
!--- Output is suppressed. !--- Permit inbound FTP
control traffic. access-list 100 extended permit tcp any
host 192.168.1.5 eq ftp
!--- Permit inbound FTP data traffic. access-list 100
extended permit tcp any host 192.168.1.5 eq ftp-data
1
!--- Object groups are created to define the hosts.
object network DMZ
host 172.16.1.5
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object network DMZ-out

host 192.168.1.5

!--- Configure manual NAT nat (DMZ,outside) source
static DMZ DMZ-out

access-group 100 in interface outside
class-map inspection_default

match default-inspection-traffic

1

!

policy-map type inspect dns preset_dns_map
parameters

message-length maximum 512

policy-map global_policy
class inspection_default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

inspect netbios

inspect rsh

inspect rtsp

inspect skinny

inspect esmtp

inspect sglnet

inspect sunrpc

inspect tftp

inspect sip

inspect xdmcp
!
!--- This command tells the device to !--- use the
"global_policy" policy-map on all interfaces. service-
policy global_ policy global
prompt hostname context
Cryptochecksum:4b2f54134e685d11b274eel59e5ed009
: end
ASA (config) #

%I!‘!II

BENTCPAR—BRTO FTP ORI A2 AR IATD
E

ROBREZFEAL T, BEATCPAR—RNTFTP ORI AV ARDZ AV ERETEET
(XXXX ZEFHROR—RNESTBEBRITILEETY ),

access-1list ftp-list extended permit tcp any any eq XXXX
|

class-map ftp-class

match access-list ftp-list
|

policy-map global_policy
class ftp-class
inspect ftp
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1. policy-map global_policy AY > REZRITLE T,

ASA (config) #policy-map global_policy

2. class inspection_default Y>> RERITLET,

ASA (config-pmap) #class inspection_default

3.inspect TFTP V¥ RER{ITLE T,

ASA (config-pmap-c) #inspect TFTP

J

TINA AR 1

ASA (config) #show running-config

ASA Version 8.4 (1)
!
hostname ASA
domain-name corp.com
enable password WwXYvtKrnjXqgGbul encrypted
names
!
interface Ethernet0/0
nameif Outside
security-level 0
ip address 192.168.1.2 255.255.255.0
!
interface Ethernet0/1
nameif Inside
security-level 100
ip address 10.1.1.1 255.255.255.0
!
interface Ethernet0/2
nameif DMZ
security-level 50
ip address 172.16.1.12 255.255.255.0
!
interface Ethernet0/3
no nameif
no security-level
no ip address
!
interface Management0/0
no nameif
no security-level
no ip address
1

!--- Output is suppressed. !--- Permit inbound TFTP
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traffic. access-list 100 extended permit udp any host
192.168.1.5 eq tftp
!
!--—- Object groups are created to define the hosts.
object network DMZ
host 172.16.1.5
object network DMZ-out
host 192.168.1.5
!--- Configure manual NAT nat (DMZ,outside) source
static DMZ DMZ-out
access-group 100 in interface outside
class-map inspection_default
match default-inspection-traffic
1
!
policy-map type inspect dns preset_dns_map
parameters
message-length maximum 512

policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect netbios
inspect rsh
inspect rtsp
inspect skinny
inspect esmtp
inspect sglnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp
!
!--- This command tells the device to !--- use the
"global_policy" policy-map on all interfaces. service-
policy global_policy global
prompt hostname context
Cryptochecksum:4b2f54134e685d11b274eel59e5ed009
end
ASA (config)#

j 2

RENEEICTOAECEZRIIT (21, show service-policy AN REFEALET. Fi.
show service-policy inspectftp Y~ RZEHAL T, HOZFTP A1 ARIZaVIEFICHRL
TLEEV,

ASA#show service-policy inspect ftp
Global Policy:
Service-policy: global_policy
Class-map: inspection_default
Inspect: ftp, packet 0, drop 0, reste-drop 0
ASA#
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