ASA 83L& : ASDMZEERAL kA4 ARYS 3
VDERE

&

BZE

Bl

E#®

FAITRIVR—F b

RELE

772N b0 O—=/NL RS —

T7075=23>0F 72NN TJO-NNAVARIS I ZEBHICTS
T7ANRNIAOT T IVT—2 30 DAV AR IV EBNCTS

BYE B

BE

CORFIXVRNTR, P705—23>070-NILRIS—HDS5FT72)ILNOREZHIBRT
%7555 &, Adaptive Security Device Manager (ASDM ) 2R L TF7 2 I NAAOT 7)o —
S AL ORBEEEDICTBHECHETS. /N—T 3> 83(1) UKD Cisco BEEEFIUTA 7
T5AT A (ASA) DREHZRLET,

-

M, TPIXIASATX : F7ANDDT7AND FJO=—NILAVARIS I 2 ZEPHICL T,
T7ANRNIAOTTIVT—23 0 DAV ARG IV EZBMCT Dy (Cisco ASAN—=23 Y
82 LHEINEUBHARR ) 2FRL T L&,

CORFIXVNIBEOEHREHY EEA

FATAIR—Fb

CHORFIXNDERIE, CiscoASAEFIVTA FITZATAVTIRNITIT N—23Y
8.3(1) & ASDM 6.3 BT A BEICESVTLET,

CORFIXVNORHRE, REDFARELCHAITNARAICETVWTERENELEZ, DR
FIAXRNTEATEZIINTOTFNA ARG, M (F7FIIN ) REOREASBELTVET
05(]‘510)7/#'7 INERBBPTHIBEICRE., EOLXDIBIONRIEDOVTE, TOEEN
BHEBIIODVTHRIEBLTIEKBENHUET,


/content/en/us/support/docs/security/pix-500-series-security-appliances/91891-mpf.html
/content/en/us/support/docs/security/pix-500-series-security-appliances/91891-mpf.html
/content/en/us/support/docs/security/pix-500-series-security-appliances/91891-mpf.html
/content/en/us/support/docs/security/pix-500-series-security-appliances/91891-mpf.html

Iclilj

p; 3

REFIXDNREBOFBICOVWTR, RO TININTAYTADOREFES 2ZRUTE
=L,

720 b070-/N)L RUS —

T7A)IRTR, IXTOFT7AIINNTTIT—2320 A2ARIS A NTT49DIC—H
FTRRIVI—DNBREICEEN, BEDA VAR AUNIIRNTDAVE—TIALAADKNT T 4
YOWLHEAEAET (JA-NILARVD—), IRXTOA VARG AVNFTFTAILNTAL R—
TINCBE2TVWBDDHIITRBEYEEA, BATEZITO-NIL RV —EFE12EHTT, JO0—
NIL RV —2ZETHEEEF. 7N RV —Z2mETHIHIEMCL, HFLLVRDV—%
BHRATRBENBWET, (AVEF—TIAARI—GIO-NILRIZ—IZBELET ).

ASDM T, [Configuration] > [Firewall] > [Service Policy Rules] Zi&iRL T, U TICRTFT7 2 )L
NOT7VT5—>32 AVARDIVEFOTF72IL 070N RV —EZRRLET,

ﬁl‘h ||$3LII‘#J..II|[J'-J-.M y &hwﬂhﬂ'nl amg ;"Hﬁ. l
Arevl EE = hirewall = Service Palicy Hules |

ﬁ FHM”‘E‘“ il @ akl - Itﬁ: W o=stn + 4 -I- .._-ql 0, e b tegram W abat e
ag = RGN =
=1 o W) Sl o P o s Traftic C aadicston ok e

= 1 a
[ il i Fri M # Ericbed Haich S Costmatecn SoramL Towe

EL S udes

L EHH-'mw = Glohal; Pole o oloba by

I 5‘3'.‘1-\1 ~llary g S
L Threet Do ion
=L M ie
! ia-r e b Ok Crimsc 5
. e CojantsEnaLpe

= [recpeck DS Mo crised_dos g
& Ireqet TS

1] e e pact 2 Drent

T7AILN RV —REICE, ROODAIY RFEFENATVET,

cl ass-map inspection_default
mat ch defaul t-inspection-traffic
policy-map type inspect dns preset_dns_map
par anet er s
message- | engt h maxi mum 512
policy-map gl obal _policy
cl ass inspection_default
i nspect dns preset_dns_map
i nspect ftp
i nspect h323 h225
i nspect h323 ras
i nspect rsh
i nspect rtsp
i nspect esntp
i nspect sql net
i nspect skinny
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i nspect sunrpc
i nspect xdntp
i nspect sip
i nspect net bi os
inspect tftp
servi ce-policy global _policy global
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ASA( confi g) #pol i cy-map gl obal _policy
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ASA(config)# policy-map gl obal _policy
ASA(config-pmap)# class inspection_default
ASA(confi g-pmap-c)# inspect http

ASA2(confi g-pmap-c)# exit

ASA2(confi g-pmap) # exit

ASA2(confi g)#service-policy global _policy global
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ASA( confi g) #cl ass- map out si de-cl ass

ASA(confi g-cmap) #match port tcp eq www

ASA( confi g) #pol i cy-map out si de-ci sco-policy

ASA( confi g- pmap) #cl ass out si de-cl ass

ASA( confi g- pmap-c) #i nspect http

ASA(confi g) #servi ce-policy outside-cisco-policy interface outside
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2. [Add Service Policy Rule Wizard - Service Policy] 7 4 > RN S, [Interface] D#EICH 3 7
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= pdd Service Policy Rule Wizard - Service Policy

Bdding & new service policy rule requires three steps:

Seep 1: Configure a service policy.

Step 21 Configure the traffic clesdfication criteria for e service policy rule,
Step 3t Configure actions on the traffic dassified by the ssrwice policy rule.

Create & Servios Poboy and Apply To:

Only one service policy can be configured per inberface or at global level. If a service policy already exists, then wou can add a new
rule irto the existing service policy, Otherwise, vou can create & new service policy,

(%) Interface: outside - (create new sesvice poboy) |

Policy Mame; |outside-csco-bolicy |
Descriphbion:
) tilohal - spplies ko al inkerfaces

chack [ mext = | [ cancel | [ Help |

3. [Add Service Policy Rule Wizard - Traffic Classification Criteria] 74 > ROA S5, FILW KRS
74V VTAOBBZEBELET, COHITHERATSEHEIE. outside-classT T, [TCP
or UDP Destination Port] DBEDF I Y U RY VAN FICB>TVWBD & ZHREL T,
[Next) 20y OLZET,



¥ Add Service Policy Rule Wizard - Traffic Classification Criteria

-!3‘- Create a new traffic dass:  outade-dass

Cescription (opkionsal):

Traffic Match Criteris
[] oefaul Irepection Traffic

[] source and Destination IF Address (uses ACL)

[] Tunnel Group

FCF or LDP Destination Ford
[JRTF Range

[] 1P DiffSery CodePonts (DSCF)
[]1F Frecedance
L

7 Use an edsting traffic class:

) Use class-defaul as the traffic dass,

IF braffic dos< not match a existing braffic class, then kowil match the dass-defaudt traffic class, Class-defaulk can be used in cakch all
sibation.

[ <Back | Mext > | [ Cancel | [ Helo |

4. [Add Service Policy Rule Wizard - Traffic Match - Destination Port] 7 1 > RUA S5,
[Protocol] £02 3> 0 [TCPl DRICH B AT >3 REVZBRLE T, RIC. BRELY
—EAZBIRTBICIE, [Servicel DEICHD KRR 2V )Y ILET,

B Add Service Policy Rule Wizard - Traffic Match - Destination Port

Protocol: () TCE | () LUDP

Service: E]

To specify pork range for the service, use nnn-nnn Format,

5. [Browse Service] 74> ROT, Y—ERELT[HTTP] &&RLEF, KIZ, [OK] &Y
vyILEY,



= Browse Service

% Add ~ @ Edic Jf Delete @ Where

Flt&r:|
[ WET Protocal Source Ports Cestination Ports  ICHP Type Dhescription
' - m@ ctighe tep default (1-65535) 2748 A~

@ daybme  top default {1-65535) 13

it discard bcp default (1-65535) 9

g domain bep default (1-65535) 53

- m@ echo tep default (1-65535) 7

- exec bep default (1-65535) 512

LI Finger bep default (1-65535) 79

L g Fp kep default (1-65535) 21

- m fip-data  bop default (1-65535) 20

g gopher  bep default (1-85535) 70

-5 K323 bep default (1-65535) 1720

L g hostname  tep default (1-65535) 101

i hthp |default (1-65535)

i m# htbps bcp default {1-65535) 443

- g8 ident bep deFault (1-65535) 113

L imapd kep default (1-65535) 143

o irc tep default (1-65535) 194

m kerberos  bep default (1-65535) 750

- Kogin bcp default {1-65535) 543
| me kshel ep default (1-65535) 544 ~|
Selected Sarvice

Service == ] |t|:|:|,|'|'|tl:|:|

| QK I | Cancel

6. [Add Service Policy Rule Wizard - Traffic Match - Destination Port] 7 1 > RU T, #iREh
7= [Service] A" tcp/http THBD L ERRBTEE T, next] 2V Y UL FET,




IE Add Service Policy Rule Wizard - Traffic Match - Destination Port

SErice! .t|:|:||'htl:p D
To specify pork range For the service, wse nnn-nnn Foemat

[ <Back || Mext > | [ Cancel | [ Help |

7. [Add Service Policy Rule Wizard - Rule Actions] 74 > RN S, [HTTP] OBEICHBDF T vV
DRV DRABFIZLET, RIZ, [HTTPIDO#IZ&H S [Configure] 20 )Y IV LE T,




% Add Service Policy Rule Wizard - Rule Actions

Priotocol Inspection | Inbrusion Prevention | Conneckion Sattinos | Oa%

(] crigee

[ :ERPC
[(lous

1 ESMTP

CIFP
[1H.323H.225
[]H.323RAS
HITE | Configure, .,
S

[ IcKP Error
[Jus

]

[ ] 1P-ptions
[]1PSac-Pass-Theu
[P

] MGCP

[ METEICS
C1FPTFP

[CIr=H

etFlow

[ <Back |[ Finish | [ Cancel | [ Helo |

8. [Select HTTP Inspect Map] 7 1 > RO A S5, [Use the Default HTTP inspection map] D1 (Z
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B Select HTTP Inspect Map

(#) Use the default HTTP inspection maps

() Select an HTTP inspect map for fine control over inspection

l|| Zancel | | Help

9. [Finish) 20 )Y VL&,



% Add Service Policy Rule Wizard - Rule Actions

Priotocol Inspection | Inbrusion Prevention | Connection Sattinos | QoS | MetFlow

(] crgee

[ DCERPC

[l oxs

[ ESMTP
COFme
[1H.323 H.225
[JH.323RAS

HHE | Corfigure, .,

[ 1P Error

[Jus

]
[]1P-2ptions
[]1PSec-Pass-Thru
] Mmp

[ MGCP

[ NETEIOS

[ PPTP

[Jr=H

[ < Back J

Finish

[ Carncel | [ Help |
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