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HATE&ZET,

CLI 587

ASA 8.3(1) DREE

ASA Version 8.3(1)

|

host nane ASA

donai n- nane nantes-port.fr

enabl e password S39l gaewi / IMBWY | evel 3 encrypted
enabl e password 2KFQnbNI dl . 2KYOU encr ypt ed

passwd 1n¥Zf Sd48bl OUdPgP encrypted

no nanes

dns- guard

!

interface Ethernet0/0

narei f outside

security-level 0O

i p address 192. 168.200. 1 255. 255.255.0
!

interface Ethernet0/1

narei f inside

security-level 100

i p address 10.77.241. 142 255. 255.255.0

boot system di skO:/asa831-k8. bin
ftp node passive
dns domai n-1 ookup outsi de

l--- Creates an object called DM INLINE_TCP_1. This
defines the traffic !--- that has to be matched in the
cl ass map. object-group service DM I NLINE_TCP_1 tcp
port-object eq www

port-object eq ssh

port-object eq tel net

access-list outside_npc extended permit tcp host
10. 77. 241. 129 any object-group DM I NLI NE_TCP_1

pager lines 24

ntu inside 1500

ntu outsi de 1500

no fail over

no asdm hi story enabl e

arp timeout 14400

nat (inside) O access-list inside_natO_outbound
access-group 101 in interface outside

route outside 0.0.0.0 0.0.0.0 192.168.200.2 1
timeout xlate 3:00:00

l--- The default connection tinmeout value of one hour is

applicable to !--- all other TCP applications. tineout
conn 1:00:00 hal f-closed 0:10: 00 udp 0:02:00 icnp
0: 00: 02

ti meout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp




0: 05: 00

ti meout ngcp-pat 0:05:00 sip 0:30:00 sip_nedia 0:02:00
ti meout uauth 0:05:00 absolute

ti meout tcp-proxy-reassenbly 0:01: 00

no snnp-server | ocation

no snnp-server contact

snnp-server enable traps snnp authentication |inkup

| i nkdown col dstart

telnet tinmeout 5

ssh timeout 5

consol e tineout 0O
|

I--- Define the class map Cisco-class in order !--- to
classify Telnet/ssh/http traffic when you use Mdul ar
Policy Franework !--- to configure a security feature

I--- Assign the paraneters to be matched by cl ass nap.

class-map Ci sco-cl ass
mat ch access-1ist outside_npc

cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
|
!
pol i cy-map gl obal _policy
cl ass inspection_default
i nspect dns nexi mum | ength 512
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip
nspect xdnctp

I--- Use the pre-defined class map G sco-class in the
policy map.

policy-map C sco-policy

l--- Set the connection tinmeout under the class npde

where !--- the idle TCP (Tel net/ssh/http) connection is
di sconnected. !--- There is a set value of ten mnutes
in this exanple. !--- The mini mum possible value is five

m nutes. class Cisco-class
set connection tineout idle 0:10:00 reset
!
!
service-policy global _policy globa

l--- Apply the policy-map Cisco-policy on the interface
I--- You can apply the service-policy command to any
interface that !--- can be defined by the naneif
comand.




service-policy Csco-policy interface outside
end
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¥ Add Service Policy Rule Wizard - Service Policy

Adding a mew service policy Fubs requires bhres sheps:

ke 1: Configure & service policy,

Skep 20 Configure the traffic cdassification cnbena For the serace polcy rubs,
Skep 3: Configure actions on the traffic classified by the service policy rule.

| Create a Service Policy and Apply Toi

Only one service policy can be configured per interface or at gobal level, 1IF 8 service policy slresdy sxists, Bhen you can add a new
rube inko He ecasting service policy, Ceherwese, you can create a new sarvice paolicy.

(%) Inkerfaca;

outside - (creabe naw sarvica policy | IR

Policy Name: Ckoo-poloy

Descripbion:

{7 alobal - apples to Sl interfaces

[ met > | [ cancel | [ Help |

3. 75 A XY 74& Cisco-class 4R L. [Traffic Match Criteria] ® [Source and Destination IP
address (uses ACL)| FI VI RY VRAZFICLET, RIC, [Next] ZO0UYILET,



I# Add Service Policy Rule Wizard - Traffic Classification Criteria

-!:-_:} Craate a new traffic dass:  Cisco-class

Description (optional):
Traffic Match Criteris
[ mefauk Irepection Traffic

Snurce and Destination IP Address (Uses ACL¥
[] Tunnel Group

[] TCR or LDP Destination Port
[JRTF Rangs
[] 1P DiffSery CodePonts (DSCF)
[ 1P Frecedence
[ #vry trafic

7 Use an exsting traffic olass:

1 Use class-defaul as the traffic dass,

IF braffic dos< not match a existing braffic class, then kowil match the dass-defaudt traffic class, Class-defaulk can be used in cakch all
sibation.

[ <Back | Mext > || Cancel | [ Helo |
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AZAALET, [Service] DEO ROY TH I REEIIYIL, BEBY—ER%ZE
BRRLET,



IE Add Service Policy Rule Wizard - Traffic Match - Source and Destination Address

O oot

Soiroe: 10.77.241.129

Destination | any]

| i

SetvicE] e]

Drascripbon:

Mare Options ¥

[ <Back |[ Mest » | [ Cancel | [ Help |

5.telnet. ssh, hitp B EDHUELRH—ERAZBRLET, RIC, OK|ZI9UYILET,



= Browse Service

% Add » @ Edic Jf Delete @ Where |

Flt&r:|
[ WET Protocal Source Ports Cwestination Ports  ICHP Type Dhescription
| meecho bep default (1-65535) 7 r

L m exer tcp default (1-65535) 512

L B Finger bep default (1-65535) 79

g Ftp kep default (1-65535) 21

-m ftp-dats  tep default (1-65535) 20

1 gopher  tep default {1-65535) 70

- i haz3 bep default (1-65535) 1720

L. g hostname  tep default (1-65535) 101

i http |default (1-65535) |50

i ma htbps bep default (1-65535) 443

- 5 ident bep default (1-65535) 113

L pe imapd kep default (1-65535) 143

o e bep default (1-65535) 194

ot kerberos  bep default (1-65535) 750

- 18 Mogin bep default (1-65535) 543

i g kshel kep default (1-65535) 544

- ldap tep default (1-65535) 389

1 ldaps bep default (1-65535) 636

- g login bep default (1-65535) 513
| -me lotusnotes  bep default (1-65535) 1352 |
Selected Saervice

Service == | |t|:|:|,|'tE|nat, tepyssh, tepfhttp,

QK l | Cancel

6. RALFTIRNDERE [Next] 2V UYILET,



IE Add Service Policy Rule Wizard - Traffic Match - Source and Destination Address

action: () Match () Do not match

SOUrCE: 10-77.241.129

Destination | any]

mmim

Sy tepytelnet, boplash, topgretp,

Drascripbon:

More Opkions

< Back

Mexk: >

Cancel I | Help |

7.TCP OEHRAA LTI RNE 10 DICERET B IZIE, [Connection Settings] ZiBIRLEF, F
=. [Send reset to TCP endpoints before timeout] F T Y U RY VAZFIZLET,
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IE Add Service Policy Rule Wizard - Rule Actions

Meamum Conmeckions

Mzl TCP & LDF Connections: Def auk (0) v
Mazimiom Embryonic Connections: Defauk () w
Macimim Per Chient Connections: Defauk (00 ™|

Mz Per Chent Embiryonic Connachions: | Defaulk (0 w |

TEP Timeout

Embryenic Connection Timeouk: | Defaulk {0:00:30) +.-
Half Closed Connection Timeout: |Defauit (0:10:00) v
Connection Tmeout: |0:10:00 v

[[] pead cormection detection:

| Probocl Inspaction || Inkrusion Prevention | TONNECOON SEL0NQS | Qos || NetFlow

Randomize Sequence Mumber

Randorrize the sequence rumber of
TCR[IF packets, Disable this festure only if
another inine &54 is dso randomizing

sequence numbers and the result is
=orambling the data. Disabing this feabare
may leave sysbems with weak TCP
Sequence number randomization
suinerable,

TP Mormalizakion
[[]Use TCF map

Time Eo Live

[ ] Decremant time ko live for a connechon

Advanced Cptions

Skip TP stabe tracking and sequence checking
when traffic Aows across He ASA,

[[] TP state bypass

[ <Back |[ Finish | [ Cancel | [ Help |
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i bednet

[= Glabal; Polcy: global_policy
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0, Inspect E5MTH
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BRE)DZETT, ASALETIESYNRALATINELTERENTVET, ASA LD SYN
BALTINDODFT7AIMERFI0OHTT, UTFICHBRAALATIRNDORERZEZZRLET,

ASA Version 8.3(1)

|

host nane ASA

donmi n- name nantes-port.fr

enabl e password S39l gaewi / IMBWY | evel 3 encrypted
enabl e password 2KFQnbNI dI . 2KYOU encrypt ed

passwd 1n¥Zf Sd48bl OUdPgP encrypt ed

no nanes

dns- guard

!

interface Ethernet0/0

nanei f outside

security-level 0O

i p address 192. 168.200.1 255. 255. 255.0
!

interface Ethernet0/1

nanei f inside

security-level 100

ip address 10.77.241. 142 255. 255. 255.0

boot system di skO:/asa831-k8. bin



ftp node passive
dns donai n-1 ookup out si de

l--- Creates an object called DM INLINE_TCP_1. This defines the traffic !--- that has to be
mat ched in the class nap. object-group service DM INLINE TCP_1 tcp

port - object eq www

port-object eq ssh

port-object eq tel net

access-1ist outside_npc extended permit tcp host 10.77.241.129 any object-group DM I NLI NE_TCP_1

pager lines 24

ntu inside 1500

ntu outside 1500

no failover

no asdm hi story enabl e

arp tineout 14400

nat (inside) O access-list inside_natO_outbound
access-group 101 in interface outside

route outside 0.0.0.0 0.0.0.0 192.168.200.2 1
ti meout xlate 3:00:00

l--- The default connection tinmeout value of one hour is applicable to !--- all other TCP
applications. tineout conn 1:00:00 hal f-closed 0:10: 00 udp 0:02:00 icnp 0: 00: 02
timeout sunrpc 0:10: 00 h323 0: 05: 00 h225 1: 00: 00 ngcp 0: 05: 00

ti meout ngcp-pat 0:05: 00 sip 0:30:00 sip_nedia 0:02:00

ti meout uauth 0:05:00 absol ute

ti meout tcp-proxy-reassenbly 0:01: 00

no snnp-server | ocation

no snnp-server contact

snnp-server enable traps snnp authentication Iinkup |inkdown col dstart

tel net tinmeout 5

ssh timeout 5

console tinmeout O
1

l--- Define the class map Cisco-class in order !--- to classify Telnet/ssh/http traffic when you
use Modul ar Policy Framework !--- to configure a security feature. !--- Assign the paranmeters to
be matched by cl ass nap.

cl ass-map Ci sco-cl ass
mat ch access-list outside_npc

cl ass-map inspection_default
mat ch defaul t-inspection-traffic
1
!
policy-map gl obal policy
cl ass inspection_default
i nspect dns maxi num | ength 512
inspect ftp
i nspect h323 h225
i nspect h323 ras
i nspect net bi os
i nspect rsh
inspect rtsp
i nspect ski nny
i nspect esntp
i nspect sql net
i nspect sunrpc
inspect tftp



i nspect sip
i nspect xdntp

l--- Use the pre-defined class map G sco-class in the policy map.

policy-map Cisco-policy

l--- Set the connection timeout under the class node where !--- the idle TCP (Tel net/ssh/http)
connection is disconnected. !--- There is a set value of ten mnutes in this exanple. !--- The
m ni mum possible value is five mnutes. class G sco-class

set connection tinmeout idle 0:10:00 reset
1
1
servi ce-policy global _policy global

1--- Apply the policy-map Cisco-policy on the interface. !--- You can apply the service-policy
conmmand to any interface that !--- can be defined by the naneif conmmand.

service-policy G sco-policy interface outside
end
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