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. Cisco SSL VPN Client ( SVC ) 1.x3 : SSL VPN Client/\ ¥ o~ —(sslclient-win*.pkg) Z Cisco
Software Download ( B I1—HER ) ASHX I O—RLTLKEEY, SVCZ ASAD 7T
Zv2a1 XEVICIE—ULE T, ASA &M SSLVPN #EHRZHITHICEFE. VE—N 1—Y
NDAE1I—XRIZCSVC ZAIO—RIBDBENFHYET,



//www.cisco.com/pcgi-bin/tablebuild.pl/sslvpnclient
//www.cisco.com/pcgi-bin/tablebuild.pl/sslvpnclient
//tools.cisco.com/RPF/register/register.do

FATAIIR—F b
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. Cisco Adaptive Security Device Manager ( ASDM ) /N\—= 32 6.1(5)

CORFIXNOBERE, BEODTRREICHDTFNAAILETVTERENELE, COR
FAXKNTERATEDZINTOFNA AR, DB (F72I)N ) REORELSEBLTVET
o NRDEXY NT—UONRBBPTHRIEEICE., EOLKSBIOANRICODVTE, TOHEEN

FECODVTHREICEREL THEKBENfHYVET,

RECE

RFEIXDNREOFMHIIOVWTR, T2ROATIZANTAYTAOREZEL 2ZRLTLKE
=V,

BEREH

SSL VPN Client (SVC) &, Y RD—VEBBEZICLKDVE—KN JIE21—2AD IPSec VPN
DSATRNDAVARN =B LROCERELEHSEEETIC, VE—HN I—HIZ IPSec VPN 954
ToROX )Y NZRHETSD VPN NV ITEMTT, SVC I, UE—K OE1—XICEE
FOSSLESILBELRTEFIVTA TTF5AT2AD WebVPN OT A4 B LORAEFAL F
9,

WEDFV AT, SSLVPN RO R ZZBEHLUTASADERICHDIHAIBI Y —AICEHRTS
SSLVPN 9SA T MNBEELET, AT7VY NN RIS Z—TILTEHYEEA, SSL
VPN O ZA TR ASAICERLTVWR EER, IXNTOF—RNFRNRVTENhET, £
BEEGF, ABIV—ZAANOTILACMAT, ORIV TENn-NTFT7 14 Y U % Default
Tunneled Gateway ( DTG ) ZZBAL TIL—FT 12T BT,

BEODT7FILNIIL—PIMAT, bR BZTAYIRIEBHOTF7AILIN L—RNEERT
EXT, ASANZBELEBSHKENTVERVRS 71Y D (AEZTA4Y U )L—hEZFFENLI
—RNEFELBVED ), BEOTT7 AN LR EBEHLTIL—FT12TENET, ASAH
FELEBSHKENTVARNT T4V I (REZTAY 7 )L—hEFFEnLIL-MEFELEDV
ED)RE, FRVTENLETTAILNIL—bZEALTERE N DTG ICEEhET,

RZRVDTENETF7ALRNIL—RZEETRICEK, ROV RZERALET,
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WET,
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X0tV a>TEATATVWAIOVNY ROFMZEFANSICIK, Command Lookup Tool ( &
BI1I—HYER)ZSRBLTLKEEY, —HY—IILIZO2VWTE, YANEBEROSERICETIEA
TERBRVBENHYVETCEEZITHELIEED,
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To AZUY NRRILFERESATVEWES, AFRY RD—IOUNCEEBENEZI RN T 1
YOERNYZRUTTEN, TDG (192.168.100.20 ) BETIL—F 1 VT EnET,

INTY RDTDG ( cDBITREIL—Z2))ICI—TFT1T0Enz&E, ChSsONTYRNEAUA
—ZXYNIIN=—TFTA12TTBEOOT RLAEBNIRTEIAETT, 1V F—FXYNT—NDIA
ELTDIIL—ZEREDFHMIOVTIE, TCisco BTRIRAEWT—T )L EFLICEFHE h i Cisco
IL—RDERERFZE BSBLTLKEEL,

ASDM 6.1(5) 2{#ER L 1= ASA B&TE

CORFIXVNF, AVE—TIAAREBREDELRREN T TICTHLNTVTELICEEL
TWBZEZRRELTVET,
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WebVPN, ZZBL T &,

SSLVPN 94 H—REMFHLTSSLVPN Z2BETAICE. XOFIEEZEITLET,

1. [Wizards] XZ1—#'5 [SSL VPN Wizard] ZZERL £7,
= Cisco ASDM 6.1 for ASA - 10.1.1.1

Wizards | Window  Help
% Hn:ume| ,;“3, Zof Startup \Wizard. .. i ! o Back \_ﬁ)

IPsec VPN \Wizard. ..

Home £ A
= S5L WPH Wizard. .. e
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2. [Cisco SSL VPN Client] FT Y I9RY VARZEIVY UL, Next] ZOVYOLET,
W SSL VPN Wizard X
F sel VPN Wizard S51 ¥PH Connection Type {(Step I of 6]

The secwity spplisnce pravides Seoune Socket Layer (5511 remobs access conreckiiby fram Smost sy
Triesmist-anablad kocakion using only & Web browser and &8 nativa 550 snoryobion, The saority
appbance provides beo different bypas of S50 ¥PN connection,

Flease salact the bype of 551 WFN conneschion fo configure:

The securkty spnlances slows S3L-enabilkes] vl
browsers to aocess HTTP of HTTPS web sarversona
pottal page,

e
i_[#] Gisco 53 vPM Chenit {arCanniact YFH Chenk)
e P
The securky SpplEmcE a seF-irstalng E_ s

EnvCermeck VPR Oi=nt ta the remobe PO Lhat sllores 1
ful, secure acoess ba rasousces of aninbernal el
coeporate metveork, Gk

3. [Connection Name] 7 4 — )L RICEHKEDO BB ZA DL T, I—H¥AH SSLVPNNOTFT I A
ICEALTWVWA A2 —7 I 4 A% [SSL VPN Interface] ROY 7H 0> DARNASEIRL
x¥79,




% S5L YPH Wizard f’x
F esL VPN Wizard SSL ¥PM Interface (Step 2 of 6)

Provide & connection rame and the kel ace that 551 YR wers connect o,
e Connection Nama: {Test

S5L YPM Interface: [outside E::;,

Digical Certificats
When users conrect, the securily spplisnce sards this digital certificate ba the ramobe web brosser
ko authanticate the ASA,
Certficate: — Merie -- Ll
Connechion Group Settings
(] Rarnection Group Allsiiiky
Crsplay Group Alias ke af the login page
Information
URL ko access 551 WA Sarvice: https:/ /200, 165.2001.2
URL to access ASDR: https:/ /209,165,200, 2 admin

[Eﬁa:h{]LEJ_axtb] Fifhs

4. [next] 20UV IO LET,

5. A E— RZEIRL, [Next] ZOVYOLET, (COBITEF. O—HILEREEEFEHRL TL
£9,
)



0= 551 YPH Wizard
¥ 85L VPN Wizard

User Authentication: {Step 3 of &)

The securty appliznce supparts authentication of uzers by an externzl A server ar local uzer
accounts. Speify hoe the secunty appliance authenticates users when they ogin,

7 Authenticate Using & AR Server group

AR Sarvar Groug Manme: Nes)
C@Immtb:ats using the local user datahase =
Lter to be Added .

Passmard;

e T
i 4

e[t > T

6. EFEDFT 7 AN IN—T"RD—BAOFHLWIIL—T" RIS —ZERLF T,
0% 551 YPH Wizard
¥ S5L VPN Wizard

Group Policy (Step 4 of B)

A groug pelicy & a colleoton of user-oriented atributefvalue pairs, Unless assioned to & specific group
poficy, @l users are members of the default group policy (DFISrpPolicyd, Thersfore, configuring the
diefault group policy lets usars inhark altributes that you hawe not canfigured &t the indvidual group
poficy oF usoemame level,

T

1 Mindify easting group palicy

[Eﬂa:kf.l[ et = ]j, | Carcel |
= =

7.SSLVPN 954 T2 N PC DEGABIULLIEZEZEICIASOPCICEIY)HTS5NhDTRL




ADT =)\ ZEHBERLET,
B% 551 YPH Wizard

¥ S5L VPN Wizard

Location:

Sddress Pool Fange:

AreeConnect YPN Clent Image Location

[entify a file In flash memmory as an dnpConneact YPN Ciant image. The security applance expands
the file and loads it inka cache memory For dawnloading bo remate users.

| [oromse |

[ < Back. ][ Met = '| Firie

)

IF Address Pools and Client Image - AnyConnect ¥PM Chent Connections Onfy (Step 5 of B)

The securty applisnce downloads the ArmpCannect YRR Chent ba reenate wsers when they conmect, The
chent sef-installs, uses 550 or DTLS encryption for thie duration of the connection, and alkavs full access
b resauntes on & cafporsbe nebwark, The remote PC becomss part of the corporate network.

P Adckess Pool

Create 2 new address pool of sedect an existing address pool, Remobe PCs are assigned addresses
from the pool when bhey connect,

[P Acdress Pacl:

192.168.10.40 ~ 192.168.10.50 D &E D 7' — L A",

Lo

&= Add IP Pool

Mame:

Starting IP Address:

Ending IP Address:

Subnet Mask:

newponl

192.165.10.40

192,165,10.50

! ] 4 P iZancel J|

Tnewpooly, EWVWS BHITHERETNE

8.[Browse] 201 )Y UL, SSLVPN VT4 TN A X—=DZBRUTASADT7 S Y1 X
EUICTY7O—-RLET,



i SSL VPN Wizard =
F ssL VPN Wizard IF Address Pools and Client Image - AnyConnect ¥PN Client Connections Onky {(Step 5 of 6)
The seowity sppliance downlosds the SnyCernsct WP Jisnt bo remoke users when they cormect, The
chent saf-instals, uses 550 or OTLS @noryobion for the duration of the connection, and slloes full aocess
b0 FEE0LFCRS O A cofporate netrock. The remmote PC baoomes paet of the corporate netvsork.
IF Sddress Posal
Create A new address pool ar select an existing addness pod. Remote PCs ane assigned addresses
From the pool when theay cannect,

1P Addrass Pocls  |mewsool v [ |

Adebecs Pool Rangs: 192168, 1040 - 192.168.10.50

A Conrect YR Clent Images Locaton

Tderitify & Fie in flash memary 25 an ArpConnect VPN Clant mane, The seousity appliance axpands
Ehas File: anid boads & o cache memory For dosnlnading b eshee e

Location: ) _:l BrDwise. ., L}

——e

[_-:.Ba:k]lmxt}] Fine 1Lan:el |

9.[Upload] 22Uy oLT, XZ>OO—ALFALINIDT7PAILONAZRELET

o

B Add SSL YPH Client Image

anvConneck Image: |

| 2K, | | iZancel | | Help |

10. [Browse Local Files] 22 ') Y 2 L T, sslclientpkg 77 1IN EETZD T4 LI KN &R
RLUET,

B Upload Image

IUpload a File From local computer ta flash file system on the device. The upload process might take a
Few minukes, Please waik For the operation ko Finish,

Local File Path: | (L_ Browse Local Files. ..

Flash File Svstem Path: | | [ Browse Flash, ..

[ IUpload File ][ Close J[ Help ]




11. [Upload File] 29Uy 5 LT, BRRUETZZ7ALEASAD TS Y 1Ty 7O—RLE
£

B Upload Image

IUpload a File From local computer ta flash file system on the device, The upload process might take a
Few minutes, Please waik For the operation ta Finish,

Local File Path: C:Documents and Settings! jkammer ai iy Du:u:urnni Browse Local Files. .

Flash File Svstem Path: Eu:lisklil:,l'sslclient—win—l 14,179, pkg | [ Browse Flash, ..

@a_d:ile/b[ Close ] [ Help

@& Status

Flease wait while 430M is uploading the file. The upload

E process may bake a few minutes,

Zompleted transfer of 360,448 bwtes ouk of 418,765 bytes

B Information

@ File has been uploaded to Flash successfully,

1227 7ANMUFASADTSY2AICTY7TO—RENEZS, [OK|ZVUY I LTRAVER
TLET,

B Add SSL ¥PH Client Image

anyConnect Image: Eu:lisklil:,l'ssln:lient-win-l 14,179, pkg

Zancel

13.ASAN7ZvY22ICT7 Y 7A— RENLEEHD anyconnectpkg 7 7 A LA RRENET



o [next EQU ‘77b¥3'o

M SSL VPN Wizard |
F oL VPH Wizard IP Address Paols and Client Image - AnyConnect ¥ Client Connections Only {Step 5 of B)
The seowity spplisnce downlosds the SnyCernsck WP Tient ba remobs usérs when they connect. The
chant saf-instals, uses S50 or DTLS ancryotion foe the duration of the cornaction, and ke ful aocess
b0 FESCLINCBS D & COpor st neboel Ths remote PC Decomes paet of the corporate netork,
[P Address Paal
Creste 3 new address pool or select an existing address pocl. Remobe PCs ane assigned addresses
From the pool when thay cannect,

1P Address Podl: ‘nessooc] gt | P, . |

Ackbreie Pool Rangs: 1921681040 - 192.168.10.50

ArpiConnect VR Client Tmage Locaton

Tderitify & file in Flash menory 25 an ArpConnect YPH Chant mags, The seosity sppliance axpands
thes Fib: and loads & inta cachs memory For dosmloading bo remoke Usets,

_ufﬁiﬂ:jséiﬂa‘i—mrrl.l&.i?ﬂ.;&u:l Browse, ., |

Pk HETY Chank From Cee0, Qo

14.SSLVPN V54T NOREDENHFRRENET, [Finish) 20y ILTI14H—R
ZZETLET,




0% SSL VPN Wizard

F 85L VPN Wizard Summiary (Step & of 6)

Sefectad Featunas:
Connection Mame:
SEL WP Inkerface:
User duthertication:
Group Policy:

TP Address Pool:

S5L WPM Client
Test

oukside
LOCAL
arppolicy
newpoonl

S50 VPN Cliank Location:diskn:/ sslclient-win-1.1.4.1 T9.pkg

oed hawe craahad 3 551 WPN carnection with Falowing stributes:

x|

[

Firish [}| Cancel | | e |
Sa—

ASDM ICRRENIRER. EIZSSLVPN 94T MDD 14 HF—R

11—

ax k&

ICBRBRIBYET,

CLI TH., EMORED —HERETEET. A CLIOREOINTERLET, BEERIT

Y REBRRTENATVEXRT,

CiscoASA

ci scoasa#show running-config
Saved

ASA Version 8.0(4)

!

host nane ci scoasa
enabl e password 8Ry2Yj |yt 7RRXU24 encrypted
names

!
interface Ethernet0/0

nanei f outside

security-level 0O

i p address 209. 165. 201. 2 255. 255. 255. 224
!

interface Ethernet0/1

nanei f inside

security-level 100

i p address 192. 168.100. 2 255. 255. 255.0

!

interface Ethernet0/2

nanmei f nanage

security-level 0O

ip address 10.1.1.1 255.255.255.0
|

interface Ethernet0/3




shut down

no nanei f

no security-1Ieve
no i p address

nterface Ethernet0/4
shut down

no nanei f

no security-1Ieve

no i p address

nterface Ethernet0/5

shut down

no nanei f

no security-1Ieve

no i p address

|

passwd 2KFQnbNI dI . 2KYQU encrypt ed

ftp node passive

access-list nonat extended permit ip 192.168.100.0
255. 255. 255. 0 192. 168. 10. 0 255. 255. 255.0

access-list nonat extended pernmit ip 192.168.10.0
255. 255. 255. 0 192. 168. 100. 0 255. 255. 255. 0

!--- ACL to define the traffic to be exempted from NAT.
no pager |ogging enable | ogging asdminfornmational ntu
out side 1500 ntu inside 1500 mtu nanage 1500 /---
Creating IP address block to be assigned for the VPN
clients ip local pool newpool 192.168.10.40-
192.168.10.50 mask 255.255.255.0

no fail over

icnp unreachable rate-limt 1 burst-size 1
asdm i mage di skO:/asdm 615. bin

no asdm hi story enabl e

arp timeout 14400

gl obal (outside) 1 interface

nat (inside) 0 access-list nonat

!--- The traffic permitted in "nonat" ACL is exempted
from NAT. nat (inside) 1 192.168.100.0 255.255.255.0
route outside 0.0.0.0 0.0.0.0 209.165.201.1 1

!--- Default route is configured through "inside"
interface for normal traffic. route inside 0.0.0.0
0.0.0.0 192.168.100.20 tunneled

! --—- Tunneled Default route is configured through
"inside" interface for encrypted traffic ! timeout xlate
3:00: 00 tinmeout conn 1:00: 00 hal f-cl osed 0:10:00 udp

0: 02: 00 icnp 0:00:02 tinmeout sunrpc 0:10: 00 h323 0:05: 00
h225 1:00: 00 ngcp 0: 05: 00 ngcp-pat 0:05:00 tineout sip
0:30: 00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-

di sconnect 0:02:00 tinmeout uauth 0:05:00 absol ute
dynami c- access-policy-record Dflt AccessPolicy http
server enable

!--- Configuring the ASA as HTTP server. http 10.1.1.0
255.255.255.0 manage

!--- Configuring the network to be allowed for ASDM
access. | I--- Output is suppressed ! telnet tinmeout 5
ssh timeout 5 console tinmeout O threat-detection basic-
threat threat-detection statistics access-list ! class-
map i nspection_default match default-inspection-traffic
I I policy-map type inspect dns preset_dns_nap

paranet ers nmessage-| ength maxi mum 512 policy-map

gl obal _policy class inspection_default inspect dns
preset _dns_map inspect ftp inspect h323 h225 inspect
h323 ras inspect netbios inspect rsh inspect rtsp

i nspect skinny inspect esntp inspect sqlnet inspect




sunrpc inspect tftp inspect sip inspect xdncp ! service-
policy global _policy global ! !--- Output suppressed !
webvpn
enable outside
!--- Enable WebVPN on the outside interface svc image
disk0O:/sslclient-win-1.1.4.179.pkg 1
!--- Assign the AnyConnect SSL VPN Client image to be
used svec enable
!--- Enable the ASA to download SVC images to remote
computers group-policy grppolicy internal
!--- Create an internal group policy "grppolicy" group-
policy grppolicy attributes
VPN-tunnel-protocol svc
!--- Specify SSL as a permitted VPN tunneling protocol !
username cisco password £fIRPGpDSOJh9YLg encrypted
privilege 15
!--- Create a user account "cisco" tunnel-group Test
type remote-access
!--- Create a tunnel group "Test" with type as remote
access tunnel-group Test general-attributes
address-pool newpool
!--- Associate the address pool vpnpool created default-
group-policy grppolicy
!--- Associate the group policy "clientgroup" created
pronpt host nane cont ext
Crypt ochecksum 1b247197c8f f 70ee4432c13f b037854e : end
ci scoasa#

j 2

COtEIIAVTHAIZIANY RiF, REVCHEDICEATERT,

TORTYINAVER=TVRY—) (BFRI—YERH) (OIT) F, HED show I RZEYH
R—HhLETF, OIT ZFEAL T, show ANV ROHIDDMERRLET,

- showwebvpnsvc : ASA 75 v 21 XEVICEBMENIZSVC A X—PZRRLET,
. show VPN-sessiondb svc : BE®D SSL #GEIC DV TOEHRERRELET,

Nl | 7 Rl
B, CORECHIBBEONSTLS 1—F 1 S IEREH I EL A,

BYH 1§

(il
ANT

. Cisco 5500 ' V—ABERREF1)T A PTSAFTACBETRIHR—b

. DAL RZ—%Y b VPN on a Stick @ =& ® PIX/ASA & & T VPN Client ® 5% 5
. ASDM %Z{#EA L = ASA T® SSL VPN Client ( SVC ) DO REHI

T AN HYR—PE RFI XD -Cisco Systems



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/products/ps6120/tsd_products_support_series_home.html?referring_site=bodynav&referring_site=bodynav
//www.cisco.com/en/US/products/ps6120/products_configuration_example09186a00805734ae.shtml?referring_site=bodynav&referring_site=bodynav
//www.cisco.com/en/US/products/ps6120/products_configuration_example09186a008071c428.shtml?referring_site=bodynav&referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	ASA 8.X：トンネリングされたデフォルト ゲートウェイを使用した SSL VPN トラフィック ルーティングの設定例
	内容
	概要
	前提条件
	要件
	使用するコンポーネント
	表記法

	背景説明
	設定
	ネットワーク図
	ASDM 6.1(5) を使用した ASA 設定

	確認
	トラブルシュート
	関連情報


