ASA/PIX : CLI 8 & T ASDM (C &% VPN Client
RS714vORBOEENAT ZEAHALEUE—H
VPN ¥ —/S D& EHI

>

HIX

B=

Bl R SR A

EZ#®
FERAIDIAVR—F b
BS:E R m

RECE

ASDM Z#fHL &, VUE—K VPN H—/N& L TDH ASAPIX DERE

ASDM ZFERHL ., BEVPN ISATUR RST7149 9% NAT §5 78D ASAPIX DERTE

CLIZfERALE, VE—RVPNH—NELT, BLTERE%Z NAT $57-8 D ASAPIX DFERE
£

ASAIPIX tF*21VT 4 F75AF A -show X R

NS a—TFT42T

EBEN

Bz

—®RF 21X NTIE, Adaptive Security Device Manager ( ASDM ) A* CLI Z#HL T, VE—
NVPNH—/N& U THEEL, BE VPNClient N5 7 1Y JIC NAT 21795 & SIC Cisco
5500 ) —RXBEREEF 21T A TTIAT A (ASA) ZRRETHDHEICODVTHBEALET
o ASDM Tlx, ERNTHEANBERBE Web R—ANBEB A A —TI A ALY, D—I)LRY
SANDtEFIVT 1A EBEERKENBHEINATVWET, CiscoASADRERENTTLES,
Cisco VPN Client ZffEfFI L TEREZRIETE X T,

LI Sua
BEf

CORFIXVNTE, ASANZEICEEL TWT, CiscoASDM A CLI TREZZETED &
SIERETNTVBCEZBELTVE T, o, ASAZTITRNTZRNATICBLTRET
BEEBBRELTVET, 7IURNTYRNAT OREFZEOFHFMIOVTRE, "PAT ZFEAL
THIBRARD SARRY ND—INT O EAZHA, Z2ZBLTLKEZV,

X "ASDM A® HTTPS 7O ADFFAI 1 £zlk "PIXIASA7.x : AEHIVTATA > X—T T
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A AD SSH OFREH|, #2FRLTSEEL,

FATAIIR—F b

CORFIXVNOBRE. ROVIKRIITEN—RIITON-IIVICEIKEDTT,

. Cisco B EX1VT A FTSATAVITIRNIIT N=232 7.x AR

. Adaptive Security Device Manager /N\—2 32 5.x LA

- Cisco VPN Client /N\—2 3> 4.x LAR&
CORFIXNOERE, BEOTRREILCHZDTFNAAICETVTERENEENDTT, <
DRFIXNTHEATIINTOTFNARR, JUTB(T7FIDN ) RETEEZRBLT
WET, RYRND—IFFEFOEFESE. IV RIREITEENGEEZT2ICERL THL
BENFHYVET,

BSE 3 M
CDEREE., CiscoPXEFXFAUTA TTSATAN=232 7x B RICEBERATEET,
REcE

KF1X> NREORMEG, TYRIFINL T4 Y TAOKRE EBRLTILEL,
BERHHA

DE—NTOEAKREICKY), ENAI 1I—F7ED Cisco VPN Client ICtEF+F 217 VE—K
TOEAFRHENET, VE—NTIEAVPNICKY, VDE—KN I—YHAFFROZXY KD —
PV —AICEEILTIVEATEDELSICEVY E T, Cisco VPN Client I& IPSec 77O K JJLIC
EHLTHY, BICEF21VTA TTIAT O AEEHTHRTICE>TVET, —FH., %21
D74 PTI5AT AR, ZRETORNINICENRTEZ IS AT N IPSec i ZHITESE
T, IPSec MEFMICOVWTIX, TFASABRAA Ra Z2SBLTLSEEL,

GI—71—HE, VPNOEFIVF A OEBELFIVUTA FTSATADBRETIRS

DERBDIBETT, chslckl), I—HICEBD VPNANDT IV EAEFERZRETDEHENE

EEhET, JIN—TRBI1—YF0EET,. E—0IF1T71LTHRDbNIhET, I—HEBES
NDEHEZTIN—TDRIVS—HASEBLET, N RILTIL—TT. BEOEHEOITIL—7

RUD—=HFERENhET, BEOIIL—T RV —2I1—HICE)HTHRVEEE., TOERD
FIAINOTIN—=TRU—HFBRENET,

RZRILTIL=T71. NORILEEORID—ZRETZLI-—ROEY NTEBEETATLERT
o ChSOLIO—RICKVY, RIZII I—YAFBEREETNTVEI Y-/, BLTEHRFBROEREL
EBDBTAITAVT =N (FHETZEHE ) FislEh, BEOTT7FILNOTIL—T R
2—&@Bleh&E&d, LI-RICE., Z7ORJLEBOEBENFA—REETELATVET, b
ERILITIV=TCE, FRILBEOERICEEL EDBOBMEASENATVET. MR
TIL—=7C&, I—FEAOEMZERIZDIIN—T RIZ—CHITIRAIEANEENATLE
ER

BIE

ASDM Z{#ERAL =, UE—BF VPN H—/Y& L T®H ASAPIX DEETE
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ASDM ZfEFA L T CiscoASA Z)E—RN VPN H—/NELTERETDICEE, XOFIEEEITLE
9,

1. 720 %HZ., https://[ASDM PV EAALCREENEASADA 2V RA—TILADIPT
RLA>ZAHDLT, ASAEDASDMICT VAL ET, SSLABAEDEFEMICEHEL T
To2ODhSHIENBDIXNTOEFEZARBLET, F7FILMNOI—HEE/NAT—R
&, MEEETZATT, ASAb‘(_0>'74/I\"JEé%/T\a“%>o>L;t ASDM 774 —>3a>
DRI O—REZFTITDLEHTT, Xofl0FE, 77Ur—>3a>gd—An)L J2E
1—RICO—R&h, Java F7L VY I\T‘(iibﬂfbitt/uo

&4 Cisco ASDM 6.1 alals

Cizco ASDM 6.1(3) provides an intuitive graphical user interface that makes it easy to set up,
configure and manage your Cizco Security Appliances.

Cisco ASDM runs as either a local application or Java Web Start.

When you run Cisco ASDM as a local application, it connects to your Security Appliance from
yvour desktop via SSL. Running Cisco ASDM as an application has these advantages:

& You can invoke ASDM from desktop shortcuts. No browser is required.

e« One deskiop shoricut allows you to connect to multiple Secunty Appliances.

[\% I Install ASDM Launcher and Run ASDM I

ou can run Cisco ASDM as Java Web Start that is dynamically downloaded from the device
o which you connect.

& Click Run ASDM to run Cisco ASDM.

s Click Run Startup Wizard to run Startup Wizard.Startup Wizard walks you through,
step by step, the intial configuration of your secunty appliance.

[ Run ASDM ] [ Run Startup Wizard ]

2. [Download ASDM Launcher and Start ASDM] Z21)Yy 2L T, ASDM 77U —>3a> o
AVAN—=Z&AXDO—RLET,

3. ASDM Launcher A4 AO—R&hizs, 7OV T NI >T—EDATY TZRTL.,
ZEVTRNIDITEAARN—)LL %, Cisco ASDM Launcher Z&£8L £9,

4. http- ANV RTRELESAVEZ—TIAADIPFRLAEI-HYRE/NAT—R (EBEL
EBE)ZANLET, ROFITE., I—FBELTeisco123, /NAT—RELT
cisco123 ZFEAL TVET,




B% Cisco ASDM Launcher ¥1.5{30)

Cisco ASDM Launcher bl

Device IP Address [ Mame: (10.77.241.111 -
Username: ciscol2s
Password: ********|

[ ] Run in Dema Mode

| Q. || Close |

O & B8

5. [Home] 7 4 > RJ T, [Wizards] > [IPsec VPN Wizard] ®JEIZ:EIRL £9,
B Cisco ASDM 6.1 for ASA - 10.77.241.111

File “iew Tools | Wizards | Window  Help
@ Horne: E‘-' Cof ——aariun Wiz ard..,

IPsec WPM Wizard...
Device List I E— 1.

e
S50 WPMN Wizard, ., K
g Add ﬁ Delete
High &vailability and Scalability Wizard, ..
------ = 10,77.241.10

S T110.77.241.1 Packet Capture 'Wizard. ..

6. RICTRTKSIZ, [Remote Access] VPN N X)L &4 7 %1&RL., VPN MR 12X —
TIAANBEREBYICHREENTWVWAD EZHERL, [Next] Z0UYOLET,




= YPH Wizari h

¥ VPN Wizard VPN Tunnel Type (Step 1 of ..)

WEN Tunnel Type:

() Site-to-Gite

Site-to-Site VN

Lise Hhiz wizard bo configure new ste-to-site VPR bunnsls or niew remoks access VPN tunnels. A
tunnel between bwo devices is called & site-to-aite bunned and |5 Bedirectional, 4 tunnel
established by calls From remobe users such as telecommters is called remote access tunnal.

This wizard creakes basic tunnel configurations that you can edit lster using the 450N,

[*) Remote Acoess

WPMN Remdabe Access

Remobe

WPM Tunnel Interface:

|Dum:lz-

[+

Friable inbound TRsec sessions to bypass rkerface access ists. Group policy and per-user |

suthiorization sccess isks skl spply tobhe beaffic, ]

I Mext =

7RIERTESY . VPN IS AF U R R4 THBRENTVET,
Nextl 20Uy OLZ%ET,

Client MBIRENTVET,
= YPN Wizard

r VPN Wizand Remote Access Client (Step 2 of ...)

VPN Chenk Type:

(& Eisco WP Chent, Relsase 3.3 or bighe i

or other Easy VPN Remote product

(7 Microsaft Windows clent usng L2TP over TPsec

| < Back || Mexp >

Remobe aooess users of various bpes can open VPN bunnels o this asa, Select the type of
WEM clienk For this bunnel,

C ZTl. [Cisco VPN




8. [Tunnel Group Name] DERIZANLET, FEHTHRABER ( ZOHITRIEINREFX—
) ZADLET, XOHFITIE, cisco123 EVSERREREFEALTVET, COBITHE

LTWABKRRI JI—TEE cisco TT, [Next] 20UV ILET,

= P YWizard
¥ VPN Wizard

¥PHN Client Authentication Method and Tunnel Group Name (Step 3 of ...}

The ASA alows vou ko group remaobe access bunnel users based on common conneckon paramekers
and chient attributes configured in Ehe subsequent screerns, Configure authentication method and
bummed group For this remote connection, Use the same tunnel group name for the device and the
remobe client.

Authentication Method
(*} Pre=sharad key
Pre-Shared key:  |ckcolZ3
{7} Certificate
Certificate Sigrang Algorthm:  rea-sig

Certificate Name:;

() Challangeresponse: authenbicstion (CRACK)

Tunnel Group
Turned Group Mame: | b5e0

BT

9. UE—N I—HYORIEAICO—NI I—HDF—EFIR—ALMABLAAM =N TIL—T%
BRLET, FATY710T, O—HIN I—HFOF—E2ZXR—AICI—H%ZEBMNMLET,
X ASDM THZBAAA H—N T —TZRET B HFEOFMICOVWTIE., TPIX/ASA
7.x :ASDM T® VPN 1—H ORI ERAY—N TN —TDEREH, 25BL T EEV

o
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B VPN Wizard X
d VPN Wizard Client Authentication (Step 4 of ..)

To authenticate remote users using local desdce user databass, sebect the first option below.
¥ou can creabe user accounts in the next step,

Touse external ARA servers Instead, select the sacond option. You can select an exdsting Afl
server group or creabe s new one using the e button below.

To manage &l obher 858 setbings, go bo Configuration > Device Management > Users A8% in
the main AS0M window,

(%) puthenticate using the local user datsbass

(:} Authenbicate wsng an Q80 server group

A48 Server Group Mame:

10. [Username] &F 7> 3> 0 [Password] ZA 8L, [Add] 22Uy O LT, 1—HRiAT—
AR—=ZAICHFLVWI—HZEBMLET, [Next] ZVVUYILET, F:CNDTARIT
BEFEOI—HZHBRLEVLSICLTLSEE Y, F—ER—AORBEI N Z2iRETS
 RERTER—ANSBEEI NI ZHIBRTZICE., XA OD[ASDM] T4 RUT
. [Configuration] > [Device Management] > [Users/AAA] > [User Accounts] M JEIZ#EIR L &

9o




= YPH Wizard
d VPN Wizard User Accounts  (Step Sof 11)

User ko Be Added

Lsarmame:

ciseo|

Password (opkional):

Confirm Passvord Coptional):

Add new users inbo the user authentication database. To edt existing entries inthe database
o ko remove them From the database, go to Configuration > Device Management =
Usersfasf = User Accounts in the main ASDM window,

Add >

| < Back | Mext = ]l

=

11. UE—RNVPNIZATUNIBNICEYETSNDO—-NL PRLAOT—IILZERT

= YPH Wizard
d VPN Wizard Address Pool {Step 6of 11)

clents,

BICiE, New] 22D YILT, FILWIP 7—ILZERLET,

Ertter a pool of local addresses to be used For assigning dynamic 1P addressas to remaoke VPR

Tunnel Group Mames :

CECD I

Pool Mame:

I -

| < Back ][ Met = ]




12. [Add IP Pool] E WS ZHDFHL WI 4> RICHUTOBEBARTENES, [OK|EIUY

B Add IP Pool

JLET, IPT—IOEFMBEEIP P RLART IPPRLAYTZY N IRY

%]

Marne:

Ending IF Address:

Subnet Mask:

Starting IP Address: 192.168.1.1

wprpool

192.168.1.254

13. UE—R VPN 954 7> NOBBERCBNICEY S T5ha30—AL TRLAOT—)L
EEHELES, [Next] 27U YILET,

= YPH Wizard

v VPN Wirard Address Pool (Step 6 of 11)

&

Erter a pood of locsl sddreszes to be used For &ssigring dynamic 1P addresses bo ramobe VPN

chents.

Tunnel Group Mams :

Pool Mame:

Pool Settings
Range Stark Address:

Range End Address:

Subnet Mask:

CECD

192, 168.1.1
192, 166.1.254

255,255.255.0

| < Back |[ Mext ::_Ell f

14. 4 7°232 : DNS & WINS OH—/NEH., SLVPUE—NVPNClentlZ7Y2193%7




TALRDRXA SV BEEELET, 7
B ¥PN Wizard X]
v VPN Wizard Attributes Pushed to Client (Dptional) (Step Tof 11)

artribubes you configune below are pushed to the VPr chent when the dient connects ba the
A54, IF yoin do mok want an attnbube pushed to the chent, leawve the corresponding feld Blank.

Tunnel Group: csco

Primary DNS Server:

Secondary DN Server:

Primary \WINS Server:

Secondary WINS Sarver:

Default Domain Mame:

|¢Hath|[ﬂett=~|||.~

15. IKE DINTA—REZIBELET, chFIKE7I—X1EEFHENETT, MRILOMEA
DERERFTLIC—BLTVIBENHVY)ET, L, Cisco VPN Client TIXBEHEERE
NFEEBWICEBRENET, TOLEH, 47 RNPCTIKEZRETILEGEHYFE
Ao




 YPH Wizard x|
¥ VPN Wizard IKE Palicy (Step & of 11)
Seleck the encryplion slgorithen, authertication slgorithen, and Diffie-Helman group For Ehe

desdces bo use to negotiate an Intemet Key Exchange (IKE) seourity association betwesn
them. Configurations on both sides of the connection must match exactky,

Encrypion: DES i |
Aeithentication: MOS - |
Ciffie-Helman Group: | 2 w

| < Back || Mext t

16. COTA Y RVIZE -T2 IEREOBEN RREhET, RECHAEN B TNE,
Finish| 20 Y O L&Y, _
B VPN Wizord X]
¥ VPN Wizard Summary (Step 10 of 11)

‘viou have creabed & Remobe Access VPN tunnel with the Folowing attributes:

WP Tunnel Interface: Outside
IPsec authenbication uses pre-shared key: ciscol23
Tunnel Group Mame: cisco
Defauk Group Policy: cisco
User aukhenticabion using local user database
M users crested in the local database: cisco
Bood of [P addresses For WP chenks: wpnpool
(192.168.1.1 - 152.168.1.254)
IKE Palicy Encryplion | Authentication | Diffie-Helman Group: DES | MDS | Group 2
Internal network elemencs exposed bo remobe VPN users without NaT:

arry'

Sgiit tunnaling: disabled

Perfect Forward Secrecy (PFI): enabled
Diffie-Helman Group: 1

—

'I— -FFInimrUCM”Heh]




ASDM AL L, BEVPNISATF BN RST714Y I ENATIHEHD
ASA/PIX OFEE

ASDM ZERL T, BE VPN ITA TN NF74 Y 9% NAT $2 28I Cisco ASA &R
TBRICKE, ROFIEZRITLET,

1. [Configuration] > [Firewall] > [Nat Rules] D JEIZ#IRL, [Add] 22Uy O LET, ROV
A1) A NT, [Add Dynamic NAT Rule] Zi#iRL £9,
Configuration = Firewall = NAT Rules

& add - @ o [ + 4+

11 Add Static MAT Rule, .

.ﬁ.dq{)ynamic MAT Rule, ..
.ﬁ.u:lu:f'l'é'l.ﬁ.T Exempt Rule. ..

tel  Add Static Palicy NAT Rule...
.iE;EI Aadd Dynamic Policy NaT Rule, ..

2. [Add Dynamic NAT Rule] 74 > ROT, 412 —7 T4 A& L T [Outside] Zi#IRL ,
[Source] RY 9 AD#EICH S [Browse] RRXZEZIOVY I LET,

8% Add Dynamic NAT Rule

Original
Inkerface: v
Source: @}
Transkated
Select 2 ghobal pool For dynames translation,
Fool ID Interface fiddresses Pool
] {outbound) Same as original address (idertity)
0 (inbaund) Sane as original address (dentity)

44

Connection Settings

| ok || corcel || Hep |

3. [Browse Source] T4 > RUTHEYEZRY ND—0 7TV NERBIRL. [Selected
Source] 9> 3> O T T [Source] ZiEIRL., [OK|ZOVYILET, Tk,
192.168.1.0 XY D=0 AT TV RHEBREINTLET,



% Browse Source

g add (& Edit [ Delete Q

Fiker: |' [
Harme “1 1P Address Metrmask Description
= Network Objects
L@y any 0.0.0.0 0.0.0.0
- inside-network  172.16.1.0 255,255,255.0
- afh Outside-network 10.10.10,0 255.255,255.0

O 192.168.1.0 192,166.1.0

Selecked Source

192.1668.1.0/24

[ Cancel ]

4.[Manage] 20 )Y O L&ET,



& Add Dynamic HAT Rule

Criginal

Interface: |ECi&l=

Source! | 19268.0.0 QL

Translated
Select & ghobal pool for dynamic translation,
Pool ID Interface Addresses Pool
0 {outbound) Same as original address (dentity)
0 [inbaund) Sane as original address (dentity)

i

Connection Settings

o J (o J (v ]

5. [Manage Global Pool] 74 > RDUT, [Add]| 20 )Y O LET,
B Manage Global Pool

df odd| @ cdir T

Poal ID Interface Addresses Pool

6. [Add Global Address Pool] V14> RUT, 412X —7 T4 A&L T [Inside] Z#IRL . [Pool
ID] £EL T 2%Z&IRLFT, [Port Address Translation (PAT) using IP Address of the
interface] DDA 7> a2 REAVNFBRENTVWBZEEBRBLTLKEE Y, [Add>>] %
2y OLT, OKZO2VYOLET,



& fdd Global Address Pool

Interface: |in5i|:|e W |

Pool ID: |2 |
IF Addresses ko Add Addreszes Poal
() Range = linside

() Port Address Transliatlnn (PAT) |

@ Port #ddress Translakion (PAT) using IP
fiddress of the interface

[ QK Cancel ] ’ Help l

7.8 DATY 7 THREL ZPool ID 2 A'REET N =T O—NIL 7—ILZBIRL =5, [OK] 27
Y JLEY,

= Add Dynamic HAT Rule

Original
Interface: | Cutside v |
Source:  |192.168.1.0/24 B|
Translated
Select & ghobal pool For dynamic translation,
F'l:n:l D Interface Addresses Pool

{outbound) Same as original address (dentiby)

4

Connection Settings

Ok Cancel Help
—xn I l

8.CCT. [Applyl 20 Uv0FBE, BENASAICEAENET, CNHTRERKTTT,



Confiquration > Firewall > NAT Rul

Addre:

g add - || + 4+ J B R Q, Find [54 Diagram &
Criginal Translakted
# Type
Source Destination Service Inkerface
B Oukside (1 Dyvnamic rules)
1 i Dynamic A 192.166.1,0/24 inside
—linside {1 Exempt rdes, 1 Dynamic rules)
1 Exempt @ any il 192.165.1.0/24 {outbound)
2 33 Dynamic @P any Custside

L4 [

[ ] Enable traffic through the firewall without address translation

[ Apphy !\&J_ Reset

B inisic

B3 Out

| W

CLIZEALE, VE—BVPNHY—NELT, BRTBMEZNATIZHD

ASA/PIX DERTE

ASA F/)XN1 ATHERENELT

ci scoasa#tshow runni ng-config : Saved ASA Version 8.0(3)

I hostname ci scoasa enabl e password 8Ry2Yj | yt 7RRXU24
encrypted nanes ! interface Ethernet0/0 naneif Qutside
security-level O ip address 10.10.10.2 255.255.255.0 !
interface Ethernet0/1 naneif inside security-level 100
ip address 172.16.1.2 255.255.255.0 ! ! passwd
2KFbNI dI . 2KYQU encrypt ed boot system di skO:/asa803-
k8.bin ftp node passive access-list inside_nat0_outbound
extended permt ip any 192.168.1.0 255.255. 255 0 pager
lines 24 |ogging enable nmu Qutside 1500 nmtu inside 1500
ip local pool vpnpool 192.168.1.1-192.168. 1. 254 mask
255.255.255.0 no failover icnp unreachable rate-linmt 1
burst-size 1 asdminage di sk0:/asdm 615. bin asdm history
enabl e arp tinmeout 14400 nat-control global (Qutside) 1
interface global (inside) 2 interface nat (Qutside) 2




192.168. 1.0 255. 255. 255.0 outside nat (inside) 0 access-
Iist inside_nat0O_outbound nat (inside) 1 0.0.0.0 0.0.0.0
route Qutside 0.0.0.0 0.0.0.0 10.10.10.3 1 tineout xlate
3:00: 00 tinmeout conn 1:00: 00 hal f-cl osed 0:10:00 udp
0:02: 00 icnp 0:00:02 tinmeout sunrpc 0:10: 00 h323 0:05: 00
h225 1:00: 00 ngcp 0: 05: 00 ngcp-pat 0:05:00 tineout sip
0:30: 00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-

di sconnect 0:02: 00 timeout uauth 0:05:00 absolute

dynami c- access-policy-record DfltAccessPolicy http
server enabl e no snnp-server |ocation no snnp-server
contact !--- Configuration for |Psec policies. !---
Enabl es the crypto transform configuration node, !---
where you can specify the transformsets that are used
I--- during an | Psec negotiation. crypto ipsec
transform set ESP-DES- SHA esp-des esp-sha-hmac crypto

i psec transform set ESP-DES-MD5 esp-des esp-nd5- hnac
crypto dynani c- map SYSTEM DEFAULT_CRYPTO MAP 65535 set
pfs groupl crypto dynam c-map SYSTEM DEFAULT_CRYPTO _NAP
65535 set transformset ESP-DES-SH ESP- DES- MD5 crypto
map Qutside_map 65535 ipsec-isaknp dynanic

SYSTEM DEFAULT_CRYPTO _MAP crypto nmap Qutside_map
interface Qutside crypto isaknp enable Qutside !---
Configuration for IKE policies. !--- Enables the | KE
policy configuration (config-isaknp) !--- command node,
where you can specify the paraneters that !--- are used
during an I KE negotiation. Encryption and !--- Policy
details are hidden as the default values are chosen
crypto isaknmp policy 10 authentication pre-share
encryption des hash sha group 2 lifetine 86400 crypto

i sakmp policy 30 authentication pre-share encryption des
hash nd5 group 2 lifetime 86400 tel net tineout 5 ssh

ti meout 60 consol e timeout 0 nanagenent-access inside
threat-detection basic-threat threat-detection
statistics access-list group-policy cisco interna
group-policy cisco attributes vpn-tunnel -protocol |PSec
I--- Specifies the username and password with their !---
respective privilege |evels usernane ciscol23 password
ff1 RPGDSQIh9YLg encrypted privil ege 15 usernane cisco
password ffl RPGDSQIh9YLg encrypted privilege 0 username
cisco attributes vpn-group-policy cisco tunnel-group
cisco type renote-access tunnel -group cisco general -
attributes address-pool vpnpool default-group-policy
cisco !--- Specifies the pre-shared key "ciscol23" which
must !--- be identical at both peers. This is a gl oba
I--- configuration nmode comrand. tunnel-group cisco

i psec-attributes pre-shared-key * | class-nap

i nspection_default match default-inspection-traffic ! !
policy-map type inspect dns migrated_dns_map_1

paranet ers nmessage-| ength maxi mum 512 policy-map

gl obal _policy class inspection_default inspect dns

nm grated_dns_nmap_1 inspect ftp inspect h323 h225 i nspect
h323 ras inspect netbios inspect rsh inspect rtsp

i nspect skinny inspect esntp inspect sqlnet inspect
sunrpc inspect tftp inspect sip inspect xdncp ! service-
policy global _policy global pronpt hostnane context
Crypt ochecksum f 2ad6f 9d5bf 23810a26f 5cb464elfdf 3 : end

ci scoasa#

j 2

ASA DERTEICKIILEC EZRBRIET BIC(E. Cisco VPN Client Z{#H L T Cisco ASA IC#E#:L T




HET,

1. [New] 20 )Y O LET,

# ¥PH Client - Yersion 5.0.03.0530

Conneckion Entries  Status Certficates Log Opbons  Help
= £= + :
:fr’E @ '.".E'] ::"‘i |||ll||||
Caninect M It Modify [elete CISCO
Connection Enfries | Cerificates | Log ]
| Connechon Entiy | Host Tranzport |
Mot connected,

2. L VR OFMBERZANDLET, [Host] 74 =)L RIZIE, EREF & D Cisco ASA D IP
T RLAFEFFRARBAEEFNATVRIMSEN HYET, JI—TREERE. RAT7Y 74
THEALEBRE—BLULTVIUEN BYVET, RTLES, [Save] 20UV ILET,



[~

# YPN Client | Create New YPN Connection Entry

Connection Entry: |M P Chent

B NI
Descriptior: | CISCO

Host [10.10.10.2

Authentication lTranspnrt l Backup Servers ] Dial-Up l

o Group Authentication £ Mutual Group Authentication

M ame: |n:i3n::n:|

FPazsward: ==

Confirm Pagsward; |

(" Certificate Authentication

M anne: |

| Send Ca& Certificate Chain

Eraze Uzer Pazzword |

3. %LU <ERR L R %Z®EIRL, Connect 20U YU LET,
# status: Disconnected | ¥PN Client - Version 5.0.03.0530

Connechion Entries  Status Certficates Log Opbtons Help

Tﬁ]u%ﬂ'&“iaﬁ

=13

Trarepot

Mew lmpart Modify Delete CISCO
Grrecion Erilries ]l:enih'ca;es | Log ]
Conrection Enlry Host

Rt connected,




4 YRFBAAD I —HBENAT—REZEADLET, COBEH/RIKE, ATYT5&6 THEEL
SEHRE —BLULTVBRUENFHYET,

# YPN Client | User Authentication for "MyVPNClient™ E|

The zerver has requested the fallowing infarmation bo complete the ueser
authentication.

il Ueemame: |n:i3n::n:u1 23
cli:a x:-cxx:-cxxa1

Password:

Cancel

5&%#Eﬁtﬁﬁént5\&wqu::—#é&wmmg&ﬁﬁb\hyinwﬁm%
wREBRLUET,

# status: Connected | VPN Client - Yersion 5.0.03.0530 M=
Connecbon Enfries  Stabus Cerbficates Log Opbions  Help

M il
icakions Chrl+M
:Iu-:r:-Jnnecr Dr=_i|_=re CIsco

Connection Enlries _ Reset 5':3:5

Connection Enlry Host Transport

MA/PHClient 1010002 [PSec/UDP

ICmnected to "My ¥PHClent”. | Connected Time: 0 day(s), 00:00.35 v
RKDI42 RICEF, NZT74YIEBESOBRIRRENATVET,
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# VPN Client | Statistics

T lbs %Hwte Detals | Firewal |

Addreszs Information
Client: 192168.1.1
Server:  10.10.10.2

Bytes
Received: 5412
Sent: 416

Packets
Encrypted: 39
Decrypted: 31
Digcarded: 3
Bypazzed: 22

Connection Information
E rikpy: kPR Client
Tirne: 0 day(=), 00:01.13

Crypto
E nryptian:
Authentication:

56-tit DES
HMAC-MD5

Tranzport
Tranzparent Tunneling:lnactive
Local LAaM: Dizabled

Comprezssion: Mone

# VPN Elienthl Statistics

Local LAN Routes

H"JLZLI\ A7UY N KR TERY

RRENTVXRT,

Secured Routes

MHetwark, Subnet Maszk

MHetwark, Subnet Maszk

0.0.0.0 0.0.0.0

ASAPIXtEF¥21UT 14 PTFAF A -show OX 2V R

N,
PN

04

- show cryptoisakmp sa : REET7ICHB FTXTD IKE SA ZFRRLE T, Asasshow crypto
i saknp sa Active SA: 1 Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during

~

>4



rekey) Total IKE SA: 1 1 I KE Peer: 10.10.10.1 Type : user Role : responder Rekey : no State
AM _ACTI VE

. show crypto ipsecsa : REETICH BT NT D IPSec SA ZFRRL FT, Asatshow crypto
i psec sa interface: Qutside Crypto map tag: SYSTEM DEFAULT_CRYPTO MAP, seq num 65535, |oca
addr: 10.10 .10.2 local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0) renote ident
(addr/ mask/ prot/port): (192.168.1.1/255.255.255.255/0/0) current_peer: 10.10.10.1, usernane:
ciscol23 dynanmic allocated peer ip: 192.168.1.1 #pkts encaps: 20, #pkts encrypt: 20, #pkts
di gest: 20 #pkts decaps: 74, #pkts decrypt: 74, #pkts verify: 74 #pkts conpressed: 0, #pkts
deconpressed: 0 #pkts not conpressed: 20, #pkts conp failed: 0, #pkts deconp failed: 0 #pre-
frag successes: 0, #pre-frag failures: 0, #fragnents created: 0 #PMIUs sent: 0, #PMIUs rcvd:
0, #decapsul ated frgs needing reassenbly: O #send errors: 0, #recv errors: 0 local crypto
endpt.: 10.10.10.2, renote crypto endpt.: 10.10.10.1 path ntu 1500, ipsec overhead 58, nedia
ntu 1500 current outbound spi: F49F954C i nbound esp sas: spi: O0x3CLOF9DD (1007745501)
transform esp-des esp-nd5-hmac none in use settings ={RA, Tunnel, } slot: 0, conn_id
24576, crypto-nmap: SYSTEM DEFAULT_CRYPTO MAP sa timing: remaining key lifetinme (sec): 27255
IV size: 8 bytes replay detection support: Y outbound esp sas: spi: O0xF49F954C (4104099148)
transform esp-des esp-nd5-hmac none in use settings ={RA, Tunnel, } slot: 0, conn_id
24576, crypto-nmap: SYSTEM DEFAULT_CRYPTO MAP sa timing: remaining key lifetinme (sec): 27255
IV size: 8 bytes replay detection support: Y

- ci scoasa(config)#debug icnp trace !--- Inbound Nat Translation is shown bel ow for Qutside to
Inside | CWP echo request translating Qutside:192.168.1.1/768 to inside:172.16.1.2/1 | CWwW
echo reply frominside:172.16.1.3 to Qutside: 172.16.1.2 I1D=1 seq=7936 len=3 2 !--- Inbound
Nat Transl ation is shown below for Inside to Qutside ICVWP echo reply untranslating
inside:172.16.1.2/1 to Qutside:192.168.1.1/768 | CWP echo request from Qutside:192.168.1.1 to
inside:172.16.1.3 I D=768 seq=8192 | en=32 | WP echo request translating
Qutside:192.168.1.1/768 to inside:172.16.1.2/1 I CWP echo reply frominside:172.16.1.3 to
Qutside:172.16.1.2 I D=1 seq=8192 | en=3 2 ICW echo reply untranslating inside:172.16.1.2/1
to Qutside:192.168.1.1/768 | CMP echo request from192.168.1.1 to 172.16.1.2 |1 D=768 seq=8448
|l en=32 1 CWP echo reply from 172.16.1.2 to 192.168.1.1 | D=768 seq=8448 | en=32 | CWP echo
request from 192.168.1.1 to 172.16.1.2 | D=768 seq=8704 | en=32 | CWP echo reply from
172.16.1.2 to 192.168.1.1 | D=768 seq=8704 | en=32 | CWP echo request from 192.168.1.1 to
172.16. 1.2 1 D=768 seq=8960 | en=32 | CWP echo reply from172.16.1.2 to 192.168.1.1 |1 D=768
seq=8960 | en=32

AT I=—F 42

TR, REORNTZ TN 1—F 4 TICRAIOBRICOVWTHBALET,

Output Interpreter Tool (OIT ) ( BBI—YEA ) Tk, FED show Y RAYR—KEh
TVWET, OIT #EAL T, show INY RHODBEFTERTTEET,

BAREVPNORZ TN 1T AT OFMICOVTE., "—MBAB L2L BLTPIE—K T
JtEAIPSecVPN DS TN 1—=FT42F V)a1—=23>, Z5RLTLKEZL,

BYE 15 $§

. Cisco ASA 5500 > ) —XilisBtEF*1)F1 PFFAF A

- Cisco Adaptive Security Device Manager

. Cisco ASA 5500 & ) —XBERELF1 YT 1 PTSAFUA(ASA)DRSTNS1—F
1 TETFF—b

cTOZHAINYR—BE RFI XD - Cisco Systems



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/products/ps6120/products_tech_note09186a00807e0aca.shtml
//www.cisco.com/en/US/products/ps6120/products_tech_note09186a00807e0aca.shtml
//www.cisco.com/en/US/products/ps6120/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/ps6121/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/ps6120/tsd_products_support_troubleshoot_and_alerts.html?referring_site=bodynav
//www.cisco.com/en/US/products/ps6120/tsd_products_support_troubleshoot_and_alerts.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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