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ASA (config) #class-map tcp_bypass
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ASA (config) #class-map tcp_bypass
ASA (config-cmap) #match access-list tcp_bypass
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ASA (config-cmap) #policy-map tcp_bypass_policy
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ASA (config-cmap) #policy-map tcp_bypass_policy

ASA (config-pmap) #class tcp_bypass
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ASA (config-cmap) #policy-map tcp_bypass_policy

ASA (config-pmap) #class tcp_bypass

ASA (config-pmap-c) #set connection advanced-options tcp-state-bypass
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ASA (config-pmap-c) #service-policy tcp_bypass_policy outside

KIZTRTDEE, TCPRENANADH U TIEETY,

!--- Configure the access list to specify the TCP traffic !--- that needs to by-pass inspection
to improve the performance. ASA(config)#access-list tcp_bypass extended permit tcp 10.1.1.0
255.255.255.224 any

!-—— Configure the class map and specify the match parameter for the !--- class map to match the
interesting traffic. ASA(config)#class-map tcp_bypass

ASA (config-cmap) #description "TCP traffic that bypasses stateful firewall"

ASA (config-cmap) #match access-list tcp_bypass

! -—— Configure the policy map and specify the class map !--- inside this policy map for the
class map. ASA(config-cmap) #policy-map tcp_bypass_policy

ASA (config-pmap) #class tcp_bypass

! -—-- Use the set connection advanced-options tcp-state-bypass !--- command in order to enable
TCP state bypass feature.

ASA (config-pmap-c) #set connection advanced-options tcp-state-bypass

! -—- Use the service-policy policymap name [ global | interface intf ] !--- command in global
configuration mode in order to activate a policy map !--- globally on all interfaces or on a
targeted interface.

ASA (config-pmap-c) #service-policy tcp_bypass_policy outside

ASA (config-pmap-c) #static (inside,outside) 192.168.1.224 10.1.1.0 netmask
255.255.255.224
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hostname (config) #no logging message 313004
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