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Eh, XMLZ7A7 74U EOR)—ICEERITSNET, AnyConnect V54T K&, C
DERERV—ZFERTHIERTO77AILICERLT, XML77AILTERZEATVWSE/NT X
— 2 &FERALUTCAHENEREZIEFELET, Certificate Authority ( CA; FREER ) Ik V), BERN
BBNICREERLFIERENET, AnyConnect V54T KN, 952478707740 T
<CertificateSCEP> EEANEZET N TW3EFES, SCEP 7O I ZFEAL TAEHEZESBLE
9,

AnyConnect IC& 2L VIIEAEO BEBRSEBAHITENDEIIC, V547> NLASREN KK
TRIMBENFHYVET, TOLO, BUMEIARENTTICA VAN —ILEhTVRIEER. BRE
RITEhFEE A,

I—YHFEBEOITIIN—7ICOT/4 T2, I—HEEBNICERENET, AHASEFEHTH
BIBEETE, COHBEI—HIZIEF [Get Certificate] RAVHARRENET, EEL, Ch
FOZAT R CAH—NIZBEETIVELATES (M RILZZHALEBV ) BEOKMEEL F
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SE#lE. TCisco AnyConnect VPN Client BEBEHA R, U —R 24,5 #SBLTLSEZL,
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RIZ, AnyConnect XML 77 A )L TERT DMV ENDHDEEREEZZ RLET, FHMIEk, T
Cisco AnyConnect VPN Client EEEZEHA R, VI)—R 24, 2SRBLTEET,

. <AutomaticSCEPHost>— SCEP FIEAZE NS ZEET D ASARA RN BB LVEHRIOT 7
AN (M RILITIVN=T)ZEBELET, COEIKE. ASADTELEH RXA > B\EH7O
T774ILE, EFLLEASADOIP7RLAEGRZO7 74 ILEOERICTIHENF HYVET,

. <CAURL> —SCEP CA H—/N\Z&BIL £,

. <CertificateSCEP>— SIFAENHBN ED KD ICERE B L EEEZLF I,

. <DisplayGetCertButton>— AnyConnect GUI |C [Get Certificate] RX U ARIRENBDHESH
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RZ7O7 74N 0OBlZERLET,

<?xm version="1.0" encodi ng="UTF-8"?>
<AnyConnect Profil e xm ns="http://schemas. xn soap. or g/ encodi ng/ "
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi : schemaLocati on="http://schemas. xm soap. or g/ encodi ng/ AnyConnect Profil e. xsd">
<Clientlnitialization>
<UseSt ar t Bef oreLogon User Control | abl e="true" >f al se</ UseSt ar t Bef or eLogon>
<Aut omati cCert Sel ection UserControl |l abl e="true">true</Autonati cCert Sel ecti on>
<ShowPr eConnect Message>f al se</ ShowPr eConnect Message>
<CertificateStore>All</CertificateStore>
<CertificateStoreOverride>fal se</CertificateStoreOverride>
<ProxySetti ngs>Native</ProxySettings>
<Aut oConnect OnStart User Control | abl e="true" >t rue</ Aut oConnect OnSt art >
<M ni mi zeOnConnect User Control | abl e="true">true</ M ni mi zeOhConnect >
<Local LanAccess User Control | abl e="true">f al se</ Local LanAccess>
<Aut oReconnect User Control | abl e="fal se">true
<Aut oReconnect Behavi or User Control | abl e="f al se" >
Reconnect Af t er Resune
</ Aut oReconnect Behavi or >
</ Aut oReconnect >
<Aut oUpdat e User Control | abl e="f al se" >t r ue</ Aut oUpdat e>
<RSASecur | DI ntegrati on UserControl | abl e="fal se">
Aut omati c
</ RSASecur | DI nt egr ati on>
<W ndowsLogonEnf or cenent >Si ngl eLocal Logon</ W ndowsLogonEnf or cenent >
<W ndowsVPNEst abl i shnent >Al | owRenot eUser s</ W ndows VPNEst abl i shrent >
<Aut onmat i cVPNPol i cy>f al se</ Aut onat i cVPNPol i cy>
<PPPExcl usi on User Control | abl e="fal se">Automati c
<PPPExcl usi onServer | P User Control | abl e="f al se" ></ PPPExcl usi onSer ver | P>
</ PPPExcl usi on>
<Enabl eScri pting User Control | abl e="fal se">f al se</ Enabl eScri pti ng>
<CertificateEnrol | ment >
<Aut onmat i cSCEPHost >asa?2. ci sco. coni certenrol | </ Aut omat i cSCEPHost >
<CAURL Pr onpt For Chal | engePW"f al se" >
http://10.11. 11. 1/ certsrv/ nscep/ nscep. dl |
</ CAURL>
<Certi fi cat eSCEP>
<Nanme_CN>ci sco</ Name_CN>
<Conpany_0O>Ci sco</ Conpany_O>
<Di spl ayGet Cert But t on>t rue</ Di spl ayGet Cert Butt on>
</ Certificat eSCEP>
</ CertificateEnroll nent>
</dientlnitialization>
<ServerList>
<Host Ent ry>
<Host Name>asa2. ci sco. conx/ Host Name>
</ Host Entry>
</ ServerList>
</ AnyConnect Profi |l e>
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General kesap Installer an Chent System: [+] Inherit
Servers
=-Advanced COMpression: [+] trherit
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- DBrYErS
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4. certenroll EHTOT7 7 A ILEEK L £, [Remote access VPN] > [Network client
access] > [AnyConnect connection profiles] Z3#IRL T, [Add] ZO VY L E T, [Aliases]
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|=-aufvanced
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Authentication Authentication
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Lepcounting ARA Server Group: i—|
L55L VPH

Chient &ddress Assigment
DHCF Servers:

Clent Address Pools: 5 _jposl
Chent IPv6 Address Pools:

Defauk Group Policy
Group Policy: erbenroll . |

(Fallowing Feld is an aftribute of the group policy selected sbove. )
PM Clienk profocal

5. ALAERRALZH D certauth E VWS BRI ORI OBEETOT7 7ML EHEBRLET, cht, &
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+-Advanoed
Alizas: certauth
Authenbication
Methad:
AAK Servar Group: |v| Fanage... |
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SCEP E3R# M Microsoft Windows \ DI EDRTF

RDOFIEZRITLET,

1. [Start] > [run] > [mmc] Z2 )Y O LE T,
2. [Add/remove snapin]| 22U Y O LET,



3.[Add] ZU v UL T, [certificates] ZiBIRL £,
4. My user account & & T computer account FEBAEZEML £F, DA X—Z & Windows
ce rtificate ANFIZA VAN —ILEND I —HHFAAMZRLET
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CAZ003
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. 172.16.1.0 I& AnyConnect 7’—JL, 171.69.89.87 & CAH—/NX®D IP 7 RL AT,
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BEE 1T ¥R

. Cisco AnyConnect VPN Client B2 & H/4 R, UU—X 24
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