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ASDM DERE

PAT O — g7 )L — )l D1&
PAT O4EDIL—)L DAL
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EBEN

FUOIC

CHORFIXRNTE, YVIRIDTT N—=232 831 F&E@IT S CiscoEIEEFI )T«
T7S5AT A (ASA ) ETORAFZY YU PAT OREFERLET, FA4FZIV YU PAT Tl
 RBORERAT RLABRVEFRTA—RNY, XvEVT FRLABITEABTOIYYEV T R
—NIEBRENDEILE 2T, BROEBROT RLAN 1 2OXYEVT IPT7 RLAICER
TNET, EERR—MEHECEICELRD Y, BEEICEINOEREY A VHIBETT,

e

el

EII_I{I

COREZTOEIC, ROEBEHNFBLEATWBR L Z2BRALET,

CABRY RD—D12E, ASADRAZICBEINE2 DORY RD—IONFHBDE%#HABLET
o 192.168.0.0/24 : ASA [CEEEHRITNIEZY NTJ—2, 192.168.1.0/24 : ASA O AZBICH
BPRYRNIT—=D, 2L, BIOFNAADBRICOYERT (LEARF, IL—%),

CRDESICHE LI—N PAT ZEB TR & E2ERLET, 192.168.1.024 HT7ZY R E®D
RANE, ISP IC& > TRHENEFHED IP PRLA (10.1.55) A0 PAT ZHBLET,
ASA HHNDERICHDTOMDKARNE, ASADAZA > Z—TIALAAIPF7RLA
(10.1.5.1) A® PAT ZBEBL £,
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FAIRIR—F b

CORFIXVNOERE. ROVIKRIITEN—RIITON—IIVICEIKEDTT,

. N—23> 83(1) M Cisco BRELFIUFA FTSLATUA(ASA)

. ASDM X\—< 3> 6.3(1)
SE:ASA % ASDM THRETE3L>ICT3I21k, FASDM AAD HTTPS PV AN, 258
LTLEEL,

AEORERIE. BEODTRREICLHDTFNAACETOVTER TN LZENTT, CORFIXY
RTERATZIXNTOTFNARAR, A (F7FILN ) REOKREL SEBLTVERT, HEEH
DY RNIT—OTHEZITSHBE, ANV ROFEIIODVTHHICERLIESATHEEL TLKE
=L

S0
REFIXYRNKREOHME, YRATIZHLTAYTAORR RS ESBLTLIEEL,
XY BRNID—OR

CHORFIXVRNTRE, RORY ND—UVBKEZERALTVERT,

192.168.0.0/24 192.168.1.0/24
A m@j ‘
S

ECORETHEALTWRIPTRLAARAF—LR, A 2—FXYNETERCIL—FT12TH
BEENDTRO®YEREBA, ChERTRRBRRTEAESNIZREC1918 DT RLATY,

ﬁl{!ll

10.1.5.0:24

- ASA CLI 5% &
. ASDM DEETE

ASA CLI §&%E

CORFIXVNTRARCRIREZHEALTLET,

ASA DAL FZv 5 PAT ORE

ASA#configure term nal
Enter configuration conmands, one per line. End with
CNTL/ Z.

I--- Creates an object called OBJ_ GENERIC ALL. !--- Any
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host | P not already natching another configured !---
object will get PAT to the outside interface IP !--- on
the ASA (or 10.1.5.1), for internet bound traffic.

ASA( confi g) #obj ect network OBJ_GENERI C_ALL
ASA(confi g-obj ) #subnet 0.0.0.0 0.0.0.0
ASA(confi g- obj ) #exi t

ASA(confi g)#nat (inside, outside) source dynam c
OBJ_CGENERI C_ALL interface

I--- The above statenents are the equivalent of the !---
nat/ gl obal conbination (as shown below) in v7.0(x), !---
v7.1(x), v7.2(x), v8.0(x), v8.1(x) and v8.2(x) ASA code
nat (inside) 1 0.0.0.0 0.0.0.0

gl obal (outside) 1 interface

I--- Creates an object called OBJ_SPECI FI C_192-168- 1-0.
I--- Any host IP facing the the 'inside’ interface of
the ASA l--- with an address in the 192.168.1.0/24
subnet will get PAT !--- to the 10.1.5.5 address, for
internet bound traffic. ASA(config)#object network
OBJ_SPECI FI C_192-168-1-0

ASA( confi g- obj ) #subnet 192.168.1.0 255.255.255.0
ASA(confi g- obj ) #exi t

ASA(confi g)#nat (inside, outside) source dynam c
OBJ_SPECI FI C 192-168-1-0 10.1.5.5

I--- The above statenents are the equival ent of the
nat/ gl obal !--- combination (as shown below) in v7.0(x),
v7.1(x), v7.2(x), v8.0(x), !--- v8.1(x) and v8.2(x) ASA
code: nat (inside) 2 192.168.1.0 255.255.255.0

gl obal (outside) 2 10.1.5.5

ASA83(1) MEFTI>714F¥a1L—>3a>

ASA#show run
Saved

ASA Version 8.3(1)

!

host nane ASA

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFOnbNI dI . 2KYQU encr ypt ed

names

!

I--- Configure the outside interface. ! interface

G gabi t Et hernet 0/ 0 nanei f outside security-level 0 ip
address 10.1.5.1 255.255.255.0 !--- Configure the inside
interface. ! interface G gabitEthernet0/1 naneif inside

security-level 100 ip address 192.168.0.1 255.255.255.0
I interface G gabitEthernet0/2 shutdown no naneif no

security-level no ip address ! interface
G gabi t Et hernet 0/ 3 shutdown no naneif no security-I|eve
no ip address ! interface Managenent 0/ 0 shut down no

namei f no security-level no ip address nmanagenment-only !
boot system di sk0:/asa831-k8.bin ftp node passive object
net wor k OBJ_SPECI FI C_192-168-1-0

subnet 192.168.1.0 255. 255.255.0

obj ect network OBJ_GENERI C_ALL

subnet 0.0.0.0 0.0.0.0

pager lines 24
no fail over




icnp unreachable rate-limt 1 burst-size 1
asdm i mage di skO:/asdm 631. bin

no asdm hi story enabl e

arp timeout 14400

nat (inside, outside) source dynam ¢ OBJ_GENERI C_ALL
interface

nat (inside, outside) source dynam ¢ OBJ_SPECI FI C_192-
168-1-0 10.1.5.5

route inside 192.168.1.0 255.255.255.0 192.168.0.254 1
route outside 0.0.0.0 0.0.0.0 10.1.5.2
timeout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00: 02
timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00 ngcp-pat 0:05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0: 02: 00
ti meout sip-provisional-nedia 0:02: 00 uauth 0:05: 00
absol ute
ti meout tcp-proxy-reassenbly 0:01: 00
dynami c- access-policy-record Dflt AccessPolicy
http server enable
http 192.168. 0.0 255.255.254.0 inside
no snnp-server | ocation
no snnp-server contact
snnp-server enable traps snnp authentication |inkup
| i nkdown col dstart
crypto ipsec security-association lifetine seconds 28800
crypto ipsec security-association lifetine kil obytes
4608000
telnet tineout 5
ssh timeout 5
consol e tineout O
threat-detection basic-threat
threat-detection statistics access-1list
no threat-detection statistics tcp-intercept
|
cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
|
1
policy-map type inspect dns preset_dns_map
par anet er s
nmessage- | ength maxi mrum client auto
nmessage- | ength maxi num 512
pol i cy-map gl obal _policy
cl ass inspection_default
i nspect dns preset_dns_map
nspect ftp
nspect h323 h225
nspect h323 ras
nspect rsh
nspect rtsp
nspect esntp
nspect sql net
nspect skinny
nspect sunrpc
nspect xdnctp
nspect sip
nspect netbi os
nspect tftp
nspect i p-options




!

service-policy gl obal _policy gl obal

pronpt host nane cont ext

Crypt ochecksum 6f f f bd3dc9cb863f d71c71244a0ecc5f
: end
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g% Add Network Dbject

MName: |oBI_GEMERIC_ALL

Type: INel:wcurk ;l
IP Address:  [0.0.0.0

Netrask: | 0.0.0.0 -

Descripkion: “

MAT
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] o iZancel Help
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A= Add Network Object
Mlame: IDEJ_SF‘ECIFIC_I92-168-1-0
Type: Metwork, -

IP Address:  [192.165.1.0|

Metmask: 255,255,255.0 =
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[Add NATRule] X4 7OTRY DANRRENET,
E= Add NAT Rule

Match Criteria: Criginal Packet

Source Inkerfacey |-- &ny --

j Destination Interface: |-- Amy --

Source Address:

Destination &ddress: Iam-'

SErvice: |an';.-'

Ackion: Translated Packet

Mame: inside

Security Level: 100

Source MAT Twpe: ISI:aI:in:

Paort: zigabitEthernet0fo

IP Address:  192.168.0.1 | 255.255.255.0

L e

Source Address: I-- Criginal --

[ | FallEhrough bojinterface PAT

Options

J Destination Address: I-- Criginal --

Service: I-- Criginal --

[ 1

[v Enable rule

[~ Translate DMS replies that match this rule

Direckion: IEh:uI:h

[

Descripkion: |

8] 4

Cancel Help




[Add NAT Rule] &4 7O 7R Y 2 A® [Match Criteria: Original Packet] ') 7 T, [Source
Interface] RO Y 7’ZA D21 ARNAS [inside] ZiBIRLE T,
= Add NAT Rule

Match Criteria: Criginal Packet

Source Inkerface: Iinsiu:le j Destination Interface: |-- Any -- ;I

Source Address: Ian':.-' IAI Destination &ddress: Iam-' _I
Service! Ian';.-' _I

fckion: Translated Packet

Source MAT Twpe: ISI:aI:in: j

Source Address: |- Original | Destination Address: |- Criginal - |
[ Fall through b interface PAT Service: I—— Original -- _I
Options

[+ Enable rule

[~ Translate DMS replies that match this rule

Direckion: IEh:uI:h j

Descripkion: |

(0] 4 Cancel | Help |

[Source Address] 7 1 —JL RO ABIICH S browse ([...]) REZIVYILET,
[Browse Original Source Address] X4 7AJRY VAN RRENET,

i Browse Original Source Address

% add ~ [ Edt [ Delete O Where Used
Filter: | ZEerL e
Mame /1 | IP Address | Metmask | Description | Chject MAT Addr. .. ]
=1 IPvd Nebwork, Chjects
™ 10.1.55 10.1.55 255,255, 255.255
Al 081 5P, 192,168.1.0 299.25%.255.0
@@ any 0.0.0.0 0.0.0.0

Selected Criginal Source Address -

| Original Source Address -> 1} |OB]_GENERIC_ALL




[Browse Original Source Address] X4 7AJRY VAT, &IMICERLEZRY ND—0 F
TOITOREBRLET, (<nfiTld. OBJ_GENERIC_ALL %i%®iR ) , [Original Source
Address] 221 v LT, [OK| 22Uy LEF, ShT. OBJ GENERIC ALL DZEY N
D—0 A7 T KA, [AddNAT Rule] X4 7O R Y 2 A®D [Match Criteria: Original
Packet] T') 7 ® [Source Address] 7 4 —JL RICRRENET,

= Add NAT Rule

Match Criteria: Criginal Packet

Source Inkerface: * | Destination Interface: I-- Ay -- ;I

Source Address: m Destination &ddress: Iam-' _I
Zervice: Ian';.-' _I

Action: Translated Packet

Source MAT Twpe: ISI:aI:in: j

Source Address: I-- Criginal -- _I Destination Address: I-- Criginal -- _I

[ | FallEhrough bojinterface PAT Service: I—— Criginal -- _I

Options

[+ Enable rule

[~ Translate DMS replies that match this rule

Direckion: IEh:uI:h j

Descripkion: |

(0] 4 Cancel | Help

[Add NAT Rule] &4 7OJ R Y 2 AD [Action: Translated Packet] ') 7 T, [Source NAT
Type] Z4 FOYRY 2 AN S [Dynamic PAT (Hide)] ZiBIRL £ 9,



E= Add NAT Rule

Makch Crikeria: Original Packet

Source Inkerface: Iinsiu:le ;I Destination Interface: |-- Amy --

Source Address: IGBJ_GENEF{IC_ALL J Destination Address: Iarn;.f

[ X1

Service! Iam-'

fckion: Translated Packet

IS::Iurn:e MAT Tvpe:l Skakic ;I

Skatic
Crynamic PAT {Hide)

Source Address:

Destination &ddress: I-- Criginal --

] 1

[T Fallthrough to |Dvnamic Service: I-- Criginal --
Opkions
[v Enable rule
[T Translake DMS replies that match this rule
Direckion: IB:::I:h ;I
Description: I
(0] 4 Cancel Help

[Source Address] 7 1 —JL RO ABIICH S browse ([...]) REZIVYILET,



E= Add NAT Rule

Makch Crikeria: Original Packet

Source Inkerface: Iinsiu:le ;I Destination Interface: |-- Amy --

Source Address: IGBJ_GENEF{IC_ALL J Destination Address: Iarn;.f

[ X1

Service! Iam-'

fckion: Translated Packet

Source MAT Type: ID';.-'namic PAT (Hide) ;I

Source Address: I-- Criginal -- E Destination &ddress: I-- Criginal --

] 1

[T | FallEhrough bojinterface PAT Service: I-- Criginal --

Opkions

[v Enable rule

[T Translake DMS replies that match this rule

Direction: IB:::I:h ;I

Description: I

(0] 4 Cancel Help

[Browse Translated Source Address] 4 7OAJRY AN RRENETT,

% add - [ Edt [ Delete | O Where Used

Filter: |

Name /3|  IPhddress | Metmask Description Cbject NAT Addr...
== Criginal --
= IPvwd Nebwork, Objects
= 10,155 10.1.55 255,255, 255,255
= Irterfaces
B8 inside

Selected Translated Source Address -
[ Transiated Source Address > || |outside

O Cancel |

[Browse Translated Source Address] 4 7Y 7RY P AT, [outside] 1 R —T I A A F
TOTOREBRLET (DA E—TIA AR, TOREND—HTHD -, TTIC
ERENTWET, )[Translated Source Address] 22 )Y UL T[OK| &2V )YOLET

o <N T, [outside] 1> Z—T T4 AN, [Add NAT Rule] &4 7OJ R Y U AD [Action:



Translated Packet] T') 7 @ [Source Address] 7 1 —J)L RIZRRE KT,
B Add NAT Rule

Match Criteria: Criginal Packet

Source Interface: |inside ;I |Destinatin:|n Interface: |outside

Source fddress: OB _GEMERIC_ALL J Destination &ddress:  |any

L)l

Setvice: any

fckion: Translakted Packet

Source MaT Type: IDvnamic PAT (Hide) ;I

Source Address: "n:uutsin:le | I Destination Address: I-- Original -- _I
[T Fall through o interface PAT Service: I-- Original -- _|
Opkions

[v Enable rule

[T Translake DMS replies that match this rule

Diteckian; Bokh ;I

Descripkion:

(0] 4 Cancel Help

3: [Destination Interface] 7 1 —JL K& [outside] 1 A —T7 I/ AICEEENE T, HUIC
ETUEPAT L—IARDES ICRREND EERIEL T &V, [Add NAT Rule] &
4 7O Ry 2 A0 [Match Criteria: Original Packet] T 7 T, XDEZRIIL E£T,
[Source Interface] = inside[Source Address] = OBJ_GENERIC_ALL[Destination Address] =
any[Service] = any[Add NAT Rule] ¥ 4 7AY R Y 2 A® [Action: Translated Packet] ') 7
T, ROEZBRIEL £9, [Source NAT Type] = Dynamic PAT (Hide)[Source Address] =
outside[Destination Address] = Original[Service] = OriginallOK] 27 JY JL&TF, DA X
—JILRT R, JZRAD NAT JL—ILA ASDM ICRTRENET,



Configuration > Firewall > HAT Rules (m]

(& add |+| B et Modete | + & @3 0L - QFind [ Disgram 7 Packet Trace
- Match Criteria: Original Packet Bction: Translated Packet
Source Intf | Dest Inkf Source Deestinakion Sarvioe Source Destination Servic

|:-_-r.-s|-:|-: A OB GEMER... | % any b vy |E:;-,r_g.j.: iF |--'ZIZ'.-'-;||'EI-- |--"'.Zn-;||'-.'=l--

“Metwork Shject” MAT (Mo rules)

apply | Resst |

2.2 FB O NAT/PAT JL—=ILZ4ERK L £9, ASDM T, [Configuration] > [Firewall] > [NAT
Rules] Zi2R L. [Add] 24 1) Y 2 LEF, [Add NAT Rule] & 4 7OY K Y 2 AD [Match
Criteria: Original Packet] ') 7 T. [Source Interface] RO Y 7’A 0> 1) A KA S [inside] &
EIRULE T, [Source Address] 7 1 — )L ROARICH S browse ([...]) REEZIUY D
L &9, [Browse Original Source Address] X4 7OTRY VAN RRENET,

B= Browse Original Source Address

& add - [Z Edic [ Delste | ), Where Used

Filter: I Filker | Clear
Marne £ 1| IP Address I Metrnask, I Description | Object MAT Addr... I
[=-IPv4 Metwork Objects
= 10,1.55 10.1.5.5 255,255,255,255
- @l OB]_GE... 0.0.0.0 0.0.0.0

B4 O8] SP... [192.168.1.0 |255.255.255.0 | _

@ vy 0.0,0.0 0.0,0.0

i| |oB1_SPECIFIC_192-1658-1-0

Ik Cancel |

[Browse Original Source Address] X4 7AJRY VAT, 2EBICERLEFTSIONE
EBRULET, (<nHITIE, OBJ_SPECIFIC_192-168-1-0 Zi#E1IR ) , [Original Source
Address] 2201y OL T, [OK|Z92UY O LET, [AddNATRule] A F7OTRY VAD
[Match Criteria: Original Packet] ') 7 @ [Source Address] 7 1 —JL RIZ,
OBJ_SPECIFIC_192-168-1-0 D&Y NJ—% A7 T4 KN RRENE T, [Add NAT
Rule] &4 7O R Y 2 A0 [Action: Translated Packet] ') 7 T, [Source NAT Type] & A
TRAJRY AN S [Dynamic PAT (Hide)] ZZEIRL £, [Source Address] 7 1 —IL RD A
BCHBD[.]RR>ZD1)Y I LET, [Browse Translated Source Address] & 4 7 OV R



YYOANRRENKT,

@= Browse Translated Source Address

& add - [F Edit [ Delete | C, Where Used

Filker: I FiIter|CIear
Marne £ 1| IP Address I Metmask, I Cescripkion I Object NAT Addr.., I
o == Original --
(= IPv4 Metwork Objects
E 10,155 [10.1.55 | 255,255, 255, 255 I
- Interfaces
ﬂ. inside
- B3 outside

i Translated Source Address -=  if|10,1.5.5

(04 Cancel |

[Browse Translated Source Address] 4 7OJRY VAT, 10455 DAT 1T N%&
RUET, (DA ER—TI[A AR, TOREND—BTHDEH, TTICEREATY
¥9 ). [Translated Source Address] 22 UYL T[OK]ZoUY O LET, [10.1.5.5] D
XY RND—=0 AT T O RNK,. [AddNAT Rule] &4 7OTRY 2 AD [Action: Translated
Packet] T!) 7 @ [Source Address] 7 1 —J)L RICRRENET, [Add NAT Rule] X1 70OJ
7RY 2 A M [Match Criteria: Original Packet] ') 7 T, [Destination Interface] RO Y 7*&'™J
> DARNDS [outside] ZIBIRLET, 3F: CDOA TS 3> T outside #3ZBIRLEVBE, 38
KA R—TIAAK Any ZSBLE T,



E= Edit NAT Rule

Makch Crikeria: Original Packet

Source Inkerface: Iinsiu:le ;I Destination Inkerface:
Source Address: I_SF‘ECIFIC_I‘BE-IEEE-I-DJ Destination Address: Iarn;.f _I
Service! Iam-' _I

Action: Translated Packet

Source MAT Type: ID';.-'namic PAT (Hide) ;I

Source Address: |1EI. 1.5.5 J Destination Address: I-- Original -- _|
[ Fall through b interface PAT Service: I-- Original -- _I
Opkions

[v Enable rule

[T Translake DMS replies that match this rule

Direction: IB:::I:h ;I

Description: I

(0] 4 Cancel Help

2FBICETULENATPAT =LA ROKRSICKRREND CEZRIEL TS EE L, [Add
NAT Rule] &4 7O 7R Y 2 A® [Match Criteria: Original Packet] ') 7 T, X DO {E % #&3E
L £ 9, [Source Interface] = inside[Source Address] = OBJ_SPECIFIC_192-168-1-
O[Destination Address] = outside[Service] = any[Add NAT Rule] R4 7O RY 2 AD
[Action: Translated Packet] T1) 7T, XD{EZRIEL £, [Source NAT Type] = Dynamic
PAT (Hide)[Source Address] = 10.1.5.5[Destination Address] = Original[Service] =
OriginallOK] 27 )Y O LET, COAX—DICRTRSIC, TET LI NAT OFREN
ASDM IZRTRENET,



Configuration > Firewsall > NAT Bules (=]
$add ~ EHEd [Joske 4+ & | % Bn 00 - O Find EdDisgram w7 Packst Trace

- Match Criteria: Original Packet Action: Translated Packet
Source Intf | Dot TntF I SOUFCE | Crestinatiom J Service SOurCe | Diesbination J Servic
OE DUESIOE  afS OB]_GETER.., G ary [ ] B cutsde ) =~ Lragial — = Unignal -

4 OB1_SPECIF... | %8 any & any 4 == Ciriginal
“Metwork Obpect” MAT (o nules)

npplvllﬂeml

3.[Applyl| RE>Z VUV OLT, RITAV74F1L -3 AN0EEZHEALET,
CNT, Cisco BAEEFIUTA PTSATUA(ASA ) TORXAFIY 5 PAT DRERE
TT9,

CCT, RENEEBICHELTVWACEZHERLET,

Output Interpreter Tool (OIT ) ( BBI—YEA ) Tk, FED show Y R R—KEh
TVWET, OIT Z2FEAL T, show AN REDDOBETZRRTEET,

PAT O —##y%5)L—)L DREE

. show local-host : O—HIL RARDRY NDO—UDREZRLET,
ASA#show | ocal - host

Interface outside: 1 active, 2 maxi nrum active, 0 denied
| ocal host: <125.252.196. 170>,
TCP flow count/limt = 2/unlinited
TCP enbryonic count to host =0
TCP intercept watermark = unlimted
UDP flow count/limt = O/unlimted
I--- The TCP connection outside address corresponds !--- to the actual destination of
125. 255. 196. 170: 80 Conn: TCP outside 125.252.196.170: 80 inside 192.168.0.5: 1051,
idle 0:00:03, bytes 13758, flags U O
TCP out side 125.252.196.170:80 inside 192.168.0.5:1050, idle 0:00: 04,
bytes 11896, flags U O
Interface inside: 1 active, 1 maxi mum active, 0 denied
| ocal host: <192.168.0.5>,
TCP flow count/limt = 2/unlinited
TCP enbryonic count to host =0
TCP intercept watermark = unlimted


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/docs/security/asa/asa83/command/reference/s4.html#wp1519175

UDP flow count/limt = O/unlimted

I--- The TCP PAT outside address corresponds to the !--- outside |IP address of the ASA —
10.1.5.1. Xlate: TCP PAT frominside:192.168. 0.5/ 1051 to outside: 10.1.5.1/32988 fl ags
ri idle 0:00:17 timeout 0:00:30
TCP PAT frominside: 192. 168. 0.5/ 1050 to outside: 10.1.5.1/17058 fl ags
ri idle 0:00:17 timeout 0:00:30

Conn:
TCP outside 125.252.196.170:80 inside 192.168.0.5:1051, idle 0:00:03,
bytes 13758, flags U O
TCP outside 125.252.196.170:80 inside 192.168.0.5: 1050, idle 0:00: 04,
bytes 11896, flags U O

. showconn : EEENEEROBEEOEGRREZRLET,
ASA#show conn
2 in use, 3 nost used
TCP outside 125.252.196.170:80 inside 192.168.0.5:1051, idle 0:00:06,
bytes 13758, flags U O
TCP outside 125.252.196.170:80 inside 192.168.0.5: 1050, idle 0:00:01,
bytes 13526, flags U O

. show xlate : EMAOY MZIDOWTOEHREXRRLET,

ASA#show x| at e

4 in use, 7 nost used

Flags: D- DNS, | - dynamic, r - portmap, s - static, | - identity,
T - twice

TCP PAT frominside: 192. 168. 0.5/ 1051 to outside: 10.1.5.1/32988 fl ags
ri idle 0:00:23 tinmeout 0:00:30

TCP PAT frominside: 192. 168. 0.5/ 1050 to outside: 10.1.5.1/17058 fl ags
ri idle 0:00:23 tinmeout 0:00:30

PAT OEEDIL—)L DAL

. show local-host : O—HJ) RARDZY RDO—U DREZTRLET,
ASA#show | ocal - host
Interface outside: 1 active, 2 maxi mum active, 0 denied
| ocal host: <125.252.196.170>
TCP flow count/limt = 2/unlimted
TCP enbryonic count to host =0
TCP intercept watermark = unlinmted
UDP flow count/limt = O/unlimted
I--- The TCP connection outside address corresponds to !--- the actual destination of
125. 255. 196. 170: 80. Conn: TCP outside 125.252.196.170:80 inside 192.168.1.5: 1067,
idle 0:00:07, bytes 13758, flags U O
TCP outside 125.252.196.170:80 inside 192.168.1.5: 1066,
idle 0:00:03, bytes 11896, flags U O
Interface inside: 1 active, 1 nmaxinmum active, 0 denied
I ocal host: <192.168.0.5>
TCP flow count/limt = 2/unlimted
TCP enbryonic count to host =0
TCP intercept watermark = unlinmted
UDP flow count/limt = O/unlimted

I--- The TCP PAT outside address corresponds to an !--- outside IP address of 10.1.5.5
Xl ate: TCP PAT fromi nside: 192. 168.1.5/1067 to outside: 10.1.5.5/35961 fl ags
ri idle 0:00:17 tinmeout 0:00:30
TCP PAT frominside: 192. 168. 1.5/ 1066 to outside: 10.1.5.5/23673 fl ags
ri idle 0:00:17 tinmeout 0:00:30

Conn:
TCP outside 125.252.196.170: 80 inside 192.168.1.5:1067, idle 0:00: 07,
bytes 13758, flags U O


//www.cisco.com/en/US/docs/security/asa/asa83/command/reference/s2.html#wp1437635
//www.cisco.com/en/US/docs/security/asa/asa83/command/reference/s7.html#wp1336424
//www.cisco.com/en/US/docs/security/asa/asa82/command/reference/s4.html#wp1487299

TCP outside 125.252.196.170: 80 inside 192.168.1.5:1066, idle 0:00: 03,
bytes 11896, flags U O

. showconn : EEENEEROBEEOEGRREZRLET,
ASA#show conn
2 in use, 3 nost used
TCP outside 125.252.196.170:80 inside 192.168.1.5:1067, idle 0:00:07,
bytes 13653, flags U O
TCP outside 125.252.196.170:80 inside 192.168.1.5:1066, idle 0:00:03,
bytes 13349, flags U O

. show xlate : EMAOY NZIDOWTOEHREXRRLET,

ASA#show x| at e

3 in use, 9 nost used

Flags: D- DNS, | - dynamic, r - portmap, s - static, | - identity,
T - twice

TCP PAT frominside: 192. 168. 1.5/ 1067 to outside: 10.1.5.5/ 35961 fl ags
ri idle 0:00:23 tinmeout 0:00:30

TCP PAT frominside: 192. 168. 1.5/ 1066 to outside: 10.1.5.5/29673 fl ags
ri idle 0:00:23 tinmeout 0:00:30

hSTNYI—F 1Y
BENECLR, COREICHIZBEON TN 1—FT 12 0EREHFEL A,

E1ER

- Cisco Adaptive Security Device Manager

. Cisco ASA 5500 > ) —XEBtEF*1 )T 1 PFSAFUA
- Requests for Comments ( RFC )

TOZAhL BHR—bE RFI XN - Cisco Systems

P
ANT



//www.cisco.com/en/US/docs/security/asa/asa83/command/reference/s2.html#wp1437635
//www.cisco.com/en/US/docs/security/asa/asa83/command/reference/s7.html#wp1336424
//www.cisco.com/en/US/products/ps6121/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/ps6120/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	2 つの内部ネットワークとインターネットを備えた ASA 8.3(x) ダイナミック PAT 設定例
	目次
	はじめに
	前提条件
	要件
	使用するコンポーネント
	表記法

	設定
	ネットワーク図
	ASA CLI 設定
	ASDM の設定

	確認
	PAT の一般的なルールの検証
	PAT の特定のルールの検証

	トラブルシューティング
	関連情報


