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TJ7I=)NF—N—FRETRE, IXNTOTITATBRERIRTENET, HILLW T IOT17T
Y MBIEHMSERIC, VTA T RNTEEZBRIIZDILEN BT,

AT=b7)L 7= A—=N—

AT=R7NL 7I—=LA=—N=—FBMBE>TVDE, POTAT AIZYRDPSAEZNA 1
“YPMCHUTEECEDAT—MNEBABENICSIEEENETT, 7T —ILA-—N—DHLEL
&, RUERBEREHFLVWTOT47 1ZY NTHEATEET, YR—FMFIKROID RI—
BWF7UTr—23 TRk, BUBGEY I ZHBIZ-OCERLEIXERIHYERA,

AREUNA AZY MCRBRIRD IS BAT— MEBAEEhET,

- NAT g 57—7 )

. TCP $E#IREE

. UDP #Z#IR&E

-ARP =7

LAV 2TUYD F=TII (FEBT7ATO4—) T—RTHEEBLTVREHE

- HTTP 4R (HTTP BRNBMICBE > TV BE )

. ISAKMP 8 & T IPSec ® SAT—7 )L

. GTP PDP ##:7T—2X—XA

AT—RN7N 7IT=IFA—=N=—"HFEPZE>TVWTE, XOBHREAZRNA 1Y MCRES
hEtgA,

-HTTP ##:T—7 )L (HTTP BN EMIZE 2 TOWAEVEE )

- 1—Y5ER ( uauth ) 7___7)ll

MN=TFT1TFT=TI

cEFIVFA H—ERAEDI1-ILOAT—MNER
¥: 72954177 Cisco IP SoftPhone Y > a> FIC 7T —)ILA—-—N—HFFRETDE, O-)
Y2 avOARAT—MEBIAZRUNA 1Y MCERE DS, I-INRET7I9T170FEE
BV ET, A=IILFETITBE. IPSoftPhone ¥ Z 4 7> M Tk CallManager & D #FE#EA kD
NET, CNHARETIEAHE, AXNA IZYRNIECTIQBE/ NN T T YT XvtE—2I(C
T2y a BRI BEVEHTT, IP SoftPhone V7547 KNTld, —ENRERIC
CallManager ' S DISEN ZEE B WEHE, CallManager ICEETERVE D EHMEATE
BANBBRENET,

7T =)F—/N—REDFHREHE

RDEATDIPFTRLATRZI-INFA—N—2RETEEEA,

- DHCP THSE a3 IP 7 RL A
PPF’OE _Cﬂy éﬂ% IP7RLA
?_*5(,:\ K@%U%’\J?’J‘“&Ui@“o

-ASAS505 BB X1 UT A FTSATUVATRAT—RNIZIIL 71 =)A= N—FHR—
REhTOLWEREA,

- ASAS505 BB X1 UT A FTSATVATRTITATITIOT4T 7IT—)LA—/N—
FEHR—RMEhTLVEEA,

- ASAS505 BB EF 1T 4 FTFAF AT Easy VPN UE—RAFBEMICHE>TVB L



I FA-N—ZERETEXRE A,
SNAFIAVTHFAN E=RTEE, VPNO 7 I =LA —N—BHYR—REhTLEEA,

HR—bEhTLVELBEE

RILVFAVTFAN E—RTR., ROBBERTR—KREhTLEEA,

CBAFEVO IN—FT427 7O INEFIVT4 AVTFAMNTHR—REATVED
BARTAY I NL—KREFTT, YIFAVTFANE—RTIE OSPF® RIP ZEMICT
EFEtAS

. VPN

-NILFFYAR

LAN R—RATODTFITATIPOTAT 7T=)IVA—-/N—DRE

FYRI—UR

CORFIXVRNTRE, ROZXY RD—0 Y NTYTZEALET,

Cloud
E0 Blv0.1 172.16.1.3
B2 1721823
El.1 E12
ITZ16.1.1 (Acive)  1T2.16.2.1 (Active)
1721612 (Secondary) 172.18.2.2 [Standby) VLAN & 6
VLAN 3 VLAMN 5
% ra T218.1.0
T2 46.2.0
~—_  Ouide LAM based _
== E Fallowar interfaca
10.1,0.0024

= Standby C1,
Bctive C1 ) : :‘—_i __ Bctive C2
Stardiby C2 SN | Ed- Bkl
...-- - Faslover Ierface -
= i 10.0.0.0024 et
017 N\, Primary ASA et/ Secondary ASA
192 188 1.1 | Acive) v E0O2
102 168. 1.2 | Standiey) 192 16821 [Aciiva)
WLAMN 2 182.168.2 2 [Stardby ) VAN &4
WLAMN 4 C1 — Contest 1
| ‘ C2 - Contest 2
WLAN 2 @ WVLAM 4
Dyl coreer A'y Customer B's
Vntmprver Wabsorma

SOt IAVTR, A—HRYRNTI—NFA—N—V O %ERLTTITATITOTAT7T
I—LF—N—ZREITDFELCOVTHALE T, LAINKR—ADTI—)IA—-N—ZHRET S
BEE. EHhRY FNAAFTZ4I) FNAAASEFTIAV 74 F1L -3 ZREBTE



LS, RCEHAVH) FNAARATT—RARNSYTZETLT, 7= F-—N—-U2D%
mcEABENBYET,

F:IAZYNZEEU VTR EHICVOARASN—YZRY NT—T I Z2ERATZIRDYIC, 754
NVDIZYNEEAAVIZY NOBTERAANY FRERIDCEEHRELET,

cOto>arTR, ROBERICOVWTHBALTLERT,

724X A2 Y NOERE
cEHE) AT Y NOERE

774XV 1Y hORRE

ROFIEERITLT, POTATITOTAT 7I=LF—N—BRTOTZ(4I) 1Y h%E
RELET,

1. FERELTVEVBER., PO0T1JRIERZRNA(BIOIPPRLARAZE, ET—2 1>
R—TIAA(IL—FTYRE—R)A, EEIP7RLA(MNZARTLNE—R)HA
. BAIVREBERAAEZ—TJ I ARICERELET, AZNAMIPT7RLAE., BEA
BUNA AZYRNTHDEF1VTA FTSATVATERAENET, ChET7o97147
P7RLAERUYTZRY NCHIVENHYET, 1 VX—TIA AT RLARK, &1
VTHFANATERETDLENHYERT, ATFANZIVWEAZSICIE. changeto
context N> REFEALET. AN R 7O 7 M hostname/context(config-if)# (ZZ 1
WET. CCTE, context YREDIAVTFANDERICBYWET, NZVARTLY BN
J77A4T7 04— E—RT, EAVTFANDEEIPTRLAZANTEIHEN HYWET
o X HAOAT—RN7ITANA—N—AVE—T A REZFEATIHEEE. AT—K7)
J7I=)INA—N=UD2IODIP7RLAZFZELHEVWTL X, failover interface ip1~ >/
RzeEALT, BOFIBTHEARAT—RNILNTI—NA—N—AVE—TIA RAZHRELE
ED

host nane/ cont ext (confi g-if)#ip address active_addr netmask standby standby_ addr

COBITE. TZA4XIASADcontext1 DAL 2 X—T T A ARRRDKISICEREE ATV
£9,

ASA/ cont ext 1(confi g) #ip address 172.16.1.1 255.255.255.0
standby 172.16.1.2

context2 ICDWVTIE, XDKSIZAYET,
ASA/ cont ext 2( confi g) #ip address 192.168.2.1 255.255.255.0
standby 192.168.2.2

W=TFTYRTFATIA4=) E—RTRE, EEFERA>Z-T7IAACEHLT, CcOIOX
YREFAEZ=TIAACH LAV E—=TIAA A 74F1L—232 F—RTA
HENET, NFUVARTLUYNT77A4T704—)L FE—RTR, COANY REITO-N
NAYT74F1L—>32 E—RTANENET,

2. VATLARITAR—ATEEANB I I —INA—N—NFX—2ZRELET. (PIXEF2
VT4 TTIATVADER ) RDESIZ, LANR—AD T I—=)IA—-N—BMLET
;ostnanE(config)#failover lan enable

RO&SIZ, IZY RETSAIU 12y MCEW LT,



host nane(confi g) #failover lan unit primary

RDESIZ, 72—V F—N—V2I%ZBELXRT,

host nane(confi g) #failover lan interface if_name phy_ if

COBITIE, 18 —7 T4 Aethernet3 & LANR—AD 7 I—)INA—-/N—AX2—TI
A AICEALTVWET,

ASA(confi g)#failover lan interface LANFailover ethernet3

if_name I Tlk, phy if SIBNTREETNATWVWRA A Z—T I/ AICHRERNE)HTSH
£9, phy_if5|BIC (. Ethernet1Z EDYIER— NB., E/zIEEthernet0/2.37% & O LABIIC#E
BMENEHTAVE—TIAAZEBETEEL T, ASASS05BEEFIVTATTSAT
VAT, phy ifEVLANZEIEELET, COAVE—TIA AR, (732 TOAT—
RZIL 7T—=ILA—N—DV20ZBRVT )MOBENICERATRD_LEFETEEFEFLEA, RDOK
S, 7I=NLA=N=V2IOOTIT1ATIPTRLAERAZNAIP T RLAZEE
LET,

host nane(confi g) #failover interface ip if name ip_addr mask standby ip addr

COBITRE, 7T—INA—N—AVE—TIAADTIT147 IPF7RLAIZ10.1.0.1 ZF
AL, AZNAIPT7RLAIC101.02 #FERALTVET,

ASA(confi g) #failover interface ip LANFailover
10.1.0.1 255.255.255.0 standby 10.1.0.2

AZNAIPTRLARK, FUOTA47IP7RLAERAUHTZRY NAILHRDBENHYE
o AZNAIPFRLAOTTZRY N XRAVOBRIRFETT., 7T—I)LA—-N—U>
IJOIPTRLAEMACT7 RLAR 7 T—LFA—N—KILEFELLEEA, TIOT1T IP
TRLABRELETZA4X) AZY MIBEREL, AZVUNAIPTRLAGEHAVADY 12
NCFELEY,

tAHF) Iy NORRE

uw« ADTIOTATITIOTATII=INA-—N—%RETDEERF, 7T—ILA-N—-D>

RBITREDICEAAVIZYRNET—RNARNTSYTIRIHBENHYET, ChiZkY),
-Izjj‘/'}'i") A-YNETZ4XUIZYNEBELT, 724XV 1Y MASETOAT A
Fi1L—2a&ZETEET,

ROFIBEEITLT, TOTATITOTAT 7= F—N—BETOEAZ) A"V h%
BELEXRT,

1. (PXEF21UTA TTTZATVADHR ) ROEXSIZ, LANR—ADT7I—)LF—/N—%
BMCILET,

host nane(confi g) #failover lan enable

22.7I=)NA-N—"AVE—TIAAZERZLET. XOELDIZ, 74D 1Y MNZfE
AlLEotREUREZFEALET, 7I—IA—/N—AVEZ—TIAAELTHERTSDA
JBR—TJIAAZBELET,

host nane(confi g) #failover lan interface if _name phy if

ASA(config)#failover lan interface LANFail over ethernet3

if_name I Tk, phy if SIBNTERETNATWVWRA A Z—T I/ AICHRERNEHTSH



£9, phy_if5|BICIE. Ethernet1z EDYIER— NH, F/lEEthernet0/2.3% £ D LARIIC
BMENIZHTAVE—TIAAZEBETEELT, ASASS05EBEEFIVTFATTZAT
VAT, phy ifEVLANZIEELE T, ROKSIC, 7IT—=ILA—N—VV2DITOFT4
TERZNADIPTRLAZEN)HTET,

host nane(confi g) #failover interface ip if name ip_addr mask standby ip addr

ASA(confi g)#failover interface ip LANFailover 10.1.0.1
255.255.255.0 standby 10.1.0.2

E:COOIVRE, 7I—INFA—N—A2VE—TIARAZRELELELELCTZA4IRVIZ
YRTADLEONY REFDEKEURSEANLET, RAZNAIPTRLARK, 7
D747 IPT7RLAEBUHTRY NALHRIBENFNBYNET. AZ2/NA TRLAOYH
TRYRNIRVEEETIVERFHYNERA 1 VEF—TITAREBMILET,

host nane(confi g) #interfacephy if
host nane(confi g-if)#no shutdown

B.RDEASIC, COAZY R EEHAA) IZY MIEIVYHTET,

host nane(confi g) #failover lan unit secondary

E:COFBRIAT7>3>Td, chidk, BAICRETATVWEVRY, F74)LNTRERI
ZYRNFEAVHVELTEEENDIZHTTY,
4. 7I—=)FA-N—ZBHILET,

host nane(confi g) #failover

TJ7I=)INA—N—"BMCTDE, PITAT7T AIZY P TRETATVAOEREN AR
NAIZY NMIEGEhET, BN B TS E. "Beginning configuration replication: ©
Sending to mates # & ¥ TEnd Configuration Replication to mate; & W5 X v £—I KRR
ENET, F: 754X FINA ATfailoverAN > REFHICRITLTAS, ARV
- FNARATRITLET, EhHH) F/NA ALT failover IX > RERITLER., £HY
A1) FNAATREEBICTSAI) FNAALSAV 74 F1L—2avFEBEn, X
Z22N1ELTEAVE) FNARABENIBREENE T, 7TAXVASARTYTLER
FTHY, FFT71VIOZHELNFEEICTDODIhET, TOLH, 77F74X 1) ASA B
NTFOF17FNARELTIR—VENET, COBRRUR, 797147 FNAALTE
ENRETIHEEAERE. BICARARUNA FNAANFTOTATILBYYET,

5 BT 74F1L—23a>oEENFETLES, ROOXRZAALLT, AV 74F1
L—>3>%72v21 XEVILRELET,

host name( confi g) #copy running-config startup-config

6. XERFEAE., TZARVATTIOTATBITII=NAFA—N—TIL—T%2FXT, EH>
A A=Y NTREWNICTIOT147T ATF—RNILET, EAFA) IZYRNTT7I—I)LA
—N—TIN—T2BENTITA7IZTBICE. T754]) IAZY MO ATLAERITA
R—ATKROIAI REAHALET,

host nane#no failover active group group_id

group_id BIEICIKk, EHR VU IZYNTTFTIOT147 TN —T%28ELET,

CORFIXVNTR, ROBREFERALET,



7"5 4 T ') ASA:Context1 D ERE

ASA/ cont ext 1( conf i g) #show running-config
Saved

ASA Version 7.2(3)

host nane context1
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanes

!
interface inside_contextl

narei f inside

security-level 100

!--- Configure the active and standby IP's for the
logical inside !--- interface of the contextl. ip
address 192.168.1.1 255.255.255.0 standby 192.168.1.2
|
interface outside_contextl

narei f outside

security-level 0O

!--- Configure the active and standby IP's for the
logical outside !--- interface of the contextl. ip
address 172.16.1.1 255.255.255.0 standby 172.16.1.2

|

passwd 2KFQnbNI dI . 2KYQU encrypt ed

access-list 100 extended pernmit tcp any host 172.16.1.1
eq wWwww

pager lines 24

nmu inside 1500

ntu outside 1500
monitor-interface inside
monitor-interface outside

icnp unreachable rate-limt 1 burst-size 1

asdm i mage flash:/asdm 522. bin

no asdm hi story enabl e

arp timeout 14400

static (inside,outside) 172.16.1.1 192.168.1.5 net mask
255, 255. 255. 255

access-group 100 in interface outside

route outside 0.0.0.0 0.0.0.0 172.16.1.3 1
ti meout xlate 3:00: 00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00:02
ti meout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00 ngcp-pat 0:05: 00

timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0: 02: 00

ti meout uauth 0:05:00 absolute

no snnp-server | ocation

no snnp-server contact

telnet tinmeout 5

ssh timeout 5

|

cl ass-map i nspection_default

mat ch defaul t-inspection-traffic

|

|




policy-map type inspect dns preset_dns_map
par anet er s
message- | ength maxi mrum 512

pol i cy-map gl obal _policy

cl ass inspection_default

nspect dns preset_dns_map

nspect ftp

nspect h323 h225

nspect h323 ras

nspect netbi os

nspect rsh

nspect rtsp

nspect skinny

nspect esntp

nspect sql net

nspect sunrpc

nspect tftp

nspect sip

nspect xdncp

service-policy global _policy globa
Cr ypt ochecksum 00000000000000000000000000000000
end

75 4 T ') ASA:Context2M & &

ASA/ cont ext 2( conf i g) #show running-config
Saved

ASA Version 7.2(3)

1
host nane cont ext 2
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanes
!
interface inside_context?2
namei f inside
security-level 100
!--- Configure the active and standby IP's for the
logical inside !--- interface of the context2. ip
address 192.168.2.1 255.255.255.0 standby 192.168.2.2
1
i nterface outside_context?2
namei f outsi de
security-level 0O
!--- Configure the active and standby IP's for the
logical outside !--- interface of the context2. ip
address 172.16.2.1 255.255.255.0 standby 172.16.2.2
1
passwd 2KFOnbNI dI . 2KYQU encr ypt ed
access-list 100 extended pernmit tcp any host 172.16.2.1
eq Www
pager lines 24
ntu inside 1500
nt u outsi de 1500
monitor-interface inside
monitor-interface outside
icnp unreachable rate-limt 1 burst-size 1




asdm i mage flash:/asdm 522. bin
no asdm hi story enabl e
arp timeout 14400
static (inside,outside) 172.16.2.1 192.168. 2.5 net mask
255. 255, 255. 255
access-group 100 in interface outside
route outside 0.0.0.0 0.0.0.0 172.16.2.3 1
ti meout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00: 02
timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00 ngcp-pat 0:05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0: 02: 00
ti meout uauth 0:05:00 absol ute
no snnp-server | ocation
no snnp-server contact
telnet tineout 5
ssh timeout 5
|
cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
|
1
policy-map type inspect dns preset_dns_map
par anet er s
message- | ength maxi num 512
pol i cy-map gl obal _policy
cl ass inspection_default
nspect dns preset_dns_map
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip
nspect xdnctp

service-policy global _policy globa
Cr ypt ochecksum 00000000000000000000000000000000
end

724X ASA

ASA(confi g) #show running-config
Saved

ASA Version 7.2(3) <systenp
!

!-—- Use the firewall transparent command !--- in
gl obal configuration node in order to !--- set the
firewall node to transparent node.

firewall transparent

host nane ASA

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
no mac-address auto




nterface EthernetO

nterface Ethernet0.1
vlan 2

nterface EthernetO. 2
vlan 4

nterface Ethernetl

nterface Ethernetl.1
vlian 3

nterface Ethernetl. 2
vlian 5

1

!--- Configure "no shutdown" in the stateful failover

interface as well as !--- LAN Failover interface of both

Primary and secondary ASA/PIX. interface Ethernet2

description STATE Failover Interface

1

interface Ethernet3

description LAN Failover Interface

1

interface Ethernet4

shut down

!

interface Ethernet5

shut down

!

cl ass default
limt-resource All 0O
limt-resource ASDM 5
limt-resource SSH 5
limt-resource Telnet 5

ftp node passive
pager lines 24
failover
failover lan unit primary
! --— Command to assign the interface for LAN based
failover failover lan interface LANFailover Ethernet3
!--- Configure the Authentication/Encryption key
failover key ****%*
failover link stateful Ethernet2
!--- Configure the active and standby IP's for the LAN
based failover failover interface ip LANFailover
10.1.0.1 255.255.255.0 standby 10.1.0.2
failover interface ip stateful 10.0.0.1 255.255.255.0
standby 10.0.0.2
failover group 1
failover group 2

secondary
no asdm hi story enabl e
arp timeout 14400
consol e tineout O

adm n-context adm n
context admn
config-url flash:/admn.cfg




context contextl
all ocate-interface Ethernet0.1 inside_contextl
all ocate-interface Ethernetl.1 outside_contextl
config-url flash:/contextl.cfg
join-failover-group 1

cont ext context?2
al l ocate-interface Ethernet0.2 inside_context2
al l ocate-interface Ethernetl.2 outside_context2
config-url flash:/context2.cfg
join-fail over-group 2

pronpt host nane cont ext
Crypt ochecksum d41d8cd98f 00b204e9800998ecf 8427e
end

tH>H1) ASA

ASA#show running-config

failover

failover lan unit secondary

failover lan interface LANFail over Ethernet3

failover key **xx**

failover interface i p LANFail over 10.1.0.1 255.255.255.0
standby 10.1.0.2

j 2

show failover AN > RO {EH

cOtUa> T, showfailover AN ROHHICOVWTEHBEALTVWET, E1°-Y NT,
show failover N> REFERALTC7 I —INA—/N— AT—RXAZHERBTEET,

7743V ASA

ASA(confi g-subi f) #show failover

Fai | over On

Cabl e status: N A - LAN-based fail over enabl ed

Fai |l over unit Primary

Fai | over LAN Interface: LANFail over Ethernet3 (up)
Unit Poll frequency 15 seconds, hol dtime 45 seconds
Interface Poll frequency 5 seconds, holdtine 25 seconds
Interface Policy 1

Monitored Interfaces 4 of 250 maxi mum

Version: Qurs 7.2(3), Mate 7.2(3)

Goup 1 last failover at: 06:12:45 UTC Jan 17 2009
Goup 2 last failover at: 06:12:43 UTC Jan 17 2009

Thi s host: Primary
Goup 1 State: Active
Active time: 359610 (sec)
G oup 2 State: St andby Ready
Active time: 3165 (sec)

contextl Interface inside (192.168.1.1): Nornal
contextl Interface outside (172.16.1.1): Nornal



context2 Interface inside (192.168.
context2 Interface outside (172.16.
O her host: Secondary
Goup 1 State: St andby Ready
Active tinme: 0 (sec)
Goup 2 State: Active
Active time: 3900 (sec)

contextl Interface inside (192.168.
contextl Interface outside (172.16.
context2 Interface inside (192.168.
context2 Interface outside (172.16.

Stateful Failover Logical Update Statistics

Link : stateful Ethernet2 (up)

St at ef ul Obj xm t xerr rcv

Gener al 48044 48040

sys cnd 48042 48040

up tine 0

RPC servi ces 0

TCP conn 0

UDP conn 0

ARP t bl 2
0

0
0
0
0
0
0
0
Xl at e_Ti neout 0

O OO ooo

Logi cal Update Queue Information

Cur Max Tot al
Recv Q 0 1 72081
Xmt Q 0 1 48044

Hh> A1) ASA

ASA(confi g) #show failover

Fai | over On

Cabl e status: N A - LAN-based fail over enabl ed

Fai | over unit Secondary

Fai | over LAN Interface: LANFail over Ethernet3 (up)
Unit Poll frequency 15 seconds, hol dtine 45 seconds

Interface Poll frequency 5 seconds, holdtine 25 seconds

Interface Policy 1

Monitored Interfaces 4 of 250 maxi mum

Version: Qurs 7.2(3), Mate 7.2(3)

Goup 1 last failover at: 06:12:46 UTC Jan 17 2009
Goup 2 last failover at: 06:12:41 UTC Jan 17 2009

Thi s host: Secondary

Goup 1 State: St andby Ready
Active tine: 0 (sec)

Group 2 State: Active
Active tine: 3975 (sec)

NN P

.2):
.2):

2):
2):
1):

.1):

el eolNeolNeolNolNoll l

contextl Interface inside (192.168.1.2):
contextl Interface outside (172.16.1.2):
context2 Interface inside (192.168.2.1):
context2 Interface outside (172.16.2.1):

O her host: Primary
Goup 1 State: Active

Active tine: 359685 (sec)
Group 2 State: St andby Ready

Active tine: 3165 (sec)

Nor mal
Nor mal

Nor mal
Nor mal
Nor mal
Nor mal

err

Nor mal
Nor mal
Nor mal
Nor mal



contextl Interface
contextl Interface
context2 Interface
context2 Interface

i nside (192.168.1.1):
outside (172.16.1.1):
i nside (192.168.2.2):
outside (172.16.2.2):

Stateful Failover Logical Update Statistics

Link : stateful Ethernet2 (up)

St at ef ul Obj xm t xerr rcv
Gener al 940 0 942
sys cnd 940 0 940
up tine 0 0 0
RPC servi ces 0 0 0
TCP conn 0 0 0
UDP conn 0 0 0
ARP t bl 0 0 2
Xl at e_Ti neout 0 0 0

Tot al
1419

Logi cal Update Queue Information
Cur Max

Recv Q 0 1

Xmit Q 0 1

940

O O OO OONMNDNT

Nor mal
Nor mal
Nor mal
Nor mal

err

REERTEFR T B (CIE. show failover state X REFHALET,

7543 ASA

ASA(confi g) #show failover state

State Last Failure Reason Dat e/ Ti ne

This host - Primry

Goup 1 Active None

G oup 2 St andby Ready None
O her host - Secondary

Goup 1 St andby Ready None

G oup 2 Active None
====Configuration State===

Sync Done
====Conmuni cati on State===
Mac set
THOA) ATy H
ASA(confi g) #show failover state
State Last Failure Reason Dat e/ Ti ne

This host - Secondary

Goup 1 St andby Ready None

Group 2 Active None
O her host - Primry

Goup 1 Active None

Group 2 St andby Ready None

====Configuration State===

Sync Done - STANDBY
====Conmruni cati on State===
Mac set

7I=I)FA=N—1ZYRDIPT7RLAZHRETSI_I&. show failover interface 1< > R%Z i

ALET,
724DV 1=y



ASA(confi g) #show failover interface

interface stateful Ethernet2
System | P Address: 10.0.0.
My | P Address : 10.0.
O her IP Address : 10.0.0.2

interface LANFail over Ethernet3
System | P Address: 10.1.0.
My | P Address : 10. 1.
QG her IP Address : 10.1.0.2

tHhOA) Iy N

AN

255.255.255.0

e
AN

AN

255.255.255.0

e
AN

ASA(confi g) #show failover interface

interface LANFai |l over Ethernet3
System | P Address: 10.1.0.
My | P Address : 10. 1.
O her IP Address : 10.1.0.1

interface stateful Ethernet2
System | P Address: 10.0.
My | P Address : 10.0.
QG her IP Address : 10.0.0.1

ERNRABZ—TIAADRT

ERNRAVE—TIAADAT—RAZRRITDICE., ROXSICLET, 2J)IL A0TF
A I\ t— I\"@%%‘;‘ 7D—/\)L§QE:E— I\_C show nonitor-interface 1~ -/ I\Eljj l/ij-o
RIAFATFAN E—ROFERK, 0> TF AN show monitor-interface Z AL £ 9,

[EnY

255.255.255.0

e
N

°
[EnY

255.255.255.0

e
N

E BEDAAEA—TIAATAIINARAETEZ R Z2BMICTSICE, YO0-N)Ld>71F2
L —= 3> F— RTmonitor-interfface AN > R&EFEHL £,

monitor-interface <if name>

754V ASA

ASA/ cont ext 1( confi g) #show monitor-interface
This host: Secondary - Active
Interface inside (192.168.1.1): Nornal
Interface outside (172.16.1.1): Nornal
O her host: Secondary - Standby Ready
Interface inside (192.168.1.2): Nornal
Interface outside (172.16.1.2): Nornal

Hh> A1) ASA

ASA/ cont ext 1( confi g) #show monitor-interface
This host: Secondary - Standby Ready
Interface inside (192.168.1.2): Nornal
Interface outside (172.16.1.2): Nornal
O her host: Secondary - Active
Interface inside (192.168.1.1): Nornal
Interface outside (172.16.1.1): Nornal

X :7I=)LA—N—IP7RLAZAALBZEVEFEIE. show failoverd Y RTIPP RL AN
0.0.0.0&ERREN, I VF—TIAADERFISFEREDERICAE, 7T —I)LF—/N\—H#aE
FBHICE, 7T—=NLFA=—N—IPT7RLAZEKETDDENf HDYET, 7I—)ILFA—-NN—0DOFE


//www.cisco.com/en/US/docs/security/asa/asa72/command/reference/m_72.html#wp1785557

FTHREOFMIZOWVWTIE, Fshow failoveras 2B L T &L,

BT 74F1L—232TO7T—)AFA—/N\—IIV ROKRT

RITREAD7 I —IIFA—N— XV RZEZRFTBICE, KON RZADLET,

host nane(confi g) #show running-config failover

I X T Dfailover AN RAKRRENET, YILFIAVTFAN E—RTHEBIZIZY FTE
N :/7\7_'1%3%'??7\&—7\_5 show runni ng-config fail over % I\E)\ijij-o F7 7)) I\ﬂE’E
ZELTVWHEVWIN > REZESHT, RTAV74F21L—>3a>TcO71—)LA—/N—IXUR
Z&XKRTBIZIE. show running-config all failover 1Y > RZEA AL E T,

7 I=LFA—NN—HEOTAL

TJ7I—MNF-—N—HEZTARTBICE, ROFIEZETLERT,

1. 70747 AZY RNEER T I=UNF—N=TIL—7#. FTIP2FERL THHELEBYICNS
TAVIRBIEZTAMNLEY, LA, BBBIAVE—TIAALOKRANETY
FALEERFTDELERT,

2. ROOXV REFEALT, BENICARAZNA AZY N7 I—)NA—-N—2E8ET. 7
DTATITOTATII=NA-—N—DHEER. RANEBERIDIE—TI(RA%ZE
CT7I-—NA—N=—TN=THFTIOT47ICB2TVBIZY RT, KOOIV REAAL
£9,

host nane(confi g) #no failover active group group_id

w

AU2DODORARNETRO 7 7AINZEFETHICE. FTIPEFEALET,

4. TARNDKRBL =B E &, show failover command Z A WL T 7 I —)LA—N—DAT—X
AEFANET,

5 8287LES, XOOX > REFEALTCIAZYNELEGE 7T —INAFA—N—TIIN—T%2T70F

17 AT—RALRTCENTEES, PIOTATIPOTAT7I—)ILA-N—DOBEE

 RAREBERTDA VEA—TIAREEC 7 I—INA—N=TN—=THFFOFT17\"%>

TWAIZYRNT, XOOAN RZAHDLET,

host nane(confi g) #failover active group group_id

ME 7 T—)LFA—/\—

BENICAZNA AZYRNETITFA47I2T3ICE. ROVWTIhAOON READLET,
TJTI—)NA-—N—ITN—"THFAENA AT—RMIHE2>TWVWRIZY RO ATFALAETAR—RA
T, XOIN>RZAHDLET,

host nane#failover active group group_id

HdVE, 7T—INA—N—TN—THFTIOFT747 AF—RMIBI2TVRIZY NOIATLRE
TAR—AT, ROOAIX REAHLZET,


//www.cisco.com/en/US/docs/security/asa/asa72/command/reference/s3_72.html#wp1285409

host nane#no failover active group group_id

JATATIODAN Y RZEANTRE, RITAR-ALLKIT, IXTOT7I—)ILF—N=T)
—THNTOTATILBNET,

host nane#failover active

7 T=LF—/N\— DTt

J7I=LA—N—%F14E2—T7IIICTBICRE. KOOI READLET,

host nane(confi g) #no failover

TFOTATIAZYNA RPTTI=)NA—N—%BW_.THE, BEBIZDETEIZY NOT
DTATERRUNADAT— M RBENE T, LEXF. RAZUNA DAZY NEAZVINA
E—ROXXBZDT, EE5NIZYRTERNTTAVIDRTELIRBENhEEA, AR
NAAZY R ETO0TA7 TR (T IT—ILNF—N=—DTF1E—TILCBE>TVWRHEETE
). TRBEZI—INA=—N—1 I3 2ZRBLTEE,

TOTATITOTAT RTTII=NA—N—%RE/MCTRE, ENIZY MNFBEICEES
TVWBAICEEBEEL, 72—V A—N—ITIIN—TRBETITATIZB>TVWBRIZYNTTY
FATREDERICAYNET, DATLAETAR—AT nofaillover X RZEAHNTEET,

EEI-vy hNOER

BENRELETIOTATITOTAT 72— FA—N—TJIN—TZFBEAT—NERXTS
Kk, ROON RZAHNLET,

host nane(confi g) #failover reset group group_id

BEERENIZY NEEEMRBRREICETLESES. IZY NEEBNICET VT4 7ICBYE

A, (BENELEFREED ) 7I—ILA—N—I&2TTFTITATILENBDET, Exchi

AV RFERIINL—TRBREINAIREOERICHYET, =L, preempt IX > REEH
LTREENTVWR T I=IINA—N—TIL—TRHNTT, UBIFTITA1TTHY, 7I—I)LF
—N—=JI—=7"7 preempt IN> REFALTREETNTVT, BENfRELLEIZY MEX
IZYRTHDBE, TOT7I=NA—N=—TIN—TRBETIT17TIBIET,

7M1 —b

TJ7I=LNA—N—DRETDE, WAOEFIVTA FTZAT ARSI ATLA XY =K
EFEEIhET, 20OEI2a>TRER, ROBEBIEODVWTHHALET,

1. 2T =NA—N=—"DATL XY=
2 TNV T Xy t-—2
3. SNMP




72I=NA=N—DIATL XY =D

XAV FTA TTSATATR, 7= ILA—N—ICEEITZIZHOATL AYE—HE
FHLARIL2TRITEN, ChFERBREZRLTVET, ChosDXYE—22RTRTBICE
FCisco tF*a1VT A FTSATAQOF VIBREESARATLAOT XvtE—2, #258BLT
CAFTEREHICL, DATAXYE—D0FHBAESEBLTLSESTL,

EAMYFA-N-ATR, 7I-NANF-N—LCL2TAZ=T I ANRERICS ¥V b
A&, syslog411001E KR V411002X Y - HERENE T, ChIFEELSBHETT,

Primary Lost Failover communications with mate on interface interface name ( 7’5
AT, 4128 —7 I 1R interface name DR FDHEF LD 7 T—)LA—)\—
BENfcbhi)

COTI—NFA—N— XV E—2E, 7T—NLFA—N—RTOS5E5O0FFDIZY RHARTDE
S5—FNIZY NeBETEBLKBIOTVRIBEIIRTENET, EHVHY IZY RHRBET
HNE. "Primarys OEFTIE "Secondary, ERRENET,

(Primary) Lost Failover communications with mate on interface interface_name

BELEAVE—TIAACERENTVWARY ND)— I ELK#EETD L 2HFTELET,

TFNYT XAyt

FNYIT Xvt—T%KRRTBICIE, debugfover AN RZEADLET, FHMICOVTIE, T
CiscotF*1UTA PITS5ATVAAIVRVIFPLUVA N=232 720 B5RLTLKEE
We

X FNYITHARFCPUZOELATEVEEIBNMANE Y HTsnD D, SATLAONT #—X
VAILKELFEITDHURMNBYET, D, debugfover N ROERAEE., BENREE
DRZTINa2a—F 40 &R Cisco TV ALY R—RNBEEBEDODRZ TN 1—F142T +
YA vAREFIZLTLSEETL,

SNMP

7I—=)FA—=N—IZxTF% SNMP syslog T Y 7 ZZ(TEBICIE, SNMP kT Y 7% SNMP &
BAT—2aVICEEITBERSICSNMP I— T RERREL., syslog RARNEEZL T,
Cisco syslog MIB % SNMP BB AT —2a > ICOAVNAMILLET, FHHICOVW T, FCisco -z
F1VFA FTSAFRAARIVR VI ZPLURA, /INS—=23> 7.20 T, snmp-server 1Y > R
& logging AN RZZRBL TS EE L,

2I—MLNF—=NN— K-V TKH

7I—INA—N—1"Y rOR—UIJEBER—II REEZEEITSICE,. JO0-/N)L 07
1¥1L—23> E—RT, failoverpolitime JX > RERTLE T,

failover polltime unit msec [time] l&. hello XY £—&R—U I ULTARNA 1Y hOE
EeRAXNIHBEREZRLTVET,

[B#kIZ. failover holdtime unit msec [time] &, 7T —ILA—/N— U290 TI1ZY M hello X ¥
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t—P%ZZEIIETORBMBZEZRLTISY ., CORBIERTDE, E7 IZY NTRENH
ALEEDEETENET,

SHMIICDWVWTIE. TFfailover pollitimes ZZBL T EE L,

BE 71— UNF—N—"RXvt—S0EEHEERLELE,

I5— Xvte—3:

Fai | over message decryption failure. Please make sure both units have the
same failover shared key and crypto license or systemis not out of menory

COBBR7I—INA—N—DOF—RENREATRELEXT, COBEBZBRTDICE, 71—
WA—N—F—ZHKRL, FROXBEF—ZRELET,

BYE 15§

. Cisco ASA 5500 > ) —XilsBtE*1)FT1 PFSATF A

. Cisco PIX Firewall YV 7Z RO I T

. Firewall Services Module (FWSM; Z7A F O #—)L H—ERXA EZ1—-)IL )7 T—)ILF—N
—fRE

-FWSM 7 T =)LA=N— b ST 21 —-F14>T

. Cisco Secure PIX 77 A YA =)L TO7 T —=)ILF—/N\—D 4 &

cTOZHhIL BHR—bE RFI XD - Cisco Systems
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