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ci scoasa#show runni ng-config
Saved

ASA Version 8.0(2)

!

host nane ci scoasa

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed

nanes

!

interface Ethernet0/0

namei f dne

security-level 50

ip address 10.77.241.111 255. 255. 255. 192

!

interface EthernetO/1

namei f out si de

security-level O

I--- Specify a VPDN group for the PPPoE client pppoe
client vpdn group CHN

l--- "ip address pppoe [setroute]" !--- The setroute
option sets the default routes when the PPPoOE client has
I--- not yet established a connection. \Wen you use the
setroute option, you !--- cannot use a statically
defined route in the configuration. !--- PPPOE is not
supported in conjunction with DHCP because with PPPoE !-
-- the | P address is assigned by PPP. The setroute

option causes a default !--- route to be created if no
default route exists. !--- Enter the ip address pppoe
command in order to enable the !--- PPPoE client from

interface configuration node

i p address pppoe
!
interface Ethernet0/2

namei f inside

security-level 100

i p address 10.10.10.1 255. 255. 255.0
!

interface Ethernet0/3

PPPOE Server



shut down

no nanei f

no security-1Ieve
no i p address

nt erface Managenment 0/ 0

shut down

no nanei f

no security-1Ieve

no i p address

|

passwd 2KFQhbNI dI . 2KYQU encrypt ed

boot system di skO:/asa802-k8. bin

ftp node passive

access-list 100 extended pernit ip any any
access-list inside_nat0O_outbound extended permit ip
10.10. 10. 0 255. 255. 255.0 10

20.10. 0 255.255.255.0 inactive

pager lines 24

ntu dnz 1500
I--- The maxi mumtransm ssion unit (MIU) size is
automatically set to 1492 bytes, !--- which is the

correct value to allow PPPoE transm ssion within an
Et hernet frame. mtu outside 1492
nmu inside 1500

l--- Qutput suppressed. global (outside) 1 interface
nat (inside) 1 0.0.0.0 0.0.0.0
I--- The NAT statenents above are for ASA version 8.2

and earlier. !--- For ASA versions 8.3 and later the NAT
statenents are nodified as follows. object network
obj _any

subnet 0.0.0.0 0.0.0.0
nat (inside,outside) dynanic interface

l--- Qutput suppressed. telnet tinmeout 5 ssh tineout 5
console timeout O !--- Define the VPDN group to be used
for PPPoE. vpdn group CHN request dial out pppoe

I--- Associate the user name assigned by your ISP to the
VPDN group. vpdn group CHN | ocal name cisco

I--- If your ISP requires authentication, select an

aut hentication protocol. vpdn group CHN ppp

aut henti cati on pap

l--- Create a user nane and password for the PPPoE
connection. vpdn usernane CiSCO password *******xxx

threat-detection basic-threat
threat-detection statistics access-1list
|
cl ass-map i nspection_default

mat ch defaul t-inspection-traffic
|
!
policy-map type inspect dns preset_dns_nap

par anet er s

message- | ength maxi mum 512

pol i cy-map gl obal _policy

cl ass inspection_default
nspect dns preset_dns_map
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os




i nspect rsh
i nspect rtsp
i nspect ski nny
i nspect esntp
i nspect sql net
i nspect sunrpc
i nspect tftp
i nspect sip
i nspect xdncp
|
service-policy global _policy globa
usernane ci scol23 password fflRPGDSQIh9YLq encrypted
privilege 15
pronpt host nane cont ext
Crypt ochecksum 3cf 813b751f e78474df b1d61bb88al133
: end
ci scoasa#

ASDM DS E

BHEEF1UTA FTTSAFTUADPPPOE 7547 REBRETHICH. ROFIBEEERFTL
=7,

¥: ASA &% ASDM TERETEDLDICTSICIE. TASDM A® HTTPS 7O ANy #5R
LT<L<EEL,

1.ASA TASDM ICT7VEALET, 75UHZRME. hitps://<ASDM_ASA_IP_ADDRESS>
EANLET, ASDM_ASA_IP_ADRESS | ASDM 7 7 ARICEREE I ASA 12 X —
JIMADIP7RLAELET, E:SSLAAENEHEECEEL T/ U hsHhEh
BPINTOEEFEZARLEY, T7FNLMOI—HFFENAD—RE, MFEEZEATY
o ASACDIAVRIERRTDDIE, ASDM 77U Tr—23 >0V O— RZFHA
TREHTT., ROFIOFE, 77)75r—>3>@O—AH) I E1—RICO—REh,
Java 77LY hTRREELEEA.
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&2, Cisco ASDM 6.1 Al

Cisco ASDM 6.1(3) provides an intuitive graphical user interface that makes it easy to =&t up,
configure and manage your Cisco Security Appliances.

Cisco ASDM runs as either a local application or Java Web Start.

When you run Cisco ASDM as a local application, it connects to your Security Appliance from
yvour desktop via SSL. Running Cisco ASDM as an application has these advantages:

# You can invoke ASDM from desktop shortcuts. No browser is required.
# One deskitop shoricut allows you to connect to multiple Secunty Appliances.

[:% | Install ASDM Launcher and Bun ASDM |

ou can run Cisco ASDM as Java Web Start that is dynamically downloaded from the device
o which you connect.

& Click Run ASDM to run Cisco ASDM,

e Click Run Startup Wizard to run Startup Wizard .Startup Wizard walks you through,
step by step, the initial configuration of your security appliance.

|  RunAsDM | | RunStartup Wizard |

2. [Download ASDM Launcher and Start ASDM] Z2 1) vy 2L T, ASDM 77U —>3> o

A2AR—F28 72 0O0—-RLET,

3. ASDM Launcher "Z U O—R&ehizs, ZOVT N> T—EOATY T EZETL,

ZHEVTIRNIITRAAN=)LL =%, Cisco ASDM Launcher Z&2E L £9,

4. http- ANV RTRELEAVE—TIAADIPTRLAEI-YRENAT—R (EEBEL

EEE)ZANLET, COFITR, 1—%E % cisco123, /YA —RZ cisco123 &L T




B% Cisco ASDM Launcher ¥1.5{30)

Cisco ASDM Launcher ~ *Lbul:

Device IP Address [ Mame: (10.77.241.111 -
Username: ciscol2s
Password: ********|

[ ] Run in Dema Mode

| Q. || Close |

O &6

WEd,

5. [Configuration] > [Device Setup] > [Interfaces] M JEIZER L . outside 1 X —7 I A A %54
HAERLT, [Edit)| ZOUYOLET,

B Cisco ASDM 6.1 for ASA - 10.77.241.111

Fle View Tooks Weards Window Hep Look Fer; | il
@mmﬁ"‘@ ah:n|thib:|‘h‘g|QEamGR$ﬁ'w1 Gaadu,qj | D rek I cisco
Device Setup S B X : eriaces =
@ Startup Wizard - =
= Interface Name  Enabled —oo Y b Address SuboetM [add ]
=43+ Routing . L0
+3+ Static Routes Ethernetn/ drmz ves 50 10.77.241.111  255.255.2 -
QSPF Eterretnsr | | wa | | | |
%4 RIP Ethernetl/2 inside Yes 100 10.10.10.1 255.255.25
G- ElLRP Ethernetn/3 Mo
- Multicast
(38 Proey ARPS Managements/0 Ko
Devioe NarmePasswond

Systern Time

L » !

DEﬁd:lb traffic babaeen bwo or more interfaces which are configured with sama security
[ ] Enable traffic babween two or more bosts connectad 1o the same interface

L #ooty | [ Reset |
chool2d 1S a3 R [B 5/11/09 2:04:42 AM UTY

6. [Interface Name] 7 1 —JL RIZ outside & A1 L., [Enable Interface] FIT Y VRY VA&7
JICULET,

7.IP7RLAIVUT® [Use PPPoE] A7 >a> REAVEDVIYILET,

8. Y )L—7%. PPPoE 1—H&EE/NAT—READL, B PPP RIS A 7 ( PAP,
CHAP, MSCHAP ) A 723> REA &RV IV I LET,



X

§® Edit Interface

General | advanced

Hardware Port:  Ethernsti)l [ Configure Hardware Properties...

Interface Name: _;:uEIdE
Sacurity Leval: o |

[:]Dadh:ata this interface to management only

|w] Enable Interface
IF Address
(D use Static P () Obtain Address via DHCP
Group Name: CHN

FPPOE Lisarname: | Cisco
PFPOE Password: |(seses
Confirm Fassword: _iiinq{

PRP Authentication: (@) PaP  (JCHAP () MSCHAP

[ ] Store username and password in local flash | IP Address and Route Settings... |

| o [ cace |[ Hew |

9. [Advanced]Z27 &2V Yy UL, MTU B4 XA 1492 ICRRES N TWB L Z2HRRLET, &
BREREREM (MTU) Y4 Xk, BEIKIC 1492 N/ MZEREEThET, Chid, 41—
ZYNTL—ALKRNTPPPOE fziZZFF IS IEL WMETT,




#% Edit Interface

[ MTU: | 1492] ]
Mac Address Cloning
Enter MAC addresses for the active and standby interfaces in hexadecimal format (for
example 0123.4567 80948}
Active Mac Addr.. | Standby Mac Add...
| ok || cacel || Hep |

10.[OK] 22 UYL T, RICEAFXT,
M. ABUEBBIELWVWZ & ZHEEL., [Applyl 20U Y ILET,



I® Cisco ASDM 6.1 for ASA - 10.77.241.111

Fie View Tool Wikaid: Wndow Hep Look For: | |l||rl|l1
@hbma O%Mm[‘jhmm:lrg Gs;ua @mﬂm £ Back 3 "?H&bi cisco
ERTs ation > Device Set o
.-_i*E-lar Wizard
Seourity
t Efﬁ Interface Name | Erabled ey IPAddess | Submetbask  MTU R
+le Static Routes Etherrstiy ) drriz Ve 50 10.77.241.111  255.255.255.... 1,500 Mo -
+
¥ ‘ SR el Litsids 0] FPPOE) | (FPPOE)
i Erenmilie  fede 7o W I SRaEss0 150N
T Mucaet Etherrt,3 ™ Mo
) Provy ARPs Mansge men iyl T 0]
i Device Mame,Password
Syatem Time
¢ »
& - [ Enable traffic between two or more interfaces which are configured with same seourity k...
L [ Ersablie traffic between two or more hests connectid to the same interface
&Ffewall
— [ sy | Reset
choolZ3 15 =] (B 511,00 2:09:22 AM LITC

s

_:_C“L* )F:E/J‘IE%LHEVE[JTL‘%’Q.&E@WL\[J%EH-O

Output Interpreter Tool (OIT ) (BEI—HYHRH ) T, BE®D show I RAFFR—KEh
TVWET, OITZ2FEAL T, show AN RE I OB ZRRTEET,

- show ip address outside pppoe : cHOAN RZFEAL T, B|ED PPPoE V54 7> NERTE
BHREXRRLET,
- show vpdn session [I12tp | pppoe] [id sess_id | /N7 ¥ N | state | window] : PPPoE v 23>
DREERTRIDICEK, COONVRZEFERALET,
ROPlE, COOAXY RTRUENBBEHROY>TILTT,

host nane#show vpdn
Tunnel id 0, 1 active sessions
time since change 65862 secs
Renpte Internet Address 10.0.0.1
Local Internet Address 199.99.99.3
6 packets sent, 6 received, 84 bytes sent, 0 received
Renote Internet Address is 10.0.0.1
Session state is SESSI ON_UP
Ti me since event change 65865 secs, interface outside
PPP interface id is 1
6 packets sent, 6 received, 84 bytes sent, 0 received

host nane#show vpdn sessi on
PPPoE Session Information (Total tunnel s=1 sessions=1)
Renote Internet Address is 10.0.0.1
Session state is SESSI ON _UP
Ti me since event change 65887 secs, interface outside
PPP interface id is 1
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6 packets sent, 6 received, 84 bytes sent, 0 received

host name#show vpdn t unnel
PPPoE Tunnel Information (Total tunnel s=1 sessions=1)
Tunnel id 0, 1 active sessions

time since change 65901 secs

Renote Internet Address 10.0.0.1

Local Internet Address 199.99.99.3

6 packets sent, 6 received, 84 bytes sent, 0 received
host nane#

REDHE

O 74F1L—23>h5FXTO vpdngroup X RZEHIBRT 2 ICE, JO0—/V)L > 7
4 ¥ 1L —>3>2 F— RT clear configure vpdn group AN~ RZFEAL X7,

host nanme( confi g) #cl ear configure vpdn group

I X T vpdn username Y > RZHIBRT S (ZF. clear configure vpdn username AN > R & f§F
BALET,

host nane(confi g) #cl ear configure vpdn usernane

F:ChSsDOAX REAERICHE > TWVWS PPPoE #E#HICHELEH A
hNSTN A—F 42U

NSTIL1—F142590EHOOAIVER

Output Interpreter Tool (OIT ) (BEI—HYHRH ) T, BE®D show IX > RAFFR—K & h
TVWET, OIT Z2FEAL T, show AN REI DB ZRRTEET,

HE:debug ON> RZFEATAHEIIC, Tdebug AV ROEBERFER. 2ZRBLTLEEL,

- hostname# [no] debug pppoe {event | error | packet} : PPPoE V54 7> NOF/INY T & ER
FEEEDCITBICREK., COOAXVREFEALET,

H7ZXY NIRIKF 32 LREREND

R

IP address x.x.x.x 255.255.255.240 pppoe setroute IN¥ > RZFAL-&ZE, P 7 RLARIEL
KEWHETSNETH, OV RT/2BIEELELCEAM M DS, TRV RIARIHN /32 &
RRENET, B, CORSBBRIRETDIOTLLOSD,

BRRE

ChIFELVWEMETT, PPPOE /X —T7 I/ AT, Y7XRY NYAVIFEBRKRTT, ASA
FEICHTRYNIARAIEZ B2IZEELEXT,
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