ASA/PIX8.X: CLIBKT ASDM lc&BDHA I
O— RABEEACL Z@ERHALEZ VPN TP IOEAD
Radius M2 ( ACS 4.x ) DEREH

FRIZ I R—F b

B E R

Tk

=

ERIE

XY RNIT—=UK

JE—K 721tAVPN (IPSec ) DRE

CLI (2 & % ASA/PIX MERTE

Cisco VPN Client @& E

B2 D0I1—H0AD>O0—RAEEACL ZFHL = ACS DEXE
JIN—7"0X D> O0—RAEEACL ZFHAL = ACS DERE
d1—Y J)L—7® IETF RADIUS QiR E

=
20V

show crypto ANXY > R

11— TNV —7"0F D> O0— RATEE ACL
filter-id ACL

NSNS a—F42Y

X1 VF4 FPIVT—2320007F
NSTNA—F A TDEHOIAI R
B E B R

Bz

CORFAXINTR, EF2VTA TTSATOARERZYRND—O 7ORAOESHICI—H%
RATDERSICERETDHAEICODVWTHBALET, BEWIC RADIUS FAIZ A4 X—7IICT D
CENTEDRES, COETREEFIVTA FTS5AFT>2AD RADIUS FOJDREICET 215
WEEENFELA, EFIVTA FTSAT AN RADIUS H—NNHASZELETIEAURA
NMEBEEDRSICMETEIHAICOVTHALET,

TOEBLAVARNEEXIVTA PTSATAICEIO0—RTBELS5IZ RADIUS H—/V &%
ETEET, FEEF, BEABICTIVEAVARNEZA T VO—RIBDLDICERETEET, 1
—H&Ek, I—YEEOT7I0EA UANTHIAENERBEEZEFZREAIENET,



Ao O—RABERTIEA JARNE, CiscoSecure ACS #FAL TEY—NICBY AT I+

AVARNEZRBITIEEICEGEARAT—FTINEBEARETT, XUV O—RAETIEA JA N
“ba*o & T Cisco Secure ACS OFFMIICOVWTIE, TADO—RAET I AHEH) AN EIEE
9% RADIUS H—/NDFEEs BLY FTATO—RABEIPACLY Z5BL TS EEL,

IN—2 3> 8.3 LA ® Cisco Adaptive Security Appliance ( ASA ) ThH ASDM AL =RF %
BREDFFMICOWVWT TASA83x B : N—2 32 83 LARTHE® Cisco ASA THFREIC DL
T, CLI®KLV ASDM IC&BH U O0— RATEE ACL ZEAL = VPN 7 U £ A® Radius D&
#o (ACS5.x ) DEREFZSRL TS EE L,

Bl R4
B

CORFIXYNTRE, ASAHNZELICEHEL TWT, CiscoASDM »* CLI TREZZEETED &
SIEREBEETNAhTVWARZEZBELTVET,

X "ASDM A® HTTPS 7O ADFFAI 1 £/zlk "PIXIASA7.x : AEHLTATA > X—T T

A AD SSH OFFREH| Z2FRL TEEL,

FRTAIR—F> b

CORFIXVRNOERE. ROVTRIITEN—RIITON-2IVICEIKEDTT,

. Cisco BREEX1UTA FTZATAVYTRNIDIT N=232 7x AR

. Cisco Adaptive Security Device Manager /N\—2 32 5.x A&

. Cisco VPN Client /N\—= 3> 4.x LA

- Cisco Secure Access Control Server 4.x

CORFIXNOBERE, BENDTRRELCLHZITFNAAICETVTERENEENTT, <
DREFIXRNTERAITDINTOFNARR, JUTB (T7FIKN)BRETHEEZRBLT
WET, XRYRNIT—IFBBPOBEEE. IV RIREITEENEEZEZT2ICERL THL
RBENFHYNET,

B EH
CDERER, CiscoPIXEF1UT A FTZAT AN 32 TxBUEICEERATEET,

RFIXDNREOFME, RO TIV_ANTAVTADRERE ZZRLTEEL,

HRELHA

AOO—RABEIPACL 2RI L., ZHOI—YEEEI—Y% JI—7 I ERAAAER ACL
EEDOEY NEEKTEERT, CNSOACLEZNEY MME, ACLOVT UV ERIENRET,
£, NAF 2 8&IAB E, I—YHFTIOERARATBLEHDICHERTEI AAMAIVTA T NCEEE N
BDACLOVTOVEFHEATEERES, D2FY, AV O—RAEEIPACL IF 1280 ACL O
TUOVYEETEREIN, EEZWE NAF CBEFHFSsSNE D, EEE (F7FILRT)IXTO
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AAA VSA T NCEERTSNET, NAFIE. AAAOSAT7RDIP 7 RLAICKELUT,
BESNEACLOVTOYDOERZHIMELET, NAF OFM,. BLTFTUO—RTEERIP
ACL Z NAF M"8BHIT2FEIC2VWTR, TYRND—O9 TFIO9A 714N ZOBEZSHBLTLE
=L\,

A O—RABEIPACL I, XOKSICEELET .

1.ACS &, XY RD—IOADQI—Y T7OLAEFATIHEE, A 70— RAEEIPACL A
FTOI1—HEEFZOI-—HOITIIL—TICE)HTS5NhTWVWBRAESHEHRILET,

2.ACSlF, 1—HEFLEFEI1I—HY0JI—7IC8VETshizA I 0O— RAEE IP ACL Z R
92555, RADIUSRRAEIERZEELEAAA IVSA T NCEERFSsShEEACL O T
YVIVRINFFEETDHESHZHEBILET,

3.ACSIk, 1— ¥ +vy>a>®O RADIUS 7IVEAZITRNEINTY ho—3p& LT, BuifFE
ACL BLUEHIMTE ACLON—C 3 2IEETHEMEEELET,

4. AAA OSAT RN, BITN=23a2OACLAF Y Y2 2280 (DFY, ACLAFLL
M BEEHTWVWS ) LIBETDE, ACSRHLWACLEZERGETY 7F—RE iz ACL
BTFNAAICEELET,

Fh, E1—YFEEEEI1—Y J)L—7 0 RADIUS Cisco cisco-av-pair & 1% [26/9/1] T® ACL @
REOKRDYIC, XVVO—RHAEIPACL ZFERTHCEETEERT, XVO—RAEIP
ACL ZHERL THRBIZF T &K, TORBMZSRBL T, ZEI21—HFLEI1I—HY JTI—7
DETNTNICADO0—RAEIPACL ZE|V) ¥ TR eENTEXRT, I—HFELEFI— T
—7'Z &2 RADIUS Cisco cisco-av-pair B ZBRET D LN E, CORERSIHNMENTT,

ESIC, NAF ZEATRCEICKY, BUI—YEERI-—HVOJIL—-T7ICHLT, FALTVL
2AATTATNCELTEAD ACLOY T Y ZERATEERT, ACSHSEUO—R
AR IPACL ZHEATALSICAAA I TA TR ERETIE, ThUAZ AAADZATU N
ERETIHLERFHYNELEA, FVVO—RABEACL F, BUETATWVWAINY ITYTHAR
ERERARNICEI>TREENET,

ACSWeb 1A —T7IAAICACLERZANTREE, F—J—RXBIN)EFEALE
WTLEEL, TOMOHSWBZIIHBVWT, ¥V O—RAEIPACLZERALELSELTY
BDAAAIVTAT U NOEENZ ACL AN REBXB LV EN T OREFEALTSEEL,

ACSICANT S ACLEEIE., 1 DFEEFEHRD ACLOAY > RICEK>THEREhET, £OT
REZFNZFNBIDOITICADETNET,

A O—RAREIPACL ICIE, BRIffE ACLOVT VYA 1 2ULEEBMTEET., F7 1)
RT, FACLOVTOVYVRRIRTODAAA VAT NIEBRAEhET, L. NAF ZE&HL
TW3EEE., BEMNITANAFICUARENEAAM ISATRAOEACLOTY DE
BAZ#IRTEET, DFY., NAF 2FHT2E, BE—DADO—RAEIPACLAT, XY b~
D=0 2F1V)TA45BICRHUTERODERD XY ND—0 FNAAELEREZRY NDO—20 7N
ARAITIN—=TICEACLOAVTF Y EBRTDENTEET,

T, A OO—RAEIPACLAICHZ ACLAVTVYDIEFEZEETHEETEXT,
ACS k., T—7 I OEEALAS ACLOAVT Y NOREZREBL T, FHAENWTWVWS AAAITAT
VREEUNAF TRAIICE DA 2EACLOAVTUOVYEA D O—RLET, EFERETDE
ZF, RELEICEHATEDACLORNBEZVARNDLETICHETDE, SATLAEZNRNICTE
£9, HOWICEEITDAAM ITAT RN NAFICEENTVBRHAICEK. &V EAHNE
ACLOVTUYNS LY —WNEACLOVTVYDBEICERELETAERSBEVWI L Z2RET
BDRENFHYET, EXIE. ACS (&, [All-AAA-Clients] ® NAF RECBEES TS5 iz ACL O
DFOYEINTAIO—RL, VDANADOEFRKIYETNUOACL ATV IRRTNTERL
9,
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BEDAA VZATRTE I O—RAEIPACL ZHEATSICEE. AAADSA TV RAIRD
BRICESBENHYKRT,

. E%5FIC RADIUS #{EH 93
CADOUO—RABEIP ACL ZHR—KLTWS
A O— RARE IP ACL ZH7R— K33 Cisco /N1 ANl & RICRLET,

ASA BRU PIX F/NAL A

-VPN3000 > U—X At KL—2&

10S /NN—23 > 1238)T AEZXRTITRH A FNA A
R DFE. [ACL Definitions] 7R ¥ 27 AT VPN 3000/ASA/PIX 7.x+ ACL D ANICERTZHEN D
BERERLTVET,

permt ip 10.153.0.0 0.0.255.255 host 10.158.9.1
permt ip 10.154.0.0 0.0.255.255 10.158.10.0 0.0.0. 255
permit 0 any host 10.159.1.22

deny ip 10.155.10.0 0.0.0.255 10.159.2.0 0.0.0.255 |og
pernmit TCP any host 10.160.0.1 eq 80 | og

pernmit TCP any host 10.160.0.2 eq 23 | og

permit TCP any host 10.160.0.3 range 20 30

permt 6 any host HOSTNAMEL

permt UDP any host HOSTNAME2 neq 53

deny 17 any host HOSTNAME3 |t 137 | og

deny 17 any host HOSTNAME4 gt 138

deny I CWP any 10.161.0.0 0.0.255.255 | og

permt TCP any host HOSTNAME5S neq 80

BXJE
COETE, CORFIAT NTHIET D MEORECHERERERMBLET.

E ORIV AVTHEATATVS AN ROFMZFRANSICIE., Command Lookup Tool ( &
gI1—HYER ) ZFERALTLEEL,

XY BND—UK

CORFIXVRNTR, RORY ND—UVBHZEALTVWET,
ECORETHEALTWARIPTRLAARAF—LR, A 2—FXYNETERCIL—FT12TT

BEENDTRHYEEA, CNSFERFC1918 TOT RLATHY, FARBRBETHEAENIEZED
7,

JE—K POt A VPN (IPSec ) DERE

ASDM O F|I§
DE—NT7OEAVPNZRETRICIE. XOFIEZETLET,

1. [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Advanced] > [IPSec]
> [IKE Policies] > [Add] ZiERL . ISAKMP R > —ZHERKL £T,

2. ISAKMP R > —DFFHERZRXORSIZEREL T T, [OK]. [Apply] DIEICOUY ILE
E

3. [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Advanced] > [IPSec]
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> [IKE Parameters] Z3&RL ., AP Z—TIA ALD IKE ZBRICLET,

4. [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Advanced] > [IPSec]
> [IPSec Transform Sets] > [Add] DJEIZIEIRL, XD &S I(Z ESP-3DES-SHA RS> R 7 #
—LZERLET, [OK]. [Apply] DIBICOVY OLET,

5. [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Advanced] > [IPSec]
> [Crypto Maps] > [Add] DJEIZEBIRL, RO &S Priority 1 DX A FIv U R —%F
DESYY7TEZERLET, [OK]. [Apply]l DIBICODY OLET,

6. [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Address Assignment]
> [Address Pools] ZiZRL T [Add] 22y YL, VPN OISZAT> N 1—%DO VPN IS
AT NZEMLET,

7. [Configuration] > [Remote Access VPN] > [AAA Setup] > [AAA Server Groups] ZiZIRL T
[Add] 22Uy oL, AAAST—NOJI)—7R27ORINZEMLET, AAAH—/ND
IP7RLA(ACS) ECOY—NDERTDAEZ—TIAAZEMLET, [RADIUS
Parameters] TU 7 TH—/\MEF—ELEBMLET, [OK|ZVUYILET,

8. [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [IPSec Connection
Profiles] > [Add] ZBIRL ., XOKLSICM RN TI—TZEBMLET ( LEAE,
TunnelGroup1 ZBNL . BRIHEE% cisco123 IZFREL £ T ) . [Basic] 7 ® [User
Authentication] 7 41 —J)L RT, =N JI)I—7"& LT [vpn] ZiBIRLET, VPN IS4 T >
N 1—4® [Client Address Pools] & L T [vpnclient] Z1#IRLET, [OK]|ZIUYILET

9.IPSec 7Vt A®D [outside] 1 V> Z—T7 I A AZBMICLET, [Applyl ZOUY UL T, &

ICEXAET,

CLI Ic &% ASA/PIX DERE

BARDATY 7TZRITLTDHCP Y—NZREL., OAXZ RZA42H S5 VPNClient I IP 7 RL

AEE)LTET, EATHEIANCRIEOVTOFME, TUE—K 7IH R VPN ORE,
71 FCisco ASA 5500 ¥ ) —XBIEEtF1UF A FTIAFVA, AV R YT FLUR

1 ZZRLTLKEE,

ASAFNNAATHOETIA714F¥21L—>3>

ASA# sh run

ASA Version 8.0(2)

|

I--- Specify the hostnane for the Security Appliance.
host nane ASA enabl e password 8Ry2Yj |yt 7RRXU24 encrypted
names ! !--- Configure the outside and inside
interfaces. interface Ethernet0/0 naneif inside
security-level 100 ip address 10.1.1.1 255.255.255.0 !
interface Ethernet0/1 naneif DMEZ security-level 100 ip
address 172.16.1.2 255.255.255.0 ! interface Ethernet0/2
nanei f outside security-level 0 ip address 192.168.1.1
255.255.255.0 !--- Qutput is suppressed. passwd

2KFnbNI dI . 2KYQU encrypt ed boot system di skO:/asa802-
k8.bin ftp node passive access-list 101 extended permt
ip 10.1.1.0 255.255.255.0 192.168.5.0 255.255.255.0 !---
Radi us Attribute Filter access-list new extended deny ip
any host 10.1.1.2 access-list new extended permt ip any
any pager |lines 24 |ogging enable | ogging asdm
informational ntu inside 1500 ntu outside 1500 ntu dne
1500 ip local pool vpnclientl 192.168.5.1-192.168.5.10
mask 255.255.255.0 no failover icnp unreachable rate-
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limt 1 burst-size 1 !--- Specify the |ocation of the
ASDM i mage for ASA to fetch the image for ASDM access
asdm i mage di sk0:/asdm 613. bin no asdm history enabl e
arp timeout 14400 gl obal (outside) 1 192.168.1.5 nat
(inside) 0 access-list 101 nat (inside) 1 0.0.0.0
0.0.0.0 route outside 0.0.0.0 0.0.0.0 192.168.1.2 1
timeout xlate 3:00:00 tineout conn 1:00: 00 hal f-cl osed
0: 10: 00 udp 0:02:00 icnp 0:00:02 timeout sunrpc 0:10:00
h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00 ngcp-pat 0: 05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0:02:00 tineout uauth 0:05:00 absol ute
dynami c- access-policy-record Dflt AccessPolicy !---
Create the AAA server group "vpn" and specify the
protocol as RADIUS. !--- Specify the CSACS server as a
menber of the "vpn" group and provide the !--- |ocation
and key. aaa-server vpn protocol radius max-fail ed-
attenpts 5 aaa-server vpn (DMZ) host 172.16.1.1 retry-
interval 1 tineout 30 key ciscol23 http server enable
http 0.0.0.0 0.0.0.0 inside no snnp-server |ocation no
snnp- server contact snnp-server enable traps snnp

aut hentication linkup |inkdown coldstart !--- PHASE 2
CONFI GURATION ---! I--- The encryption types for Phase 2
are defined here. !--- A Triple DES encryption with !---
the sha hash algorithmis used. crypto ipsec transform
set ESP- 3DES- SHA esp-3des esp-sha-hmac !--- Defines a
dynamic crypto map with !--- the specified encryption
settings. crypto dynami c-map outside_dyn_nap 1 set
transformset ESP-3DES-SHA !--- Binds the dynamic map to
the | Psec/| SAKMP process. crypto nap outside_map 1

i psec-isaknp dynam ¢ outside_dyn_map !--- Specifies the
interface to be used with I--- the settings defined in
this configuration. crypto map outside_map interface
outside !--- PHASE 1 CONFI GURATION ---! !--- This
configuration uses | SAKMP policy 2. !--- The
configurati on conmands here define the Phase !--- 1
policy paraneters that are used. crypto isaknp enabl e
outside crypto isaknp policy 2 authentication pre-share
encryption 3des hash sha group 2 lifetine 86400 no
crypto isaknmp nat-traversal telnet tineout 5 ssh tineout
5 consol e tineout O threat-detection basic-threat
threat-detection statistics access-list ! class-nap

i nspection_default match default-inspection-traffic ! !
policy-map type inspect dns preset_dns_map paraneters
nessage-| engt h maxi mum 512 policy-map gl obal _policy

cl ass inspection_default inspect dns preset_dns_nap

i nspect ftp inspect h323 h225 inspect h323 ras inspect
net bi os inspect rsh inspect rtsp inspect skinny inspect
esntp inspect sqlnet inspect sunrpc inspect tftp inspect
sip inspect xdncp ! service-policy global _policy globa
I group-policy DfltG pPolicy attributes vpn-tunnel -
protocol |PSec webvpn group-policy G oupPolicyl interna
I--- Associate the vpnclient pool to the tunnel group
using the address pool. !--- Associate the AAA server
group (VPN) with the tunnel group. tunnel-group

Tunnel Groupl type renote-access tunnel -group

Tunnel Groupl general -attributes address-pool vpnclient
aut henti cation-server-group vpn !--- Enter the pre-
shared-key to configure the authentication nethod
tunnel -group Tunnel Groupl ipsec-attributes pre-shared-
key * pronpt hostnane context

Crypt ochecksum e0725ca9ccc28af 488ded9ee36b7822d : end
ASA#




Cisco VPN Client ®DE&5E

ASA DERTEICKIILEC & &R T BIC(E. Cisco VPN Client Z#H L T Cisco ASA IC#E#:L T
HERT,

1. [Start] > [Programs] > [Cisco Systems VPN Client] > [VPN Client] ® JEIZEIRL £,

2.[New] 22 1) v 2L T, [Create New VPN Connection Entry] 74 > RO ZBEEE T,

3. WU VWEROFABHREAILET, BERINVOBTMEHAZAILLET, Host RY
DAL, ASAD Outside D IPPRLAZANILET, RIC, ASATEREEZIhTLVWS VPN
N>ZIL JI—72 ( TunnelGroup1 ) E/NAT— R ( BRIHER - cisco123 ) ZANLF
9, [Save] 2V VY ILET,

4. ERAITREHZIVYIL, VPNClient X142 14> RJ® [Connect] BV JY UV LET

5. 707 MARRE 5. Username : cisco, [Password:] (C password1 & AL L. [OK]
ZOUYOLTUE—M XY RND—DICERLET,

6. VPN Client ’FRRH A kD ASA ICEHRENE T,

7. BHENEEICRIE -5, Status X Z1—AH 5 [Statistics] ZiBIRL ., M XL OFEMBER
ZHFELET,

B2 01— 0A V> O0— KA ACL ZfEAL iz ACS DEEE

Cisco Secure ACS LA D O—RAEZRT VA VAN EREO774) AR—F2 K
ELTREL, TOTIOEA VAN EIIN—T7FEEELOI—HICEIV)HTHENTEEXT

o

BAFTZIVIO TOEA VAN ERETRICRF. ChEYR—hTB&L5IC RADIUS H—/NEK
ETRIHENfNHYVET, I—FHFRALEhsd &, RADIUS H—NAS5EF21UT1 TT75A47
JACEDVO—RARBTIEAVARNEKLEGTI7ERA VARNEBNEBEENET., FAIEDOY
—EANDT I EANTIVEA VANCE > THAREGRERENET, Bty ayrzq
LT INIBRDE, COTITEAVARNGEFIVT A TTZAT AN SHIRENET,

CDHITIE, IPsec VPN 11— cisco NEEFEICERIEE N, FUO—RAGEBZTIEA VARY
RADIUS H—N\AStEF21 VT4 FTSAT 2 AILEEENET, 11— Tciscol & 10.1.1.2
HB—NOK_TIOELATE, TOMIXNTOTIVELARAZIEELET, ACLEZRERITSICEK., T
—H/ON—=—TDF D O—RAEEACL) ZSBL TS EEL,

Cisco Secure ACS T RADIUS ZEXET B ICIE. XROFIEZETL TS EEL,

1. Z 81T [Network Configuration] Z3i#3R L, [Add Entry] 22 1) v 2L T, RADIUS H—/\ 7
—BAR—AICASADOI>RNUZEMULET,

22.954AT7>NIP7RLA 74—=)LRIC172161.2 EA DL, HEEMEFEF— 71 =)L RIZ
"cisco123" E AN L F T, [Authenticate Using] ROY 7’A D> RY U AN S [RADIUS
(Cisco VPN 3000/ASA/PIX 7.x+)] Zi#IRL E T, [Submit] Z0 Y I LET,

3. Cisco Secure *—XXR—AD [User] 74 —J)LRIZI—YBZAHLTH S, [Add/Edit] 275
VY OLET, cOflTHI—HAEIF cisco T,

4. ROD 142 RIT, cisco D/NAT—RZAHDLET, CopfiTte., NAT—RE
password1 T9, #&TL%ES, [Submit) 2O Y ILET,

5. [Advanced Options] R— Tld, ACS THRRENDIBELAT VIV ERETEET, £
ALBVESELRATAVZIERRICTDE, ACSWeb 1 EZ—T I 4 ADMOEFEICE



RENBIR—TBDVTIVICTEET, [Interface Configuration] 22 )Y I L., RIZ
[Advanced Options] Z %2 1) ¥ 2 L T [Advanced Options] R—> &2 R/RL £ T, [User-Level
Downloadable ACLs] & & O [Group-Level Downloadable ACLs] F T Y VRY VA& F /I
L &9, [User-Level Downloadable ACLs] : DA 7> a>vZEFICTDE,
[Downloadable ACLs] £ < 3> A" [User Setup] R—> TA Z—7ILICE V) £F, [Group-
Level Downloadable ACLs] : DA 7’2 3> %F>IC9% &, [Downloadable ACLs] £
3> A" [Group Setup] R—J TA ZX—TILICHKRVET,

. FTES—2 3> )N— [Shared Profile Components] Z%2') ¥ 2 L. [Downloadable IP

ACLs] Zi#IR L £ 9, #*: [Downloadable IP ACLs] A" [Shared Profile Components] R— (Z
KTRENBZWESE, [Interface Configuration] 222 3 > ® [Advanced Options] R—< T,
[User-Level Downloadable ACLs] 7> 3 > £ =ik [Group-Level Downloadable ACLs] 7 7°
2arv, BB IVETOAFEAZ—TIICTEIXEN HYET,

.[Add] 221 YU LET, [Downloadable IP ACLs] R—I HFRRENET,
[Name] RY U RIC. HLWIPACL DEBIZANLET, 3 IPACLOEHICIE. BAT

QI XFETHEATEEFET, BAICAR—RAFLRRONFEZEHDERFRTEEREA, /\
A7 (-). EBAYI([). EBAHYI(]). AZvyZ2 (/). slAF("). EWFE
Ay (<), AWEAYIA(>)., NAT7> (-). [Description] RY JAIC, FHILWIP
ACL OFHBRZANLET, BBAICIK, RRT1,000 XFETHERATEERT, HL L IPACL
ICACLOYTYYEEMTBICE. [Ad 2OV Y I LETS,

[Name] RY JAIZ, ILWACLO TV DOHEBZANLET, FEACLOAVTYDAE

BICE, MAT 27T XFETHEATEERT, BAILCAR—AFTLRRAONFZEODI LR
TEEBA. N\N172(-). EAAYI([). H®AAYIA(]). AZYv>1 (/). 51H

F(")., ELWF¥AHYA (<), GWEHAYA(>). N1 7> (-). [ACL Definitions] 78 ¥

DA, FLWACLEEZZANLET, FEACSWeb /X —T I A AICACLEERZ AN
THEE, F—D—RXFHIMVZFEALBVTEEZY, KD YIZ, permit T

deny ¥F—TJ—RTHBLET, ACLOAVT UV ZREFETSICE, [Submit) 20D Y ILE

CP

10. [Downloadable IP ACLs] R—Z A &kREh, LW ACL Q27> [ACL Contents] /1

11.

SALICRBIETRENE T, ACLAVTYVIC NAF ZBHER TS ICIE, LW ACL O
TV OAAICH S [Network Access Filtering] RY 2 AN S NAF Z&8RLET, F7 7
JLNTIE, NAF & [(All-FAAA-Clients)] ICRREE NE T, NAF ZE|V) HTHWEE, ACS
FEACLOAVTUYZEINTORY ND—0 FNAAICEENFET. CcOQNEHNFT
INTT, ACLOAVTVYDNEFZRETDICIE. ACLEZDA S>3 KRR %D )
YOLTHS, [Up]l £k [Downl 20U Yy LT, UANKADO ACL ATV DUEE
ZTELET, IPACL ZREFETBICE., [Submit] #V DY I LET, FACLOAVTOVYD
JEFFIEEICEETT, ACSIREENSIBICREZRMBL., ZHT S NAF BRE ([Al-
AAA-Clients] 7 2 )L "REREZ ST ) ZF OHUO ACL EXETEA D O—RLET,
BE,ACLOAVTVYOVARNE, REEGNA (REENZ )NAFO ACLOAY TV
hSBE—KREE ([AI-AAA-Clients] ) NAF ® ACL OV T Y DIEICREENE T, X
:ACSICEK2THULWIPACL AFALEh, I<SICAMICAYET, L&A, IPACL %
PIX Firewall AICERAT2EE. 1—Y 7O77A4ILNFELEEIIL—77A774LICEFD
AOUO—RAREIPACLAEVY Y TSI —HEEIELES ELTWS PIX Firewall ¥
XNTICHL T, IPACL Z#XETEET,

[User Setup] R—ZICBEIL., [Userl R—2 Z#mEL £9, [Downloadable ACLs] £ <
AT[Assign IPACL] FIVIRYIREZAVIZLET, FIVIRYIREFVICL
£F9, VANASIPACLZEBRLET, I—HY THIOUN AT ORENETTL
=5, [Submit) 2OV Y O LTAT>a>aREBRLET,



TJIW—T0A I 00— RABEACL EEHL = ACS DERE

"BA20I1—H0OX I O—RAGEACL ZFEHAL I ACSDERE I DATY T 1Hh59%2R%
%, LTFTOATY 7 ICHE> T Cisco Secure ACS TYI—7RAOA > O—RAJEE ACL &
LET,

L
ARIE

ZDHID IPsec VPN 11— Teiscos & VPN JIL—TICBLTVWET, VPN IIL—F RD> —
FEIN—T7AOINTOI—HICERAETNET,

VPN J)L—7" 12— Tciscos FREFEICFEE N, RADIUS H—NAH T O— RAGEET I+
AVANZEFIVT A TTZATVARACERFELET, 11— Tciscos & 10.1.1.2 H—/XD &
ICT7OEATE, TOMINTOT IV EAZEBLERT, ACL ZH#FEITHICK., "I1-—H/J)
—7DE I O—RABEEACL) Z5RLTLKEE,

1. FET—2 32 )N—® [Group Setup] 2021 Y I LE T, [Group Setup Select] R—I A%k
TENFET,

2.Group1 O&EFIZ VPN ICEELTAHA S, [Submitj 20y OLET,

3. [Group] UAKRTIIL—7"%38IRL . [Edit Settings] 22 Y I LET,

4. [Downloadable ACLs] 20> 3> ® [Assign IPACL ) FIVYIORY DREFICLET, U
ARNAS IPACL ZBIRLET,

5. T IN—T7REZREFETBICIE, [Submit) 2OV Y I LET,

6. [User Setup] IC#EH&, JI—7 VPN ICEBMTSD1—HZmELET, KTLES
[Submit] 29 Y OLET, chT, VPN IIL—TEREBEThEFA V> O— RARE ACL &
chl— *fﬁtiﬁiﬁéh6$5t7}ﬂ)¥'§'o

7.0 TI)N—TREZHETRDBEER. DEICRHLUT, COENFIEZERTLET,

11— FJ)L—7® IETF RADIUS N8 E

—HRIAFIC, EFIVTA TTSATUATERBZHROT 7R ) ANDEE%Z RADIUS
H—N\ASHADUO—RTBICIE, IETF RADIUS filter-id B ( BHES 1) ZXDKSICHRE
LET,

filter-id=acl _name

VPN J ) —7 11— cisco FIEEREICRIELEN, EFXF21UT A FTSATATHEREZRDT D
A UARNDACLE (new ) & RADIUS H—NIC&k 2 THAIVO—R&EhEd, 1I—H% T
ciscoy &, 10112 H—NZKRE, ASADZXY RNT—TJHRODIXRTOTFNA AT IV EATEE
¥, ACL #HEFRTSI(ZIE. TFilter-ld ACL, ZZBL TS EEL,

COBITE, ASATOT7AINZD)TRAICnew EVWSHERID ACL ZBEL TVET,

access-1ist new extended deny ip any host 10.1.1.2 access-list new extended pernit ip any any
IETF RADIUS SRENT X —R I, ROFZHKNBLEhBFECRUYRTENET, KOKSIC
BEBATHBD L

- [Network Configuration] T, AAA V547> MA" RADIUS 7O KRIJIILOVWThA ZFEHRATS
- Web 4 22 —7 I 4 AD [Interface Configuration] £ 3 > ® [RADIUS (IETF)] R—< T,
JIL—7 LAXRILDO RADIUS BN 1 Z—TIIZHE 2TV,
RADIUS Bk, ACS ASERBID AAAVSA T NIEI—YRHOZTO774ILEL TEE
ENET,



EEE(DQJL T7OEI—HICNTRHEAEL TEAE NS IETF RADIUS BHZRET S ICIE.
ROBEZRITLET,

1. FET—2 3> )N—® [Group Setup] 221 Y I LE T, [Group Setup Select] R— #' &
RENFET,

2. [Group] VARTIIL—7"%2IRL ., [Edit Settings] 22 ') Y UV LET, [Group Settings] X
—N—BLIZFOIIN—TOREEHFRRENET,

3. [IEFT RADIUS Attributes] IC A2 O—J)LLET, %K IETFRADIUS BEICHL T, RENDY
N—T%2RBAUATIHENHVYET, [[011] Filter-Id] BEDF T Y IRY VREFICLTH
5. COBMNBTELTASATEENACLE (new) 27 4 —JLRIZEMLET. ASA
@ show running configuration D HZSBL T EE L,

4. I N—TREERELTI<ICEATSICE, [Submifl. [Apply] DIEI YUY S LT, 3

N —TREEZREFELTETERATSICE., [Submit) 22UV ILET, EEEZERETD
X{EN TE 25, [System Configuration] > [Serwce Control] Zi8IRL £ 9, XIC. [Restart]
ZEBIRLET,

i

CCTR, RENERCBELTVDS L ZRRBLET,

Output Interpreter Tool ( OIT ) ( BHEI—HYEH ) TR, BHEOD show X RAHR—KEh
TVWET, OITZFEAL T, show X REIDOBEMER R TEET,

show crypto N> R

. show cryptoisakmpsa : E7DBRED IKEEF1UFT a4 PYTI—232 (SA) IXT%E

é%iﬁ'«fgfifo ci scoasa# sh crypto isakmp sa Active SA: 1 Rekey SA: 0 (A tunnel will report 1
Active and 1 Rekey SA during rekey) Total IKE SA: 1 1 IKE Peer: 192.168.10.2 Type : user
Rol e : responder Rekey : no State : AM ACTI VE ci scoasa#

. show crypto ipsecsa : IR7ED SAAFERAL TVWBEREZRTRL EF T, ciscoasa# sh crypto
i psec sa interface: outside Crypto map tag: outside_dyn_nep, seq num 1, |ocal addr:
192.168.1.1 local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0) renote ident
(addr/ mask/ prot/port): (192.168.5.1/255.255. 255.255/0/0) current_peer: 192.168. 10.2
usernane: cisco dynamic allocated peer ip: 192.168.5.1 #pkts encaps: 65, #pkts encrypt: 65
#pkts digest: 65 #pkts decaps: 65, #pkts decrypt: 65, #pkts verify: 65 #pkts conpressed: O,
#pkts deconpressed: 0 #pkts not conpressed: 4, #pkts conp failed: O, #pkts deconp failed: O
#pre-frag successes: 0, #pre-frag failures: 0, #fragnents created: 0 #PMIUs sent: 0, #PMIUs
rcvd: 0, #decapsul ated frgs needing reassenbly: 0 #send errors: 0, #recv errors: 0 |loca
crypto endpt.: 192.168.1.1, renote crypto endpt.: 192.168.10.2 path nmtu 1500, ipsec overhead
58, nedia ntu 1500 current outbound spi: EEFOEC32 inbound esp sas: spi: O0xA6F92298
(2801345176) transform esp-3des esp-sha-hnmac none in use settings ={RA, Tunnel, } slot: O,
conn_id: 86016, crypto-map: outside_dyn_nap sa timng: remaining key lifetime (sec): 28647
IV size: 8 bytes replay detection support: Y outbound esp sas: spi: OxEEFOEC32 (4008766514)
transform esp-3des esp-sha-hmac none in use settings ={RA, Tunnel, } slot: 0, conn_id:
86016, crypto-map: outside_dyn_map sa timng: remaining key lifetinme (sec): 28647 IV size: 8
bytes replay detection support: Y

A—YTN—=T DA O0— RaaE ACL

d—% cisco DAV O— RAE ACL ZFFZELET., ACL Ik, CSACS AS5ATUO—REhFE
ERD

ci scoasa(config)# sh access-list access-list cached ACL log flows: total 0, denied O (deny-flow


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

max 4096) alert-interval 300 access-list 101; 1 elements access-list 101 line 1 extended permt
ip 10.1.1.0 255.255.255.0 192.168.5.0 255.255.255.0 (hitcnt=0) 0x8719a41l access-|ist #ACSACL#-
| P- VPN_Access- 49bf 68ad; 2 el ements (dynam c) access-list #ACSACL#-| P-VPN_Access-49bf68ad line 1
extended permt ip any host 10.1.1.2 (hitcnt=2) 0x334915fe access-list #ACSACL#-I|P-VPN_Access-
49bf 68ad | ine 2 extended deny ip any any (hitcnt=40) 0x7c718bdl

filter-id ACL

[011] Filter-Id A" )L—7" VPN ICHEHAZEh, COJI—7TDI1—HF ASA TERES hI-
ACL (new ) I TT7 1IN BITENET,

ci scoasa# sh access-1li st
access-1ist cached ACL log flows: total O,

deni ed 0 (deny-flow max 4096)

alert-interval 300

access-list 101; 1 elenents
access-list 101 line 1 extended permt ip 10.1.1.0

255. 255, 255. 0 192. 168. 5. 0 255. 255. 255.0

(hitcnt=0) 0x8719a411
access-list new, 2 elenents
access-list newline 1 extended deny ip any host 10.1.1.2 (hitcnt=4) 0xb247fec8 access-list new
line 2 extended permit ip any any (hitcnt=39) 0x40e5d57c

NZTNaA-F12T

TR, BEORNS TN 1—TFT 4T ICRAIDBRICODVTHALET, FNYITHAHE
BALTLWET,

F:UE—NT7O1ERAIPSec VPN OFF#lllE, T—HHE 2L B LTV E—K 721X IPSec
VPNO RS TINA—FTAVTHFECLDODVWTy #2SBLTLSEEL,

tXa1UF1 FPIYST—23200VF

RSTN21—F14200%75BICk. ZEZNALE. BFEoeF21)F1 7Y I—>3>
ER/FTIOUTLTILKEEY, PIXDEET—RT, AOON REFEALET,

- clear [crypto] ipsecsa : 7 VT 1 775 IPSec SA ZHIBRL £9, crypto F—T—RiEF7>
a>T9,

. clear [crypto] ipsecsa : 7V T 4 7 7% IKE SA ZHIBRL £F, crypto F—D—RixA7> 3
~T9,

RSTILNS1—F42F70EHOIAI K

Output Interpreter Tool (OIT ) (BEI—HYEHH ) TR, BE®D show I RAFFR—KEh
TVWET, OITZFEAL T, show X REIOBEMZER R TEET,

AE:debug INY RZEATBHEIIC, Tdebug AV ROEERZEH. 25RLTSLEEL,

. debug cryptoipsec7: 7I—AX 2 M IPSec x> I —>3a>vaRRLET,
. debug cryptoisakmp 7 : 7I—X 1 ® ISAKMP X > I —> 3 & RRLET,

BYE 15§
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- Cisco ASA 5500 ) —RXBEBREFI1 VT A PTSAFTOACHITDHR—K R—D
. Cisco ASA 5500 > ) —XBEBEF1 VT A PTFAF2A, AXVRUTZFPLURA
. CiscoPIX500 ) =X X1 UTA PTFAFT VA BR—K R=D

- Cisco Adaptive Security Device Manager

-IPSec XA IT—a>V/IKEZOMINLCBETEZHR—K R—=T

. Cisco VPN Client [cBEB ¥ Y R—K R—D

- Cisco Secure Access Control Server for Windows

- Requests for Comments ( RFC )

cTOZHAINYR—=—bE RFI XTI - Cisco Systems
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