ASA/PIX : ASDM & DHCP H— /SR L =
IPsec VPN Client 7 KL ARTE D &EH

>

=W,

& U
Bl 12
=4
FHTRAR—F b
B E R
®EE
E=HH
EBRE
XY RI—=UK
JE—K 721tAVPN (IPSec ) DRE
CLI ZfEFH L /= ASA/PIX DR
Cisco VPN Client D&%

o
show ¥ > R
NSNS a—F42Y
X174 FIT—2320007F
NSFNZA—TFT420DEHODIAI R
TNy F o H 5l
B E B R

FU®IC

O RF 21X NTIE, Adaptive Security Device Manager ( ASDM ) 71k CLI ZEAL T
mmpﬂ NN OSAT2NIP T RLAZETNTO VPN Client IR TZE % K5 Cisco 5500
SD)—XBREEEFXIVUTA TTIZAT A (ASA) ZRETDHEICOVTHALET,
ASDM T, ERNWTHEANBRZE Web R—ANEBA U RX—TIAAICKY), D—=ILKRIS
ANDtEFIVT 1 EBEERBENEBHEENATVET, Cisco ASA NERENTT T2 &, Cisco

VPN Client 2L T, ChZHBRTEET,

&
)

k

A
_H'.

Cisco VPN Client ( 4.x for Windows ) & PIX500 > —X F*1)F 14 PTSATVARATXED
BICUE—NT7OEAVPNEHRZRET D HEICODVTIE, rPIX/ASA 7.X B LU Cisco VPN
Client 4.x T Active Directory (X9 % Windows 2003 IAS RADIUS SR A T2 = DEREHI
1 ZSRBRLTLSEETV, UE—BM®D VPN Client 1—% (& Microsoft Windows 2003 Internet
Authentication Service ( IAS ) RADIUS #—/\7%Z £/ L T Active Directory ICX 9 3R 21TV E
3-0

Cisco Secure Access Control Server (ACS /N\—2 32 3.2) ZfEH L/'CTQE-”; ( Xauth ) AIC
. Cisco VPN Client ( 4.x for Windows ) & PIX500 > —X F¥1)F14 PTSATARTX L
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OBEIC)E—BN 7Ot A VPN E%’T: BREITHAHEICODVWTIE., TPIX/ASA 7.x & Cisco VPN
Client 4.x @ Cisco Secure ACS 5% nft}?ﬂd) SEH, Z#SHBLTLSEETL,

BIRSR M
B4

;GDI\:FJX/I\'CLZ ASA N"ELIZEEL TWT, CiscoASDM & CLI TREZZEETED X
SICRETNTVRCEZBELTVET,

Zx: "ASDM A® HTTPS 7O ADFFAI ) £/zlk "PIXIASA7.x : AEHLVATA > X—T T
A AD SSH DEREH|, 2L TEE W,

FATRIIR—F>b

CORFIXVRNOBERE. ROVTIKRIITEN—RIITON-TIVICETIKEDTT,

. Cisco EREEFX 1T A FTSATAVIRNIIT N=232 7x LR

. Adaptive Security Device Manager /X\—2 3> 5.x LA

. Cisco VPN Client /N\—= 3> 4.x A&
AKEDOEHRIEE, BENDTARREILHDTF/NAACEIVTHERENEENTT, CORFIXY
NTHEATEZINTOFNA AR, FH (F74IEN ) BREORELNSEEBLTVERT, &HEF
DEXRY ND—UTHEEZITSHES., AN ROEEIIODVWTHDICEBRUES A THEELTLKE
=L\,

B8 E S M

CDEREWR., CiscoPIXtEF21VFTA FTSATAN—230 7TxBRICEBETEEY,
R0E

REIXRNREOEME., TARAOATIZAINTAVTAORREEL 25BLTLSEETL,

HREH

JE—NT7O9EAVPNIE, ENAII I—HYHrSsOERZMEBL, HEBEOXRY ND—0I&Z£I(Z
BIETEDELSICLET, ENAMIIL I—YEFE. BEDOPCICA > AKR=)LL % VPN Client Y 7
ROIT7RGERALT, ZeBELEZMIUTEET, VPNClientld, CnSDEXRZZITAND &
SHREESNTVBIRRYAS NOTFNAANDOERZRBLET, COBITHEATEIFRYAND
FNAA K, FAFIVIORBEIY S =2EFHTS ASAS500 ) —AOBEEEF2IUTA T
AT 2ATY,

TXIUTFA TTSATAODT RLABETR., NoRIBRHATTSAR—NZYRND—T0D
DY—=AICIOFA T RNEERTDIPTRLAZRETDHEN HYVET, TOLSICLT, 7
SAT RN TSAR—=N XY ND—VICEEERENTVIDIDOLS ICHETDIELSICLET
o El, CCTR., 95472 NCEINYETENETTZAR—NIP7RLAODAEZFRWVWET,

TZAR—NZYRND—=DOLOFOMO)Y—RAICE)H TN IPT7RLARK, VPN EET
FE<, XY RND—VEBEBEKO—HBINETTFSNET, LENF2T, CTSTIPF7RLAIK
ERTBDHEEEFE. 94T N2 ZRILODIRIRAVNELTHEEEED, 7'T4RK—F X
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YRD—=UDTRLYSIFATEEEND IPT7RLAZEKRLEXT,
COETR, CORFIXYNTHATIHREOREICXEZRBERHELET,

X0tV aADTHEATSATVWSIN Y ROFMZEFANSIZIE, Command Lookup Tool ( &
B|I—YER) ZFEALTSEEL,

XY BRD—IHK
CORFIXYRTR, ROXY NDJ—UBREEALTVET,

192.168.1.1 C
- veoud outside —| 10.1.1.0 7 24
ribernel G |l"l‘EidE
,' ' g ey L Internal Network
A | —
R DMZ | |
VPN Client
192.168.5.1
DHCP Server
192.1668.10.1

FE:COHRETHEAHALTWABIPTRLAAF—ALK, 18—V NETERICIL—FT 1297
BERENDTROYELA, CNSIERFC1918 TOFT RLATHY ., SHRRETHEAEThEZED

T,

VE—b 721X VPN (IPSec ) DEETE

ASDM O F I
JE—NT7OVEAVPN ZRETDICE. XOFIEZRTLET,

1. [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Advanced] > [IPSec]
> [IKE Policies] > [Add] D IEIZERL., UTFOKRSIZ ISAKMP RU S — 2 ZERRLET,


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do

B Add IKE Policy

Priority: Authentication: | pre-share W

Encryplion: D-H Group: E W

Hash: Lifetinne: (O Unlimited
(&) | 86400 seconds

Dlg\ || Cancel ||

[OK]. [Apply] DIEIZO VY O LET,

2. [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Advanced] > [IPSec]
> [IPSec Transform Sets] > [Add] DJEIZEIRL ., XD&KSIZ ESP-DES-SHA KT A7 #
—LZHERLET,

8% Add Transform Set

Sek Mame: ESP-DES-5HA

Properties

Mode: () Tunnel () Transport

ESP Encryption: DES w

ESP Authenticakion: L

Drts | | Cancel | |

[OK].
[Apply] DIEIC OV Y O ULET,

3. [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Advanced] > [IPSec]
> [Crypto Maps] > [Add] DJEIZEBIRL, RD&KS% Priority 1 DX A FIv o R —%F
DESNY T EZERLET,



B Create IPsec Rule

Tunrel Policy (Crypto Map) - Basic | Tunnel Policy (Crypho Map) - Advanced | Traffic Selection

Interface: | outside W | Pollcy Type: dhnianic W Priarity: 1
Transform Seks
Transform Set to Be Added; -DES-SHA
ESP-DES-MDS W

Peer Settings - Optional for Dynamic Crypio Map Entries

The Connechion Type is applicable ko skatic tunnel policies onlby. Uni-directional connection bype policies are used
For Lak-to-LAN redundancy, Tunnel pobicies of the 'Originate Orlby" connection bype may specify up ko 10

redurdant peers,

[ ik ][ Cancel H Help ]

[OK]. [Apply] DIEIZOV)Y O LET,
4. [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Advanced] > [Group
Policies] > [Add] > [Internal Group Policies] D JEIZEIRL, U TOKRSIZTIL—TF R —

5l : GroupPloicy1 ) Z4#ERK L £ .

& Add Internal Group Policy

e Name: GroupPabcy |
-~ Geryers
+ - Advanced Banner: [+] Inherit

Address Pools: [+ Inherit

44

“ore Options

Find!: . @ &

[ oy || cancet || Hep |
[OK]. [Apply] DIEIZOV)Y OLET,
5. [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Advanced] > [Group
Policies] > [Add] > [Internal Group Policies] > [Servers] ®JEIZ#EIRL ., VPN Client 1—H®

[DHCP Scope] A"BINICEI) HTSNBDRSICERELET,




i fdd Internal Group Policy

--aeneral DNS Servers: Inherit
F-Advanced WINS Servers: Inharik
More Options =

DHOP Scope: [ |Inhert 197 168.5.0 |

Default Domain: [] Inherit |

Find: o

e
| =

[OK]. [Apply] DIEIZZ 1Y 2 LET, 3F:[DHCP Scope] NERERREETT, FHMICOWVT
&, "DHCP #EEQT RL Y >T, #RBLTLKEET,
6. [Configuration] > [Remote Access VPN] > [AAA Setup] > [Local Users] > [Add] @ JEIZEIR L

. VPNClient 72t AROI1—Y 7Ho>2 b~ (#l: Username - cisco123, Password -
cisco123 ) ZHEK L £,

& Add User Account

=
#-4PH Pollcy Lisernamea: ciscol 23
Pazsward: -:I':I'!'ﬂ'ﬂﬂﬂ'l
Confirm Password: | sxxxxass
[ | User authenticated wsing MSCHAR
ACcess Restrction
Select one of the options below ko restrick ASDM, 55H, Telnet and Console access.
Mote: Al users have network access, regardless of these settings.
(%) Full access(ASDM, S5H, Telnet and Console)
Privilege level is used with cormmand authorization.
Priviege Level: 2 -
i LT login prompt for 55H, Telnet and consale (no ASCM access)
This setting is effective only iIF A8% autherticate conscle command i configured,
{1 Mo ASDM, 55H, Telnet or Console access
This s=tbing I effective anly IF A58 suchenticabe console command & configured,
Fired: = )
| O | Cancel ] | Help ]

7. [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [IPSec Connection
Profiles] > [Add] ®JEIZEIRL, XOKXS IR I TIIL—7 (=& Z K. TunnelGroup1
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EERHER cisco123 ) ZEBMLET,

File  Wew Took Wizards  YWindow Help

) Home |0 Carfiguration E‘] Monkaring | g Seve Q@ Refresh | () Back () Fomvnrd | “? Help
: 2 WPH = Metwork LN

Remole Access VPN o 8 x

| “Z Introduction
(=1 Mestark (Clent) Access

£ &y Conn=ct Connection Prefiles

[+ A ocal Ussrs

{8 Clentless 550 VPN Acozss
Saoure Deskiop Manager

[EY]
[+ B3 Certficate Management
¥l ﬁ. Language Localization
B2 | pad Balantrg
B DHCP Server

DhES
Advanced

o = Remete fs

Bocess Interflaces
Enable inkerfaces For [Psec acosss,

Interface Rl ficonss |
oukside [+
dmz C
reide '
Connection Profiles

Carnection prafile (hunnzl oroup) specifies how wer = authenticabed and other parametars,

&= p.dd[';s@' Ecit | Tl ceiete
fiame

LETPIIPsec Enablad

Coarf sk EBVFRIGT Cup

DesfaulkRAGrouD F =

i

oty | meset |

[Basic] & 7 ™ [User Authentication] 7 1 —JL RT, #—/N J)L—7"& L T [LOCAL] %&i#EiR
L &9, [Default Group Policy] 7 1 —JL R® [Group Policy] T [Grouppolicy1] ZiEZRL £
o [DHCP Servers] B AR—AIZDHCP H—/XD IP 7 RLAZEELE T,



& Add IPsec Remote Access Connection Profile

| - | Name: Tunnedaroupl |
+-ddvanced
IKE Peer Authentication
Pre-shared Key: rreEEEAE |

Identity Certificate: | -- None -- w |

L=er Authentication

Server Group: LiiZAL A4 ||| Manage. ..

Fallback: s LA P -

Client Address Assigrment:

DHCP Servers: 192168101 |
Client Address Pools: | | Saleck.

Defaulk Group Policy

iaroup Policy: aroupPolicy 1 w |I| Manage. ..

{Following Fields are atbributed of the group policy selected above.)

Enable IPsec pratocal

[_] Enable L2TP over IPsec pratocal

Fird: | ﬂ ﬁ

T
i

OK|Z0UYOLET,

8. [Advanced] > [Client Addressing] ®JEIZEIR L, DHCP #—/Y® [Use DHCP] FI v UK Y
PDAEFIYYIL, IPTF7 RLA%Z VPN Client ICE|V) 4 TET, 3F: [Use authentication
server] $ KT [Use address pool] FI YU RY VADFIY IN—TVREALET,



% hidd IPsec Remote Access Connection Profile

- Basic Global Chent Address Assignment Palicy
—-Advanced This policy affects all Network {Chent) Access connections, The Following are tried in
Geners| order until an address is Found,
[ ] Use authentication server
- AUERenC Stion
“@uthorization Llsa DHCP
fccounbing
& -1Psec [ ] Usa address poal
~ppP
Interface=Specific Address Pools
% add ||
Interface Address Pools
Find: | @ [ ]
| ok || cancel || el
R
ASDM 6.x MDERTE

ASDM O/NAICEAT BN A FT—BEEZRE, AU ASDMERETASDM N—> 3> 6.x K IEE
ICHEBELE T, BED 71 —I)LRAD ASDM /NAE, ASDM/N—2 32 62 LIREER VY ET
o BEEBEONAEEEIZUTICRLET, 2T, ASDMOIRTOXTYy— N\—2 3>
TEENBVERIEF., 95714990 A X—=2FFAEshERA.

1. [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Advanced] > [IPSec]
> [IKE Policies] > [Add]

2. [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Advanced] > [IPSec]
> [IPSec Transform Sets] > [Add]

3. [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Advanced] > [IPSec]
> [Crypto Maps] > [Add]

4. [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] >
[Add] > [Internal Group Policies] ® JEIZiE#IRL £,

5. [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] >
[Add] > [Internal Group Policies] > [Servers] D JEIZEIRL £ 7,

6. [Configuration] > [Remote Access VPN] > [AAA Setup/Local Users] > [Local Users] > [Add]
DIEICERLET,

7. [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [IPSec Connection
Profiles] > [Add]

8. [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Address Assignment]
> [Assignment Policy] ®JEIZIEIRL £,



2ss > Address Assignment > Assignment Policy

For WPN address assignment, the Following options are tried in order, until an address is Found.

[T Use suthenticakion server

[+ Use DHCP

[ Lse Inkernal address pooks

Parameter onby appliss ko full-tunnel IPSsc snd S5L VPN disnts, and not Clisrtless 551 YPN,

RODID2OAT23AVE, F7AILRNTEMICEZ2TLVET, Cisco ASA Tl&k, VPN
Client C7 RLAZZE|)E TS, ALIEFRICRVET, TOMO2O20FT>a>onF
IVvO%ENTE, CiscoASA Tl AAMA B —NEO—HI T—=IL A7 a2 FEBEThFEL
ho T7FIRTEMIENTVE A>3 2(F, showrunall | invpn-add 1Y > R T
WCEET, UTRYTILoBAslTT,

vpn-addr-assign aaa
vpn-addr-assign dhcp
vpn-addr-assign local reuse-delay 0

COOXRY ROFMIDOVWTIE, Tvpn-addr-assign 1 Z2ZBL T<EEV,

CLI ZfEA L 1= ASA/PIX MK

BRODATY TZRTLUTDHCP H—N\%Z%EL. O RZA4 A5 VPN Client IZIP 7 RL
ABZE)YTET, FHIZDZEIAIRICOVTOFMAGF., TUE—KN F7IEAVPN OEE

F ik FCisco ASA5500 2 —RBREEFIVTA FTSAT A, AR VYTZ7ZPLURA
g BSBLTLSEEL,

ASA T/X 4 AT ORE D RAT

ASA# sh run

ASA Version 8.0(2)

1

!--- Specify the hostname for the Security Appliance.
hostname ASA enable password 8Ry2YjIyt7RRXU24 encrypted
names ! !--- Configure the outside and inside
interfaces. interface Ethernet0/0 nameif inside
security-level 100 ip address 10.1.1.1 255.255.255.0 !
interface Ethernet0/1 nameif outside security-level 0 ip
address 192.168.1.1 255.255.255.0 ! interface
Ethernet0/2 nameif DMZ security-level 50 ip address
192.168.10.2 255.255.255.0 !--- Output is suppressed.
passwd 2KFQnbNIdJI.2KYOU encrypted boot system
disk0:/asa802-k8.bin ftp mode passive access-1list 101
extended permit ip 10.1.1.0 255.255.255.0 192.168.5.0
255.255.255.0 pager lines 24 logging enable logging asdm
informational mtu inside 1500 mtu outside 1500 mtu dmz
1500 no failover icmp unreachable rate-limit 1 burst-
size 1 !--- Specify the location of the ASDM image for
ASA to fetch the image for ASDM access. asdm image
disk0O:/asdm-613.bin no asdm history enable arp timeout
14400 global (outside) 1 192.168.1.5 nat (inside) O
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access-1list 101 nat (inside) 1 0.0.0.0 0.0.0.0 route
outside 0.0.0.0 0.0.0.0 192.168.1.2 1 timeout xlate
3:00:00 timeout conn 1:00:00 half-closed 0:10:00 udp
0:02:00 icmp 0:00:02 timeout sunrpc 0:10:00 h323 0:05:00
h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00 timeout sip
0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-
disconnect 0:02:00 timeout uauth 0:05:00 absolute
dynamic-access-policy-record DfltAccessPolicy http
server enable http 0.0.0.0 0.0.0.0 inside no snmp-server
location no snmp-server contact snmp-server enable traps
snmp authentication linkup linkdown coldstart crypto
ipsec transform-set ESP-DES-SHA esp-des esp-sha-hmac
crypto dynamic-map outside_dyn map 1 set transform-set
ESP-DES-SHA crypto map outside_map 1 ipsec-isakmp
dynamic outside_dyn_map !--- Specifies the interface to
be used with !--- the settings defined in this
configuration. crypto map outside_map interface outside
!--—- PHASE 1 CONFIGURATION ---! !--- This configuration
uses ISAKMP policy 2. !--- The configuration commands
here define the Phase !--- 1 policy parameters that are
used. crypto isakmp enable outside crypto isakmp policy
2 authentication pre-share encryption des hash sha group
2 lifetime 86400 no crypto isakmp nat-traversal ![---
Specifies that the IP address to the vpn clients are
assigned by the DHCP Server and now by AAA or the Local
pool.The CLI vpn-addr-assign dhcp for VPN address
assignment through DHCP Server is hidden in the CLI
provided by show run command.

no vpn-addr-assign aaa
no vpn-addr-assign local

telnet timeout 5
ssh timeout 5
console timeout 0
threat-detection basic-threat
threat-detection statistics access-list
!
class-map inspection_default
match default-inspection-traffic
1
!
policy-map type inspect dns preset_dns_map
parameters

message-length maximum 512
policy-map global_policy

class inspection_default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

inspect netbios

inspect rsh

inspect rtsp

inspect skinny

inspect esmtp

inspect sglnet

inspect sunrpc

inspect tftp

inspect sip

inspect xdmcp
1

service-policy global_policy global
1




group-policy GroupPolicyl internal
group-policy GroupPolicyl attributes

!--- define the DHCP network scope in the group
policy.This configuration is Optional dhcp-network-scope
192.168.5.0

!--- In order to identify remote access users to the
Security Appliance, !--- you can also configure
usernames and passwords on the device. username ciscol23
password ffIRPGpDSOJhI9YLQg encrypted

!--- Create a new tunnel group and set the connection !-
-- type to remote-access. tunnel-group TunnelGroupl type
remote-access !--- Define the DHCP server address to the
tunnel group. tunnel-group TunnelGroupl general-
attributes default-group-policy GroupPolicyl dhcp-server
192.168.10.1

!--- Enter the pre-shared-key to configure the
authentication method. tunnel-group TunnelGroupl ipsec-
attributes pre-shared-key * prompt hostname context
Cryptochecksum:e0725ca9ccc28af488ded9ee36b7822d : end
ASA#

Cisco VPN Client D& E

ASA DERTEICKIILEC & &R T BIC(E. Cisco VPN Client Z{#H L T Cisco ASA IC#E#:L T
HET,

1. [Start] > [Programs] > [Cisco Systems VPN Client] > [VPN Client] ® JEIZEIRL £,
2.[New] #21) v 2L T, [Create New VPN Connection Entry] V1 > RO ZBRBE X T,

# status: Disconnected | YPN Client - Version 5.0.03.0530

iConnection Entries  Skatus  Cerkificates Log  Options  Help

'”"cf}i"--\. = ; l."_ T % .::":{:
e |\ & s 7N

Connect M Irnpork i u:u:llf_l,l Delete

Connection Entries |I:ertifin:ates l Log ]

Connection Entry Huozt

LHLVEROFMERZAILET, BHEIONJOBHEHAZANILET, Host RV
DAL, ASAD Outside DIPPRLAZABDLET, KRIC, ASATREEZhTLVWS VPN
N>ZII JI—7% ( TunnelGroup1 ) E/NAT—R (BaIHEE - cisco123 ) ZANLF
9, [Save] 20UV OULET,



# VPN Client | Create Mew YPN Connection Entry

Connection Entr: 1454

il
cisco

D ezcrption; |vprtunne

Host: {192.168.1.1

Authentication lTranspnrt Backup Servers i Dial-Up 1

& Group Authentication 7 Mutual Group Authentication

M ame: TunnelGroup

HEXHEEEE

Fazsword:

xxxxxxx1

Confirm Faszword:

 Certificate Authentication

Name:i
[ SendCa Cettficate Chain

Eraze Uzer Fazsword 1 Cancel

4. FRATHEHRZIIYIL, VPN ISATUORDXALY J4 2 RIICH S [Connect] &7
)y OL&ET,

# ztatus: Connected | VPN Client - Yersion 5.0.03.0530
Connection Entriss  Status  Cestificates  Log  Options  Hel

Z5| M8 E@ 2% o]

Corinect e Irnpecat bl iy Delete CISCO
Connection Entiies | Cartficates | Log |

Connechon Entny

152.168.11 IPSec/UDP

B M

hot conmectked. Conmected Time: O daw(s), 00:01,18 R

5. 7OV 7 MA"KRRENES, Username : | cisco123, [Password:] = cisco123 & 2D
ASA ( Xauth ) THREEThTWBESICANL, [OK|ZZUYHILTUE—KN XY RT—%




# VPN Client | User Authentication for "ASA"

The zerver has requested the following information bo complete the uzer
authentication.

L e

L1530 FPazzword: “““““““’1

k. I Cancel l

ICEHELET,
6. VPN Client ' RY 1 KD ASA I[CEHENKT,

# status: Connected | VPN Client - Version 5.0.03.0530

Conneckion Ertries  Status  Certificates Log Options  Help

.E;-_ﬁ ﬁ ﬁ ::.-__;j lllhllh

Disconnect [mport Modiy Delete CISsCO
Cornechon Enbies |I:mlili::ﬂnﬂ iLug |

Conmechon Enbp |r Host Transgpot
# ASH 192 168.1.1 IPSec/UDP

~ Connected Time: 0 day(s), 00:01.18 ' w|

7. ?&%‘W/J‘IE-%LEEIZ?_“ h=5, [Status] X Z 31— 5 [Statistics] ZiBIRL ., bR OFME
HEMBLET,

Stabstics...  ChHS | H
all. l | H .ti'lllll
Hctificats Gl } ]
Dscannect . - iicabons.. R Delte Fieitie
Conrection Enlries Reset Stats
Connechon Entry Hast Transport
il ASA 192.168.1.1 IPSec/UDP

Cormected to “ASA", ~ Kormected Time: 0 day(s), 00:00,16 W

2




show Y/ R

CCTR, RENERBICEELTVDS L ZHRBLET,

Output Interpreter Tool (OIT ) (BEI—HYEHRH ) TR, BE®D show I RAFFR—KEh
TVWET, OITZFEAL T, show DX REIDOBEMZEZRIRTEET,

- show cryptoisakmpsa : E7OBRED IKE F21 U714 7Y IT—>32 (SA) IXT%
KRLET,
. show cryptoipsecsa : BIED SAFFEAL TWAEREERRLET,

ASA #show crypto ipsec sa
interface: outside
Crypto map tag: dynmap, seq num: 10, local addr: 192.168.1.1

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (192.168.5.1/255.255.255.255/0/0)
current_peer: 192.168.1.2, username: ciscol23

dynamic allocated peer ip: 192.168.5.1

#pkts encaps: 55, #pkts encrypt: 55, #pkts digest: 55

#pkts decaps: 55, #pkts decrypt: 55, #pkts verify: 55

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#send errors: 0, #recv errors: 0

local crypto endpt.: 192.168.1.1, remote crypto endpt.: 192.168.1.2

path mtu 1500, ipsec overhead 58, media mtu 1500
current outbound spi: C2C25E2B

inbound esp sas:
spi: 0x69F8C639 (1777911353)
transform: esp-des esp-md5-hmac none
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 40960, crypto-map: dynmap
sa timing: remaining key lifetime (sec): 28337
IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: OxC2C25E2B (3267517995)
transform: esp-des esp-md5-hmac none
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 40960, crypto-map: dynmap
sa timing: remaining key lifetime (sec): 28337
IV size: 8 bytes
replay detection support: Y

ASA #show crypto isakmp sa

Active SA:
Rekey SA:
Total IKE SA:

(A tunnel will report 1 Active and 1 Rekey SA during rekey)

= o R

1 IKE Peer: 192.168.1.2
Type : user Role : responder
Rekey : no State : AM_ACTIVE
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ASA#debug crypto isakmp 7
Jan 22 22:21:24 [IKEvl]: IP = 192.168.1.2, IKE_DECODE RECEIVED Message

(msgid=0) with payloads : HDR + SA (1) + KE (4) + NONCE (10) + ID (5) + VENDOR
(13) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13) + NONE (0) total le
ngth : 856

Jan 22 22:21:24 [IKEvl DEBUG]: IP = 192.168.1.2, processing SA payload

Jan 22 22:21:24 [IKEvl DEBUG]: IP = 192.168.1.2, processing ke payload

Jan 22 22:21:24 [IKEvl DEBUG]: IP = 192.168.1.2, processing ISA_KE payload
Jan 22 22:21:24 [IKEvl DEBUG]: IP = 192.168.1.2, processing nonce payload
Jan 22 22:21:24 [IKEvl DEBUG]: IP = 192.168.1.2, processing ID payload

Jan 22 22:21:24 [IKEvl DEBUG]: IP = 192.168.1.2, processing VID payload
Jan 22 22:21:24 [IKEvl DEBUG]: IP = 192.168.1.2, Received xauth V6 VID

Jan 22 22:21:24 [IKEvl DEBUG]: IP = 192.168.1.2, processing VID payload
Jan 22 22:21:24 [IKEvl DEBUG]: IP = 192.168.1.2, Received DPD VID

Jan 22 22:21:24 [IKEvl DEBUG]: IP = 192.168.1.2, processing VID payload
Jan 22 22:21:24 [IKEvl DEBUG]: IP = 192.168.1.2, Received Fragmentation VID
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Jan 22 22:21:24 [IKEvl DEBUG]: IP = 192.168.1.2, IKE Peer included IKE fragmenta

tion capability flags: Main Mode: True Aggressive Mode: False

Jan 22 22:21:24 [IKEvl DEBUG]: IP = 192.168.1.2, processing VID payload

Jan 22 22:21:24 [IKEvl DEBUG]: IP = 192.168.1.2, Received NAT-Traversal ver 02 V
ID

Jan 22 22:21:24 [IKEvl DEBUG]: IP = 192.168.1.2, processing VID payload

Jan 22 22:21:24 [IKEvl DEBUG]: IP = 192.168.1.2, Received Cisco Unity client VID

Jan 22 22:21:24 [IKEvl]: IP = 192.168.1.2, Connection landed on tunnel_group Tun

nelGroupl

Jan 22 22:21:24 [IKEvl DEBUG]: Group = TunnelGroupl, IP = 192.168.1.2, processin

g IKE SA payload

Jan 22 22:21:24 [IKEvl DEBUG]: Group = TunnelGroupl, IP = 192.168.1.2, IKE SA Pr

oposal # 1, Transform # 13 acceptable Matches global IKE entry # 2

Jan 22 22:21:24 [IKEvl DEBUG]: Group = TunnelGroupl, IP = 192.168.1.2, construct

ing ISAKMP SA payload

Jan 22 22:21:24 [IKEvl DEBUG]: Group = TunnelGroupl, IP = 192.168.1.2, construct

ing ke payload

Jan 22 22:21:24 [IKEvl DEBUG]: Group = TunnelGroupl, IP = 192.168.1.2, construct

ing nonce payload

Jan 22 22:21:24 [IKEvl DEBUG]: Group = TunnelGroupl, IP = 192.168.1.2, Generatin

g keys for Responder...

Jan 22 22:21:24 [IKEvl DEBUG]: Group = TunnelGroupl, IP = 192.168.1.2, construct

ing ID payload

Jan 22 22:21:24 [IKEvl DEBUG]: Group = TunnelGroupl, IP = 192.168.1.2, construct

ing hash payload

Jan 22 22:21:24 [IKEvl DEBUG]: Group = TunnelGroupl, IP = 192.168.1.2, Computing
hash for ISAKMP

Jan 22 22:21:24 [IKEvl DEBUG]: Group = TunnelGroupl, IP = 192.168.1.2, construct

ing Cisco Unity VID payload

Jan 22 22:21:24 [IKEvl DEBUG]: Group = TunnelGroupl, IP = 192.168.1.2, construct

ing xauth V6 VID payload

Jan 22 22:21:24 [IKEvl DEBUG]: Group = TunnelGroupl, IP = 192.168.1.2, construct

ing dpd vid payload

Jan 22 22:21:24 [IKEvl DEBUG]: Group = TunnelGroupl, IP = 192.168.1.2, construct

ing Fragmentation VID + extended capabilities payload

Jan 22 22:21:24 [IKEvl DEBUG]: Group = TunnelGroupl, IP = 192.168.1.2, construct

ing VID payload

Jan 22 22:21:24 [IKEvl DEBUG]: Group = TunnelGroupl, IP = 192.168.1.2, Send Alti

ga/Cisco VPN3000/Cisco ASA GW VID

Jan 22 22:21:24 [IKEvl]: IP = 192.168.1.2, IKE_DECODE SENDING Message (msgid=0)

with payloads : HDR + SA (1) + KE (4) + NONCE (10) + ID (5) + HASH (8) + VENDOR
(13) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13) + NONE (0) total le

ngth : 368

Jan 22 22:21:24 [IKEvl]: IP = 192.168.1.2, IKE_DECODE RECEIVED Message (msgid=0)
with payloads : HDR + HASH (8) + NOTIFY (11) + VENDOR (13) + VENDOR (13) + NONE
(0) total length : 116

Jan 22 22:21:24 [IKEvl DEBUG]: Group = TunnelGroupl, IP = 192.168.1.2, processin

g hash payload

Jan 22 22:21:24 [IKEvl DEBUG]: Group = TunnelGroupl, IP = 192.168.1.2, Computing
hash for ISAKMP

Jan 22 22:21:24 [IKEvl DEBUG]: Group = TunnelGroupl, IP = 192.168.1.2, processin

g notify payload

Jan 22 22:21:24 [IKEvl DEBUG]: Group = TunnelGroupl, IP = 192.168.1.2, processin

g VID payload

Jan 22 22:21:24 [IKEvl DEBUG]: Group = TunnelGroupl, IP = 192.168.1.2, Processin

g I0S/PIX Vendor ID payload (version: 1.0.0, capabilities: 00000408)

Jan 22 22:21:24 [IKEv1l DEBUG]: Group

g VID payload

Jan 22 22:21:24 [IKEvl DEBUG]: Group = TunnelGroupl, IP = 192.168.1.2, Received

Cisco Unity client VID

Jan 22 22:21:24 [IKEvl DEBUG]: Group = TunnelGroupl, IP = 192.168.1.2, construct

ing blank hash payload

Jan 22 22:21:24 [IKEv1l DEBUG]: Group

ing gm hash payload

TunnelGroupl, IP = 192.168.1.2, processin

TunnelGroupl, IP = 192.168.1.2, construct



Jan 22 22:21:24 [IKEvl]: IP = 192.168.1.2, IKE_DECODE SENDING Message (msgid=e8a
1816d) with payloads : HDR + HASH (8) + ATTR (14) + NONE (0) total length : 68
Jan 22 22:21:31 [IKEvl]: IP = 192.168.1.2, IKE_DECODE RECEIVED Message (msgid=eS8
al816d) with payloads : HDR + HASH (8) + ATTR (14) + NONE (0) total length : 84
Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, IP = 192.168.1.2, process_a
ttr(): Enter!

Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, IP = 192.168.1.2, Processin
g MODE_CFG Reply attributes.

Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username
92.168.1.2, IKEGetUserAttributes: primary DNS = cleared

Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, IKEGetUserAttributes: secondary DNS = cleared

Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, IKEGetUserAttributes: primary WINS = cleared

Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, IKEGetUserAttributes: secondary WINS = cleared

Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, IKEGetUserAttributes: IP Compression = disabled

Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, IKEGetUserAttributes: Split Tunneling Policy = Disabled

Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, IKEGetUserAttributes: Browser Proxy Setting = no-modify

Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, IKEGetUserAttributes: Browser Proxy Bypass Local = disable

Jan 22 22:21:31 [IKEvl]: Group = TunnelGroupl, Username = ciscol23, IP = 192.168
.1.2, User (ciscol23) authenticated.

Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, constructing blank hash payload

Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, constructing gm hash payload

Jan 22 22:21:31 [IKEvl]: IP = 192.168.1.2, IKE_DECODE SENDING Message (msgid=143
60de6) with payloads : HDR + HASH (8) + ATTR (14) + NONE (0) total length : 60
Jan 22 22:21:31 [IKEvl]: IP = 192.168.1.2, IKE_DECODE RECEIVED Message (msgid=14
360de6) with payloads : HDR + HASH (8) + ATTR (14) + NONE (0) total length : 56
Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, process_attr(): Enter!

Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, Processing cfg ACK attributes

Jan 22 22:21:31 [IKEvl]: IP = 192.168.1.2, IKE_DECODE RECEIVED Message (msgid=26
63aldd) with payloads : HDR + HASH (8) + ATTR (14) + NONE (0) total length : 193
Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, process_attr(): Enter!

Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, Processing cfg Request attributes

Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, MODE_CFG: Received request for IPV4 address!

Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, MODE_CFG: Received request for IPV4 net mask!

Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, MODE_CFG: Received request for DNS server address!

Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, MODE_CFG: Received request for WINS server address!

Jan 22 22:21:31 [IKEvl]: Group = TunnelGroupl, Username = ciscol23, IP = 192.168
.1.2, Received unsupported transaction mode attribute: 5

Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, MODE_CFG: Received request for Banner!

Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, MODE_CFG: Received request for Save PW setting!

Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, MODE_CFG: Received request for Default Domain Name!

Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, MODE_CFG: Received request for Split Tunnel List!

Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, MODE_CFG: Received request for Split DNS!

ciscol23, IP
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Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, MODE_CFG: Received request for PFS setting!

Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, MODE_CFG: Received request for Client Browser Proxy Setting!

Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, MODE_CFG: Received request for backup ip-sec peer list!

Jan 22 22:21:31 [IKEvl]: Group = TunnelGroupl, Username = ciscol23, IP = 192.168
.1.2, Received unknown transaction mode attribute: 28684

Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, MODE_CFG: Received request for Application Version!

Jan 22 22:21:31 [IKEvl]: Group = TunnelGroupl, Username = ciscol23, IP = 192.168
.1.2, Client Type: WinNT Client Application Version: 5.0.03.0530

Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, MODE_CFG: Received request for FWTYPE!

Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, MODE_CFG: Received request for DHCP hostname for DDNS is: Wirelessl2
3!

Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP
92.168.1.2, MODE_CFG: Received request for UDP Port!

Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, Obtained IP addr (192.168.5.1) prior to initiating Mode Cfg (XAuth e
nabled)

Jan 22 22:21:31 [IKEvl]: Group = TunnelGroupl, Username = ciscol23, IP = 192.168
.1.2, Assigned private IP address 192.168.5.1 to remote user

Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, constructing blank hash payload

Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP
92.168.1.2, Send Client Browser Proxy Attributes!

Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, Browser Proxy set to No-Modify. Browser Proxy data will NOT be inclu
ded in the mode-cfg reply

Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, constructing gm hash payload

Jan 22 22:21:31 [IKEvl]: IP = 192.168.1.2, IKE_DECODE SENDING Message (msgid=266
3aldd) with payloads : HDR + HASH (8) + ATTR (14) + NONE (0) total length : 158
Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, Delay Quick Mode processing, Cert/Trans Exch/RM DSID in progress

Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, Resume Quick Mode processing, Cert/Trans Exch/RM DSID completed

Jan 22 22:21:31 [IKEvl]: Group = TunnelGroupl, Username = ciscol23, IP = 192.168
.1.2, PHASE 1 COMPLETED

Jan 22 22:21:31 [IKEvl]: IP = 192.168.1.2, Keep-alive type for this connection:
DPD
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Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, Starting Pl rekey timer: 950 seconds.

Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, sending notify message

Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, constructing blank hash payload

Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1

92.168.1.2, constructing gm hash payload

Jan 22 22:21:31 [IKEvl]: IP = 192.168.1.2, IKE_DECODE SENDING Message (msgid=f44
35669) with payloads : HDR + HASH (8) + NOTIFY (11) + NONE (0) total length : 84
Jan 22 22:21:31 [IKEvl]: IP = 192.168.1.2, IKE_DECODE RECEIVED Message (msgid=54
1f8e43) with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) +
NONE (0) total length : 1022

Jan 22 22:21:31 [IKEvl DEBUG]: Group
92.168.1.2, processing hash payload
Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, processing SA payload

Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, processing nonce payload
Jan 22 22:21:31 [IKEvl DEBUG]: Group
92.168.1.2, processing ID payload

TunnelGroupl, Username = ciscol23, IP = 1

TunnelGroupl, Username = ciscol23, IP = 1



Jan 22 22:21:31 [IKEvl]: Group = TunnelGroupl, Username = ciscol23, IP = 192.168
.1.2, Received remote Proxy Host data in ID Payload: Address 192.168.5.1, Proto
col 0, Port O
Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, processing ID payload
Jan 22 22:21:31 [IKEvl]: Group = TunnelGroupl, Username = ciscol23, IP = 192.168
.1.2, Received local IP Proxy Subnet data in ID Payload: Address 0.0.0.0, Mask
0.0.0.0, Protocol 0, Port O
Jan 22 22:21:31 [IKEvl]: Group = TunnelGroupl, Username = ciscol23, IP = 192.168
.1.2, QM IsRekeyed old sa not found by addr
Jan 22 22:21:31 [IKEvl]: Group = TunnelGroupl, Username = ciscol23, IP = 192.168
.1.2, IKE Remote Peer configured for crypto map: dynmap
Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, processing IPSec SA payload
Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, IPSec SA Proposal # 14, Transform # 1 acceptable Matches global IPS
ec SA entry # 10
Jan 22 22:21:31 [IKEvl]: Group = TunnelGroupl, Username = ciscol23, IP = 192.168
.1.2, IKE: requesting SPI!
Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, IKE got SPI from key engine: SPI = 0x31de01d8
Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, oakley constucting quick mode
Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, constructing blank hash payload
Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, constructing IPSec SA payload
Jan 22 22:21:31 [IKEvl]: Group = TunnelGroupl, Username = ciscol23, IP = 192.168
.1.2, Overriding Initiator's IPSec rekeying duration from 2147483 to 28800 secon
ds
Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP
92.168.1.2, constructing IPSec nonce payload
Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, constructing proxy ID
Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, Transmitting Proxy Id:
Remote host: 192.168.5.1 Protocol Port 0
Local subnet: 0.0.0.0 mask 0.0.0.0 Protocol 0 Port 0
Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, Sending RESPONDER LIFETIME notification to Initiator
Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, constructing gm hash payload
Jan 22 22:21:31 [IKEvl]: IP = 192.168.1.2, IKE_DECODE SENDING Message (msgid=541
f8e43) with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) +
NOTIFY (11) + NONE (0) total length : 176
Jan 22 22:21:31 [IKEvl]: IP = 192.168.1.2, IKE_DECODE RECEIVED Message (msgid=54
1f8e43) with payloads : HDR + HASH (8) + NONE (0) total length : 48
Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP
92.168.1.2, processing hash payload
Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, loading all IPSEC SAs
Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, Generating Quick Mode Key!
Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, Generating Quick Mode Key!
Jan 22 22:21:31 [IKEvl]: Group = TunnelGroupl, Username = ciscol23, IP = 192.168
.1.2, Security negotiation complete for User (ciscol23) Responder, Inbound SPI
= 0x31de01d8, Outbound SPI = 0x8b7597a9
Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, IKE got a KEY_ADD msg for SA: SPI = 0x8b7597a9
Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP = 1
92.168.1.2, Pitcher: received KEY_ UPDATE, spi 0x31de01d8
Jan 22 22:21:31 [IKEvl DEBUG]: Group = TunnelGroupl, Username = ciscol23, IP
92.168.1.2, Starting P2 rekey timer: 27360 seconds.
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Jan 22 22:21:31 [IKEvl]: Group = TunnelGroupl, Username = ciscol23, IP = 192.168
.1.2, Adding static route for client address: 192.168.5.1

Jan 22 22:21:31 [IKEvl]: Group = TunnelGroupl, Username = ciscol23, IP
.1.2, PHASE 2 COMPLETED (msgid=541f8e43)

Jan 22 22:21:41 [IKEvl]: IP = 192.168.1.2, IKE_DECODE RECEIVED Message (msgid=78
f7d3ae) with payloads : HDR + HASH (8) + NOTIFY (11) + NONE (0) total length : 8
0

192.168

ASA#debug crypto ipsec 7

!--- Deletes the old SAs. ASA# IPSEC: Deleted inbound decrypt rule, SPI 0x7F3C985A Rule ID:
0xD5567DB0 IPSEC: Deleted inbound permit rule, SPI O0x7F3C985A Rule ID: OxDAEF1DF0 IPSEC: Deleted
inbound tunnel flow rule, SPI 0x7F3C985A Rule ID: 0xD556AF60 IPSEC: Deleted inbound VPN context,
SPI 0x7F3C985A VPN handle: 0x0004678C IPSEC: Deleted outbound encrypt rule, SPI 0xC921E280 Rule
ID: 0xD517EE30 IPSEC: Deleted outbound permit rule, SPI 0xC921E280 Rule ID: 0xD5123250 IPSEC:
Deleted outbound VPN context, SPI 0xC921E280 VPN handle: 0x00040AB4 !--- Creates new SAs. ASA#
IPSEC: New embryonic SA created @ OxD4EF2390, SCB: OxD4EF22C0, Direction: inbound SPI
0x7F3C985A Session ID: 0x0000F000 VPIF num : 0x00000002 Tunnel type: ra Protocol : esp Lifetime

240 seconds IPSEC: New embryonic SA created @ 0xD556B118, SCB: 0xD556B048, Direction: outbound
SPI : 0xC921E280 Session ID: 0x0000F000 VPIF num : 0x00000002 Tunnel type: ra Protocol : esp
Lifetime : 240 seconds IPSEC: Completed host OBSA update, SPI 0xC921E280 IPSEC: Creating
outbound VPN context, SPI 0xC921E280 Flags: 0x00000005 SA : 0xD556B118 SPI : 0xC921E280 MTU
1500 bytes VCID : 0x00000000 Peer : 0x00000000 SCB : 0x0133B741 Channel: 0xD4160FA8 IPSEC:
Completed outbound VPN context, SPI 0xC921E280 VPN handle: 0x00040AB4 IPSEC: New outbound
encrypt rule, SPI 0xC921E280 Src addr: 0.0.0.0 Src mask: 0.0.0.0 Dst addr: 192.168.5.1 Dst mask:
255.255.255.255 Src ports Upper: 0 Lower: 0 Op : ignore Dst ports Upper: 0 Lower: 0 Op : ignore
Protocol: 0 Use protocol: false SPI: 0x00000000 Use SPI: false IPSEC: Completed outbound encrypt
rule, SPI 0xC921E280 Rule ID: OxD517EE30 IPSEC: New outbound permit rule, SPI 0xC921E280 Src
addr: 192.168.1.1 Src mask: 255.255.255.255 Dst addr: 192.168.1.2 Dst mask: 255.255.255.255 Src
ports Upper: 0 Lower: 0 Op : ignore Dst ports Upper: 0 Lower: 0 Op : ignore Protocol: 50 Use
protocol: true SPI: 0xC921E280 Use SPI: true IPSEC: Completed outbound permit rule, SPI
0xC921E280 Rule ID: 0xD5123250 IPSEC: Completed host IBSA update, SPI 0x7F3C985A IPSEC: Creating
inbound VPN context, SPI 0x7F3C985A Flags: 0x00000006 SA : 0xD4EF2390 SPI : 0x7F3C985A MTU : 0
bytes VCID : 0x00000000 Peer : 0x00040AB4 SCB : 0x0132B2C3 Channel: 0xD4160FA8 IPSEC: Completed
inbound VPN context, SPI 0x7F3C985A VPN handle: 0x0004678C IPSEC: Updating outbound VPN context
0x00040AB4, SPI 0xC921E280 Flags: 0x00000005 SA : 0xD556B118 SPI : 0xC921E280 MTU : 1500 bytes
VCID : 0x00000000 Peer : 0x0004678C SCB : 0x0133B741 Channel: 0xD4160FA8 IPSEC: Completed
outbound VPN context, SPI 0xC921E280 VPN handle: 0x00040AB4 IPSEC: Completed outbound inner
rule, SPI 0xC921E280 Rule ID: 0xD517EE30 IPSEC: Completed outbound outer SPD rule, SPI
0xC921E280 Rule ID: 0xD5123250 IPSEC: New inbound tunnel flow rule, SPI 0x7F3C985A Src addr:
192.168.5.1 Src mask: 255.255.255.255 Dst addr: 0.0.0.0 Dst mask: 0.0.0.0 Src ports Upper: O
Lower: 0 Op : ignore Dst ports Upper: 0 Lower: 0 Op : ignore Protocol: 0 Use protocol: false
SPI: 0x00000000 Use SPI: false IPSEC: Completed inbound tunnel flow rule, SPI 0x7F3C985A Rule
ID: 0xD556AF60 IPSEC: New inbound decrypt rule, SPI 0x7F3C985A Src addr: 192.168.1.2 Src mask:
255.255.255.255 Dst addr: 192.168.1.1 Dst mask: 255.255.255.255 Src ports Upper: 0 Lower: 0 Op
ignore Dst ports Upper: 0 Lower: 0 Op : ignore Protocol: 50 Use protocol: true SPI: 0x7F3C985A
Use SPI: true IPSEC: Completed inbound decrypt rule, SPI 0x7F3C985A Rule ID: 0xD5567DB0 IPSEC:
New inbound permit rule, SPI 0x7F3C985A Src addr: 192.168.1.2 Src mask: 255.255.255.255 Dst
addr: 192.168.1.1 Dst mask: 255.255.255.255 Src ports Upper: 0 Lower: 0 Op : ignore Dst ports
Upper: 0 Lower: 0 Op : ignore Protocol: 50 Use protocol: true SPI: 0x7F3C985A Use SPI: true
IPSEC: Completed inbound permit rule, SPI 0x7F3C985A Rule ID: O0xD4EF1DFO
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# VPN Client | Log Settings X

Changing logging levels will take effect immediately and will cause the current log
winidow to be cleared.

fasE 2 - Medium [ LOG.IKE ]

Connection Manager: | 1 - Low v [LOG.CM ]
Craemon [cvpnd]: | 1 - Low _:j [ LOG.CYEMD ]
Uszer Authentication: | 2-Medium = [LOGAAUTH |

Certificatez: | 1-Low | [LOG.CERT ]

IPsec: | 2-Medum = [LOGIFSEC]

Command Line: | 1 - Low _:j [ LOG.CLI ]

GUE | 1-Low = [LOG.GUI]
FPF: | 1-Low = [LOG.FPF ]
Firewall: | 1 - Low x| [LOGFIREWALL ]

H} 4 Cancel

‘Connected Time: O daw(s), 00:02,37

VPN Client TO% I NUERRTSIZE. [Log] > [Log Window] DJEICZIRL £F



# YPN Client | Log Window

Cizco Systernz WPM Clent Verzion 5.0.03.0530 -
Copynight [C] 1993-2007 Cizco Spstems, Inc. All Rightz Reserved.

Client Typels]: Windows, WinMT

Running on: 5.1.2600 Service Pack 2

1 123357906 01/23/09 Sev=Info/41KE AQxE3000001
IEE received zsignal to terminate WP connection

2 123357906 01/23/09 Sev=Info/41KE /0630000713
SEMDIMG = |SAKMP DAK INFO *[HASH, DEL] to 192.168.1.1

3 1233657906 01/23/09 Sev=Info/41KE QxE3000049
Dizcarding [Pzec 54 negotiation, MaglD=9CE18452

4 123358031 01/23/09 Sev=Info/d1KE AQxE3000017
Marking [E S& for deletion [|_Cookie=017ATBEFAA4BECT 2
R_Cookie=0418652E E04E3C00] reazon = DEL_REASOM_RESET_SADE

5 123358031 M/A23/09 Sev=Info/dIKE AxES000073
SENDING = |SAKMP DAE INFO *[HASH, DEL] to 192.168.1.1

B 123400500 01/23/09 Sev=Info/41KE AOxE3000046
Dizcarding [KE 5S4 negatiation [|_Cookie=01741BEFAA4BECT 2
F_Cookie=0418652E 60463C00] reazon = DEL_REASOM_RESET_SaADE

7123400546 01/23/09 Sev=Info/4IPSEC/DxE3700013
Delete intermal key with SP1=02b5ecics

g 123400546 01/23/09 Sev=Info/4IPSEC/DxE370000C
K.ey deleted by SPI 0x2bhecicd

9 123400546 01/23/09 Sev=Info/4IPSEC/DxE3700013 j
Save E Log Settings Clear . . Cloze

. Cisco ASA 5500 > ) —XiBBtF 1T A PTFAFT U ACHATRIYR—K R—=D
- Cisco ASA 5500 ) —XilisBtEF¥1UFT 1 PTFSAFAR, ARV R UTFPLURA
- Cisco PIX500 ) —X F1UT A PTSATFT A YR—bK R—=D

. CiscoPIX500 > Y—AX FX1UFA FPTIAFA, AXRVRDIFZPLVA

- Cisco Adaptive Security Device Manager

- IPSec XA T -3V KEZORINCRTIYR—bN R—T
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