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BEICOVTHBLET,
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ROBERICOVTEBRLTIHBLK L ZHBHOLET,

s N=F¥INTZAR=KRZY RDT—=T(VPN)T—hKhTITA
« 8A4FZVIOTUEAR)Z—(DAP)

FATAIR—FU N

CORFIXNOABRK, BEDVYIZRIITRN=—RIITON-J32VICREESHDED
TRHYFREA

CORFIXDNOBEHIF. REDTRRRICHZITNAALCETVWTHERENELEZ, COR
FAXRNTEATEZINTOTNARR, JUTB (F7AIIK ) RETHERZRBLTLE
T ZEBPORY ND—0UTR, FBANV RICKDTRIDAEMNHIEEEZ +TIHIEL T
<EEL,



CECL:

N=FFI)INTIAR=KNZRYRNDT—=T (VPN)T—rJIA G, BNBRRETHELET. &
BOEBANBEVPNERICKEEZEADARMNI B RT, LA, HELEEETND IS
XY MER, HEBROBFI—Y—HIEIOTIREXRERKE., VE—NTFIOEAYA 50074
URE, BRPEFIVTALRILNEZZBENHYVET, BN VPNRETOI—YEAD
BAVR. BRREDRY RD—IVTORARATRYENBZVEMHTT,

HBAFIVIOTIRARISZ—(DAP)E, VPNREDZ A FI VAR TEIREAZRETES

WETY, FAFTIVI TIOERARID—G, BEOI—H hRILFERI-HY Y3
CBENTZ—EOT VLA I MNO-ILEMHZRELTERLET. chosOBEMICKY ., &
BOIN=T AN=29TRIVRRAVN EFIVT A OBFBECHLLET,

FEZE, EF21VFTA TTSATVAR, EBENDRVI—ICETVT, FEOEYZ I
TREDI—HICTIEAEEZENELET, 12U LODAPLO—RASEMZEBIRE-IFEY

FH_EICKY), IRk ZBLU TDAPZAEKLFT, DAP LO—RIEF, UE—K FN

AADIVRRAVN EF 1V T ABHRBKORIEI -0 AAABAIBRICEDVTIBRE ©
F9. BRENEDAPLIO—REF, I—% roRILFELEEEY I VICEHAETNETD,



FEDAPRD Y —BIRBHUNEENTWVWSdapxml7 7 4 IILIEASAT S Y 2 1 ICREENE
Fo dapxml7 P ANEATRY JATIIAKR—KL., HELT (XMLEXEEHL T
VWBIBE ). BAVR—RNTEERTH. BEICEYHN %5 EASDMTDAPL O— KOAE
FELTHTEEA BB, EENMVETT., CORELRETES CLIESHY T
Ao



> : CLI%Z £/ L Tdynamic-access-policy-record7 7 L ANTX—R &R EL LD ETD
E. DAPIZR B EILEEND N HYVET, ZEZULASDMTRR ChIFHEY)ICEEE
NET, DAPRUI—EEBEITBHRICE CLI ZFEAL T, EICASDM 2FRAL T EE
W

DAP & AAA BN

DAP (& AAA H—EAZFHT L. DAP OFEABMHICE Y. AA AN RRMUIZEMZ LEETEERT
o BFXIVFTA TTSAT AR, =50 AAARTBRICEIVWTDAP LI—R%ZEBIRTE
£9, EFAVFTA TTSAT AR, COBRICETVTERO DAP L 1—RZEIRL., &K
WDBIRLAELO—REEHYL T DAP RAUBERZE HTET,

AAA B &, Cisco AN A BMREDL S, &l teF1UT 1 7754 T2 AN RADIUS H—/\
TR LDAP H—NHS5EETR7II Y NORERUENSEETEET (R1%23H).,

X 1.DAP AAAE HEGUI



[ ] ] Add AAA Attribute

AAA Attribute Type:  Cisco (%]

Group Policy: DfltGrpPolicy
Assigned |Pvd Address:
Assigned IPv6 Address:
Connection Profile: DefaultRAGroup
Username:

Username?; = B
SCEP Required: true

Help Cancel 0K

DAP ETV RRAV N EF21 VT ABH

EFXFIVFTATTSAT AR, AAABRICIA T, REVERAFyFMEAREFERALTIY
RRAREFIVTABHZREBEITDICEETEET, chillEk, R2ICRFT&LSIZ, Basic
Host Scan, Secure Desktop, Standard/Advanced Endpoint Assessment, NACHAEFENhE T,
Endpoint AssessmentB A BIBEh, 1I—HRIAOBICEFIVT AT T4 T AILEEE
NET, ZEUDAP LIO—R24&4&ZET AAABMR. 1—YRRFPICKRIEENET,

R2: I RKRAYNEM GUI



i & A Eredpminll ATtFibute

Endpaing Antribute Type Application F
1

ArmyConmect
Client Type: = B File

Device

WAL

Operaling Syitem

Pergomal Fiaesvall

Mulciple Certificate Authentication

Help Cancel oK

FIAINRNDODAAFTIVO TOEA RIS —

DAPDEBAEREDHF, BEDI—HF R RILFLERFEYZIVICEERTSNET VAR
)—DBEMEROARTIE., ASATA—ANIZ (2FY ., MRILVLITN—TETIN—TRI>—
T)ERENLED, ABOAAAT—NZNLTIVETENRTVWEL L,

F7AILNTRHEICDAP A BEAENET, L&xE. DAPEZBHRNICERAETIC, N RILYT
W=7, TINL—=TRI—, BLOCAAAZNLTTF VA MNO—-IE2EBRATZE., COEME
NEIEHMERETDARMENDYET . HROBEDZEE DAP #eE (77 #J)L K DAP L O—
K DfitAccessPolicy 22 ) DEREXRERFETYT (K3 Z5HR ).,

3:TF7HFNNDEAFTIVI TOERA RIS —



=] L] Edit Dynamic Access Policy

Palicy Mame: DflthccessPalicy

Dascrption:

Access Authorization Policy Attributes
Configure access fauthorization attributes for this policy. Attribute values specified here will override those values obtained fram
the Adh, fystem and the group- policy hierarchy. The resulting VPN authorzation palicy IS an aggregation of DAP attributes, Ay
attributes, and group-paolicy hierarchy attributes (those that are not specified in DAF).

Action Metwork ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists L

Action: ) Continue Quarantine Terminate

Specify the message that will be displayed when this record is selected.

User Message:

Help Cancel oK

U, DAPLO—ROWVWTFNADFT 7 # )L ME(z& 2K, DiltAccessPolicy D Action: /N5 X —
AN FT7 A NMEDTerminate SEEE N, BIMODAPL I—RAREETNTVEVWEETE
. REEE =1 —YEF 7 7 )L M TDfltAccessPolicy DAPL 1— REBAE L TVPNT7 VA& IE
BTEEXRT,

TOHER. VPNERZFAL, BAENEI—YHFT7IOERAZHFATENZRYRND—-OUY—R
ZERIDLEHIC, 1D EODAPL - RZEMLTRETILEN YV ET, LA 2T,
DAPHREENTWVWRIHEEF, LAZ—RUZ—DERLNEBEELET,

BAFTIVIOTIERBARIS —DFHRE

DAPZHEAL TI—HYHNTIEATERRY ND—JVY—-RZERTDEHER. ERINE/NT
X—BFBZ<HYVET, LA, BEIY RRAD MFEEMNR, EEXNRIA, EEEOLV
ThORBASOEDHEZRHETRHERR. BELVRRA VN ZRETILOCHLERERE
BEREL., IVRRAVNTHEEAAAIL T YILICESVWT, BRI—FHFT7 O ERZEH
AENTVWBERYRD—TJVY—RAZRELET, ChZEeRRTBICE, FTRULCRIELSIC,
DAPDHEEZEMIHIMLEN HEXT,

R4: 84TV FTIORARID —



2 | ] Add Dynamic Access Policy

Policy Marme:

Description: ACL Priority: 0

Selection Criteria

Define the AAA and endpaint antributes used 1o select this access policy. A policy is used when a user's authorization attributes match the AAA anribute oriteria
below and every endpoint attribute has been satisfied. These attributes can be created using the tables below and jor by expanding the Advanced option to specify
the logical expression text.

WUser has ANY of the following AsA Antributes valees... 8 and the following endpaint attributes are satisfied,
AN Attribute OpserationValue Add Endpaint I FMame{Qperation/Value Add
Lagical Op.
Advanced #

Aocess fhuthorization Policy Attributes

Configure accessfauthorization attributes for this pelicy. Attribute values specified here will override those values obtained from the AAL Systern and the
group-policy hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA anributes, and group-policy hierarchy attributes (those
that are not specified in DAF).

Actian Metwark ACL Filters (client) Webtype ACL Filters {clientless) Functions Part Forwarding Lists Bookmarks Access Method »

Action: D Continue Chearantine Terminate

Specify the message that will be displayed when this record i selected.

User Message:

DAP LO—RZRETIEBRICEEICRD 2 DORKICODVTBRNITZIBEN HYET,
« BIREXE ([Advanced] DA T3 EED)
TORBARI—BH

[Selection Criteria]l £ 3> Tk, BEDDAP L 1—RZBIRTDLEHICEAETND AAAE

METVRRAVNEHEEEBENRELET, DAP LO—RAFEAEhZOE, 1—FDR"

BHEN AAABMHEEIC-—HLTHY, IXTOIVRRAINEHOEBENBLENTVREE
T9,

EZIE, AAAB M X 1 7 LDAP(Active Directory) 2R L, BM R (CmemberOf, EXZFFIZ
ContractorsZEEL L84 (R5aZSHB ). AMABMEXEZF/LTICIE, REETS I
Active Directory” JL—7’ContractorsD X > N—TH B UENF H V) FT T,

AL 1—HE, AAABMEEZR-TETTELS, IVRRAVNEHEEER/I-ITHLEN H V)
£Y, LealF, EBENEREIY RRAMORAF Y ZHBITEIRSICHREL. TORATF
YEMECESVWT, COFMEBHRERSOICRIIY RRA NEMHOBEREEL L THATER
EE

K 5a. AAA BHEE%E



o | Add AAA Attribute

AMA Attribute Type:  LDAP

| Amtribute ID: memberQf

Value: = [ |Contraciors Get AD Groups

Help Cancel oK

5b. T RARA > NEMEE

[ ] L ] EF SR s T e T
Eraipeiirdl A Admgte Tper. | Rl a8
Pgere ;. = B

e cwco (D

6.AAABMETY RRAV REMHDOEEAD—H
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o g sl gy e bead
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AAABMETI Y RRAVNERHZERTRICE. R6ICRENTWRT—7ILE2FERATIH, F
FRE7ICRTRSIC [Advanced] 77> 3 ZRBEAL THRERXNZEELET, RE. REXE
EVALBBBTEBRENTVET, FEXIE, AAAR I RARA 2 NMBIRBEREZXRTEVAL
(endpoint.av.McAfeeAV .exists, "EQ", "true", "string")X** EVAL (endpoint.av.McAfeeAV.description,
"EQ", "McAfee VirusScan Enterprise", "string") T 9,

AERNEF. FIROLSICAAAB RV I RRAM 2 NEHBEEH THRESBREZGEFELDBEIRE
EZEMTEIBEN HZIBEICERNTT, LA, BETALEEEOVITND, FLEEFEIANT
ZEHEY. HBBDVREINTZH/BLEBEVAAABHEFEATALSICEFIVFATITIA4T A
ERETERIN, IVRRAVNEHRRBEND O, IXNTEBLIMENf HBYVET, &
FIAVTA TTSATVANBENDI Y RRA NEREFERATHRSICTSICIE, DAP L
— RO [Advanced] 29> 3> TRETHIRENEZERNTIHLEN HYET,

K 7 REMZERTH-HOHRELR GUI

Advanced

© AND OR
Logical Expressions: )
((EMAL (endpoint.av.McAfeeAV.exists, "EQ", "true", "string") and EVAL (endpoint.av.McAfeeAV.description, "EQ", "McAfee VirusScan Enterprise”, "string")))

Guide

Kl 8 I[C 7R 9 [Access Policy Attributes] 20> 3> Tldk, BEBENfEED DAP L1—RKR®O VPN 7
VEABMERELET, I—YRUBMENAA, IV RKRAUN, RERXOREICI-HBTI5H
B, COEVYAVTRELVLET IVEARIS —BEHEZEATEET, CCTEETIEME
&, BFo1—Y%, JI—7, NOFRLTIL—T. 8LTEF7AI)INTIIL—7LI—ROERE
 AAAY AT AN SEBLEEZE LEETEEXRT,

DAP L O—RICEK, REAEZBHENA VS 2PHYET. ChosDfER. K8 ~ 14ICRTRT
o BEENFET,

8.[Action] : BENELF LR EY A VICEBAThIEEnBEIEELET,



Access/Authorization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-polic
hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specifie
in DAF).

Action MNetwaork ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method

Action: O Continue Quarantine Terminate

Specify the message that will be displayed when this record is selected.

User Message:

« [Continue] : (TF7#INKN)OVYOFTREEYSIIAVICTIVEA RIS —BUENBRE A
S

s [Terminate] : Vv 035ty ar & T7TLET,

« [User Message] : — ® DAP L J—RABREND EEIZ, R—RIL R—DICKRITBTF
ARNXYE—2ZANLET, BRI128XFEANTEERT, 1 Xv -k, EE
NA—TELTRRENET, I1—FAOTA2FdE, XVE—TJRIERBLTHS
BIELET, O DAP LO—RMBIREh, ThZEhIZI—HY XvE—DHFH 258
A= XY E—INFINXNTRRENET, COLSBAYE—JICE, URLXZFDHMD
BOIARTFARNEEDDCENTEET, COHAK, ELVWHTIML 2T 2ERT 24
ENfHVUET,

B 9.Network ACL Filters® 7 : CODAPLO—RIZEATH XY hJ—JACLZREIRL TRET
EXY, DAP O ACL ICRFAN—NLNFRLEREBRBL-LOVWTNAZEODENTEXRITH,
MEZEOD LRI TEEREA. ACLICHFAL—LEEBIL-IOBMEFEENDHERE. EF
A)TA4 TTIAT2ATACLERENERENET,
Access fAuthorization Policy Attributes

Configure access fauthorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-polic

hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specifie
in DAP).

Action MNetwork ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method
MNetwork ACLs
any Add>>
Manage... Delete

« Network ACLROY 7RI RY VA, CODAPLO—RIZEMTSDLEHICTTICERESE
hTWBXRYRNT—TJACLT T, IXNTOFAAN—LREZFEBIL—ILZFOACLO KA E
BT, ChSAZZICRRENBHE—DACLTT,

« [Manage] : XY RD—%2 ACL &M, HmE. BLUHIBRLET,
e« XY RND—JACL: CODAPLO—RODOERY NT—JACLDO ) AR,

. [Add]: ROY7HTY Ry VAN SBIRL XY ND—% ACL % AEID [Network ACLs]
DANCZEMLET,

« [Delete] : [Network ACLs] VARA S, BIRLEZRY NDJ—2 ACL ZHIBRLE T, DAP L



Od—REFEFZTOMOLO—RIZE) BTSN TLVS ACL FHIRTE X A,

B 10Web-Type ACL Filters® 7 : Z®DAPL 11— RIZiE A 9 % Web-type ACLZIERIRL TRRET
ZFFET, DAPDACLICIE, BFAN—ILEGFRERFEBILI-IILETZEDDENTEXRT,
ACL ICEFAIIL—=ILEERIL—IOBENEENDHEEE. EF21VFT1 FTS5AF2ATACL
BRENERENET,
Access[Authorization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-polic

hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specifie
in DAP).

Action MNetwork ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method

Webtype ACLs

Add>>

Manage... Delete

. [Web-Type ACL] ROY 79> Ay U A : 2O DAP LO—RIZEBMTS, T TILRER
& D Web-type ACL ZiBIRLE T, IXNTOFITL—INFLEEIXNTOEBIL—-ILZED
ACL E A EKEEh, ChoDEKEACL EFACIICRTENET,

- Manage....Web-type ACLZIE M., fR&E. HRTHIBRLE T,
« [Web-Type ACL] 'V AN : 2@ DAP L J— R® Web-type ACL Z&RRLF T,

« [Add]: ROYZFZI2 RY VAN SIBIRL = Web-type ACL % H D [Web-Type ACLs]
DARNICEMULET,

+ [Delete] : [Web-Type ACLs] J A KA S Web-type ACL ZHIBRL £9, DAP L 1—RELEF
ZTOMOLI—RIZEYH TSN TLVS ACL FHIBRTZEEE A,

B 11[Functions]® 7 : COAR 7Tk, DAPLO—ROT77AI)INH—=—NINVETZODUYT,
HTTPZ’'OF2, BLKVPURLINUZRETEET,

Access/Authorization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-polic
hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specifie
in DAP).

Action Metwork ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method

File Server Browsing: @ Unchanged Enable Disable

File Server Entry: © Unchanged Enable Disable
HTTP Proxy: © Unchanged Enable Disable Auto-start
URL Entry: © Unchanged Enable Disable

« [File Server Browsing] : 77 A4 ) H—N\EEXBE-ED CIFS 7502 0% 14 %—T )
FhEFF1E—T7ILICLET,

- [File Server Entry] : R—Z ) R—DTIA—HHFT7 74N H—NONABLVOERZANT
EDEDICTRD, FERANTZIOEREZELLET, /1 Z—7IINIZBE2TVREHEE, R—X
IWR=DIZT7ANLH—NINIJORO-—TFTHBEBEENET, 1—HE Windows 7 7
AINONABEEBANTEERT, I—FRB. 774 eX T 0—R, wE. Bk, B8



TE BLRUOBETEEXT, . 77A4INETAINFTZEBMTDEETEEXTT, ZHT
% Windows 5 —NTI1—H 7OEAIILR L THELZRETIHEEHYET, XY ND—
DEHIZE2TE., 77A4NICTIOERATRREICI—HORAN DEICKDIEEN HYET

o

« [HTTP Proxy] : 247> MO HTTP 77L Y N 7OF > OEEICKELET, DS
OF &, BYSITOVYEBRICTFSH IS TSI /O2— (Java, ActiveX, Flash &
JICHUTERTY, EFX1VFTAT7SAT O AORGHNBFERZRIEL BN S, YT
O JIBERATOLAZNANALET, BEEhE7OF> K, BBNICT SO0
HOWTOFVREEZLZEL T, IXTOHTTPBELRTHTTPS EXREZFHL VW IOFREI
DAAL I KNLUET, HTML, CSS. JavaScript, VBScript, ActiveX, JavaZx &, FE&AE
IRNTDIZATNFTO /O —"2HR—KFLTVWET, HR—RhEhTWBTZUH
(&. Microsoft Internet Explorer 72+ T9,

« [URL Entry] : R—& )L R—=DTIA—HHF HTTPHTTPSURL ZANTEDLSICT B,
FERANTEBVELSIILET, COBENM1Z—TIILICB>TVRIFE,. 1—H@E
URL ABRY DAL Web PRLAZANTEERT, Klc. 947> ML ASSLVPN %
FALT, chsOWeb A NZTIVEATEET,

« [Unchanged] : (7 #IKN) COEYZIVICERAEhDTIIL—T RV —0EZERAL
7,

« [Enable)/[Disable] : #gtz 1 XT—7 L ELBEFEF1E—7IIICLET,

* [Auto-start] : HTTP 7OF > &4/ X—7J)LICL. DAP LO—RIC& V), ThS OEEICE
ENFHshizT77LYy hZEBNICEBSEEET,

B 12.Port Forwarding Lists® 7 : COR 7 Tlk, 1—HEv>a>nR—ME&EED ANEERS
LUVRETEET,

Access /Authorization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-polic
hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specifie
in DAP).

Action Network ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method

Port Forwarding: @) Unchanged Enable Disable Auto-start
Port Forwarding List:

New...

Delete

« [Port Forwarding] : —® DAP LO—RIZEBAETNDR—REEVANDF TS 32 &ER
LET, CO71—)ILROZOMDOEMIE. [Port Forwarding] Z [Enable] & 7z & [Auto-
start] ICEREL EBEICEFAZ—TILICHEYET,

« [Unchanged] : Oty avICBAE D IIN—T RIS —0EZFEHALET,
« [Enable)/[Disable] : R—RNEEE A ZX—TILELERET1E—7ILICLET,

+ [Auto-start] : R—RNEZEZ A ZX—7I)LICL, DAP LO—RIZ, ZTOR—RNEIED ANICES
BFshniR—NEET7 LY NEEBNICREESEET,



« [Port Forwarding List] ROAY 7A D> 7Ry U A : DAP L—RICIEEMNT S, T TICHREE
HADR—RNEEJARNEZBIRLET,

* [New] : HILWAR—REEDARNERELET,
« [Port Forwarding Lists] : DAP L 1— ROAR—RNEEJV AN ERRLET,

« [Add] : ROYZ7HA DY RY DANSBRUER—RNEEXEVARNZHBIOR—RNEED AN
CEBMLET,

« HIRR : BRUER—KRT7AD—FT AT VARNER—RNTAZD—=F 42T JVARDSHIRL
£¥9, DAPLO—RELBFZOMOLOA—RIZEVWHE TSN TVS ACL FHIBRTZEEEA

o

R13[7vyoXR—V127 : 1—HY— &v>3a>on7vyII—J/URLUANZBRELTERT
XY,

\ccess[Authorization Policy Attributes

Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-policy
hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specified
in DAP).

Action Network ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method >

Enable bookmarks

Manage...

« TVIOR—VZFEATREICTS VUV ITHEMATRICBEYET. CORY I AHNER
EhTVWERWES, BROKR—ZIL- R=JICFTYIN—0- UARHFRTRTEIhIEEA

« [Manage] : 7Y 9X—2 DARZEM, 41 >VR—K, TVARKR—N, HIRLET,

+ [Bookmarks Lists] ( ROY 7’A™J> ) :DAP LO—ROT7 Y IOX—U DARNERRLET

o

« [Add]: ROAYFEI RY DAL SEBRLET Y IIR—0 VUANEZERAOT Y OX—2
JANRYORAIZEBMLET,

 [Delete] : 7Y OX—D DANRY VAN SERLETYIORX—VUVARNEHIBRLET, &
FAVTFA TITSATVANSTYIOI—0 UDARNEZHIBRTSICIE, £ DAPLI—R
NSTDIANZHIBRTDHBENHVYET,

Kl 14.Method® 7 : FFAITBDVE—RTIEADZA T EZRETEEXT,



Access fAuthorization Policy Attributes

Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group=-policy
hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specified
in DAP).

«4  Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method AnyConnect AnyConnect Custom Attributes

Access Method: @) Unchanged
AnyConnect Client
Web-Portal
Both-default-Web-Portal

Both-default-AnyConnect Client

e Unchanged : Y2 a> I )I—7RII—THREENTVWAREOVE—NT VAR
XTHRITLET,

« [AnyConnect Client] : Cisco AnyConnect VPN Client Z{#EfH L TEHLE T,
« Web’R—ZJ) : V54T NLAVPNICEHRLET,

« [Both-default-Web-Portal] : 754 7> kL AF izl& AnyConnect Client D W\ FhhIZ&k 2
TEGLET, 72N NEIZATNLATT,

« [Both-default-AnyConnect Client] : 74 7> kL AE fzl& AnyConnect Client ® Vg h A
ICR2TEHRLET, 7 4L MEFE AnyConnect TT

BIADESIC, DAPLO—RICERSNETF 7 A NEBHREN BN ET. chsDfER. BES
NTWBRBEICEG., BEOAAA, I—Y, JI—7. "ORILITIL-=T. 8LTFT7FI KT
LW=7LOA—R&WYEBEEINET, ATUYRNRNIRUVTUAN, NF—, A=K I X
W, R=ZBILAAEIAXBZE, DAPOEHENAOBEMEN BEMTHEZFEE. AAA, 11—,
TN=T. "2ZILITN=T, 8LCTFT7FIRNTIN—T7L - RZFEALTERIZILEND
WET, COFE. ChSOBEDEMHERDAPZHTL., LEE TR LR TEEFEEA, LI
F2T, A—HR@BIXNTOLIO-REDLE>TERHECRB LY NZEBLET,

BEROEAFTIVITIERARI D —DEN

EEEIERODAP LO—RERETHCETEROTRICHISTEERT., TORRE, Fil%
T51—YFE, EHODAPL I—ROAAABMETI Y RRAVNEMORERF LI ENTE
£, TORR, TOEARUS—BHEE., ChoORD—2EKT—BLTWSA, £-EH
BLTVRAEEMA DY E T, COBE, BA1—HF, —BMLEITXTOHODAPL O— RO EKE
BRZHETEET,

chiZlk, FEE. BBAl, 1—Y, JI—7, ORI TIL—=T, BRTEFT7FILNTIL—TFL

Od—RIZE>TEAThZ2EEOEMEESENETT, TORA RV —BUNEBSNEER
ELT, BAFEVIO TOEARID—HNEREIhE T, HAEbENLETIEARI—EMH
DHEXDRICRELET, ChosnpllciE, 32O DAP LIO—REZHAEDELEB/BRNRENT
WET,

R1ICRITTOI 3 EHOEI Terminate & Continue T3, EHNBEMERR., BIREhTV?S
WA DODAPL J— RTTerminatefE A SREE N TV B FEETerminate& & V), BIREhTWV



%I NTOHODAPL J— R TContinuefEAREZ N TW2IFE FContinueE & V) £

R1TO>avEM

BHE DAP#1 DAP#2 DAP#3  DAP
Action ( {5l 1) ||continue||continue||continue|lcontinue

Action (i 2) |[#& T continue||continue|jterminate

K212, ANUVIEZECI—YF AvE—CBHEETRLET. EHNEMMER, BREE
DAPLO—ROEMEZ) UL TERE 2T ( 16ELEOX0A ) YW OXFHICTH &
NFTEEY, EBANVITCORBREDIEFEFHCEETEH)ELEA,

RR2I—F XvE—TFMH

BHA DAP#1  DAP#2 DAP#3 DAP
user-message||the quick|brown fox|[Jumps over||the quick<LF>brown fox<LF>jumps over

RIICRIISAT U RNL AMEeR A Z—TILICTBEM ( BI%K ) ICIk. Auto-start, Enable, %
=& DisableDEAEENTVET, BIREhTLVZ VT hHODAPL J— R TAuto-StartfEA"5%
EEhTVWRIEES. ENEMEEAuto-startiCE 3 AREMA"H Y T T,

BIRENTVWBENODAPL J— RTEAUto-startfBEASREETNTH ST, LB EE1DDDAPL
J— RTEnablefENSREETNhTVWRHEK. EWEMIEZEnablediC TEE T,

BIRENTWVWS EDODAPL J— RIZEAuto-startfEE 7= IEEnable ENSREETNTH ST, BIRE
NTWADAPLO— RO EE1DIC Tdisables ENREETNTVRESEK., ENEMESR
HEMICTEEXT,

RIVFATUNLABREAZ—TIILEY (BHK)

BHER DAP#1 DAP#2 DAP#3 DAP
port-forward |lenable ||t enable
file-browsing|| &%t |enable ||#&Zh{t|lenable
file-entry ML | BN
http-proxy  |[fEXN1t ||auto-start|| & Xh{t |[auto-start
url-entry \mML enable|lenable

F4(Z, URLUARNEM Eport-forwardBMEZ RLET, ChSOBMICIE., XFEHELEEFEHUN
TRYSNEXFIOVThADEFreEnET. EHNEMER. BIRLU ZDAPLI—-ROEM
BRIV ITDEZIEREND, WONTRYSNEXFIIZTRENTEXRT., BEAD
DO NNERTIEMERHBRTEET, BEANIITATOERBHEDCIEFEGEETEHY)
Ft A

KA4URLVARNBHER—NEE)ARNEM

EM#H  DAP#1 DAP#3 DAP#3 DAP




url-list a

b,c a a,b,c

port-forward

d,e e f d,ef

Access Method B Tlk, SSLVPNERICEFAIE D IVSA T NTIOEAARZEBELE T,
DZATRNTOEABRICE. AnyConnectV ZA T2 RTIOEADH, Web R—ZILT O+ A
D, AnyConnect7 A4 T > NEZEWeb R—RIILT IR (TF7 2L NEWeb R—FILT I+
A ). AnyConnectZ7 ZA4 7> NELIEWeb R—ZIILT IO tA (77 =)L MFAnyConnectV Z A

TORTOERRA)FHNET,. EHNEBHEOENZRSICRLET,

KRETVEARFAEM

AnyConnect
Client

BREhDEME

Web 7R—  Both-default-
Z) Web- Portal

Both-default-
AnyConnect Client

SRR

X

Both-default-AnyConnect
Client

WHE -7 %)~ -Web
-R—%)L

WA -F7#) BN -Web
- R—ZJL

\Web-Portal

Both-default-AnyConnect
Client

WE -7 %)~ -Web
-R—%)L

WHE-7T7 %)~ -Web
- R—%)L

AnyConnect Client

Both-default-AnyConnect
Client

WA -F7 )N -Web
- R—ZJ

mh -7 4Lk - Web
- K=

Mm7m-77 7))~ -Web
- R—2)

Both-default-AnyConnect
Client

WHE-77 %)~ -Web
- R—2)

WHE -7 %)~ -Web
-R—%)L




ZXYRND=D(T77AT7#—) ) BHEEWeb-Type (V54T RLA)ACL7 1 )L ZEM%ZE
HAREDEBIEE, DAPTSA AT 1 EDAPACLO2DONEEAVR—FX N EEBTHIHREN
HYET,

K15l RS Priority N UEI—KNEEWNEhFELA, EF2UT 1 TTSAT AR, BHO
DAP LO—RAS%Y RJ—% ACL & Web-type ACL BEH TR EE(C, COEEEALTT
DA VARNEHEBHCEFAFTLET, EFIUFATTSATUAR, 754 FVF1ES
NEWEICLI—REZIXNEST, IS4 A VT A EBSORVIEN T—TILO—FTFICRTEIE
T, HEXE., BAAODAP LIO—RIEF, EA2OLO—R&WETSAAUTANBEL Y
F9, 774 F VT 1, FHTOEAXNBARFTEERE A,

K 15.[Priority] : DAP Ld— RO 7S AVF 1 #XRRLET,

@ Add Dynamic Access Policy

Policy Name:

Description: ACL Priority: 0

+ [Policy Name] : DAP L 11— RO BHZRRLET,
« [Description] : DAP L — RO B EHBALET,

DAP ACLEM (. BiZ & Allow-List ACLE T )L F = &Block-List ACLEFILOWT A ICEHT S
TOEAVARNDAEHR—KNLET, Alow-List ACLETI TR, PUVEAVARIVRMUICK
2T, BEENERY ND—DXKEBKRAMDTIEAZ T5FFAL 2N —IIFEEENET
o ZOY IV UANACLE—RTR., TVEAUARIVRIUILL 2T, BEEhERY ND—7
REBRAMDTIVEAZEBTITDIN-IINEEECIhE T, FEATIVEAVANIGE, §FFH
LW=LEEBIL-IFBELETIVEAVARNIVNUNFEENTVWET, DAPLO—RIERL
THFEMT IV EAVAMBREEATVWRES, EEENLI-RZEMNLISETIE, RE
IZ—ELTHEBEhDARESI BN ET, BRIDTIEAVARNDAPLI—RIZEIVWEHT
S5hTWaHE, BUORKUZEEIZTI/ELAVANDEER, REIZ—ELTEERELS
AL B RT,

16.DAP ACL : CODAPL O—RIZEATDRY NTJ—JACLZERL THRETEET,

Access/Authorization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-polic
hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specifit
in DAP).

Action Network ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method

Network ACLs

any &  Add>>

Manage... Delete

EBODAPL O— RABRENDE, XY RNT—2 (TFAFI4—)L )ACLICEEEE TV
TOEAVANBUNENEN, DAPT7ATIA—=)LACLOZAF+ZIVIOTOEA)ANIE
RENET, BAEKIC. Web-Type (954 TF7 > RNLA)ACLICEEENATVWBT7IVEAVANES
FENEh, DAPUTZAT U RLAACLOA A FTZIYIOTFTOEA)ARNFERENET, ROHI



Tk, ZAFZVYIDAPTIZATIA=INTIOEAI)ARDEDES ICHEBICERENDHICD
WTHBALET, L, R4 FTZYIDAPISATRLATIEAVANACLERL 7O
T ARETTEET,

9. ASARFKRGICTRT LSIC. DAP Network-ACLO—ENZHI2EBHICERL EF T,

£ 645144+ 3vY % DAP Network-ACL %

DAP Network-ACL %
DAP-Network-ACL-X ( Xl&, —EMZRIAL TR -HICED TEDER)

2BBIC. ASARKR7ICARTLSIC, BIRENDAPL O— KA SNetwork-ACLEMZEBLET

o

R7TXYRNI—2 ACL

ﬁﬁf :TL _%IPAP Priority Network-ACL Network-ACL T> k1)

DAP 1 1 101 8&LT |ACL 101 (IZF 4 DDEFIL—IILHFSHY) . ACL 102 IZIF
102 4 DDFANL-ILHD

DAP 2 5 201 8&T ||[ACL201 ICIF 3 DOFFAIIL—ILA® V). ACL 202 (Z&
202 3ONEBL-ILIHD

DAP 3 5 101 8&LT |ACL 101 2 4 DDEFIL—IILHSHY) . ACL 102 IZIF
102 4 DDFAL-ILHD

3EZHBI(C. ASADAPLO—ROD7ZAAF )T 14 BESIZK 2> TNetwork-ACLEZIXNE X, RIZ, =
RUE2DUEDDAPL O— RO S AF )T 4 ENEIUHE EBlock-List IC&k > THEXNBEXEXT
o TMH., ASAIFRSICTRTLDIZ., BNetwork-ACLA SNetwork-ACLT KN ZWMEBTEET,

& 8 DAP L J— R ® Priority

Network-ACL Priority KO A N TZ5v 9 FPOEA VAN EFI)L  Network-ACL T KU
101 2 VA A RI/AV N 4 DMIEFRI—)L (DDDD)
202 2 TS990 AN 3 DMIEARI—)L (DDD)
102 2 RIARNUAR 4 DDFFAIL—)L (PPPP)
202 2 RIARNJDAR 3 DDEHFAIL—I (PPP)
101 1 VAR R/AV QN 4 DMIEFRI—)L (DDDD)
102 1 RIARNURAR 4 DOFTIL—)L ( PPPP)

REIC. ASARA A3 v UICERE N i=Network-ACLIZNetwork-ACLT R EY—2 L, A
141+ XY UNetwork-ACLOBHEIZ, BAITBH L LNetwork-ACLEL TIRLUE T ( RIZSH ),

£ 94144+ =Y % DAP Network-ACL

DAP Network-ACL & Network-ACL T>» K1)




DAP-Network-ACL-1 (DDDD DDD PPP PPP DDDD PPP

DAP %

EEENDAPOEREZRTIDIVEN HHPBHEBEZL<HVET, COXSHERELTE., I
VRRAVNORAF YA ZERATHEER. RAMRI—FHFRYNT—T DY—=AICTY
TATREZILLYHLN B AAABHELEFRRV—BHERFITIHEEHEN BYET, X0HI
Tlk, DAPEZFDAVR—FXU M ZREL T, BRIV RRANZREL, TETEERY N
D=0V —ANDI1—HYT IO AZHFATEXT,

TARNT—=R: DFAT2 NP SROVPNT VL AR/ 2H OBMERANERE KL I,

« REBOIVRRAUNZREHL, EERNKRILGBEBRNRIAC L TRHBI T 288, —IT>
RRAD NHFEEBRR (T—U PC) EBBIENIA, RAFFYEREZR/B-LTVWEVES
VEDIVRRAVNOT I AZESTIHENHYNET, —H., #EBOIY RKRAY
RAEBERRA (KR—LPC) EBRIEIIBZE, TOIYRRARNIRLTIZATY
NATOEAZRETILENHET.

« DSATURNLAEGEORTERIZIEYSZ 3O cookie EF YV 100 )—2TF v T %"E
TTEBDCE,
« McAfee AntiVirusZ &, BEERROREET Y RIRA VI NTEITHROT U T—a> %%

HUTEATRHEE, 77V T—23a A FELBEVEE, IVRRAVMNOT IO AZSE
BIDILENFHYET,

AAAFEREZEAL T, RAECNEI—HYHIT IO LATRIVLEN HDIRY I\'7 VY —R%
¥|J J@'Zﬂ%ﬁm t¥1 ')7'4 T7ZA4AT >V ATIEERAT 17 MS LDAP REE EBH D
LDAP I —7 XU N—=29 7 O—IUAYR—RERTVWIHRENHY KT,

c DSATUNERY RND—IOR—ADERENLTERLLEEZEIL, RYRND—DOUY—-A
(XY RT=IFAXR TV 2B E ) AOO—HILLANT Ut A =50 3 2 #aE,

o NEXBICT AN TIUOLRAZRATED L, TWEXBEETODI O RKRAUNZEY

SATURNLAT OO CAFBETHY), FTIVT—230AOR=FIWTIEAIREET
D AN THIBAMVETT,
BT, 94T RDODVPNT O EABHEZR/ LT LEOHIC, —EOREFIEEERTTEEXT

o BEBREFIEEH >TE, DAPICEEBEEL TVAEVREN HZHE L. DAPICEREEEL
'CL\%: SENHBDHZENHV)ET, ASARFEICHNT, 2<ORXRYRNI—IREBEICEISTESR
To DD, VPNY D I—2 3V ZERERBHETERTEXRT ., BRICKL 2T, HED
BYDI1—=23VHFE-ICBBIENBYET, LEL, RITEhDT70-F., 974T7>
ROZ—RAERKRICK D> TRENET,

CHONENMEEERENTVEITA T NERIZEI VT, Adaptive Security Device
Manager(ASDM)Z{EFA L., DAPICBE T B2REND AT D ICERZEH TR ENTEXT, L
O—AILITIN—TRI—%BEL T, DAPAO—HIRI—BHEEEDLS ICHTEE LG L
EETEBINERTIEETEET, COTANT—ATIR. LDAPH—NT =T, A7TVvY
RRRUITZRYRD—=DUVARN, BRTERNKIPER (IP7—)L, DefaultDNSH—/NT )L



—THE ) A ERCREENTLBEDELET,

7)1: T7RIVD—OEZ :O—HIL RV —BHOERICHELRRETT, CCTERTIEM
—EBlk. DAP TIFERETE XL A (#l: Local LANAccess ) o ( DRV —K, 954 T
I\I/7\J="|¢<‘:'7747‘/ RR—ABMEOERICEFEATEET ),

Configuration > Remote Access VPN > Network (Client) Access > Group Policies® JEICFEL .
RIZRT &S (ZInternal Group PolicyZ &ML £9,

17.[Group Policy] : O—AJ VPN B EOEMEZEEZL 7,

@ L Add Internal Group Policy

General

MName: GroupPolicyl
Serve
Advance d Banner; Inherit
SCEP forwarding URL: Inherit
Address Pools: Inherit

IPv6 Address Pools: Inherit

More Options

a.General D> DOTT, JI—77R1J)>—0OnameSSLVPN_GP%Z:REL £ T,

b. &7z, General') > 2 TMore Options&® 2 ') ¥ 7 L, Tunneling Protocol:Clientless
SSLVPNDO#EBELET (FI AR E L EE L TEETHLSICDAPERETCEXT
) o

c. Advanced > Split Tunneling) > 7 O T, XOFIEZFZELE T,

18.[Split Tunneling] : V24 72 hEGRIRIC, BELENZ74Y 0 (O-AL XY K

D= )Y FESHEENTVEBEVWRZRILENANATEDZELSICLET,
a. 7R = — : Unchecklnheritand selectExclude Network List.

b. RY RIT—D VAN #EDFITY U%ZINL., ')A KMnamelocal_Lan_Access%&iEiR
LET, (ZRRECNTVBDEDERELET ),

d. Advanced > ANYCONNECT Client) > 2O T T, XOFIE=ZFZELET,

19.[SSL VPN Client Installer] : VPN # TBfZ, SSL V54472 R &I RRA 2 MR

I, RERTUAZVARN=INTBIENTEXRT,

. VATV NIATALILA 2V AN—F%&REFT S : Uncheckinheritand then selectYes.

f. OKthenApplyZ 2 VY L&Y,



9 REXEZHEALEY,

BHR7O774ILOESE : COREK. AAARRIES R (LDAPA LY ) ZE&EL., MUEIICEREL

JIN—TR)Z—(SSLVPN_GP)Z2 C0EHK7O77AIINIICEBRAITZIEHICHETT, COEFEHKT
O774)\EERALTERTDZII—HF. CCTEETDEME., SSLVPN_GPIIL—F RIS

—TERITDIEHORRICEYNET, (ZOTO77AILK, 94T NLABREYTAT
VRR—ABMOEADERICEFEATEET ),

Configuration > Remote Access VPN > Network (Client) Access > IPsec Remote Access
Connection ProfileD JEICBEIL ., XDLSICERELET,

K20&70774) : O—AHILVPNEEOEEZERXLE T,

@) ] Edit IPsec Remote Access Connection Profile: DefaultWEBVPNGroup
Basic Name: DefaultWEBVPNGroup
Advanced

IKE Peer Authentication

Pre-shared Key:
Identity Certificate: -- None —- &l Manage...
User Authentication
Server Group: LOCAL Manage... |
Fallback: Use LOCAL if Server Group fails

Client Address Assignment
DHCP Servers:

O None DHCP Link DHCP Subnet

Client Address Pools: Select...

Default Group Policy
Group Policy: DfltGrpPolicy e Manage...

(Following field is an attribute of the group policy selected above.)
Enable IPsec protocol

Enable L2TP over IPsec protocol

Find:

Help Cancel -

a. Connection Profilestz 9 2 3 > TDefaut WEBVPNGroup%Z #i®% L . Basicl) >V TX DO F|E



EZRELERT.

a. 585 : AN AAA

Y

b. S2EF : AAAH—/X5 JL—7 : LDAP ( BEIREE hT W3 8T )

c. 74T RNT RLADE|VY) LT : Client Address Pools:IP_Pool ( BRICEREE N T
W5 edaR )
d. F7ANNOTIL—=TRI>— : T —T77R1J>— : SelectSSLVPN_GP
b. REXLEZHEALET,

SSL VPNEHADIPA >V R—TIAANDESE : CORER.,. BEELEAVR—TIAATIZ4
TONOZATNLASSLERZRTIZLEHICHETT,

AVB=TIAARATITATUNZRY ND—=OTF O A%ZBRIZTBEIC. SSLVPNIS AT
RAX—DBEERTDHENHYET,

1. Configuration > Remote Access VPN > Network (Client)Access > Anyconnect Client
SoftwareDJEIZEIRL ., KDAX—DTHBD, ASATVZVY2 1T T7ANTATLANSDSSL

VPN Client Image:(c ® 14 X—< & CCO, https://www.cisco.comA SHX IV O—RTEET
)ZEBMLET,

21.SSLVPNI ATV RAX=2DAVARN=I) : IV RRANCERGTDEHICT

v> 13 BAnyConnect? ZA T RAX—DZEEZLE T,
a. anyconnect-mac-4.x.xxx-k9.pkg ( AF &L )
b. OK. OK. L TApplyDIBEIZZ )Y 4L ET,

2. Configuration > Remote Access VPN > Network (Client)Access > AnyConnect Connection
ProfilesDIBEICEBEL. XOFIEZFEALThEZEMILET,

X 22.SSL VPN 7 '7'|ZZ’(/'}7 7147\ SSLVPNE’F&T:E%T?%T‘&@(/? /T

1 AZERELET,

a. Access Interfacetz > 3 > T, Enable:Enable Cisco AnyConnect VPN Client or
legacy SSL VPN Client access on the interfaces selected in the table below.

b. ¥k, "POEBARAVEZ—TIA R, ©9>3 T, &AL Z—T T4 ADAllow

AccessZF IV ILET, (COFREICKY), AL 2R —T T 4L ATSSLVPNI S
ATVRLAT IV ERZBMICTRDEETEET ),

c. (B (Apply) | ZVVYULET,


http://Cisco

DSATFTORNLATOERADT Y OX—U VAN (URLUAKN ) DES : CORERFK., R—FI
TORRATEWebR—ADT ST —2 32 ERTDEHICHETT, RESEZNEXED
2O2NDURLUARNZERTEEY,

1. Configuration > Remote Access VPN > Clientless SSL VPN Access > Portal > Bookmarks ®
JECHEL, +Z20UYIOLT, ROFIEZHZELET,

2.7V OX—=U VAN : Web R—RILTLFHL, POEATESDELSICTS URL 2E

Add Bookmark List

nnnnnnnnnnnnnn

ZELET (REENTIELATEDRLSICHAZRIALAALET ), e
a. Bookmark List Name:Employees& AL, AddZV Y O L&Y,
b. 7Y IOX—UZA NI EARNTZY N

c. [URL Value] : nhttps//company.resource.com

oKEZVUYOL, BEOKEREVUYIULETY,

+&2 7)Y O ULTEML, 2BBEOT Y II—UUJAKN (URLUAKN ) ZBROKRSICRRELET,
e ® Add Bookmark List

Bookmark List Name: Employees

Bookmark Title URL Add

Find: Match Case

M247v2%—2 UAN: FANPORRABEHAZ 24 XL ET. R A

a

Bookmark List Name:Contractorsc AL T, Add&E 2 Y OLET,


https://company.resource.com

TYII=DBARNL:T2bT72+2

[URL Value] : https.//company.contractors.com

OKZZUY oL, BEOKZIZUYILET,

[EHA (Apply)1 &2V YOLET,

RARNAF Y ZRELET,

Configuration > Remote Access VPN > Secure Desktop Manager > HostScan Image® JEICBEL ., XOFIEEHRELFT,
B 25.HostScand X = D4 Y 2 b—)L: TV RRA DV RNEERT A1 HDLC Ty Y aT BHostScand x —J 2 FERLET
Use this panel to install HostScan.

HostScan configuration can be performed by going to Secure Desktop Manager/HostScan. If '"HostScan' is not visible under
'Secure Desktop Manager', you will need to restart ASDM.

Location: disk0:/hostscan_4.10.07061-k9.pkg Browse Flash...

Enable HostScan Upload...
Uninstall

a

disk0:/hostscan_4.xx.xxxxx-k9.pkgimageZASAT7 SV AT TFA N ATLDNSA 2V ARN=)ILET,


https://company.contractors.com

CheckEnable HostScanZ AR L £,

[EHA (Apply)1ZOoUYOLET,

473992 7202 KVY—: CORER. BHRA—HYLZOTY FRSI Y bR EBEhTWHW3 AAA BE# ¢ Endpoint
Assessment BELCREL TRIET A CHETT, DAPLO—RTERESATVREEEF LIHBE. BERI-YICHL T,

FODAPLO—RIZEERTSATVWRRY RT—9 Y —ZAANQOT It AEENFETEET, DAPETRIE 7O ATET
EhET,

SSLVPNEBRA T 7 ALK T —A(EEARE, TV RRAVRNIBEBHDAAFTIVITIERARIZ—DAPIC—BHLEVEE
JTHREICKTIBELSICTDICE, ROFIETHRELET,



ERAFZIVIOTIOEARRIS—(DAP)EO THRET D EEICE,. DAPAY 74F1L—23>774)

(DAPXML)A"FELEVWC EEZRIDAPXMIT —X Y E—IARRENET, IHDAPRELZEEL TRETD L.
COAXYE—DRRRENBLBYET,

Configuration > Remote Access VPN > Clientless SSL VPN Access > Dynamic Access Policies® JEICBE L, RO FIEZER
LET,

30772V FDEL4F3Iv272+22KY Y —(DAP): EAICERE h1IcDAPL 1— RH—HHL % WHFE. CDDAPL
1—REBHTEET, Lith>T. SSLVPN7 2t 2 &EBTEET,



[ N Add Dynamic Aicess Policy

| oy Mame: Deluult Case

D Erigtian: ACL Priofiny: 0

Sedection Criterin
Delfine the AAA and endpoing aitributes used to welect thiv acoess policy, A policy iy wred when 3 use’s suthorization aitributes maboh the AAA atirbute oitera
belers wsdd every eadpoist sttribats s been satiilied. These annbutel cin be creabed uding the tablel Blow and/of by expanding the Advesced option 1o 1petify

thit loghcal experes e bend.
Wber has AMY of the following AMA Aftibutel valuei... B and the Tolkowing esdpoeat sireibates ane satilied,
Frry T Terabon Ve A [T ) (et M Y bk Ak

Ageead fhutlhon patien Pelicy 82InBulei

Conligue acoess fauthorzation stirkuates Tor this policy, Altribute valges specified have will override those valees obtained from the AAA vrstem and the
Gioup-poliy hierisdiry. The fedulting VM sethaaeation galicy i4 o6 sggregulion of DAP mIFbubes, AL SIAbubES, Wnd group-golicy hieranhy mirbutes ihoie
that are not ypecified in DAPL

Artign  Metwork ACL Filbers [Glienty  Webtyps ACL Filteni ichestbesd)  Functions  Porl Forwarding Lists  Bockmarks.  Adorid Mathad &

Action: Comtins Cuarinting O Termisate O

Specify the message that will ke displayed when this record iy selecied,
Wour peviecamant dont not meet Ehe Critenia B2 ot 10 the VPN wervice. Maase contsct your IT sdministeaters

User Medsage:

DfltAccessPolicy Z R L . ActionZTerminatel_ 8 EL £,

[OK]ZOUYOLET,

Managed_Endpoints& WS BRIOFHL WA A F IV ITFTIEARIS—ZROLSIZEBMLET,

HER  HEBODISATUITOER



BBIUCRILSIC. IVRRAVKRNBYUERAT (TUFIALR) ZEBMLULET, TTLES, TOKL 20UV
A% R

K 31.DAPT ~ F# 4 >~ bEHM : Advanced Endpoint Assessment AntiVirusld. 2 247> b/ 3y bI—09F 0+

ece Add Endpoint Attribute
Endpoint Attribute Type:  Anti-Virus
Product Installation: @ Installed Not Installed
Reatime Scanning: @ Enabled Disabled

(Hostscan extension needs to be enabled in Hostscan Image to get a list of Anti-Virus items.)

Vendor: McAfeeAV

Product Description: | e

Version:

Please replace character 'x' in Version field with the specific value you want.

Last Update: < days

. Help Cancel -
ADDAPEE: L TEATEET,

BIORICRIRSIC, ROYFTRET2URANDAAA Attributetz 7> 3> T, User hasALL of thefollowing AAA
Attributes ValuesZ iR L £ 9,

R3BBRUB4IZRTRDIZ, AAABMEZR AT (LDAPZEMLET (AAABHRY VRAOEA ), ETLES, T
OK, ZOUYILET,

K 33.DAPAAARHE : AAAT W —TXUN—2 v 7%, REBEEBAITADAPEEL L TERATEET, o
Kl 34.DAPAAARHY : ABAT W —TXN—9 7%, YE—RNTOABEEEEA T 3DAPE®EL L TEAHT
® 9 Add AAA Attribute

AAA Attribute Type:  LDAP

Attribute ID: memberOf

Value: = e Remote Access| Get AD Groups

Help Cancel 0K

¥EY,

RI351CRTLSIC. Action® 7 T, ActionA Continuelc REE N TWB L #HIALET,



K 35.JAction] 2 7 : CORER. BEOERFLE Lty a L 0EKLEEERTALHICHETT, DAPL a
— RHA—F L. ActionhiTerminatelc SEEEh TWA3BERER. VPN7 2t 2 &ERTEX %7,

.

KI36ICRF & SIC, Access Method® 7 TAccess MethodAnyConnect Client 23R L £,

K 36.[AccessMethod] 2 7 : CORREIR. SSLVPN 2 54 7> M Bk 4 TEERT IO CHETYT,

OK. Apply®IBEICZ U Y I LET,

MUnmanaged_Endpointsy EWSBRO2EBNDA AT IV ITIVEARIZ—Z2ROKSICEMLET,

e REBDISATUIVLRTIEZR,
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