ASA 8.x : ASA T AnyConnect VPN Client ® A
TZUVYRN NIRRT EZHFTTSEHOREH

A&

BE

Bl R SR

EZ#®
FERAIRZIAR—F b
RELE

B8

"

aXAE

XY RNI—OK

ASDM 6.0(2) ZfEH L 7= ASA 87

ASA CLI QOB E

SVC & ® SSL VPN oL
o

NN | 7 Sl N

EBEN

B=

D RF 11X NTIE, Cisco Adaptive Security Appliance(ASA)8.0.2C M RILEFRE TS
REETCisco AnyConnect VPNI ZA T MDSAVEZ—RY NITIEATDHEZIEZIEST
FALET, CcOBRETEH, AZVYRNRNRUTZFERALTEFIT7TRVWT VA ZHT
LET,

Bl RAF
B

COREZTIOEIC, ROEHNFBLEATWBR L Z2BRALET,

CASAtEFIVTA TTSATARN—3 8x ZBRBTHIHEN HYET,

. Cisco AnyConnect VPN Client 2.x3¥ : AnyConnect VPN Client/\ ¥ —=’ (anyconnect-
win*.pkg)ld. Cisco Software Download(B&I1—HERA)ASHA I O—RLET,
AnyConnect VPN V924 T2 RZASADT7Zv>1 XEVICOE—LET, cnld, ASA
EDSSLVPN BERZBMTAEHICVE—KN I— 1 —RIZXVO—REhET
o FHICDOWTI, ASAOY74F21L—>32 Fi4 R® "TAnyConnect V54T KD A
YAR=IL ZZRLUTLSEZ W,



//www.cisco.com/cgi-bin/tablebuild.pl/anyconnect
//tools.cisco.com/RPF/register/register.do

FATAIIR—F b

CORFIXVNOERE. ROVIKRIITEN—RIITON-II3IVICETVTVET,

YT RYUIT N—2 32 8.0(2) HHEEL TWA Cisco 5500 > 1) —X ASA
- Windows 2.0.0343 M /Y—=< 3 22 M Cisco AnyConnect SSL VPN Client
- Microsoft Installer /\—=> 32/ 3.1 [ & 2 T Microsoft Visa, Windows XP SP2, &/ &
Windows 2000 Professional SP4 A"#& L T\\% PC
. Cisco Adaptive Security Device Manager ( ASDM ) /N\—> 32 6.0(2)
CORFIXYNOERE. ﬁm@?ﬂ'i—iﬂt_&%j-/\'flt_%? WTHEREhELE, COR
FAIXRNTEATIIXNTOTNARG, FIA(F72)D ) REORELSEBLTVET
o NRDRY NT—UNRBEBPTHBIEEICE., EOLKSBIONRICODVTE, TOHEEN
Kﬂ’ﬂt._jb\'(ﬁﬁ%t_iﬂﬁib'(db<M\E?ﬁ‘ZF)Ui'd'o
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RFIXDRREOFMICOVWTR., RO TIDN T4V TADOKRLEL 2ZRLUTLKE
=V,

BRELHA

Cisco AnyConnect VPN Client I&, VE—hk 1—HY0OEHICEFI VT A TTSATANDOE
FI1THESSLEHZRBELTVET, UEIICA VAN —=ILEIZAT O N BEVEE, UE—
NI1—#HF SSLVPN EREZTAND RS ICREL LAV R—TIAADTZIOHICIPTRL
AEAALET, EF21UT 1 TTS5AT 2 AN http:// ER%Z https:// ICVRALIRNTBRSD
ICERESTNTWARWVWEE., 11— https:/<address> DX T URL ZEANTEDHENHVET

o

URLZADLER, 750HE. TOAUER—TIAAICEHKL, OJMVBEEZRRLET,
A—YHFOTA4 2 ERAEBEL, EFXFIVFTATITSAT AN I 2054 T > MIBE
THDdEBRTHE, VE—RIEI—ZOARL—FT AT ATLIL—BRITDIZAT >
NeEADO—RULET, FOO0—RE, 9547 NEEBEZEA AN =] LTEEL., &
FA1T7HBSSLEHRZBWILT, EEMRTLELEELCBEZRID,, FTOAAMN—=ILET
(ChiE., EF1UFA TTSATUVADBEICHVET ),

BAEICAVARN=ILEhTWRITAT Y hDFE, I—YHIRBREZT5&,. £F21VFT4 77
ZAT VARG OIZAT OV ED IV EZR/HELT, BBEIRUTIZATONETYTIL—
RLET,

DSAFTRNE, F2 VT4 PS54 AESSLVPN #fc2xd>I—R95L,
Transport Layer Security ( TLS ) Zff> T#E# L. # 7> 3> T Datagram Transport Layer
Security ( DTLS ) IZ## L E 9, DTLS (&, SSL #H 0 —BICEETIIBE L FEHIEOBEZE
BL, NTY NEBEEOEZZZFXRITVITILRALTITVr—>3a>oNT7x—X 2 A%Z[ELE
cEERT,

AnyConnect 7ZAF7 > K&k, X1 UT14 PTIAT U ANSKAIO—RTBEE, R
TLEEBEN ) E—RNDOPCICFETA AN —INTEDEETEEXS, VAT NEFET
AAN=I)INTBDEEDOFM-DOLVTIE., FCisco AnyConnect VPN ClientEEEHA Ry 25K
LTLEETW,



//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//www.cisco.com/en/US/docs/security/vpn_client/anyconnect/anyconnect20/administrative/guide/admin.html
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tFXF1VTA TTIZATVARAG, TI—7 R —XEGZHRUTZII—FOI—HYEEHICE
TVWTOZATURNERDVO—RLET, EF21UT A PTZATAR. 9547 NEH
BNICATIVO—RIDRSICRETRCELEE, VTATURNEXIVO-RTBIHAESHED
—HIZ7TOV7T R TRRULTIDSEETREETERT, BEOFE., 1—FHFRBELAEVE
EICRE, BALTORNBEFIBBLIERICOVZATNEADO—RTBRA, OJ12 R=D
ZERTTDD. WVIThAZRITIBELSCEFIUTA PTSAT U AERETEET,

BE

COtEI23aVTR, CORFIXNTHATIMEEREIZLOICLERRHRERMLT
WET,

E:20EI2a>TEATATVAIOVN ROFMBZRAXSICIK, Command Lookup Tool ( &

BI-—YER ) ZZBLTKEEZL, —BY—LEO2VTRE, YAREREROBERICET V€A
TERVHEENHYKRI 2T THESIEEZL,

XY BND—OR

CORFIXVRNTR, ROZRY RT—U Y NTYTZERALET,

PC with Cisco AnyConnect
VPN Client

Tunnel 1P

Inzide natwork 192 168.10.1

10.77.241.128 Outside network 182.168.1.0
172.16.1.0

':I-\.
. Internet Cloud /

““a__d_ Webserver
=1
] [=]

in the Internet

ASA - 10.2.2.2

eimm— Internet Traffic
S5L Tunnel

X COREBTHERAENBIPTRLYSVIFRG, A 2F—FXYMNETERICIL—FT12T7
BEENTROYEREA, o, SRARETHEAETNEREC1918 DT RLATT,

ASDM 6.0(2) ZfEA L 1= ASA BE

CORFIXVNE, A VE—TIAAREBREDEERREN TTICITLN TV TELICEHEL
TVWBZEZARELTVERT,

X : ASAZASDMTERET D ICIE. "TASDMTOHTTPS7 7 ADF AL 2L TS EZ L,

F:R—NEEEZZELAWVREY., WebVPNEASDMEZRIUASASA 2 —T7 I A ATEMICTS
CERFTEEBA, S, "TASADEBLAVE—TIAATAZ—7IIZHE S ASDM H L T
WebVPN, #ZBL T EE LV,



http://www.ietf.org/rfc/rfc1918.txt?number=1918
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RDFIEZERTTDE, ASAETRATUYN NORDUD T ZEAT-SSLVPN Z2RETEET,

1. [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Address
Management] > [Address Pools] > [Add] Z#RL ., IP 7 KL A 7°—)L vpnpool Z4EFK L &£

&= Add IP Pool

Marme: vianpool

Starting IP Address: 192.166.10.1

Endling IP Address: 192.168.10.254
Subnet Mazk: 55 2552550 -
¥, Ok I Cancel Hela

2. [Applyl 2V VYO LET, @D CLI ’E

3. WebVPN % 1 Z—7)LIZL £ 9, [Configuration] > [Remote Access VPN] > [Network
(Client) Access] > [SSL VPN Connection Profiles] Zi#iR L . [Access Interfaces] ® T T, 4\
AR —T T A AKX L T [Allow Acces] & [Enable DTLS] DF I Y VRY VA &EF I
L&9, £/, [Enable Cisco AnyConnect VPN Client or legacy SSL VPN Client access on
the interface selected in the table below] FI Y 9RY VX Z#FCL, AL E2—T7 14
ATSSLVPN ZBMICLET,



@unﬁguratiun > Remote Access YPH >~ Hetwork (Client) Access > 551 YPH Connection Profiles

The security appliance automatically deploys the Cisco dnyConnect WP Client or legacy S3L WPM Client ke
client deplovment requires end-user adminiskrative rights, The Cisco dnyviConnect WP Client supports the
Laver Security (DTLS) tunneling opkions,

(Mare cient-related parameters, such as client images and client profiles, can be found at Client Setkings

Access Interfaces

(IF Enable Cisco anyiConnect WP Client or legacy SSL ¥PM Client access on the interfaces selected i|;I khe

Interface Sl Access Require Client Certificate Enable DTLS
f: oukside v [ )
inside r r r

[ fccess Pork: |443 DTLS Park: I443 ]

Click, here ta Assign Certificate to Inkerface,

[Apply] 22 1) Y U LET, [Configuration] > [Remote Access VPN] > [Network (Client)
Access] > [Advanced] > [SSL VPN] > [Client Settings] > [Add] Zi#IRL ., RICERITRKSIC
Cisco AnyConnect VPN DO ZA TN AX—2DZ ASADT7Zv>1 XTUHLSEMLE
9o



#= Add SSL ¥PN x| [SSL ¥PH > Client Settings

Flash S¥C Image: | Browse Flash. .

Upload. ..
nuntered operation syskem ko the top of the
(0] Zance! | Help |
P
Folders Files
S diski: FileMarne | Size (bytes) I Date Modified I
_1log [ crvpto_archive 07/24/07 05:21:43
( crypto_archive [ 1o 07/24/07 05:21:36
asdm-&03. hin 6,851,212 01/04/05 13:07:02
asaB03-ka.hin 14,635,005 01/04/058 17:49:50
admin. cfg 1,220 09/20/07 09:51:35
anyconneck-win-2.0.03. ., j 03713107 04:14:50
asdm-602 ., bin 6,539,764 01/03/058 21:358:26
asare-ka,bin 8,312,832 021307 04:16:30
asdm-522.bin 5,623,103 0z/12/07 05:53:45
asasiz-ka.hin 14,524,416 01/03/08 21:24:42
ald_running. cfg 1,341 092007 09:51:38
ssiclient-win-1.1.4.179..., 413,765 03/14)058 13:47:58

-
File Mame: [an';.-'l:nnnect-win-E.D.DS43-k9.pkg J

[OK|ZO VYO LET,
@ Add S5L ¥PN Client Image

Flash S%C Image: Ict-win-E.D.DSdrS-kB.pkg

Upload. ..

Ik | Zancel Help

[Add] 2D UY U LET,
Configuration > Remote Access WPH = Hetwork (Client) Access > Advanced > 551 YPH > Client Settings

Identify S5L MPM Client {SWC) relaked files.

S5L ¥PN Client Images
Minimize connection setup time by moving the image used by the most commonly encountered operation swyskem ko t
g Add | [&f Replace 'ﬂ Delete | 4 Move UP | <& Move Down

disk0: fanyconnect-win-2.0.0343-k3. pkg




B% o CLI &E

4. FJIN—7 RIS —%FREL E T, [Configuration] > [Remote Access VPN] > [Network
(Client) Access] > [Group Policies] Zi#&IRL ., RFJIL—7" 7R < — clientgroup Z4ERK L &
¥, [Generall R 7 DT T, [SSLVPNClienf] FT Y VRY VARZEAICL, NOXVUYT
ZOM3J)LELT WebVPN ZERIICLET,

1@ I Marme: [ll:ientgmup !

Sarvers
—advanced Bannes: [ Inhesik I
Spit Tunneling
—IF Browser Prooy Address Pooks: [ Inherit |
#1551 YPM Client
F-1Psec Client

More Options

Tunneling Protocols: [~ Inherit [ Chentless S5L 'lr"F'I"d[ [+ S50 YPN Clienk ] [ IPsec

[Advanced] > [Split Tunneling] 2 7 T, A7UY k K> XL RUS—FEO [Inherit] FT v 2
RYDARZAZICLT, ROYZTE T2 JARAS [Tunnel Network List Below] Z:ZIR L &
E

E= Add Internal Group Policy x|
eneral Sipfit tunneling network lists distinguish networks that require traffic bo go theough the tunnel snd those that do nok
Eervers require bunneling, The securiby apoliance makes split unneling decisions on the basis of a network: sk, which is an

L advanced ACL that corsists of st of addresses on the private network,
IE Broweser Prosy DS Mames: [+ Inherit [
[#-55L WP Client
(i 1Psac Clerit Policy: [~ Inherit | |Tunnel &l Networks ll
Tunnel &1 Mabaorks :
Mebwork List: [ Inherit 1 —
sclude Metwork Lisk Below

[Split Tunnel Network List] @ [Inherit) FT Y U RY VA& F 7L T [Manage] 22U Y &
95 &T, ACL Manager Z 8L £7,

#& Edit Internal Group Policy: hivalleyvpn

Gareral Split tunnelng network lists distingquish networks that require traffic to go through the bunnel and those that do rot
Servars require bunnaing, The securiby applisnce makes splk tunnedng decisions on the basis of & netwark kst, which is an
- Advanced ACL that consisks of list of addresses on the private network,
[F Brovessr Proxy DNS Mames;: [ Irherit |

€ 550 VPN Clinnt
3. 1Peae CHank Policy: [~ Inkerk |Tunne-| Mabwark Lisk Balow j

Chent Access Rule . ]

Mebweaik, Lisk: = | {Manage...)
Clierk Firewall [ Jter ] Ghenege.
“-Hardware Chenk

[ACL Manager] T. [Add] > [Add ACL..] ®JEIZZERL T, HILLWTFIOEA UARNEERL

I
= ACL Manager

Stardard ACL | Extended ACL |
gk Add T|EEdit ﬁDeletE| + + | .% = -

drezz Action Dezcription

g9 Add ACE...

o [nizert...
'-'..' In=ert After...

ACL IZERZIEELT[OK]| 2 U YU LET,




g= ACL Manager

Standard ACL | Extended ACL |

g add - [ EdE ﬁDelete“r + | & B B -

A= Add ACL

Mo Adddress

Action Dezcrigtion

X

ACL Mame: Ispl'rt-tunnel

(8].3

Cancel

| Help |

ACL BNERE L TH S, [Add] > [Add ACE] %33R L T Access Control Entry ( ACE; 7 &
2OV RO=)L IR ) ZEBMLET., ASA DEHIZHS LAN IZHET S ACE 2
BELET, COBA. XY NT—2F 10.77.241.128/26 TH'). [Action] & L T [Permit] %

BIRLET, [OK]Z0 )Y UL TIACL Manager] 28 T L& T,
= ACL Manager

Standard ACL | Extended acL |

G add - @ A ﬁnelete“'- + ‘ & B2 R -

—Action

Mo Address

Action Dezcription

x|

Action: Iﬁ? Perrmit ;I

—Hostetwork

IP Address: [10.77.241.125)

Metimask: t255.255.255.192

Description:

(]

Cancel Help

ERL L T12IED V) @ ACL 2 split-tunnel &Y KD —2 DARNAIZEREATVS & 2fHFEL
£9, OK|ZOUYOLT, FIN—TRIUS—BREICRVET,



i® Add Internal Group Policy =]

General Split tunnsling network Bsts detnquish networks that require traffic bo go through the tunnel and those that do mok
require tunneling, The security apoliance makes spli bunneling decisions on the basis of a network list, which is an

—5ervers
S1-Advancad ACL that consists of kst of addresses on the private nebwork.
IE Browser Proxy NS Names: [ Inherit |
551 VP Clienk
1 IPser Chant Policy: [~ Inherit  [Tunnel Metwork List Below =]
(-Nat'mrklist: [~ Inharit  EellSdE ~|  Manags... ]
Intercept DHCP Configuration Message from Micosolt Clients ¥

XA R=TT, [Apply]l 22 Y VL THS [Send] ( BEHBIBZE)ZIVUYoILT, OX
VREASAICEBFELET, JIL—TRIZ— E—RTSSLVPN Z5EL F T, [Keep

Installer on Client System] #7°> 3> T, [Inherit]F I v U RY OAXZEFTIZL, [Yes]| F7
a2V READEIVYIVLET, COBREICK2T, SVCYTRNIITFRIZFATRNX
SUEEBERYET, ChICKY), ASARERAIBEIUIBIZCICSVCYTINIITZDIS
ATNIAIVO—RIBBENFBLBYNET, CcOFT>av, #RARY NDO—JIC

ﬁ%tl??tl?’%‘ JE—K :L_—'U"]b‘“lig?ﬂ?é DICELTVET,
eneral [Keep Installer on Client System: [~ Inherit (% ¥es ™ Mo
Brvers
dvanced Compression: [V Inherit ¢ Enable ¢ Disat

plit Tunneling

Datagram TLS: ¥ Inherit ¢ Enable Disak

2551 YPH Client
ogin Setting

[Login Setting] 22 ') Y LT, RICTRT &K SIC [Post Login Setting] & [Default Post Login

Selection] ZFREL £ 7,
EE“EH| After successfully logging in, user can have the choice to download the client software, or g

keepalive Messages: ¥ Inherit [~ Disable  Interval:

portal page. The Following setkings decides what will happen.,

BrVErs
dvanced I~ Inherit

—5plit Tunneling

—1E Browser Proxy Post Login Setting
=550 VPN Client

[F Do naot prompk user to n:hcn:use)

ogin Setking
ey Regeneration
Dead Peer Detect
ustomization [Iser has I seconds ba chaose, ar Default Past Login Selection belaw is bake
FHIPsec Client

" Prompt user to choose

Default Post Login Selection

" Gobo Clientless S5L YPM portal

[ﬁ' Dowrload S50 WPM Client j

[Renegotiation Interval] 7> 3> T, [Inherit]F I Y U RY DA% A 7L, [Unlimited] F
IV RYIVAREBFATICL, F—OBERNITONIETCORM (L) ZEAHNLET. &
FADTAEF., FDNEVTHIREBICHEZRITSE & TEILENET, [Renegotiation
Method] 73> T. [InherifF I Y2 Ky S REAT7IZL T, [SSL AT 3> KRR
BOVYOLES, BRIV I—>3a2v@, BEOSSL hRIILFLEFBRXRDI—-2=
VRAICHTRHICERENEHLWA ORI EZFEFATEERT,



eneral Reneqgaotiation Interval: [~ Inherit [~ Unlimited | 30 rinukes
Ervers

dvanced Renegotiation Methad: [~ Inherit ¢ Mone f@ 5L 7 Mew Tunnel
—aplit Tunneling

—IE Browser Proxy

=550 WPM Client
agin Sekting

‘e FRegenetr:

OK| &2 Uy L. RIC [Apply] 82U Y 2 LET,

|\"Currﬁguratiun > Remote Access YPH = Hetwork (Client) Access > Group Policies :|

Manage YPM group policies, & YPR group policy is a collection of user-oriented attributevalue pairs that may be stored inter
exkernally on a RADIUSILDGP server, The group policy information is referenced by YPR tunnel groups and wser accounts,

% add |+ [ Edit | T Delete
Type Tunneling Protocal

Inkernal LZTP-IP5ec, IPSec, webvpn - MJA, -

-

Marme

DFtGrpPalicy (Systemn Defaulk)

B% 0 CLI 8E

5. [Configuration] > [Remote Access VPN] > [AAA Setup] > [Local Users] > [Add]&i8IRL . ¥
LWIA—HTPHI> bssluser1 Z¥ERLE T, [OK|Z2TZUY IL., RIZ[Applyl2 o )Y I L
£

ges Add User Account

PN Palicy Usernarne: | Issluserl

Password: Inwnnw

onfirm Password: Iff EREEH **l

[T User authenticated using MSCHAR

Member-of

add ==

Member-of;

Delete

Access Resktriction

Select one of the options below to restrick 4300, S5H, Telnet and Console access,

Make: All users have network access, regardless of these settings.
f+ Full accessi(&50M, 55H, Telnet and Consale)
Privileqe level is used with cormmand authorization,

Privilege Lewvel: iZ ;I

" CLI login prompk Far 55H, Telnet and console (no AS0M access)

This setting is effective only if 488 authenticate console command is configured.

" Mo ASDM, S5H, Telnet or Consale access

This setking is effective only if &84 authenticate console command is configured,

BE% 0 CLI &



6. [Configuration] > [Remote Access VPN] > [AAA Setup] > [AAA Servers Groups] > [Edit] Z1&E
IRU . [Enable Local User Lockout] FI Y U RY JAZAIZL THRARITHED 16 ICERE

5T, TFT7FLRNOY—=NTI—7LOCAL ZZEEL T,
@nnﬁguraﬁnn > Remote Access YPH > AAA Setup > AAA Server Groups :l

AAA Server Groups

Server Group | Protocol | Accounting Mode | Reactivation Mode

#= Edit LOCAL Server Group x|

This Feature allows wou ta specify the maximum number of Failed atkempts to allow
before locking out and denving access ko the user, This limit is applicable only
when the local database is used For authentication.

[+ Enable Local User Lockaut

Maximurm Atkempks: | 16

I Zancel Help

A

7.[0KlZ2UY oL, RIZ[Applyl 22V Y O LET., EBED CLIRE

8. NZRI JIN—T%ELET, [Configuration] > [Remote Access VPN] > [Network
(Client) Access] > [SSL VPN Connection Profiles Connection Profiles] > [Add] Zi&iRL . #
LWK>ZI I —7 ssigroup ZHERL £F, [Basic] BT T, RICRITKSCRENVUAR
NERITTEET, NI JI—TIZ sslgroup £ VS BRETZEASITE T, [Client Address
Assignment] D FTROYZ7HA D DARDA ST RLA 7—JL vpnpool ZiZIRL £,
[Default Group Policy] D T TRAY 7HJ> UARN ST I)L—7 7R1J > — clientgroup % &
RUET,

= add SSL ¥PN Connection Profile

I Mame: [sslgrl:uup_l

F-fdvanced :
Aliases: |

Authentication

Method: v paf  Certificate  Both
AAA Server Group: LocaL |  Manag
| 5 | vEr Groun Fal:

Client Address Assigment

DHCP Servers: [

Client &ddress Pools; |v|:|n|:n:ud | Select

Default Group Policy

Group Paolicy: |clientgr|:|-u|:| ;] Managi

55L ¥PH Client Prokocoly [ Enabled

I Cancel | Help




[SSL VPN] > [Connection Aliases] 2 7 DT, J)IL—7" T4 )T AH&IZ sslgroup_users &

EELT[OKIZUUYILET,
T= Add S5SL ¥PN Connection Profile

asic Portal Page Customization: IDFItCustDmizatinn
dvanced
—iGeneral
—Zlient Addressing _ ) )

| thentication [T Enable the display of Radius Reject-Message on th
—Authorization

—Accounking

iZ50 Alternate Group Policy: IDFII:GrpF'DIin:y

Connection Aliases

g% Add Connection Alias x|

.ﬁ.lias:UssIgrnup_users J
[+ Enabled

] o iZancel | Help

g add | [ Delete

v oL, RIC[Applyl 22U YU LET, BED CLIRE
9. NAT ZEEL £ 9, [Configuration] > [Firewall] > [NAT Rules] > [Add Dynamic NAT Rule] Z
BIRL., Inside RYRND—IOHLE5DRNT T4 Y OH Outside IP 7 RL R 172.16.1.5 TZ#

TEBDLIICLET,

[OK] &%

A% Add Dynamic NAT Rule

Original

Intetrface: Iinside

1«

Source; Ial'n;.f

Translated
Select a global pool For dynamic translation.

addresses Pool

Pool ID Interface

Same as original address (identity)

1] (outbound)
AR Ao address |:|I:|E!|'Itlt':.":|

Fim b L
T IFTEnidn

[OK] %
UV OLET, [OK|Z0VYILET,



Configuration > Firewall = HAT Rules

gk add ~ [ Edit ﬁDelete‘ + < | b4

C

- | @ Find F2d Diagram =) Packet Trace

[Applyl 200y O LET. AED CLIEE

10.VPN 9 ZAT > RNCRY RND—TORANSREDNT T 1Y 00O NAT RBRZRELE T,

ci scoasa(confi g) #access-1list nonat permit ip 10.77.241.0 192.168.10.0
ci scoasa(confi g) #access-1list nonat permit ip 192.168.10.0 10.77.241.0

ci scoasa(confi g) #nat (inside) 0 access-list nonat

ASA CLI O E

Cisco ASA 8.0(2)

ci scoasa(confi g) #show running-config
Saved

ASA Version 8.0(2)
!
host nane ci scoasa
domai n- nane default.domain.invalid
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanes
!
interface Ethernet0/0
nanei f inside
security-level 100
ip address 10.77.241. 142 255. 255. 255. 192

nterface Ethernet0/1

nanei f out si de

security-level O

ip address 172.16.1.1 255.255.255.0

nterface Ethernet0/2
shut down

no nanei f

no security-1|evel

no i p address

nterface Ethernet0/3
shut down

no nanei f

no security-1|evel

no i p address

nt erface Managemnent 0/ 0

shut down

no narnei f

no security-1|evel

no i p address

!

passwd 2KFQnbNI dI . 2KYQU encr ypt ed
boot system di skO:/asa802-k8. bin

Crriginal
*® Tvpe
Source Destination Service Inkerface
[=l inside {1 Dynamic rules)
1 111 Cynamic &P anv autside =



ftp node passive
clock tinmezone IST 5 30
dns server-group Defaul t DNS

donmai n-nane default. donain.invalid
access-list split-tunnel standard permit 10.77.241.128
255.255.255.192

!--- ACL for Split Tunnel network list for encryption.
access-list nonat permt ip 10.77.241.0 192.168.10.0
access-list nonat permt ip 192.168.10.0 10.77.241.0 !--
- ACL to define the traffic to be exempted from NAT.
pager lines 24 |ogging enabl e | oggi ng asdm i nformati ona
mu inside 1500 ntu outside 1500 ip local pool vpnpool
192.168.10.1-192.168.10.254 mask 255.255.255.0

!--—- The address pool for the Cisco AnyConnect SSL VPN
Clients no failover icnp unreachable rate-linit 1 burst-
size 1 asdm i mage di sk0:/asdm 602. bin no asdm hi story
enabl e arp tinmeout 14400 global (outside) 1 172.16.1.5

!--—- The global address for Internet access used by VPN
Clients. !--- Note: Uses an RFC 1918 range for lab
setup. !--- Apply an address from your public range
provided by your ISP. nat (inside) 0 access-1list nonat
!--- The traffic permitted in "nonat" ACL is exempted
from NAT. nat (inside) 1 0.0.0.0 0.0.0.0

route outside 0.0.0.0 0.0.0.0 172.16.1.2 1
timeout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00: 02
timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00 ngcp-pat 0:05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0: 02: 00
ti meout uauth 0:05:00 absolute
dynami c- access-policy-record Dflt AccessPolicy
http server enable
http 0.0.0.0 0.0.0.0 inside
no snnp-server | ocation
no snnp-server contact
snnp-server enable traps snnp authentication |inkup
| i nkdown col dstart
no crypto isaknp nat-traversa
telnet tineout 5
ssh timeout 5
consol e tineout O
threat-detection basic-threat
threat-detection statistics access-1list
|
cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
|
1
policy-map type inspect dns preset_dns_nap
par anet er s
message- | ength maxi mum 512
pol i cy-map gl obal _policy
cl ass inspection_default
nspect dns preset_dns_map
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os




nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip
nspect xdncp

!
service-policy global _policy globa
webvpn

enable outside

!-—-- Enable WebVPN on the outside interface svc image
disk0:/anyconnect-win-2.0.0343-k9.pkg 1

!--- Assign an order to the AnyConnect SSL VPN Client
image svc enable

!--- Enable the security appliance to download SVC
images to remote computers tunnel-group-list enable

!--- Enable the display of the tunnel-group list on the
WebVPN Login page group-policy clientgroup internal

!--- Create an internal group policy "clientgroup"
group-policy clientgroup attributes
vpn-tunnel-protocol svc

!--- Specify SSL as a permitted VPN tunneling protocol
split-tunnel-policy tunnelspecified
split-tunnel-network-list value split-tunnel

!--—- Encrypt the traffic specified in the split tunnel
ACL only webvpn
svc keep-installer installed

!--—- When the security appliance and the SVC perform a
rekey, they renegotiate !--- the crypto keys and
initialization vectors, 1increasing the security of the
connection. svc rekey time 30

! --— Command that specifies the number of minutes from
the start of the !--- session until the rekey takes
place, from 1 to 10080 (1 week). svc rekey method ssl

! --—- Command that specifies that SSL renegotiation takes
place during SVC rekey. svc ask none default svc

username ssluserl password ZRhW85jZgEaVd5P. encrypted

! --- Create a user account "ssluserl" tunnel-group
sslgroup type remote-access

!--- Create a tunnel group "sslgroup" with type as
remote access tunnel-group sslgroup general-attributes
address-pool vpnpool

!--- Associate the address pool vpnpool created default-
group-policy clientgroup

!--- Associate the group policy "clientgroup" created
tunnel-group sslgroup webvpn-attributes




group-alias sslgroup_users enable

!--- Configure the group alias as sslgroup-users pronpt

host nane cont ext
Crypt ochecksum af 3c4bf c4f f c07414c4df bd29¢5262a9 : end

ci scoasa(config)#

SVC & M SSL VPN Eif ORI

IRDFIEZRERITL T, ASA &0 SSL VPN itz L ET,

1. RIZRITERT, Web 7S5 THRHNTASA D WebVPN £ &2 —T7 T4 AN URL £/ IP

TFRLAZAADLZET,

https://url

Tzl

https://<IP address of the ASA WebVPN interface>
= WebVPHN Service - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools Help

Oﬁack ol <> ﬂ @ ; j.-x*' Search ‘“:n‘f’ Favarikes ‘61 [v _".-"' E ‘:‘i

Address -ij hitps: /1172,16.1, 1 +webvpnfindex, htrl

Cisco SyYSTEMS

- WebVPN Service

Please enter your username and password.
USERNAME: | |
PASSWORD: |

GROUP: | ssigroup_users v |
Login Clear

2.A—YRENAD—RZAHDLET, o, RIERTRSICROYTIIY VAR ST
NEThOJI—TZERLET,

Login

Flease enter your username and password.
USERNAME: ssluser
PASSWORD: esssssssl
GROUP: sslgroup_users v

Login Clear
SSL VPN $#e A Sz
TNBHICRDV A2 RONFKRRENET,




.élll!':élt;. Cisco AnyConnect VPN Cli

¥PHN Client Downloader

iﬁ Please wait while the YPM connection is established.
4

E o

|Hem|

X SVCEAVO—RIBHIC, OVEI—RICActveXY 7RI I F7EAVARN—ILT
PRENfHYVET, BRIEILENDE, COTAVRINRRENET,

Can:el|




CISCO

lial, Cisco AnyConnect VPN

E@ WeblLaunch

_ Platform
Detection

- ActiveX

- Connected

Connection Established

The Cisco AnyConnect WPN Client has successfully
connected.

The connection can be controlled from the tray icon,
circled in the image below:

" L 11:43F

Cancel

B.OVEI-BDRAIVN—ICRRENDEEI VY ILET,

& anwconnect - Paint

*. | |Cisco AnyConneck
—— onnecked




#2 Cisco AnyConnect VPN Client |:||E”l

% EDHHEEHDH:I| O Statistics | & About |

T
CISCO

| Disconnect |

EF‘I‘-.I session established. :I SOOI RYAERE N, SSL
BEHRICOVTOBHIrBEHREAE T, L&A, 192.168.10.1 [ ASA ICK>TEIYHTS



#E Cisco AnyConnect VPN Client

|§\ Connection | i) 5tﬂti3tiﬂ$:‘| = About |

I
CISCO

Tunrel State: Conrnected
Client Address: 192 168.10.1
Server Address: 1721611
Bytez Sent: 23461
Bytez Received: 1111
Time Connected: 00:04:51

| Details... |

NP THdEETT, YPH session established,

14> RJI&. Cisco AnyConnect VPN Client /N\—> 3 > OEHRERLTVET,



#2 Cisco AnyConnect VPN Client

% Connection | € Statistics

I
CISCO

Cizco AnpConnect WPM Clent Verzion 2.0.0343

Copyright 2007 Cisco Systems, [nc. All Rights Reserved

Thiz product includes zoftware developed by the
Open55L Project for uge in the OpenS5L Toolkit:
hittp: / feaany. openszl.ong

WPR caccinn ectahlichad

i

ST, RENERICHELTVINESHERELET,

TIORTYINAER=—TNEY=) (BFI—HEH) (OIT) IF. BEND show IX> R&EH
R—KRLET, OITZFEHAL T, show AN ROBHIOoHZERRLET,

. showwebvpnsvc: ASA 759V 1 XEVEKMENESVC A A—IZRRUET,

ci scoasa#show webvpn svc

1. disk0:/anyconnect-win-2.0.0343-k9.pkg 1
Cl SCO STC wi n2k+
2,0,0343
Mon 04/23/ 2007 4:16: 34.63

1 SSL VPN Client(s) installed

. show VPN-sessiondb svc : BE® SSL #F#EHICODVWTOIERERRELET,

Ci scoasa#show vpn-sessiondb svc
Sessi on Type: SVC

User nane . ssluserl | ndex 12


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do

Assigned | P 192.168.10.1 Public I P 192.168.1.1
Pr ot ocol Clientless SSL-Tunnel DTLS-Tunnel

Encryption RC4 AES128 Hashi ng SHA1

Bytes Tx 194118 Bytes Rx : 197448

G oup Policy : clientgroup Tunnel Group : sslgroup
Login Tinme 17:12: 23 | ST Mon Mar 24 2008

Dur ati on Oh: 12m 00s

NAC Resul t Unknown

VLAN Mapping : NA VLAN none

- show webvpn group-alias : éié’i’&ﬁ)b—f‘:ﬁ?%%ﬁiiﬁ&@l( DFAEZRRLET

o
ci scoasa#show webvpn group-alias

Tunnel G oup: sslgroup Group Alias: sslgroup_users enabled

. ASDM T, [Monitoring] > [VPN] > [VPN Statistics] > [Sessions] Zi#iRF B &, ASA DERED
WebVPN Y 23> Abh ) &Y,
Monitoring > VPH > WPH Statistics > Sessions

[~ | |—- Al Sessions -- ;' |

Filter By: | EE R R

Sessions
Remoke 55L WPN
Ske-to-Sike E-riall Pros YPM Load Balanc
Access Clientless | with Clent | Total g =
0 0 0 0 0 o 0

Filker |

Protocal
Encryption

Group Palicy
Connackion

clientgroup
sslgroup

hZ7L23—b

Lisarrname

IP Address
sehuserl
192.168.10.1

CCTR, REORS TN 1—F 4V JIERATEDBRERLET,

1. vpn-sessiondb logoff name <1 —H'E> : HENI—FED SSLVPN v > a>zZ0OJ 47

25OV RTT,

Ci scoasa#vpn-sessiondb logoff name ssluserl

Do you want to |ogoff the VPN session(s)? [confirm Y
INFO: Number of sessions with name "ssluserl" logged off : 1
Ci scoasa#Called vpn_remove_uauth: success!

webvpn_svc_np tear_down: no ACL

webvpn_svc_np tear_down: no IPv6é ACL

np_svc_destroy session(0xB000)

E#kIC. vpn-sessiondb logoffsvc AN REFATHE, IXTOSVC LY a2 EKRT

TE&XT,

webvpn_rx_data_cstp

webvpn_rx data_cstp: got message

SVC message: t/s=5/16: Client PC is going into suspend mode (Sleep,
tec)

Called vpn_remove_uauth: success!
webvpn_svc_np_tear down: no ACL

webvpn_svc_np_ tear_down: no IPv6 ACL

Login Time

Dur aticn

X PCHARAERUNATET—RELBFARLEE-—RIZED E, SSLVPNEHRZKRTTEERT,

Hibernate, e




np_svc_destroy session(0xA000)

Ci scoasa#show vpn-sessiondb svc
INFO There are presently no active sessions

. debug webvpn svc <1-255> : Y IV ERUT B O, VPR A LD webvpn 1 X
hNERHLET,

Ci scoasa#debug webvpn svc 7

webvpn_rx_dat a_t unnel _connect

CSTP st ate = HEADER PROCESSI NG

htt p_parse_cstp_net hod()

...input: ' CONNECT /CSCOSSLC/ tunnel HTTP/ 1.1

webvpn_cst p_parse_request _field()

...input: 'Host: 172.16.1.1

Processi ng CSTP header line: 'Host: 172.16.1.1

webvpn_cst p_parse_request _field()

...input: 'User-Agent: Ci sco AnyConnect VPN Cient 2, 0, 0343

Processi ng CSTP header line: 'User-Agent: C sco AnyConnect VPN Cient 2, 0, 0343

Setting user-agent to: 'Cisco AnyConnect VPN Cient 2, 0, 0343

webvpn_cst p_parse_request _field()

...input: 'Cookie: webvpn=16885952@2288@206098825@?251883E8625B92C1338D631B08B
7D75FA4EDEF26'

Processi ng CSTP header |ine: 'Cookie: webvpn=16885952@12288@206098825@251883E8
625B92C1338D631B08B7D75F4EDEF26'

Found WebVPN cooki e: ' webvpn=16885952@12288@1206098825@251883E8625B92C1338D631B
08B7D75FAEDEF26'

WebVPN Cooki e: ' webvpn=16885952@12288@206098825@251883E8625B92C1338D631B08B7D7
5FAEDEF26'

webvpn_cst p_parse_request _field()

...input: 'X-CSTP-Version: 1'

Processi ng CSTP header line: 'X-CSTP-Version: 1'

Setting version to '1'

webvpn_cst p_parse_request _field()

...input: ' X-CSTP-Host nanme: tacweb'

Processi ng CSTP header line: 'X-CSTP-Hostnane: tacweb'

Setting hostnanme to: 'tacweb'

webvpn_cst p_parse_request _field()

...input: ' X-CSTP-Accept-Encodi ng: defl ate;q=1.0'

Processi ng CSTP header |ine: 'X-CSTP-Accept-Encodi ng: deflate; g=1.0'

webvpn_cst p_parse_request _field()

...input: ' X-CSTP-MIU. 1206

Processi ng CSTP header line: 'X-CSTP-MIU. 1206

webvpn_cst p_parse_request _field()

...input: ' X-CSTP- Address- Type: |Pv4'

Processi ng CSTP header |ine: 'X-CSTP-Address-Type: |Pv4'

webvpn_cst p_parse_request _field()

...input: ' X-DTLS-Master-Secret: CE151BA2107437EDESECAF5EE6AEBAC12031550B1812D40
642E22C6AFCB9501758FF3B7B5545973C06F6393C92E59693"

Processi ng CSTP header line: 'X-DTLS-Master-Secret: CE151BA2107437EDESECAFSEEGAE
BAC12031550B1812D40642E22C6 AFCB9501758FF3B7B5545973C06F6393C92E59693'

webvpn_cst p_parse_request _field()

...input: ' X-DTLS-C pherSuite: AES256- SHA: AES128- SHA: DES- CBC3- SHA: DES- CBC- SHA'
Processi ng CSTP header line: 'X-DTLS- G pherSuite: AES256- SHA: AES128- SHA: DES- CBC3
- SHA: DES- CBC- SHA'

Val i dating address: 0.0.0.0

CSTP state = WAI T_FOR_ADDRESS

webvpn_cst p_accept _address: 192.168.10.1/0.0.0.0

CSTP state = HAVE _ADDRESS

No subnet mask... nust calculate it

SVC. NP setup



np_svc_creat e_sessi on(0x3000, O0xD41611E8, TRUE)
webvpn_svc_np_setup

SVC ACL Nane: NULL

SVC ACL ID: -1

SVC ACL ID: -1

vpn_put _uaut h success!

SVC | Pv6 ACL Nane: NULL

SVC IPv6 ACL ID: -1

SVC. adding to sessngnt

SVC:. Sendi ng response

Unable to initiate NAC, NAC mi ght not be enabled or invalid policy
CSTP state = CONNECTED

webvpn_rx_data_cstp

webvpn_rx_data_cstp: got internal nessage

Unable to initiate NAC, NAC might not be enabled or invalid policy

4. ASDM T, [Monitoring] > [Logging] > [Real-time Log Viewer] > [View] ZiZIRL TV T ILZ A
LARYNERTLET,

File ‘Wiew Tools  Wizasrds  Window Help Look Far: |
oy o~ Forw, e

@) rome & configration [ -] Monitering|| | save (¥ refresh| ) sask ([ Forvard| D rei
| Logging & B ¥ | Monitoring > Logging > Real-Time Log Viewer

S [To AT | RealTimeLog Viewer

% —{5] Log Buffer

(=]
il Click the Yiew button below to start deplaving syslog messages in real bme, Select the

desired logging level ko see messages at thak sewverity or higher,

loganglLevel:  [Debugaing =1

Buffer Lifmik: 1000

I Real-Tinve Log Wiewer - 10.77.241.142

Fie Tools ‘#ndow Help

[l Pause | B Copy [ Save By Clear | T Color Setiings | £ Crests Rue 57 Show Ads || (B Show Details | 7 Help

Fiker By:| >| BeFie @ Show sl Fnd: | |
severey | Date | Time | Sydogio | Sowece | Destnatien |
i 6 Mar 21 2008 20:0%:96 725007 10.77.235.74 551 gesgian with dient insde: 10,77, 233. 74/ 1026 terminated,
L6 Mar 21 2008 20:0%:35  1DE01S 10.77,233.74 10.77.241, 142 Dy TP [ro canrection) Fram 10,77,235, 74 1026 ta 1077241142 /44
L6 Mar 21 2008 20:0%:95 302014 10.77.235.74 10.77.241, 142 Teardown TOP confection 700 For ndide: 10,77, 233, 74/ 1026 ba NP Tdentil
iG

Mar 21 2008 | 20:03:35 605005 0,0.0.0 0.0.0.0 Legin permitbed from 00,000 026 ba-irsids 0.0 0,00 ps far user "enshl

| FDevice completed 350 handshake with disnt inside: 10,77 233, 74/ 1026

& Mar 21 2008 20:0%:35 725003 10.77.233,74 S5 client irside: 10, 77,233, 741026 request to resumre previows s=ssian,
V.
&

Mar 21 2008 |20:03:35 725001 10.77,233,74 Starking 551 handshake with cient inside: 10.77,2353, 74/ 1026 For TLSv 58
Mar 21 2008 200335 3020 10.77.233,74 10.77,241. 142 Buik inbound TOP connection 700 For inside:00,77.233. 741026 (10.77,27

L |

L}

L |
4] |
YoASA-6-725007 Dewice completed SSL handshake with remcie_dewice-iter face_name.JP_addressiport

I_‘IE 351 handshake has completed successfully with the refmote device. f_,.r”\

"-\-.__\_\__ __‘_'__:-'-"
—— J—
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. AnyConnect VPN 254 F >N UU—RA200DJV)—RA /—b

- ASA/PIX : PIX/ASA7Xx: ASATVPN 9SAFURDATVIY N RORV T RHATHI
% 0 58 & B

CAZVY BN RV TRERTD VPN ISA T RN IPSec 4R —%Y M CEHKT
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