ASA/PIX8.x: MPF t EH/RRZMHAL 41&E
® WebH 4N (URL)D70OY U DEREH

>

HIX

BE

[0k Saa

=

FATDAAR—F b

ESpEEAT

KRELE

=

EOA15 ARV —TL—LD—ODBE
IFRFTIEA

EE

XY RI—UK

EE

ASA CLI 58%E

ASDM 6.x ZEALAEZASA 741 —3> 8x
NS> a—FT42T

EBEN

Bz

CORFIAVNTR, HEDO Web 4 N (URL) Z70OY U3 % =8IZ Modular Policy
Framework ( MPF ) TEHRKRBEZFEHA TS Cisco 2F¥1UT 1 FT 54T A ASAPIX 8.x &%
ETDHELCOVTHBELET,

X CORER, IXTOT77UT—>a> Ao 0—Rz7OY I LEEA, EETEDT7
A4 70Oy JIZ&, Ironport S ) —XBENHHADKEREZIE ASAD CSCED 1—-)ILAKED
ED1-ILEFERTIHENHYET,

FEHTTPS 74 LRV JE. ASA TRERYR—KNEhFEEA, HTTPS TR/IN\T Y NORABRH B
S (SSL) End o, ASARTFA—T NTYNAVARIDAVERLGFEHTTIPS RT3 714 Y
DDERRBRICEIKAVARIZAVERTTEEREE A,

LI Sua
BEf

CORFIXVKNGE, CiscotFa1UT A FTZATANRELNATVWT, EFICHEL TV



BEEARELTVERT,

FATAIIR—F b

VT RIIT N—232 8.0(x) LABBA @ T S Cisco 5500 ) —RAEHE X1 T4 T
TZA4T A (ASA)
. ASA 8.x FH® Cisco Adaptive Security Device Manager ( ASDM ) /N\—2 32 6.x

CORFIXVNOBHRIE. REDTARRICHZTNAALCETVWTERENEZEDTT, <
DRFIXKNTHEAIZINTOTFNA ARG, JUTE(T7#ILDN ) RETEEZHRHBL T
WET, RYRMIT—IFBBFOFEEE. ANV RAIREITBENSREZ T ICERL THL
BEABHVNET,

BEEH M

CORER. YVIRTIT N—232 8.0(x) BN BB TS Cisco 500 > J—X PIX ICEHEAT
EEY,

iC

RFIXDNREOFMEGE, RO TIANTAYVTADORERE ZZRLTEZL,

RS
EDAS RIS—TL—LD—VOBE

MPF #FHT2E, —BULEFBAAETEFIVUTA PFTSAT O AOBELERETED L
SICRYET, HEAEFE. MPFE2FERALTEA LT IRNERETDE, IXTOTCP 77U
—2aAVICTRREL, BEOTCP 77V —>3a I ICBEEBICERATEEY,

MPF X DHEEEZ S R—KNLET,

. TCP [E#1t, TCP ##i& UDP EHNDHIBRH KT RXA LT IN, TCP—FT 2V AEBEEDT Y
s UN(4

. CSC

CTTVT=23avRE

- IPS

- QoS AHARVI YT

- QoS ARV Y
QoS T TAF T4 F1—

MPF OEREWF. XD 4 DDEEXTERENET,

1. 7023 aBRAIZLAVIBLVOLAVA4RNT T4y ORBELES, HMlllF., "L
ANY34 DFZAIVTICELDNT 74V IODEEL B2SBLTLSEETL,

Z(TTUT—DEDﬁEG&) TVTr—23a RENZ 74V IOOBANBET OV EE
2ELET, FHlEE, T77VT—2a RBRBEQOLEDOBIBT VI DRES £SHBL
TLEEW,

B LAVIBRULAVARNT T4V OILTOaEBALET, FHllk, TLAY 3/4
RV —IVFICRBTIIIAVDEEZS ZSBLTLIEE,



//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//www.cisco.com/en/US/docs/security/asa/asa80/configuration/guide/mpc.html#wp1047318
//www.cisco.com/en/US/docs/security/asa/asa80/configuration/guide/mpc.html#wp1047318
//www.cisco.com/en/US/docs/security/asa/asa80/configuration/guide/mpc.html#wp1099596
//www.cisco.com/en/US/docs/security/asa/asa80/configuration/guide/mpc.html#wp1054769
//www.cisco.com/en/US/docs/security/asa/asa80/configuration/guide/mpc.html#wp1054769

4 AVB—TIAATTOIIVETITATICLET, FHBICOVWTE, TH—ER R
L RBA VBT IAANDLANY AR —QiERA 2ZRLTSEZ,

EFRRE

EFRRBEE, ANUTEFOEDELTTHFAN ANV TEXNZEBYICBETDIEE, X
ANZFEFEALTTFAN ANUTOEBONIT O NERETDEETEET, BEDT
TVT—=23 RSTAVIORNBERETHLEDICERRREZFRATEEY, L,
HTTP XY RO URL ANU T %#BETEET,

F:Ctrl F—#HULERETVF—2HTE, CLICHVT, RAEAZF (?) X RTBEVEBHIF
EINXNTCIART—TTEET, LA, dCr+V]2g EADL, REICA?gZEAHNLET,

ERRFAZERTDICE, TFAMNDBEEMNBEE TR ERETXEMBEICFERATE S regex IV
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COHETR, CORFIXYNTHATIHEOREICXEZRBERHEL KT,

gﬂg

X ORI AVTHEAETATVWS IV ROFEMZFANSICIE, Command Lookup Tool ( &
BI—YER) ZFEAL TEEL,

XY MD—9H

CORFIAIXVRNTE, ROZXY ND—OBHEFERALTVET,
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Selected Websites are
Blocked using regular
expressions

Inside Netwaork
BE
CORFIXPNTR, XROBREZFEALET,

. ASACLI %%
.ASDM6x AL ASAOd74F¥a21L—>3> 8x

ASA CLI &%

ASA CLI OERE

ci scoasa#show running-config : Saved : ASA Version
8.0(2) ! hostnane ciscoasa domai n- nanme
defaul t. domain.invalid enabl e password 8Ry2Yj | yt 7RRXU24
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encrypted nanes ! interface Ethernet0/0 naneif inside
security-level 100 ip address 10.1.1.1 255.255.255.0 !
interface Ethernet0/1 naneif outside security-level 0 ip
address 192.168.1.5 255.255.255.0 ! interface

Et hernet0/ 2 naneif DMZ security-level 90 ip address

10. 77. 241. 142 255. 255.255.192 | interface Ethernet0/3
shut down no naneif no security-level no ip address

i nterface Managenment 0/ 0 shutdown no naneif no security-
level no ip address ! passwd 2KFOnbNI dl . 2KYQU encrypt ed
regex urllistl

"N ([Ee] [Xx][Ee] | [Ce] [Qo] [M [ [Bb] [Aa] [Tt])

HTTP/1.[01]" !--- Extensions such as .exe, .com .bat to
be captured and !--- provided the http version being
used by web browser nust be either 1.0 or 1.1 regex
urllist2 " *\ . ([PpI[1i][FF1|[W][Bb][Ss]|[W\][Ss][Hh])
HTTP/1.[01]" !--- Extensions such as .pif, .vbs, .wsh to
be captured !--- and provided the http version being
used by web browser nust be either !--- 1.0 or 1.1 regex
urllist3 ".*\. ([Dd] [Co] [Cc] | [Xx][LIT[Ss]|[Pp][PPI[Tt])
HTTP/1.[01]" !--- Extensions such as .doc(word),

.xlI's(nms-excel), .ppt to be captured and provided !---
the http version being used by web browser nust be
either 1.0 or 1.1 regex urllist4

N[ ZzI TV PRl [T [Aa] [R]T[TE] [ GOl [ Z2])
HTTP/1.[01]" !--- Extensions such as .zip, .tar, .tgz to
be captured and provided !--- the http version being
used by web browser nust be either 1.0 or 1.1 regex
domainlistl "\.yahoo\.com' regex domainlist2

"\ . nmyspace\.con regex domminlist3 "\.youtube\.com !---
Captures the URLs with donmain nanme |ike yahoo.com !---
yout ube. com and myspace. com regex contenttype "Content-
Type" regex applicati onheader "application/.*" !---
Captures the application header and type of !--- content
in order for analysis boot system diskO:/asa802-k8. bin
ftp nmode passive dns server-group Defaul t DNS domai n- nane
defaul t. domain.invalid access-list inside_npc extended
pernmit tcp any any eq www access-1list inside_npc

extended pernmit tcp any any eq 8080 !--- Filters the
http and port 8080 !--- traffic in order to block the
specific traffic with regular !--- expressions pager

lines 24 nmtu inside 1500 mtu outside 1500 ntu DMZ 1500
no failover icnp unreachable rate-linmt 1 burst-size 1
asdm i mage di sk0:/asdm 602. bin no asdm history enabl e
arp timeout 14400 route DMZ 0.0.0.0 0.0.0.0
10.77.241.129 1 tinmeout xlate 3:00:00 tinmeout conn

1: 00: 00 hal f-closed 0:10:00 udp 0:02:00 icnp 0:00: 02
timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00 ngcp-pat 0:05:00 tineout sip 0:30:00 sip_nedia
0: 02: 00 sip-invite 0:03:00 sip-disconnect 0:02:00

ti meout uauth 0:05: 00 absol ute dynam c-access-policy-
record Dflt AccessPolicy http server enable http 0.0.0.0
0.0.0.0 DVZ no snnp-server |ocation no snnp-server
contact snnp-server enable traps snnp authentication

i nkup I'i nkdown col dstart no crypto i saknp nat-traversa
telnet tineout 5 ssh tineout 5 console timeout O threat-
detection basic-threat threat-detection statistics
access-list ! class-map type regex match-any
Dorei nBl ockLi st match regex domminlistl match regex
domainlist2 match regex domainlist3 !--- Cdass map
created in order to match the domain nanmes !--- to be
bl ocked cl ass-map type inspect http match-al

Bl ockDonmai nsCl ass natch request header host regex class
Domai nBl ockList !--- Inspect the identified traffic by
class !--- "Donmi nBl ockLi st". class-map type regex




mat ch- any URLBI ockLi st match regex urllistl match regex
urllist2 match regex urllist3 match regex urllist4 !---
Class map created in order to match the URLs !--- to be
bl ocked cl ass-map i nspection_default match default-

i nspection-traffic class-map type inspect http match-all
AppHeader Cl ass natch response header regex contenttype

regex applicationheader !--- Inspect the captured
traffic by regular !--- expressions "content-type" and
"applicationheader". class-map httptraffic match access-
list inside_npc !--- Class nap created in order to match
the !'--- filtered traffic by ACL cl ass-map type inspect
http match-all Bl ockURLsCl ass match request uri regex
class URLBl ockList ! !--- Inspect the identified traffic
by class !--- "URLBI ockList". ! policy-map type inspect

dns preset _dns_map paraneters nessage-| ength naxi num 512
policy-map type inspect http http_i nspection_policy
parameters protocol -violation action drop-connection

cl ass AppHeader d ass drop-connection | og match request
met hod connect drop-connection |og class

Bl ockDonai nsCl ass reset |og class Bl ockURLsCl ass reset
log !'--- Define the actions such as drop, reset or |og
I--- in the inspection policy nmap. policy-map

gl obal _policy class inspection_default inspect dns
preset _dns_map inspect ftp inspect h323 h225 inspect
h323 ras inspect netbios inspect rsh inspect rtsp

i nspect skinny inspect esntp inspect sqlnet inspect
sunrpc inspect tftp inspect sip inspect xdncp policy-map
inside-policy class httptraffic inspect http

http_i nspection_policy !--- Map the inspection policy
map to the class !--- "httptraffic" under the policy map
created for the !--- inside network traffic. ! service-
policy gl obal _policy gl obal service-policy inside-policy
interface inside !--- Apply the policy to the interface

i nside where the websites are bl ocked. pronpt hostnane
context Cryptochecksum e629251a7c37af 205¢289cf 78629f c11
end ci scoasa#

ASDM6.x ZFERALEASAd74F¥a1L—>3> 8x

FHRERBEEEL, KICRITELDIC, BEOWeb B/ NETOYVITBEHIC MPF ICERATS
ICE, XOFIEEETLET,

1. ERRBEDER[Configuration] > [Firewall] > [Objects] > [Regular Expressions] M JEIZZIR L
. [Regular Expression] 2 7O T ICH B [Add] ZV VY IL, ROKSICERREZERL
F9, RXA>F yahoo.com ZF v 7 F ¥ 925 EHRKE domainlist! ZERL FT, [OK]
ZOVYOLET,



Configuration > Firewall > Objects > Regular Expressions

Eag.lla' Expressdons -}

Configure regular expressions for uss in patderm makching. Regulsr sxpressions wath names starong with *_default” are default regular expressions an
carnot be modfied or delketad,

h Nzme | Yale [ Add
| Add Regular Expression 1 ] =
_ neme:{omantstt | 8% 8 1 (<353 8 (=3 (=1 LY el

wahoo).com ;j Buikd... |
_Tet. |
|

Yalue:
Test...

[l

S 3 S

R X4 > & myspace.com ZF ¥ 7'F ¥ 95 IEHKXE domainlist2 ZERL £F, [OK] &Y
E% Add Regular Expression . T

Mame: ||domainlistz

mvspace!, com Euild

YWalue:
Tesk,.,

Uy s LET, (5] 4 Zancel Help kXA

> % youtube.com Z ¥ + 7' F ¥ 9 % [EF &R domainlist3 ZERK L £F, [OK]ZIUY Y
g% Add Regular Expression

Name:[ll‘dnmainlistS ]

.';.ﬂ:nutube'l,.mmU Ewil

Yalue:

Tes

L%, ok | Cancel il Web 7594 TR
ENTVD http DNN—2 3N 10FERFR 11 DEESSHTHZDBHEEE. exe. com BRY
bat BED T 7P AINILRFEF Y I F vy 32 LHIC, ERKE urllist! ZERLFET, [OK]

g% Add Regular Expression o

Mame Iurllistl

A [Ee]lxEe]l[Cc]lCal(Mm]|[BE][Aa][TED HTT E
Fi1.[01] -

Yalue! -
T

0] 4 Cancel Help

BOUYOILET, Web 75




IHTERAENATVWS http DNN—2 30N 10FEE 1.1 0OESSHATHDBER. pif.
vbs BLBWsh BED T 7 AINIRFEF Y TF v 32010, EFRRRE urllist2 ZERL
£F9, [OK|Z0VYILEY,

g% Add Regular Expression

Mame: 1ur||i5t2 1
A ([PRIHIFF] DB ISS]I [iw][S5]HRT HTTF‘J Euild. .
vaume b [01] —_—
alue:
Test,,
O Cancel | Help |
Web 75 OHTHEAE h

TV http DNN—2 AU 10FEE 11 OEESHATHDHEIE. doc, xis KU ppt &
EQT7TANERFZEFYTF v 2180, ERRKRE urllist3 ZHERLET, [OK]ZD

g% Add Regular Expression

Mame:| |urllists

A [Dd]Oo] ]|l LSs ] PRIPRICTET) HTTF‘j

1.[01] Build.

Yalue:

Tesk,

2K, I iZancel | Help |

YILET, Web 7 50
THEAETNTVS http DN—=2 3N M10FLERF 11 DESSHTHDBAK, zip. tar H
KTtz BEDTFANIRFEFYTF Y I2LHIC, EHRRKRR urlistd ZEKLETS

A% Add Regular Expression

Marme: Furllist-ﬂr ]

A ([Z2)Pp]I [T AR T G0] (213 HTTRY IJ

.[01]]

Yalue:

Ik Zancel Help
[OK] 20Uy OLEY, a7

VY BATBEF YT F v §BEHRRKE contenttype ZHERLET, [OK|ZTUYILET




@& Add Regular Expression

Mame; In:u:nnl:enl:l:ype

Content-Type| ) Build..
Walue:
Test,.
ok Cancel Help
EERTEBT TV —

AV ANYEA—%F Y7 F v BDIEHKRE applicationheader ZHEK L FF, [OK]ZT )

g%= Add Regular Expression

Mame: ||applicationheader
application),* Eil
Yalue: i
T
K, I Cancel Help
7 IL&ET, F%o cLI &E

2. ERRE Y 5 ADER[Configuration] > [Firewall] > [Objects] > [Regular Expressions] B
i#IR L. [Regular Expression Classes] R 7D FICH D [Add] ZV U Y IL, KD&LDIZE
FEELRIVSAZERLE T, EHRKE domainlist1, domainlist2 & domainlist3 ® W3 1
MC—BEEB Lo, EHRKHEY S A DomainBlockList ZER L ET., [OK|ZVUYIL

£9,



& Add Regular Expression Class Map

Configure a regular expression class using available reguiar expressions. For a class to be considered a match, only one of its match
conditions needs to be met,

Farme: | |Dm'pa'r|E|I|:|d-:List |

Description: |

Available Regular Expressions Configured Match Conditions

Regular Exprassion I Makch Tvpe I Regular Expression
L =] ) domainlist

iR, domainlist2

_default_gnu-hetp-tunnel_uri
_default_http-tunnel
_default_httport-tunnal
_default_icy-metadata
_default_msr-messenger
_default_shoutcast-tunneling-protocol
_default_windows-media-playsr-tunnel )
_default_x-kazaa-network
_default_yshoo-messenger

applicationheader

contentbype

jurlist |
wrlist2

urlst S

wrlists -

Eﬁ;-.u | hew... Mtk TEFH: EEMHH‘I

(a4 | Cancel | Help I

EF R urllist1, urllist2, urllist3 & urllistd DVWFhAIC—HE 82, ERRBEITA
URLBIockList Z/EL &3, [OK]|ZOVUY I LET,




i Hegular Expression Liass Map

Corfiqure & regular expression class using avallable regular expressions. For a class ko be corsidered a match, anky ane of ks mat

conditions needs bo be met,
Mare: RLBlockList |
Description: |
Ayailable Regular Expressions Configured Match Conditions
Regular Expression I_ Match Type I Regular Expression
ST _ ST :] =y urlliskl
_defaulk_gru-hetp-tunmel_arg oR m urllist2

_defauk_gru-http-tunmel_uri
_dafaulk_kttp-tuninesl
_defauk_httport-tunnsl
_dafauk_icy-metadata
_defaulk_msn-messenger
_defauk_shoutcast-tunnelng-protoool
_dafaulk_windowves-media-player-turinel
_defaul_x-kazaa-network
_d=fauk_yahoo-messanger
applicationheader

contenttype

Jomairkist3
domairdist2
|l:||:ma1'ri5t1

L4]

B% 0 CLI &

e

Match Type: ) Match

B.IVFARYTERDBEENIENT 7 1Y U ORRE[Configuration] > [Firewall] > [Objects] >
[Class Maps] > [HTTP] > [Add] DJEICEIRL, S XTXBERRBTHEES hinttp hF 7
IVIERBIDIVZSAIYTERORSICERLET, ERRBOF ¥ 7' F ¥ DISEA
YA —E—BTBDELDIC, UTA XY T AppHeaderClass Z1ERK L £



72 Add HTTP Traffic Class Map :

Mame: (|AppHeadsrClass )

Descripkion: |
Match Option: ©+ Match Al Makch Any

Match Type | Criterion Value Add
& Add HTTP Match Criterion - x| Edt
Match Tvpe: % Match Mo Match Dieteta
Criterion: Gﬂuqua.-st Header Field j =
WYalue
~Field
" Predefined: |-an:n:-a|:4: _'_]
(:ﬁ' Regular Expression: In:mtanttvpe EI:J Manage... |
Value
- s
b " Reogular Expression Class: IDc.rr-aerI-:utkLlst _:J Marage.. .

o] cmed | v |

OK|ZVUYOLET, ERRBEOFIYTFYOERAVE—E—HITBILSIC, V9FA

< ¥ 7 BlockDomainsClass Z#ERK L £ 9,
0% Add HTTP Traffic ClassMap =

Mlane; |Bﬂnd<Dnmah::CIass

Descripkion: I

Match Option: % Match all  Match Any

Match Type | Criterion | Value (&dd )
@ Add HTTP Match Criterion -EI EGt
Delete

Makch Tvpe: (% Match Mo Match

Crikerion: [:IRequasl Header Field =]
Walue
~Field
(II_? Predefined: Ihnstj :I
™ Regular Expression: ]n:nnteﬁ-“.t'_-pe LI Marage,
—Wahue
™ Regular Expression: I_':IE'F-B'J||.'_.GEIT':IT"1':.-'F'C-|:L;-|'|FE| ;’ sERE =0
fﬁ' Hequiar Expression Class] |DomainBlockList ~|  Manage...

| (04 I Carical I Help I

OKZ2UYOLET, ERRBAOFYTFYOER Ui E—HITBDKRSIC, ITFAXIYT



BlockURLsClass Z{ER L £,
@e Add HTTP Traffic Class™Map =

Mlarme: EbockR Lslass

Description: |
Match Option: * Match Al ¢ Match Any

Match Type | Criterion | Value | &3
Edit
@ Add HTTP Match Criterion y x|
Bl e

Match Type: (+ Match ¢ NoMatch

Criterion: I!F!ecufst E_IF!H :J

Yalue —

~ Regular Expression: | _default_GoToMyPC-tunnel =] e

(7 oo e e [ <] s

i | F— ([N ! AR
[OK| 2V Uy O L%ET, BED CLI BE

4. BRERVS—T—BIBDNTT71YOLRTHFT U 3> &RET B [Configuration] >
[Firewall] > [Objects] > [Inspect Maps] > [HTTP] ®JEIZiBIRL, —BHITBD RS 71 v UICH
IB5T 0> A %RET S hitp_inspection_policy ZEK L ET., [OK|ZIUYILZET,



Mame: ﬂhttp_hspecti:ﬂ _palicy J

Description: |

Parameters Inspections |

Match Type Criterion Wahue Action Log Add

fowve Lip

[ove Dawn

| Cancel | Help |
[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [HTTP] >
[http_inspection_policy] (Z 72U v o ) &BIRL ., [Details]>[Add] 2o UY oL, &

TICERENIEERERBITADT VAV ERELETT,
& Edit HTTP Inspect Map

Manme; Iiﬁttp_inspectinnjnlicy :I

Descripkion: I

Security Level || l Details J

Pararmeters Inspections

Makch Tvpe Zriterion Yalue fuckion Log fdd

Edit

7 < 3> % [Drop Connection], %58k % [Enable], [Criterion] Z [Request Method],
[Value] & [connect] ICEXEL £,



Match Criteria

{* Single Match

Match Tywpe: {* Makch (7 Mo Makch

_ritetion: ( Requesk Methn:u:IJ -

Yalue

{+ Method:

" Regular Expression

{¢ Feqular Expression; ~default GoToMyPiZ-tunnsl

{ Hegular Expression Class:  |DomainBlockLisk

™ Multiple matches

HTTF Traffic Class: [AppHeaderZlass - Marrat

Bckions

Ackion: W+ Drop Connection | ¢ Reset (7 Log

Log: * Enable " Disable

| K, I Zancel Help | [OK| ZZ Yo
L&Ed., 72 32 % [Drop Connection], V5 A AppHeaderClass ® 0752 & [Enable]



A% Add HTTP Inspect

Makch Criteria

£ Single Match

Match Type; & Match €7 Mo Match

Zriterian: RequestiResponse Content Type Mismatch

Yalue

Mot applicable.

[ﬁ' Mulkiple matn:he}

HTTP Traffic Classlz .ﬁ.ppHeaderCIassj |5 Mar
Actions
Ackion: f nection { Reset " Log
Log: i~ Disable
-pELET, Ik I Cancel Help

#OVYOLEY, 77U 3% [Reset], V5 A BlockDomainsClass ® 07 52 & %
[Enable] ICERELE T,

[OK]



f= Add HTTP Inspect

Makch Criteria
" Single Match

Match Type: €& Match € Mo Match

= T IRequest,l'Respn:unse iContent Tvpe Mismatch ;l

Yalue

Mot applicatle.

Ii:' Multiple matn:he;l

HTTP Traffic Class: IEIDckDDmainsclaE:k

Ackions

Log:  (f*" Enable )

Ik

" Disable

Cancel

" Log

Help

[OK] &2 UY I L%,

T 0232 % [Reset], U7 A BlockURLsClass OO0 2 52§ % [Enable] ICEREL £,



= Add HTTP Inspect

Match Criteria

i Single Match

Match Type; @ Match £ Ma Match

ZrEerian; Reguest/Response Content Tvpe Mismatch )

Walle

ot applicatle.

(: Multiple matches]

HTTP Traffic Class:| |ak=0] = 8=k

Hckions

Ackion: (& Drop Conneckion i Log
Log: " Disable

]9 iZancel | Help

o [Applyl 22 UY O LET, AE®D CLI &E

[OK]| 20y OL&ET

5 REDO HTTP RUS —% A2 2—7 I A AICiBA ¥ B [Configuration] > [Firewall] > [Service

Policy Rules] > [Add] > [Add Service Policy Rule] Z#RL £ 9,

Configuration = Firewall > Service Policy Rules

g add  -| [E Edit ﬁ Delete | + 4 | s BB B -| QFnd Diagram & Packet Tra

L8 ﬁddﬁaramﬁPtdlgyRuﬁle‘l. iaFFin: Classification

g Add Management Service Policy Rule. .. Source Destination Service
Insert. .,

% Iy @@ any 0, default-inspe. .

HTTP NS 74O ROYTREI XZ1—ORAFA > Z—7T T A A& [Interface] 77> =
> RRA%EIRL, [Policy Name] & U T inside-policy Z:#IRLF3, [Nexi ZV UYL

£9,



Adding a new service policy rule requires three steps:

Step 1: Configure a service policy.
Step 2: Configure the traffic dassification criteria for the service policy rule,

Step 3 Configure ackions on the traffic classified by the service policy rule.

Create a Service Policy and apply To:

Cnly one service policy can be configured per interface or at global level. IF a service policy already exists, the
new rule inko Ehe existing setvice policy, Otherwise, wou can create a new service policy.

G;' Interface:  |inside - (create new service palicy) = }

Policy Marme:| iinside-pnlicy

Description; I

{~ Global - applies to all interfaces

Palicy: Tame: Igimba‘_gn!.w

Erescripbian I

= Back I |

httptraffic DV 5 A XY 7%Z4#ERK L. [Source and Destination IP Address (uses ACL)] ICF
IVO%RMFITET, [Next] ZV2VUYILZET,




{* Create a new traffic class: |!httptraFFic |

Description (opkional); I

Traffic Match Criteria
[T Default Inspection Traffic

[IF Source and Destination IP Address (uses SCLE j

[T Tunnel Group

[T TCP ar UDF Destination Part
[T RTP Range

[T IP DiffServ CaodePaints (DSCP)
[T IP Precedence

[T &y kraffic

" Use an existing kraffic class:  [inspection default _v_l

" Use class-default as the Eraffic class.

If traffic does nok match a existing kraffic class, then it will match the class-defaulk traffic class, Class-defaul
all situation.

< bk

[Source] & & T [Destination] & L T [any], ¥—E A& U T tep-udp/http Z3#IRL £9,
[Next) 20 UYy L&Y,



= Add Service Policy Rule Wizard - Traltic Maktch - Source and Destination Address

e # Match € Do not match
e

[HTTP] A 73> REA>&EFITY UL, [Configure]l] 20 Y UVLET,



Protacal Inspection | Connection Settings | Gos |

[~ CTIGBE
[~ DCERPC ] =
[~ DNS COnfigure. ..,
[~ ESMTP COnFgure..
[~ FTR ConRfigure; .
[T H.323H.225 Cankigure..
[ H.323 RAS EonFigure:.,
[IF HTTF : Configure. ..
[ P

[~ ICMP Error

[T LS

[ IM Configure.,,
[T IPSec-Pass-Thru ] [ =
[~ MGCP 6 [ =
[~ METBIOS Configure...
[~ PPTP

< Back | | Cancel |2'7°:/ 3> RR > [Select a HTTP inspect
map for the control over inspection] ZR N XS ICBEIRLFE T, [OK|ZIVUYILET,



i Use the default HTTR inspection map

Ig:' Select a HTTP inspect map for fine control D}er

Ik I Cancel | Help

[Finish) 29V Y Y LE¥,

Configuration = Firewall > Service Policy Rules
fadd - FEdt floelete | + | Y B @ -

Traffic Classification

1, Find Diagram I P:

Mame # | Enabled Match Source Destination Ser

[=l Global; Palicy: global_palicy
inspection_defau (&4 Match @@ any g any ), defau

Inkerface: inside; Policv: inside-policy
httptraffic 1 W EymMatch @@ any @ any ok http

R—K 8080 DNF 7 14 Y UEU., [Add] > [Add Service Policy Rule] ZiERL £ 7,



Configuration > Firewall > Service Policy Rules

@ add ~| [ Edi Delete | 4+ ¥ | & B BL -| QFind P2 Diagram B Pa

¢ Add Service Palicy Rule. .. ] afFic Classification

98 Add Management Service Policy Rule. .. SOUrcE Destination Ser
Insert. ..

% . ¥ @@ any 0, defau

o Inserk After...

[] Interface: inside; Palicy: inside-policy
httptraffic 1 W CEyMatch @@ any P any uok hikkp
Next] 20 )Y JLET,

g Add Service Policy Rule Wizard - Service Policy

Adding a new service policy rule requires three steps:
Step 1 Configure a service policy.
Step 2: Configure the traffic classification criteria For the service policy rule,

Step 3: Configure actions on the ktraffic dassified by the service policy rule,

Creake a Service Policy and Spply To:

2nly one service policy can be configured per inkerface or at global level, IF a service policy alkeady exists, the
new rule into the existing service policy. Otherwise, you can creake a new service policy.

LU (31=10 = =T (i il - inside-policy

Description: l

" Global - applies ko all interfaces

Folicy Harme: Igint!ai_ncnhn:';.f

[escripkion I

*Only one service palicy is allowed, Existing service policy names cannok be changed,

< bk | (et >

F7°2 3> KRR > [Add rule to existing traffic class] ZiZRL, ROY7F7A DI XZ1—4H
5 httptraffic ZBIRLET, [Next] Z0UYILET,




™ Create a new traffic class: Il!‘n.—;;de-l:lass

Cescrption (optionaln I

Tratfic Match Eritera
[T Default Inspection Trathic

Source .and Destnation IP-&ddress fuses GEl)

[T Tunmel Group

[~ TGP or UEPE Destination Pork
[T RTF Ramnge

[~ 1P Diff Serv CodePairts (DSCR)
[T IF Frecedence

[ Anybrafhic

[ﬂ' #fidd rule ko existing traffic class: IhttptraFFic Lﬂ

Fule can be added to an existing class map if that class map uses access conkral lisk (&CLY as its traffic matck

" Use an existing traffic class: ||n5pectiﬂn_defaultl|

™ Use class-default as the traffic class.

IF traffic does not match a existing traffic class, then it will match the class-default traffic class, Class-defaull
all situation,

= Back | Blext = l

[Source] & & T [Destination] & L T [any]. tcp/8080 Zi#IRL ET., [Next] ZIoJY UL &
C




= Add Service Policy Rule Wizard - Traffic Maktch - Source and Destination Address

[Finish] 82Uy L %Y,



B% Add Service Policy Rule Wizard - Rule Actions

@ The Rule Actions are applied ko all the rules grouped in the Traffic Match.

:Protocol Inspection | Connection Settingsl QDS'

[~ CTIQEE

[~ DCERPC Configure...

[~ ohs COnFigure: .

[~ ESMTP Configure, ..

[~ FTP Zontiaure, .,

[T H.323H.225 Eorfigure:. .

[ H.323RAS Configures

[¥ HTTP Configure. .. HTTF Inspect Map: http_inspeckion_policy
[ ICMp

[T ICMP Error

[ 1s

[ Conkigure. ..
[~ IPSec-Pass-Thru COnFigUrE:. .
[ MaCR Eorfigure:. .
[~ METEIOS COnfigures.

= Back | Finish || Cancel

Configuration > Firewall = Service Policy Rules
g add + [ Edit ‘m‘l‘nelete| + & | y B2 @ -

Traffic Classification

3, Find Diagram © | Pa

-,

Marne # | Enabled Makch Source Destination Ser,
[=l Global; Palicy: global_palicy
inspection_defau =y makch @@ any @@ any Q, defaull
[ Interface: inside; Palicy: inside-palicy
httptraffic 1 W [Eymatch & any P any uok hkkp
2 I [EymMatch & any P any TeE- 5030

[Applyl 22U v U LET, B0 CLIRE

2

i

RENERICHMEL TV EERRBLET.
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Output Interpreter Tool ( OIT ) ( BBI—HER ) Tk, BE®D show IIY > RAHR—KEh
TVWET, OITZFEAL T, show AN RE I DB ZERRTEE T,

. show running-config regex : ;&8 & 117z IE R R I O 3R 7Rci scoasa#show runni ng- confi g regex
regex urllistl ".*\.([Ee][Xx][Ee]|[Cc][Co][M|[Bb][Aa][Tt]) HTTP/1.[01]" regex urllist2
"N C([PPl[HITIFTI[W][Bb][Ss]|[Wy[Ss][Hh]) HTTP/1.[01]" regex urllist3
"L\ ([DA][Oo] [Ce]l | [ XX][LI][Ss]|[Pp]l[Pp][Tt]) HTTP/1.[01]" regex urllist4
"N ([ Zz] Vi TIPPl | [Tt][Aa]l [Rr]|[Tt]1[Ggl[Zz]) HTTP/ 1.[01]" regex domainlistl "\.yahoo\. conf
regex domainlist2 "\.nyspace\.com' regex domainlist3 "\.youtube\.coni regex contenttype
"Content - Type" regex applicationheader "application/.*" ciscoasa#

- show running-config class-map : BXE& Nz U F A Y Y 7 DR Rci scoasas#show runni ng- conf i g
class-map ! class-map type regex match-any Domai nBl ockLi st match regex domainlistl match
regex domainlist2 match regex domainlist3 class-map type inspect http match-all
Bl ockDomai nsCl ass match request header host regex class Domai nBl ockLi st cl ass-map type regex
mat ch-any URLBI ockLi st match regex urllistl match regex urllist2 match regex urllist3 match
regex urllist4 class-map inspection_default match default-inspection-traffic class-map type
i nspect http match-all AppHeaderC ass match response header regex contenttype regex
appl i cati onheader class-map httptraffic match access-1ist inside_npc class-map type inspect
http match-all Bl ockURLsCl ass match request uri regex class URLBI ockList ! ciscoasa#

- show running-config policy-map type inspect http : FREE /= HTTP RS 7 4 Y UV ZRET

%>7J_\° J— v 7°®13_§/1_?ci scoasa#show runni ng-config policy-map type inspect http ! policy-
map type inspect http http_inspection_policy paraneters protocol-violation action drop-
connection class AppHeader d ass drop-connection | og match request nethod connect drop-
connection | og class Bl ockDomai nsCl ass reset |og class Bl ockURLsCl ass reset |log ! ciscoasa#

- show running-config policy-map : 7 # )L k® policy-map A7 4 F1L—>3 B KTT

N T D policy-map A7 4 F 1 L —=/3 2 M FKRci scoasa#tshow runni ng-config pol i cy-map !
policy-map type inspect dns preset_dns_nap paraneters nessage-|length nmaxi mum 512 policy-map
type inspect http http_inspection_policy paraneters protocol-violation action drop-
connection class AppHeader d ass drop-connection | og match request nethod connect drop-
connection | og class Bl ockDonmai nsCl ass reset |og class Bl ockURLsCl ass reset |og policy-nmap
gl obal _policy class inspection_default inspect dns preset_dns_nmap inspect ftp i nspect h323
h225 i nspect h323 ras inspect nethios inspect rsh inspect rtsp inspect skinny inspect esntp
i nspect sqlnet inspect sunrpc inspect tftp inspect sip inspect xdncp policy-nmap inside-
policy class httptraffic inspect http http_inspection_policy ! ciscoasa#

- show running-config service-policy : REETHDOIXTOH—ERX RUZ—BEDRT
ci scoasa#show runni ng-confi g service-policy service-policy global_policy global service-
policy inside-policy interface inside

- show running-config access-list : ¥ 1 U714 7754 T2 ATERITEN TS access-list

A74F21L—>3 \/a)ﬁzr_\ci scoasa#show runni ng-config access-1ist access-1list
i nside_npc extended pernmit tcp any any eq ww access-list inside_npc extended permt tcp any
any eq 8080 ci scoasa#

hSTAS21—F4Y

SoTR, BEORSTLYI—F AV Y CRUOERICOVTHALET,

AE:debug INY RZEATBHEIIC, Tdebug AV ROEERER. 25RLTSLEEL,

. debug http : HTTP RS 74 Y IDFNY Y XY £—S DERFR

BYE1H ¥R

P
ANT

. Cisco ASA 5500 2 —AXEEELFI1 VT 1 PTIAFT A HR—b
- Cisco Adaptive Security Device Manager ( ASDM ) (B89 % HRK—b



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
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//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
//www.cisco.com/en/US/products/ps6120/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/ps6121/tsd_products_support_series_home.html?referring_site=bodynav

. CiscoPIX500 ) —AX 2F¥1 VT4 PTSATFT U ACBEETRIHER—K R—
. Cisco PIX Firewall Y 7 RO I TF

. CiscoSecure PIX 7Z7AF A=) AR U7PLA

- EFIVTABRICE TS Field Notice (PIX 288 )

- Requests for Comments ( RFC )

cTOZHAINYR—=—bE RFI XTI - Cisco Systems
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