ASA/PIX 7.x and VPN 25 4 7> b Microsoft
CARLRDTFIRIGBEB/ZLAL &= IPSec 72
3lE O 52 TE fl

>

HIX

BZE

A TR SR 44

ZH®
FATSAR—F b
Egﬁgznn

k

ASA DERFE
ASA OFREDBE
VPN Client @ E&E
=
NSNS a—F42Y
B E B R

BE

CORFIXVNTE, Ciscotz*a1UT4 FTTA4T A (ASAPIX ) 7.x & KT VPN Client
CH—RN=—FT 4 ROFA—OFDZI)\NAAEZFEH TS AR—)LL T, Microsoft DFEILRH
(CA)H—/N\NTIPSec ET7 DRI ZETSHEICODVTHALET,

LI Sua
BEf

CORFIXDNTR, GAAEZZRERT S -8 I Certificate Authorlty (CARBELR ) 7oA
TRIMRENHYVET, YR—FNEhBH—R/N—F 14 CAXRHA—[&, Baltimore, Cisco.
Entrust, iPlanet/Netscape, Microsoft, RSA., & &' VeriSign T3,

2

FEF:CORFIXNEK, F A CAY—/VE L T Windows 2003 Server ZFEAL TVWET

o

A CORFIXUBME, ASAPIX IZBRFD VPN BEAN BV EZRIRELTVET,



FHAIZHIR—F b

CORFIXRNOEBERIEFE, ROVTRNITITEN—RIITON—2aAaVICETIKENDTT,

YTZRIIT N—232 722 BT ASDM N— 3> 52(2) BT S ASA 5510
VT RDIT NN—=232 4 x AN @I S VPN Client
CORFIXNDOEREE. ﬁm0)771'i—iﬁ.t‘_5%>7/\42("_5’5\,\'('145}55??_“1’172.%0)'(‘9“0 c
DREFIXVNTERATDZINTOFNARR, JUTB (T7FIKN)BRETHEEZRBLT
WET, XRYRND—=I/BBHPOERE. IV RIRETHEENEEEZ T2 ICEBHEL THL
RBENFHYNET,

X

ASA DT, Y7 RNIIT7 N—=232 7x BB TS Cisco500 1 J—XPIX ICEBRATE
£7,

*EoE
KF1X> NREORMEE, "YRAIFUNL T4 Y TAOEKRE EBRLTI LT,
BXJE

COET, CORFIXVNTHATIHENREICHXEZRRERHELET,

E ORIV IVTHEATATVAIANY ROFHZFAXSICIE, Command Lookup Tool ( &
BI1—YHER) Z2FEALTSEZL,

KXY NDID—IR

CORFIXVRNTR, RORY ND—UBHZEALTVET,

Q ) IPSec Tu nnel )
Inside Outside 'J/ % ‘\5 s
i ] 5
-—-"-- L VPN Client
| |! 1022024 AsA 497 1e8.1.0% i —
. Dynamic allocated IF by VPN Server

~—~ - {ASA) - 10.5.5.10

Communication babween CA server
= and its Clients for certifcate request
-' Arand verfications for authenticatiing

Certificate Authority (CA) Server — CA1 o

ECORETHEALTWARIPTRLAARAF—LR, A 2—FXYNETERCIL—FT 42 TT
BEENDTROWRBA, ChSRBRTRRRTEAESNIEZRFC1918 TOT RLATY,


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do

B
CORFIAVNTH, ROBEEEALET,
- ASA DERE

- ASA DERENEE
. VPN Client ®s8E

ASA DOEE

ASA ICH—RN—FT 4 RUE—DOFIRINAAEEZAAR—IILTBICR. ROFEZRTLEK
EE

ATY 71 B, BZ., 8LUOEES (Time Zone ) DEAELVWZ E A ERTS

ATY 7 2. RSAF— RTEZERTD

ATYT 3 RFARNKRAV b ZERT S

ATV T A GIAERRELEKT D

ATYVT 5 RFARNKRAY 2T

ATVT7 6. GAEEAAR—ILTD

ATYVT 1. #HULLKAVAR =N U IEAIAEZFEATRLSICUE—N TIO+ER
VPN (IPSec ) Z#5%ETF 2

ATYZ71: B, B2, 8 RCE/M®T (Time Zone ) DEFAELWVWC EEHERTS

ASDM O JE

1. [Configuration], [Properties] DIEICO )Y O L& T,

2. [Device Administration] Z @B L . [Clock] ZiEIRL £ 7,

B RARENTVARABHRAELVCEZHRABLET, AIAEOKRIAENFBIICITPIhBEHIC,
Date, Time, & & Time Zone DB ERTHIHENHVET,



sonfiguration = Properties = Device Administration = Clock
~om” Starup Wizard |4 Clock
! BA A Setup

Arti-Spoating
+ T arp

coaB st Upcate
ol Client Update Dste
#-[E) Cerfificate
) iﬁ Device Access December :I S007 -
=1 38 Device Administration

Banrer
5 Boot ImsyeConic

' : : : hh  imm css
-5 cU Promet 1 I i
o TCIT
B Console

= iR CoD Setup g o 11 12 13 14 15 Upclate O3
Feorm Dieyice e

{3k FTP Mode 16 17 18 18 . 21
IR ICHWP Rules
5% management Acc 22 24 25 2w 277 ER
O

D Password 30 3
- [} Secure Copy

5 E SMTP

g, SMWP
jﬂ TFTP Server Sy Rezet

User Accourts

AV RZ12 08

Lize thiz z=creen to configure the ASA clock.

Time Zone:  |(GMT+D5:30) Calcutta

~Time

CiscoASA

CiscoASA#show clock 16:25:49.580 IST Fri Dec 28 2007

ATY7 2.RSAF— KT ZERTS

EHENT RSA RHAF—E. ASAL SO ID FHREHFEEET N, PKCSHI0 SEAZERI R E 1
T, F—RTZEKIBDNTANRA VN TF—BZ2HBIIBEIZIHLENBYET,

ASDM O F "

1. [Configuration], [Properties] DIEICO )Y I L&ET,
2. [Certificate] ZBB L . [Key Pair] Z:&RL £,
3.[Add| ZO VY IOLET,



Caonfiguration = Propedies = Cerificale = Key Pair
Stariup Wizord -] : Key Pair
gl AL Setup ; _
Con the to be used in cedificales.
&) Anti-Spoofing figure the key pairs in 7
= [ amp
B suto Updste Mole: Operations on this screen are apphed immediately upon completion and are irreversile.
= Clent Upciate
= &) Certincate
E3 suthentication
&y Envolment Key Pair Name | ussge |  ModumsSize | Add
g inpart Cerdificate
Moery P

- ng& s H S ]
CRFER TR ] I Add Key Pair x|
i Device Acc [l

= 88 Device Admi
) Barner [Tr— " Uza detaul key name

Tz Bocd Ima
% ELI Fron o F:;’:”‘“Tl
£ Clock

B Conzale Size: 1024 -

Bicsosa

@ Device Usage: GeneralPupose  ( Spacisl
g FTP Mioc

b ICMP R

23 Manage:

O [ommmoron ] owea | e |

B0 P g
%

4. F—FZAHL, E21-I) Y4 XZ2ERL, FAXATZBRLET, E: #HBThBDF
— RT7 DY 4 X 1024 TY,
5. [Generate Now] 22 Y I L& T, ERL =F— RF7 A [Key Pair Name] FIIZRRENE
T
AR R4 0l

Reirazh

CiscoASA

CiscoASA#configure terminal CiscoASA(config) #crypto key

generate rsa label my.CA.key modulus 1024 !--- Generates
1024 bit RSA key pair. "label" defines the name of the
key pair. INFO: The name for the keys will be: my.CA.key
Keypair generation process begin. Please wait...

ciscoasa(config) #

ATYT7 3. hSAPRLU D EERTD

RSARRAUNE, ASANERATRFAE (CA) ZESTIHRENHYET,
ASDM @ F R
1. [Configuration], [Properties] ®JEIZO )Y O LET,

2. [Certificate] ZEBIL . [Trustpoint] ZEBEL £,
3. [Configuration] Zi#IRL ., [Add] Z0 VY I LET,



Canfiguration = Properies = Ceéfificate = Trusipaint = Canfiguratian

@~ Startup \Wizard | 4 Configuration

—t

* gf AAA Setup _ - _ _
- % Arti-Spooting Configure a Certificate Authority (CA) as a trustpoint.

=B arp

) Auto Update

2} Cliert Update
- Certificate Trustport Mame | Device Certificate Subject | CA Centificate Subject | Add

[ authertication

; 5";_: Ernrolment i
& Import Certificate -
H Hey Pair
5_‘,-} anage Certificat [relete

= Trustpoint = |
o
[ Export e
& Impont
4. UTOEZRELET. FFAMRSAUMNE : NZAMNRAVNBRENORRICEETY
ZEMICLET (COBITHE CAT) o F—RFP . AT YT 2 TERLEF— KT
( my.CAkey ) ZiBRL E T,
5. [Manual Enroliment] Z:#IRL TWA & 2R LE T,
6. [Certificate Parameters] 22 ') v U L& 9, [Certificate Parameters] X4 7O RY O AH
RRENET,
7.[Edif Z0 UYL, RORICTIBEBHEZRELET. ChSDEZRETHLHIC,
Attribute ROAY 780 DAY SEZERL, EZAHDLT. AddZIUYOLET,

b

Attribute Walue
Cormmon Mame (Ch) CiscolZA cisco.com
DI Attribute o be Added Department (OL) TSNEE
Cormipany Mame (0] Cisco Systems
Sftribate: |- Select Attribute .. W enlole Courtry (C) us
State (St Morth Caroling
Nl . | Bl L ccation (L)

Ok Cancel Help

8. Yl xfEZEMLES, OKZIVUYULET,
9. [Certificate Parameters] X 4 7 OJ 7R Y U AT, [Specify FQDN] 7 4 — )L RIZ FQDN & A
ALET, ZOfEIE, CommonName (CN) ICERALEENDEEL FOQDN THE2LENH




@& Certificate Parameters

Erter the values for the parameters that are to be included in the certi

Subject DR watems C=US St=Morth Caroling L=Raleigh
—Subject Alternative Mame (FRDM)
" Use FQDM of the device
[‘F Specify FQDN CizcofSA cisca.com J
" Use none
E-mnail:
IP Address:

|_ Include device serial number

2k Cancel Help

WET,
10.[OK] 22U Y I LET,
M ELVF—RT7HFERENhTWVWSD & 2R L. [Use manual enroliment] #7232 K&
TEIVYILET,
12.[OK] 22 v o LT, [Apply] BT U Y I LET,




% Add Trustpoint Configuration

Trustpoint Mame: ICM

[~ Generste & zelf-zighed cerificate on enrollmernt

If thiz option iz enabled, only Key Pair and Cedificate Parameters can be specified.

Enroliment Seftings | Revocation Chec:kl CRL Retrieval F'ElliD':.-'I CRL Retrieval Methn:udl QCEH

Enrollimert Moce

[ﬁ' Uze manual Enrnllment:l

™ Usze automatic enrallmert

Key Pair: my CA key 1' shovy Details | Meswy Key Pair ...
Challenge Confirm Challenge
Pazsword: Pazsword: I

Enrollment Mode can only be zpecified if there are no cerificates azzocisted with thiz trust

Enraollment LRL: hittpo: or I

Fetry Period: |1 minutes
Fetry Count: IIII (Uze 010 indicate unlimited retries)

Cerificate Parameter

04 I Cancel Help
ARV RZ14> 06
CiscoASA
CiscoASA (config) #crypto ca trustpoint CAl !--- Creates
the trustpoint. CiscoASA (config-ca-
trustpoint) #enrollment terminal /--- Specifies cut and

paste enrollment with this trustpoint. CiscoASA(config-
ca-trustpoint) #subject-name

CN=wepvpn.cisco.com, OQU=TSWEB, O=Cisco

Systems,C=US, St=North Carolina,L=Raleigh /--- Defines
x.500 distinguished name. CiscoASA (config-ca-
trustpoint) #keypair my.CA.key /--- Specifies key pair
generated in Step 2. CiscoASA(config-ca-trustpoint) #£fgdn
CiscoASA.cisco.com /--- Specifies subject alternative

name (DNS:). CiscoASA (config-ca-trustpoint) #exit

ATV 7 A GTARERELERTD




ASDM O F )|

1. [Configuration], [Properties] DIEICO )Y O L& T,

2. [Certificate] ZBBIL . [Enrollment] Zi#IRL £,

BATY T I THERUENTZARNRSA 2 MRNBIREAhTVWB 2L T, [Enrolll 220 1)
YIOULET, FA47A7 RY VAICAHAEERER (IAEBREREEHEND ) H'—
BERRENET,

@= Enrollment Request

To complete the enrallment process, please paste the followwing PRCS10 enroliment regquest into the
management interface of the CA.

Yo will need to install the cedificate after receiving it.

=0 to Configuration = Properties = Cedificate = Import Cetificate to do =0,

Cettificate Reguest:

hyrcNAQRE CFhtDiats :]I'l LOFTQSE

fap CHYWHE
FoDAuBgNYHEEEHZAA

ThwoNAQEEE I] AT TEL

JEJWABVhEHNiG
gonnkEETI11wEC

Ik

4. ROFIEICRTELDIC, PKCSHI0 BRERZTFAN 774)LICOAE—-L., RELEL
CSR &#H— R/N\—F 4 R2A — (Microsoft CA & ) ILEFELET, VPN H—/NICRHE
nEl1—4%oLFoovI)LEZERALT, CAY—/N172.1651 ICATJA > LET,



%} about:blank - Microsoft Internet Explorer provided by Cisco Systems, Inc.”

File Edit Miew Favorites  Tools  Help

dm Back - = - @ ﬁ | @_Search (3] Favorites @Media ®| %v 5 g !
Address Iﬂhttp:ﬁl?z. 16.5.1 cerksry)

Enter Network Password s

? Fleaze type vour uger name and paszword.

Site: 17216.51

Uszer Mame | YPOM=E!

KKKKKKKﬂ

Faz=zword

Crarmain

[T Save this password in your password list

] 4 Cancel

E:CAHY—NT, ASA(VPNH—=N)DI1—H THIRERBELTVWAZEZHERLT
<7Z& ), [Request a certificate] > [advanced certificate request] DJEIC )Y T L,
[Submit a certificate request by using a base-64-encoded CMC or PKCS#10 file or submit a

renewal request by using a base-64-encoded PKCS#7 file] Z:&RL £, _
ddress [ 8] hetp:f1172.16.5. 1 feartarvicetroad asp =] @6 Ln|

Microsoft Cediicale Serdces

Advanced Certificate Request

The policy of the CA detarmines the types of certificates you can request. Click ong of the following options o
i it & r is Ch

|"5u;rm; a certificate request by using a base-B4-encoded CMC or PKCS #10 file_or submit a renewal request by using|
|2 base-B4-ancoded PKCS #7 filg _

nrollmEnt ion

E ifi figr & sm rd on behalf of another user by wsing the sm I ifi
Mote: You musl hawe an enrollment agent cerificate o submd & reg

t an bahall of another usar,

FHILE hiz1E#%Z [Saved Request] RY V RAIZIE— 72 R R—A KL, [Submit] 2%
DYy OLET,




Submit a Certificate Request or Renewal Regquest

To submit a saved request to the CA, paste a base-64-encoded
source (such as aVeb server) in the Saved Eequest box,

Saved Request:

[VOVNELnlpoz NvLnlvh TANEgkqhkiG9w0 BAQOF ARC | |
Base-64-encoded| |4EfcXd20LChXA0PSL1ELPaEeaCkEN,/ PnSmATASGS
cerificate request) |[DEMEGECU?Ex I/ K1 Z6Mxaf TvCHE OP TV T lwgRIGh+

(CMC ar SUxYemhFHpGHRO/ MpSEUT0d0==

FKCS #10 or

PRCS #71: not part of the certificate request--—-—
Kl |

Browse for a file to inser.

Cenrtificate Template:
IPSEC |

Additional Aftributes:

-
Attributes: -
4] b

submit =

Base
64 encoded #7°'> 3> RE%21)v L., RIZ Download certificate #71)Y JLE T

Microsoft Certificate Services - CAI

Certificate Issued

The certificate you reguested was issued to you.

T DER encoded or & Ease 64 encoded

wnm Dowinload certificate
e==xd Nowinload cerificate chain

[File Download]
REAEELT

HATOT RY DANFERRENES, ASAICAVARN—=ILTBID
cert_client_id.cer E VS ZHITHRELEX T,



Some files can harm pour computer. [F the file information belaw

zave thiz file.

File name; certnew. cer
File tppe:  Secunty Certificate
Fram: 172.16.5.1

,fi\, This type of file could harm wour computer if it containz
malicious code.

Wiould you like to open the file or zave it to your computer?

Open | Save I Cancel tare [nfo

lookz suzpicious, or you do not fully trust the zource, do not opern or

¥ &lways ask before opening this tupe of file

ARV RZ14>20OH

CiscoASA
CiscoASA (config) #crypto ca enroll CAl /--- Initiates
CSR. This 1is the request to be submitted !--- via web or

Q

email to the 3rd party vendor. % Start certificate
enrollment .. % The subject name in the certificate will
be: CN=CiscoASA.cisco.com,OU=TSWEB, O=Cisco
Systems, C=US, St=North Carolina,L=Raleigh % The fully-
qualified domain name in the certificate will be:
CiscoASA.cisco.com % Include the device serial number in
the subject name? [yes/nol]: mo !--- Do not include the
device's serial number in the subject. Display
Certificate Request to terminal? [yes/no]: yes !/--—-
Displays the PKCS#10 enrollment request to the terminal.
!--- You will need to copy this from the terminal to a
text !--- file or web text field to submit to the 3rd
party CA. Certificate Request follows:
MIICHjCCAYcCAQAWgaAxXxEDAOBgNVBACTBl1IhbGVpZ2gxFzAVBgNVBAGT
Dk5vcnRo
TENhcm9saW5hMQswCQYDVQQGEwWIJVUZEWMBQGA1UEChMNQ21zY28gU31z
dGVtczEO
MAWGA1lUECXMFVFNXRUIxGzAZBgNVBAMTEMNPC2NVYXNhLmNpc 2 NvLmNv
bTEhMB8G
CSgGSIb3DQEJANYSY21zY29hc2EuY21zY28uY29tMIGEMAOGCSGSIDb3
DQEBAQUA
A4GNADCBiQKBgQCmM/2VteHnhihS1u0j0+hWa5KmOPpI6Y /MMWmggRaB
IM4yTx5b
Fm886s8F73WsfQPynBDfBSsejDONBpFYzKsGE7TUMOB2m2RFagfyNxYt
30MXSNPO
m1dZ0xJIVnRIp9cyQp/983pm5PfDD6/ho0nTktx0i+1cEX01uBMh70Kar
gwIDAQAB
oDOWOWYJK0ZIhvcNAQKkOMS4wLDALBgNVHQ8EBAMCBaAwWHQYDVRORBBYwW
FIISY21lz
Y29hc2EuY21zY28uY29tMAOGCSQGSIb3DQEBBAUAAAGBABrxpY0g7Se0
HZf3yEJqQ

PobwG+0ZpsvpYI/HemKUlaRc783w4dBMO51ul IENHgRgAXrToQnO0B7JPI
bkc2ykkm

bYVRt /wiKc8FjpvPpfOkjMKOT3t+HeQ/5Q1Kx2Y/vrgs+Hg5SLHpbhj /




Uol3yWCe 0Bzg59cYXqg/vkogZV/tBuACr ---End - This line not
part of the certificate request--- Redisplay enrollment
request? [yes/no]l: no ciscoasa(config)#

ATYT7 5 hSAMRLY MERERIT D

H—RN—=F 1A ROA—HDSIDAIAEZZEL LS, BIEHRECNDARATY S EZETLET,
ASDM O F i

1. DFEEZO—AHI) AE1—ZRICREREFELET,

2. 774X TIEAR L Basebd THELENEEHENf REES NI-FE,. Base6d XY —
DEIAE—L, TFANT7AIILNICEY)RFTE2HENFHVYET,

3. cer iR FEFEALTTI7AINDOBRZEELET, &E: ceriliRFZFERALTTIT7AIILD

cert_client_id.

EBHZEETDE, J7TALOTAAVRBFARBELTRRENET, LEr

4. FERAETTANELTINI )Y ILET,

Certificate

General | Details | Certification Path |

*
E Certificate Information

Thi%ertiﬁcate i intended for the following purpose(s):

sEnsures the identity of a remote cormputer
#Proves vour identiky ko a remote computer
«2,16.840,1,113733.1.7.21

3 : General X 7(C T
Windows does not have enough information to verify this certificate; €W S XY E£—I A%

RENEHEE, COFIEZMETSEIIC. Y—RN—F 1 ROA—D)—N CAFRLEEFHE
CARIAEZAFIBLHEN BYVET, I—NCAFLEFEHBE CAIRAEZAFTSICE.
H—RN=—F 1 ROA—FLERF CABEEEICAVAEETSEEL,

5. [Certificate Path) 2 7 &0 )Yy UV LE T,

6. RITEN/I- IDIBAED LICHD CAREBAEZ VY U L. [View Certificate] 20 ') Y 7 L




Certificate

General | Detsils Certification Path |

—Zertification path

iZiscoASh, cisco,com OU=TSWEE

YWiew Certificate

i_ertificate status:

This certificate is Ok,

£9,

ik,

LRI BEFMBRNRTENET,
7.Details 22"y VLT, IDEREOFAEFREZERBLET,

CA

EII_I;

T



Certificate EE
Gereral Details |CertiFicatiDn Path I
Sha: -=::;:-.||::=- j
Field Yalue -
E'-.-'ersi::un W3
(=] serial number 611E ES9E 0000 0000 0007
Eﬁignature algorithrm shalR54a s
EIssuer CAl, TSWeb, cisco, com
E'-.-'aliu:l From Saturday, December 15, 2007...
E'-.-'alil:l ko Monday, December 14, 2009 ..,
=] subiect CiscoASh. cisco. com OU=TSW. .,
[FPublic key RS54 (1024 Eits) hd
Edit Properties. .. iZopy ko File, ..
0] 4

8.IDAIAAEZAARN—IIBHEIIC. CARIBAZZ CAY—/\ASXTO—RL, ASAICA
VAN=ILIRBENFHYET, ROFIEZRITLT, CATEVWSHEO CAY—/\HS
CAEIAEZAIVO—RLET, VPN U —NIRMEhi=I1—F JLFO2 v )L ZEH
LT, CA¥—/N1721651 ICATA1 2 LET,



a about:blank - Microsoft Internet Explorer

File Edit Miew Favoribes Tools  Help

(J Back ~ €3 ~ [x] (2] @a | . Search - Favorites £ | "

ddress @ hktkpiif172.16.5.1 /certsry

Conneckt ko 172.16.5.1

1 \

EA

_onnecting o 172.16.5.1

User name: € wpnserver i | Lot |

Passwiord: TTITILL

[ Remember my password

QK I Cancel

[Download a CA
certificate, certificate chain or CRL] Z%2 ') Y U L, [Base 64] #7232 KRR ZBIRL T
FEILAREHREEL £J. [Download CA certificate] 22 1Y I L E T,




Download a CA Cerdificate, Certificate Chain, or CRL

[0 trust certificates issued from this certification authority, install this CA cer

[0 download a CA certificate, certificate chain, or CEL, select the certificate

CA certificate:

rncoding method:

.............................

Download CA cerdificate ]
Download CA cedtificate chain
Download latest base CRL
Download latest delta CEL

certnew.cer Et WS FEIT, CARIAEZ I E1—RICERELET,
File Download - Security Warning

Do you want to open or save this file?

Mame: certnew,cer
Type: Security Cerkificate, 1.64 KB
From: 172.16.5.1

i

Open Save

While files from the [nternet can be ugeful, thiz file twpe can
o potentially harm your computer. [F you do nat truzt the source, do not

open of gave thiz sofbware, What's the nsk?

9. CAFIFAEZRELLBMERTLET,

10. XERBEDTFANIFARXTIT7TAINZHEXS, (774N EEIVYIL,
[Send To] > [Notepad] DIEIZIBIRLET ),

11. Base64 TRSILENEXYE—D ., ROBEBROIAAEOISICAYET,



12.
13.
14.
15.

16.

] certnew.cer - Notepad

File Edit Format Help

————— BEGIM CERTIFICATE-——--
MIIENTCCAdwawIBAgIacInxmUdkd IxGUdgaowt OnDAaNBgk ghk 1 G9wiBAQGUFADER
MRMWECY KCZIm 1 ZPyLGOEGRY DY 2 STMRUwEWY KCZIm1 2Py LGOBGRYFY 2 1 2 28xFTAT
Fgodkialk, /TsZaEZFgvuuld ]y | EMMADGALUEAXMDGOE xMES XD TASMT I xNDAZMDED
M1 OXDTEYMT IxMNDAZMT AXNYOWUTETMEEGCgm=JomT 81 xk ARk wWAZ NwbTEVMEMGC gms
0omT 87 xk ARk WEWNPCZ MyMRUWE WY KCZImT ZPyLGREGRY FWFNZWI xDDAKEQNVEAMT
A ONBMTCCASIwDOY JK0ZIhy CNAQEBBQADHUERPADCCACQDC QUEBAQLPY S eLVYy T LMAS
FSGEMZ3 sCTROTCMWO X 7 grEmmi o070k GApAYMTHr K4 31 TMuaekBposZdd TMOhT
bt ACZaHpBUYI SywoZ00ULPmwAMUiMAD+mLSI gThndos 1Ty 7y hh2wwem i | conwdog+
f x+swaeNC]slrxeuaHpIBTuanockueBUE] xgpIuNPaklGEywBTaTvdmM A kZzF4 dbgT
W 3GOFGMhE8ZGx6ys 1 DEaUdxRvwhDbhM Ivwoy Bxdwk hd uC 04 xxomr /S sctltdwocvk 2w
LEwC s ptw7Clak Togfmoxk, ds /22 auuxrHyysoCFoFyk LvES, Q1 o+T0ess 24T 1 Dhxx
P> ROLBCAWEAAAOCAWEWIQF rMEMGC S sGAQOE] | CUAQOGHOAGWEEMASGALUHDWCE
AWIthAPBgNVHRMBAFEEBTADAQH;MBDGAludngwaaTzrEBIEjqIERRDLEmvaQJ
AP T wDCC A0ME Al UdHWS B+ ZCB+DCEYACBEECE 74 aBTwixk vab L ywBvi0d SO0E x L ERO
YR T LWy SZMTQUNTLENOPUNEUC xDT j1odwIs awh IM]BELZxk TM]BTZx12 awh 1 CyxD
TIlTZx=32awh 1 oyxDT]1Db2 SmawdlcmFOawSULERDPVRTVZ W LERDPWNPCZ MY LERD
oy h TS Z=10awzZpy 2F0Zv] TdmS] vxRpb2 SMax=NOP2 The2 U D2 IgZ2wWhN0g2 xhe3me
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:SqGSIbEDQEBBQUAA&IBAQAauF?AsyESIth+?sii;5L+Huv3d;DuEdmicbeemr
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————— EMD CERTIFICATE---—-—

ASDM T [Configuration] 22 1) Y Z L., [Properties] 22 )Y L&Y,

[Certificate] Z BB L . [Authentication] ZiZRL £7,

[Enter the certificate text in hexadecimal or base64 format] #7232 R &2 V)Y UL
£9,

Base64 XX THERE NIz CARIAE ZTF AN IF 1 ZASTFANEFHICREY T E
ER

[Authenticate] 20U Y VL& T,




Configuration = Properiies = Cerdificate = Authentication

G- Startup Wizard - : Authentication
gl AAA Setup
Eeh Aunti-Spooting
& aRP
o8 Luto Update
=\ Client Update
B Centificate
1| tthiendics
& Enroliment
3 Import Certiflcate
8 ey Pair
£y Manage Certificat
= &2 Trustpoint
53 contiguration
ﬁ Export
~ gt Import

ii' Device Access

[®

Trustpoint Mame:

Fingerprint (optional):

~Certificate Text

" Import from a file:

CAal

Autherticate a CA certificate. A= the result of authentication, the CA certificate will be as=sog
rustpaoint and installed on the dewvice.

Edit....

ey

(% Enfer the certificate texd in hexadecimal or baseB4 format:

The cerificate text can be specified if the selected trustpoint is configured for manues|

[-H

88 pevice Administration
@ Eanner
&3 Boot knage/Confic
3 cu Frampt

Qoo = = @

B s setup
@ Device

& Authentication Successful

w4 FTP Mode
E® |ChP Rules

The trustpoint CA1 has been authenticaled.

EEEEE..E-‘-I‘-H Rbtsy Y nl TraRyEHEalrdUScHHUC DB DS g iU+ Hidljr? :|
I . Cm e g e

x|

MGy Pyt
\WiGPR149zp

s Managerment Ace
MTF
&L Password
3 Secure Copy

@ SHITP <l

17.[OK| 2 UYL &ET,
AR R4 05

CiscoASA

CiscoASA (config) #crypto ca authenticate CAl ---
Initiates the prompt to paste in the base64 CA root !---
or intermediate certificate. Enter the base 64 encoded
CA certificate. End with the word "quit" on a line by
itself ----- BEGIN CERTIFICATE-----
MIIEnTCCA4WgAwIBAgIQcInxmUdk4JIxGUAdgAoWt OnDANBgkghkiG9w0B
AQUFADBR
MRMwEQYKCZImiZPyLGQBGRYDY29tMRUWEWYKCZImiZPyLGQBGRYFY21z
Y28xFTAT
BgoJdkiadk/ISZAEZFgVUUldlYjEMMAOGA1UEAXMDQOEXMB4XDTA3MTIx
NDA2MDEOQ
M1oXDTEyMTIxXNDA2MTAXNVOWUTETMBEGCgmSJomT 8 iXxkARKWA2NVbLTEV
MBMGCgmS

JomT 8 ixkARKWBWNpPCc2NVMRUWEWYKCZImiZPyLGQBGRYFVFNXZWIxXDDAK
BgNVBAMT
AONBMTCCASIwWDQYJKoZIhvcNAQEBBQADggEPADCCAQOCggEBAOQP7 seu
VvyiLmA9
BSGzMz3sCtRITCMWOx7gM8mmiD0070kGApAvMtHrK431iMuaeKBpo5Zd
ATNgNtjX

bt6czaHpBuyIsyoZOOUl1PmwAMuiMAD+mL9 IgqTbndosJfy7Yhh2viWeMi j
cQnwdOoqg+
Kx+sWaeNCjslrxeuaHpIBTuaNOckueBUBjxgpJuNPAk1G8YwBfaTV4M7
kZ£4dbQT




y3GoFGmh8zGx6ys1DEaUQxRVwhDbMIvwqYBXWKh4uC04xxQmr//Sctlt
dwQcvk2Vv
uBwCsptW7ClakTqgfm5XK/d//z2eUuXrHYySQCfoFyklvE6/Qlo+£fQeSS
z+T1DhXx
wPXRO18CAwWEAAaOCAW8S8wggFrMBMGCSsGAQQBgjcUAgQGHgQAQwBBMASG
AlUdDwQE
AwIBhjAPBgNVHRMBAfSEBTADAQH/MBOGA1UADgQWBBTZrb8I8jgI8RRD
L3mY£NQJ
PAP1WDCCAQMGA1UdHwSB+zCB+DCB9aCB8gCB74aBtWxkYXA6Ly8vQ049
QOExXLENO

PVRTLVcySzMt QUNTLENOPUNEUCxDT]j 10dWJsaWM1MjBLZXk1MjBTZXJ2
aWNlcyxD
Tj1TZXJ2aWN1lcyxDTj1lDb25maWdlcmF0aW9uLERDPVRTV2ViLERDPWNpD
C2NVLERD
PWNvbT93jZXJ0aWZpY2F0ZVJI1ldm9jYXRpb25MaXNOP2Jhc2U/b2JgZWNO
Q2xhc3M9
Y1JMRG1zdHIpYnV0aW9uUG9pbnSGNWhOdHA6LyYy90cyl13MmszLWFjcy50
c3dlyi5j

aXNjby53ib20vQ2VydEVucm9 sbCIDQTEUY3JsMBAGCSsGAQQBgjcVAQQD
AgEAMAOG
CSQGSIb3DQEBBQUAA4IBAQAavFpPAsSYESItgA+7sii/5L+KUV34/DoE4M
icbXJeKr
L6Z86JGW1Rbf5VYnlTrqRy6HE0olrdU6cHgHUCDY / BZWAG £fmGUm++HM1 j
nW8liyIF
DcNwx1lQxsDT+n9YOk6bnG6uOf4SgETNrNS8EYYVrSGKO1lE+OC5L+ytJvw
19GZhlzE
10VUfPA+PT47dmMAR6UO2V2ZDW5KGAVLU8GsSrFA8wZDPBVMKCgFWNCNIt
cufulxlb
1XXc68DKoZY09pPg877uTaou8cLtuiiPOmeOyzgJON+xaZx2EwGPnl149
ZpXv5tqgT 9Ms7ABAu+pRIoi/EfjQgMSQGF1l457cIH7dx1VD+p85at --
---END CERTIFICATE----- quit !/--- Manually pasted
certificate into CLI. INFO: Certificate has the
following attributes: Fingerprint: 98d66001 f£65d98a2
b455fbce d672c24a Do you accept this certificate?
[yves/nol: yes Trustpoint CA certificate accepted. %
Certificate successfully imported CiscoASA (config)#

ATY7 6. AAREAAD—ILTD

ASDM O F I
RDFIBEERTIRDICE, T—RN—FT 14 ROA—CLYREEhZ DAAEEZEEALET,

1. [Configuration], [Properties] ®JEIZO )Y O LET,

2. [Certificate] ZE&FI L . [Import Certificate] ZiEIRL £ 7,

3. [Enter the certificate text in hexadecimal or base64 format] 7> 3> KRR &I UY UL
. THFAKN 74—)L RIC Base64 ID SEEAEZBEY T ET,



Configuration » Properiies » Certificate » Import Certificate
~ Startup \Wizard -~ : Import Certificate
[F-mE AL Selup
3 anti-Spocting
= A arp
=) Sata Update
=) Clhertt Update
= [ cedificate
3 Authentication
By Ervclimert | Certificate Text

enraliment reguest.

Trustpoint Name:

ﬂ!k@?Pmr
% Manage Certific:

= (B2 Trustpoint

- [ Export
~ gy mport

Install an iderdity cerificate that was received from & Certificate Authority (CA) in response lo

|CA1

! @ Configuratio % @ Cenlificate impart succesded.

' Device Access

= @- Device Adminksiratio
& Bariner

Edit... Mewy ..

tothe

et

AERANY it O o km |
ArhjiFERMDdTagE Dk
. yrib0 2R sEfiztiF
Ea ool vKHEnm2
[BAELSTED Y wikmsB0s
CIvy==

% Boot ImageiCont

4. [Import] 22 J)v UL, [OK| 20U YILZET,
OV RZ14> 06

CiscoASA

CiscoASA (config) #crypto ca import CAl certificate /---
Initiates prompt to paste the baseé64 identity
certificate !--- provided by the 3rd party vendor. % The
fully-qualified domain name in the certificate will be:
CiscoASA.cisco.com Enter the base 64 encoded
certificate. End with the word "quit" on a line by
itself !--- Paste the base 64 certificate provided by
the 3rd party vendor. =---- BEGIN CERTIFICATE-----
MIIFpzCCBI+gAwIBAgIKYR7 lmwAAAAAABzANBgkghkiG9wOBAQUFADBR
MRMwEQYK
CZImiZPyLGQBGRYDY29tMRUWEWYKCZImiZPyLGQBGRYFY21zY28XxFTAT
BgoJdkiaJd
k/ISZAEZFgVUU1ldlYjEMMAOGA1UEAXMDQOEXMB4XDTA3MTIXNTA4MZzUZ
OVOXDTAS
MTIxXNDA4MzUzOVowdjELMAKGA1UEBhMCVVMxFzAVBgNVBAgTDk5vcnRo
IENhcm9s
aW5hMRAwDgYDVQQHEwdSYWx1aWdoMRYwFAYDVQQKEw1DaXNjbyBTeXNO
ZW1zMSQw
IgYDVQQDExtDaXNjbOFTQS5jaXNjby5ib20gT1U9VFNXRUIwgZ8wDQYJ
KoZIhvcN
AQEBBQADgY0OAMIGJAOGBALJiCgqgzIla3W2YAc1AIO3NAISUpW5JHK14C
gB93j3HpX
BmEfXVF5/mNPUIStCqg4+vC+il05T4DQGhTMAAMLEYDp/0SQVaulUsY7zCO
sS8igxqo
2zjwLCz3jgcZfylS08tzkanMstkDIYKIQUsKMgWgBT7EXiRkgGBvikF/
CaegnGRN
AgMBAAGjggLeMIIC2jALBgNVHQSEBAMCBaAWHQYDVRORBBYWFIISQ21z
Y29BUOEu
Y21zY28uY29tMBOGA1lUADgQWBBQsJC3bSQzeGv4tY+MeH7KM10xCFjAf
BgNVHSME
GDAWgBTZrb8I8jqI8RRDL3MYfNQIpAP1WDCCAQMGA1UdHWSB+zCB+DCB
9aCB8gCB

74aBtWxkYXA6Ly8vQ049Q0EXLENOPVRTLVCYSzMt QUNTLENOPUNEUCXD
T§1QdWJs
aWM1MjBLZXk1MjBTZXJ2aWN1cyxDTj1TZXJ2aWN1cyxDTj1Db25mawdl
cmF0aWw9u




LERDPVRTV2ViLERDPWNpc2NvLERDPWNvVbT9jZXJ0aWZpY2F0ZVJ1dm9j
YXRpb25M
aXNOP2Jhc2U/b2JgZWN0Q2xhc3MI9Y1IMRG1zdHIpYnV0aWwouUG9pbnsG
NWhOdHA6
Ly90cyl3MmszLWFjcy50c3dlYi5jaXNjby5ib20vQ2VydEVucm9sbC9D
QTEuY3Js
MITBHQYIKwYBBQUHAQEEggEPMIIBCzCBQQYIKwYBBQUHMAKGgZxXSZGFw
0i8vLONO
PUNBMSxDT3j1BSUEsQ049UHVibGljIJTIwS2V5JTIwU2VydmljZXMsQ049
U2Vydmlj
ZXMsQ0490Q029uZmlndXJhdGlvbixEQz1UU1dlYixEQzljaXNjbyxEQz1]j
b20/YOFD
ZXJ0aWZpY2F0ZT9iYXN1P29iamVjdENsYXNzPWN1cnRpZmljYXRpb25B
dXRob3Jp
dHkwXQYIKwYBBQUHMAKGUWhOJHAG6Ly90cyl13MmszLWFjcy50c3dlYi5j
aXNjby53j
b20vQ2VydEVucm9sbC9UUy1XMkszLUFDUy5UU1dlYi5jaXNjby5jb21f
QOEXLmMNY
dDAhBgkrBgEEAYI3FAIEFB4SAFCAZQBiAFMAZQBYAHYAZQBYMAwWGA1Ud
EwEB/wQC
MAAWEWYDVRO01BAwwCgYIKwYBBQUHAWEWDQYJKOZIhvcNAQEFBQADggEB
AIgCaA9G
+8h+3IS8REVAGZCWAEVRXCyBlx0ONpPR/jlocGJI7QbQxkjKEswXqg/02xDB
7TwXQaGph
ZRQ4dxALl111JkIjhfeQY+7VSkZ1GEpuBnENTohdhthz5vBjGlcROXIsS8
+3Ghg8hy
YZZEM73e8EC0sEMedFb+KYpAFy3PPy418EHe4MJbdjUp/b901516IzQP
5151YB0y
NSLsYWqgjkCBg+aUO+WPFk4jICr2XUOK74oWTPFNp£fv2x4VFI/Mpcs87y
chngKB+8
rPHChSsZsw9upzPEH2L/034wm/dpuLulHirrwWnFlzCngqfcyHcETieZtS
tlnwLpsc lL5nuPsd8MaexBc= ----- END CERTIFICATE----- quit
INFO: Certificate successfully imported

CiscoASA (config)#

ATYT 1. HMULKAVAN—)L L EIHBEFERTILSCUE—N POER
VPN (IPSec ) ZEXEYT S

ASDM O F I
JE—NT7OVEAVPN ZRETDICE. XOFIEZRTLET,

1. [Configuration] > [VPN] > [IKE] > [Policies] > [Add] D JEIZEIRL, CORD &S IZ ISAKMP
RS — 65535 ZERLET,



@ Add IKE Policy

‘ Ok | Cancel | Help |

Priority: B5535 L thertication: Iraa-sig l
Encryption: Sdes b D-H Graoup: E -
Haszh: triclS - Lifetifne: " Unlimited
{+ |26400 Isec:n:nnds b

2.[OK|ZZUY o LT, [Applyl EZUY I LET,

3. [Configuration] > [VPN] > [IPSec] > [Transform Sets] > [Add] ®JEIZEIRL, CORDKXSIC

RSAT7x—AL Y N (myset) ZERLET,

B Add Transform Set
Zet Marne: ‘ myset i
~Properties
Mode: % Tunnel i Tranzpor
EZP Encryption: 3DE= w

ESP Authertication:

‘ Ok | Cancel | Help

4.[OKZZUYIL. [Applyl 82U Y I LET,

5. [Configuration] > [VPN] > [IPSec] > [IPSec Rules] > [Add] DJEIZEIRL, CORDOKSIC,

BAFTZVIRI—OTZAFVTAF10THBDIVIVT NIV TEZERLET,



B Create IPSec Rule

Intetrface: oLt=icle ll

Tunnel Policy (Crypto Mag) - Basic | Tunnel Palicy (Crypto Map) - Advanced I Traffic Selection

Palicy Type: Idynamic i l

Priarity: IH

—Tranzform Sets

Transform Set to Be Added:

IESF‘-DES-SHA ﬂ

Remowve

fowe g

e Dawven

6.[OK|Z2 UYL, [Applyl 20U YOLET,
7. [Configuration] > [VPN] > [General] > [Group Policy] > [Add Internal Group Policy] ® JIE (3

RU, UTFTORICTRTLSICTIL—T R > — Defaultgroup ZHER L £,

f& Add Internal Group Policy

Marme: | IDefaurtgrDupi

: eneral i IPSecl Client Cu:unfiguratinnl Cliert Firewalll Hal

Check an Inherit checkbox to let the corresponding zettin

Tunneling Protocals: ¥ Inherit [ IPE5
Fitter: |7 Inbierit I
Connection Seftings

Access Hours: W Inherit I

]




#= Add Internal Group Policy

Mame: IDefaurtgrnup

General | PSec (Cliert Canfiguratior | Client Firewvall | Hardware ciert | Mac | wieb

Check an Inherit checkbox to et the correzponding zefting take tz value from the def

>eneral Client Parameters | Cizco Client Parameters I Micrasoft Client Parameters I

Banher: |7 Inherit

Defautt Daormain: ™ Inkerit | Iciscu::.n::n:nm|

8.[OKlZz2 UYL, [Apply] 20y DO LET,
9. [Configuration] > [VPN] > [IP Address Management] > [IP Pools] > [Add] ® JEIZ#EIRL . VPN

D5AT RN I—FFFHNICEN) B TShBESICF RLA 7—)L vpnpool ZREL T
i= Add IP Pool

Marme: vianpool

=taring P Address: 10.5.5.10

Ending IP Address: 105520
Subhet Mazk: 55 2552550 -
Ok I Cancel Help

10.[OK]Z220 VUYL, [Applyl 20 VY ILET,
11. [Configuration] > [VPN] > [General] > [Users] > [Add] D JEIZEIRL, VPN 9S4 TN T
DB AROI—Y AU~ vpnuser ZEHR L £,



B Add User Account
Identity b P Paicy | ke |

Lzername: | YRAEEr |

Itttttttt

Faz=ward:

Confirm Password; Innnn

[T User autherticated uzing M=CHAP

Priviege level iz uzed with command authorization.

Frivilege Level: lZ ;,|

12. £ O 1—% % DefaultRAGroup IZBML £9,

= Add User Account

icertity (PN Palicy | wiskven |

Check an Inherit checkbox to et the correzponding zetting take itz walue from the groug
roup Policy: v Inherrt |
Tunneling Protocols: ¥ Inherit [ IPSec [ WwehvEN
Fitter: [V Inherit

-

Tunnel Group Lock: [ Inkerit [ DefaultRAGroup J
Store Password on Client System: ¥ Inkerit { es { o

13.[OK| 22y L. [Applyl 82 UY I LET,

14. XD FEZE1TL T DefaultRAGroup Z#mE&E L £ 9, [Configuration] > [VPN] > [General] >
[Tunnel Group] > [Edit] ®JEIZEIRL £F, [Group Policy] RAY A2 UARHLS
[Defaultgroup] ZiZIRL £,



= Edit Tunnel Group

Marme: IDEfaurtHAGrnup Tvpe: Iipﬂec-ra

| Psec | pre |

Configure general access aftributes from the following sub-tabs.

| Puthenticstion | Authorization | Accaurting | Client Address

Server Group] ROY 74> UZAKRNAS [LOCAL] Z8IRLET,
= Edit Tunnel Group

Marme: IDefaurtH.ﬂ.Grnup Tvpe: Iipsec-ra
IF‘SE:: | prr |

Configure general access attributes from the following sub-tabs.
Bazic | Authentication | a) thaorization I Acoourting I Client Addrezs Assig

To zet authertication zerver group per interface, go to the Advanced ta

Luthertication Server Group: | ILI:IC.-ERL | |

(oL Policy: [ Defaultgroup ﬂ [Authentication

[Client Address

Assignment] ROY 70> IJARND S [vpnpool] ZiEIRL £,



E= Edit Tunnel Group

Marne: IDEfaurtHa'J«Grnup

| psec| pee |

= IP Addrezs Management = Azsignment.

DHCP Servers

IP Address;

Type: lipsec-ra

Configure general access aftributes from the following sub-tabs.

. . -\\'
Basic | Authentication | Authorization | Accourtingl Client Address Assignmer

To zpecify whether 1o uze DHCP or address poolz for address assignms

Add ==

Lelete

Address Pools

Availahle Poals

To configure interface-specific address poolz, go to the Advanced ta

Add ==

Azzigned

| vhnpool

15.[OK] &2 U Y oL, RIZ [Apply] YUY O LET,
ARV R4 0H

CiscoASA

CiscoASA (config) #crypto isakmp enable outside

CiscoASA (config) #crypto isakmp policy 65535

CiscoASA (config-isakmp-policy) #authentication rsa-sig
CiscoASA (config-isakmp-policy) #encryption 3des

CiscoASA (config-isakmp-policy) #hash md5 CiscoASA (config-
isakmp-policy) #group 2 CiscoASA(config-isakmp-
policy)#lifetime 86400 CiscoASA(config-isakmp-

policy) #exit CiscoASA(config) #crypto isakmp identity
auto !--- Phase 1 Configurations CiscoASA (config) #crypto
ipsec transform-set myset esp-3des esp-md5-hmac

CiscoASA (config) #crypto dynamic-map outside_dyn_map 10
set transform-set myset CiscoASA(config) #crypto map
outside_map 65535 ipsec-isakmp dynamic outside_dyn_map
CiscoASA (config) #crypto map outside_map interface




outside !--- Phase 2 Configurations

CiscoASA (config) #group-policy defaultgroup internal
CiscoASA (config) #group-policy defaultgroup attributes
CiscoASA (config-group-policy) #default-domain value
cisco.com CiscoASA (config-group-policy) #exit !--- Create
a group policy "Defaultgroup" with domain name !---
cisco.com CiscoASA (config) #username vpnuser password
passwordl23 CiscoASA (config)#username vpnuser attributes
CiscoASA (config-username) #group-lock value
DefaultRAGroup CiscoASA (config-username) #fexit !---
Create an user account "vpnuser" and added to

"Defaul tRAGroup" CiscoASA (config) #tunnel-group
DefaultRAGroup general-attributes !/--- The Security
Appliance provides the default tunnel groups !--- for
remote access (DefaultRAGroup). CiscoASA(config-tunnel-
general) #address-pool vpnpool !--- Associate the vpnpool
to the tunnel group using the address pool.

CiscoASA (config-tunnel-general) #default-group-policy
Defaultgroup /--- Associate the group policy
"Defaultgroup" to the tunnel group. CiscoASA(config-
tunnel-general) #exit CiscoASA (config) #tunnel-group
DefaultRAGroup ipsec-attributes CiscoASA (config-tunnel-
ipsec) #trust-point CAl CiscoASA (config-tunnel-

ipsec) #exit !--- Associate the trustpoint CAl for IPSec

peer authentication

ASA DEREDBE

CiscoASA

CiscoASA#show running-config : Saved : ASA Version
7.2(2) ! hostname CiscoASA domain-name cisco.com enable
password 8Ry2YjIyt7RRXU24 encrypted names ! interface
Ethernet0/0 nameif outside security-level 0 ip address
192.168.1.5 255.255.255.0 ! interface Ethernet0/1
shutdown nameif inside security-level 100 ip address
10.2.2.1 255.255.255.0 ! interface Ethernet0/2 nameif
DMZ security-level 90 ip address 10.77.241.142
255.255.255.192 ! interface Ethernet0/3 shutdown no
nameif no security-level no ip address ! interface
Management0/0 shutdown no nameif no security-level no ip
address ! passwd 2KFQnbNIdI.2KYOU encrypted boot system
disk0:/asa722-k8.bin ftp mode passive dns server-group
DefaultDNS domain-name cisco.com access-list 100
extended permit ip 10.2.2.0 255.255.255.0 10.5.5.0
255.255.255.0 pager lines 24 mtu outside 1500 mtu inside
1500 mtu DMZ 1500 ip local pool vpnpool 10.5.5.10-
10.5.5.20 mask 255.255.255.0 no failover icmp
unreachable rate-limit 1 burst-size 1 asdm image
disk0O:/asdm-522.bin no asdm history enable arp timeout
14400 nat (inside) 0 access-list 100 route outside
10.1.1.0 255.255.255.0 192.168.1.1 1 route outside
172.16.5.0 255.255.255.0 192.168.1.1 1 route DMZ 0.0.0.0
0.0.0.0 10.77.241.129 1 timeout xlate 3:00:00 timeout
conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp
0:00:02 timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00
mgcp 0:05:00 mgcp-pat 0:05:00 timeout sip 0:30:00
sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect
0:02:00 timeout uauth 0:05:00 absolute group-policy
Defaultgroup internal group-policy Defaultgroup
attributes default-domain value cisco.com username
vpnuser password TXttW.eFgbHusJQM encrypted username

vpnuser attributes group-lock value DefaultRAGroup http




server enable http 0.0.0.0 0.0.0.0 outside http 0.0.0.0
0.0.0.0 DMZ no snmp-server location no snmp-server
contact snmp-server enable traps snmp authentication
linkup linkdown coldstart crypto ipsec transform-set
myset esp-3des esp-md5-hmac crypto dynamic-map
outside_dyn map 10 set transform-set myset crypto map
outside_map 65535 ipsec-isakmp dynamic outside_dyn_map
crypto map outside_map interface outside crypto ca
trustpoint CAl enrollment terminal subject-name
cn=CiscoASA.cisco.com OU=TSWEB, O=Cisco Systems,
C=US, St=North Carolina,L=Raleigh keypair my.CA.key crl
configure crypto ca certificate chain CAl certificate
3f14b70b00000000001f 308205eb 308204d3 a0030201 02020a3f
14b70b00 00000000 1£300d06 092a8648 86£70401 01050500
30513113 3011060a 09922689 93f22c64 01191603 636£6d31
15301306 0a099226 8993f22c 64011916 05636973 636£3115
3013060a 09922689 93f22c64 01191605 54535765 62310c30
02060355 04031303 43413130 1el70d30 37313232 37313430
3033365a 17043038 31323236 31343030 33365a30 67311330
11060a09 92268993 £22c6401 19160363 6£6d3115 3013060a
09922689 93f22c64 01191605 63697363 6£311530 13060a09
92268993 £f22c6401 19160554 53576562 310e300c 06035504
03130555 73657273 31123010 06035504 03130976 706e7365
72766572 30819£30 0d4d06092a 864886f7 04010101 05000381
84003081 89028181 00b8e20a a8332356 b75b6600 735008d3
735d23c5 295b9247 2b5e02a8 1f63dc7a 57066747 545e7£98
d3d4239b 42ab8faf 0be8a5d3 94£80d4d01 aldcc0ld 98bl320e
9fe84905 5ab9%4bl8 ef308ebl 2f22abla 8edb38f0 2c2cf78e
07197£f2d 52d3cb73 9la9ccb2 d903£722 bd4l4blOa 3205aa05
3ecd5e24 6480606f 8e417f09 a7aa9c64 44020301 0001a382
03313082 032d300b 0603551d 0£040403 02052030 34060355
1d11042d 302ba029 060a2b06 01040182 37140203 a0lb0cl9
76706e73 65727665 72405453 5765622e 63697363 6f2e636f
6d301d06 03551d0e 04160414 2c242ddb 490cdela fe2d63e3
1lelfb28c 974c4216 301£f0603 55142304 18301680 1l4d9%adbf
08£23a88 £114432f 79987cd4 09a403e5 58308201 03060355
1d1£0481 fb3081£f8 3081f5a0 81f2a081 ef8681b5 6c646170
3a2f2f2f 434e3d43 41312c43 4e3d5453 2d57324b 332d4143
532c434e 3d434450 2c434e3d 5075626c 69632532 304b6579
25323053 65727669 6365732c 434e3d53 65727669 6365732c
434e3d43 6£6e6669 67757261 74696f6e 2c44433d 54535765
622c4443 3d636973 636f2c44 433d636f 6d3f£6365 72746966
69636174 65526576 6£636174 696f6edc 6973743f 62617365
3f6£626a 65637443 6c617373 3d63524c 44697374 72696275
74696f6e 506£696e 74863568 7474703a 2£2£7473 2d77326b
332d6163 732e7473 7765622e 63697363 6f2e636f 6d2£4365
7274456e 726f6c6c 2£434131 2e63726c 3082011d 06082b06
01050507 01010482 010£3082 010b3081 a%906082b 06010505
07300286 819c6c64 61703a2f 2f2f434e 3d434131 2c434e3d
4149412c 434e3d50 75626c69 63253230 4b657925 32305365
72766963 65732c43 4e3d5365 72766963 65732c43 4e3d436f
6666967 75726174 696f6e2c 44433454 53576562 2c44433d
63697363 6f2c4443 3d636f6d 3£634143 65727469 66696361
74653f62 6173653f 6£626a65 6374436c 6173733d 63657274
69666963 6174696f 6e417574 686£7269 7479305d 06082b06
01050507 30028651 68747470 3a2f2£f74 732d7732 6b332d61
63732e74 73776562 2e636973 636f2e63 6f£6d2f43 65727445
6e726f6c 6c2£5453 2d57324b 332d4143 532e5453 5765622e
63697363 6f2e636f 6d5f4341 312e6372 74301506 092b0601
04018237 14020408 1e060045 00460053 300c0603 55141301
01££0402 30003015 0603551d 25040e30 0c060a2b 06010401
82370a03 04304406 092a8648 86£70d401 090£0437 3035300e
06082a86 4886£f70d 03020202 0080300e 06082a86 4886£70d
03040202 00803007 06052b0e 03020730 0a06082a 864886f7




04030730
99b9daf2
£945£379
20d9a704
£fa101189
2355c¢358
a7£3d201
9c64a0f7
84bf8b33
4£887163
1a2b873f
83e2e761

a0030201
0d06092a
268993f2
£22c6401
2c640119
31301el7
31343036
64011916
16056369
05545357
30040609
02820101
7d4c2316
£588cb9a
88b32al9
5fcbb621
35afl7ae
351bc630
bleb2b35
38c71426
5a913a9f
6£13afd0
0001a382
061e0400
551d1301
d9adbf08
0603551d
6461703a
2d414353
4657925
65732c43
53576562
74696669
6173653f
69627574
77326b33
2£436572
06010401
01050500
4bf8a515
dfe55627
8081£986
fe9fd60e
a513e382
3b766011
clbcc282
34f693ea
b1699c76
48a22fc4d

0d06092a
e24f1bd6
5d23al120
b6aadll3
b6533eef
a22af8bb
e3cff8f7
4975fc66
bd9f589%a
705220e3
156f9dff
394dd4da

02021070
864886f7
2c640119
19160563
16055453
04303731
31303135
03636f6d
73636£31
6562310c
2a864886
00ea8fee
3bleea33
78a069a3
38e5353e
876bd678
687a4805
05£69357
0c469443
afffd272
9b95cafd
968f9f41
016£3082
43004130
01££0405
£23a88f1
1£f0481fb
2£2£2f£43
2c434e3d
32305365
4e3d436f
2c444334d
63617465
6£626a65
696£6e50
2d616373
74456e72
82371501
03820101
df8fc3al
953aead’
526fbelc
93a6e71b
edbfb2b4
e94a3657
80558d70
f3beeedd
13018f9f
7e342031

864886£7
ce8271eb
7c38aebd
24605ea9
adc28e73
e5194b42
48£8d54e
a0l7627c
e7087262
aca870be
5386c839
63ecaefcb

99£19947
04010105
1603636f
6973636f
57656231
32313430
5a305131
31153013
15301306
300a0603
£7040101
c7ae56fc
c9a6883d
965del33
6c0032e8
c8a37109
3bY%a34e7
833b9197
1455c210
dded7564
dfffcfe7
ed92cfed
016b3013
0b060355
30030101
14432£79
3081£830
4e3d4341
4344502c
72766963
6666967
63697363
5265766f
6374436c
6£696e74
2e747377
6f6c6c2f
04030201
00labcba
4e0c89c6
2e871289
c9639d6£
ab8e7£84
9b£f0d7d1l
6cc35b92
dz22d72e7
aazeflc2
5e3dced5
2406165e

04010105 05000382
908fadb3 772d£610
8f91b3ff 3da5dl39
4882d441 09f128ab
fcfed3fl £4e64981
69%9a7c2f6 cballéef6
24342530 3la733af
cfdlea22 2992f463
a4472e69 775ab608
bl07ab8d 73faf76d
1380fda8 945a7féc

010100bf
0e78b198
46d8fb6e
4c51a427
0976b8al
dod77£b3
0el351d3
9412b388
e5714857
b3550553
c2e9d5c8

ad44df5 quit certificate ca
7099£1994764e09c4651da80al6b749¢c 30820494 30820385

64e09c46 51da80al
05003051 31133011
64311530 13060a09
31153013 060a0992
0c300a06 03550403
36303134 335al70d
13301106 0a099226
060a0992 268993f2
0a099226 8993f22c
55040313 03434131
01050003 82010£00
a22e603d 0521b333
28ece906 02902f9%a
6036d8d7 6ede9ccd
8c003fa6 2fd22a4d
f074eabe 2blfach9
24pb9%e054 063c60a4
£875b408 cb71a814
db308bf0 a9805758
lcbedd95 b81c02b2
94b97ac7 63249009
e50el5f1 c0£5d13b
06092b06 01040182
140£0404 03020186
££301d406 03551d0e
987cd409 ad403e558
81f5a081 f2a08lef
312c434e 3d54532d
434e3d50 75626c69
65732c43 4e3d5365
75726174 696f6e2c
6f2c4443 3d636f6d
63617469 6f6edc69
6173733d 63524c44
86356874 74703a2f
65622e63 6973636f
4341312e 63726c30
00300406 092a8648
40b32112 22da80fb
d725e2ab 2fa67ce8
6b754e9c 1e01d408
258b2205 0dc370c6
a011336b 37cl3261
99865ccd 94e5547c
860152d4 £f06b2bl5
eed3195b d575dceb
edba288f 3a678ecb
efe6dad93 £f£4cb3b00
39edc207 eddc6554

6b749c30
060a0992
92268993
268993f2
13034341
31323132
8993f22c
2c640119
64011916
30820122
3082010a
3dec0ad4
dleb2b8d
ale906ec
b9dda2c2
a78d0a3b
9b8d3c09
69alf331
a878b82d
9b56ec2d
fa05ca4dd
5£020301
37140204
300£0603
04160414
30820103
8681b56¢
57324b33
63253230
72766963
44433454
3f636572
73743f62
69737472
2£74732d
2e636f6d
1006092b
86£70d401
bb228bfe
9196d516
3£7£0595
5431b034
5ad218a3
f03e3d3e
df306433
cOcaal96
3809d0df
102efa%4
3fa9f396 ad

quit crypto isakmp enable outside crypto isakmp policy

65535 authentication rsa-sig encryption 3des hash md5




group 2 lifetime 86400 crypto isakmp identity auto
tunnel-group DefaultRAGroup general-attributes address-
pool vpnpool default-group-policy Defaultgroup tunnel-
group DefaultRAGroup ipsec-attributes trust-point CAl
telnet timeout 5 ssh timeout 5 console timeout 0 !
class-map inspection_default match default-inspection-
traffic ! ! policy-map type inspect dns preset_dns_map
parameters message-length maximum 512 policy-map
global_policy class inspection_default inspect dns
preset_dns_map inspect ftp inspect h323 h225 inspect
h323 ras inspect netbios inspect rsh inspect rtsp
inspect skinny inspect esmtp inspect sglnet inspect
sunrpc inspect tftp inspect sip inspect xdmcp ! service-
policy global_policy global prompt hostname context
Cryptochecksum:el50bc8babll1b41525784£68d88c69b0 : end
CiscoASA#

VPN Client D58 E

RXDFIEZRTL T, VPN Client ZREL E T,

1. [Start] > [Programs] > [Cisco Systems VPN Client] > [VPN Client] ® JEIZi#RL ., VPN 25
ATNVTINDITZEBLET,

L_:d Aocessories

& Internet Explorer

L2 Ll

Frogr ams

Documents L

Settings L

Cisco Systems Inc, VPN Client

search [ ]

Mmmi!l

fstart || 1] @ VE D) || Eciwimnmisys...| Suprabu | & microsctt certi...| Frjuntitied - paint |

2. ROFIEZETLT, CAMMEVSHEFIO CAY—/\AS CASEHEZA U O—RL.,
Cisco VPN Client IZ4 > AR—JLUE T, vpnuser [CREEhEI—F ILF oIV I EE
BALT., CAH¥—/N1721651 1cOJ14 > LET,

A R S




j ADOUCNanK - MICros0rc INCErNec cXpIorer proyioea oy LisCo 3Yscems, 1l

File  Edit Wiew  Favorites  Tools  Help

p=Eack -~ =p - @ i | @Search (3] Favorites @Media ﬁ ||_§I

ddress I@ http:ff172.16.5, 1 certsry

Enter Network Password

? Pleaze type pour uzer name and password.

Site: 17216.5.1

Uzer Mame | |YPIH=ET

HEEHEEEEE

FPazzsward -

Damain

[~ Save thiz password in your password list

Ok Lar%: CA D4 —
INT, VPN Client 1—H Q11— PHIO R EFE>TVWAEZBERLTEEZ L,
[Download a CA certificate, certificate chainor CRL] 221 Y UL, [Base64] F 73> R
2EBRLUTHSIEEREZBEL £J. [Download CA certificate] 201y I L&ET,




Download a CA Cerdificate, Certificate Chain, or CRL

[0 trust certificates issued from this certification authority, install this CA cer

[0 download a CA certificate, certificate chain, or CEL, select the certificate

CA certificate:

rncoding method:

.............................

Download CA cerdificate ]

Download CA cedtificate chain

Download latest base CRL

Download latest delta CEL

certnew.cer £ WS BB T, CAFIBAEZ I EF1—ZICRELET, F7FINTR, 7

7 14 )L I& C:\Program Files\Cisco S stems\VPN Client CREENET,
File Download :

Some files can harm pour computer. [F the file information belaw
lookz suspicious, or vou do not fully truzt the zource, do not open or
zave this file.

File name: certnew. cer

File type:  Security Certificate
Frormn: 1721651

& T hiz tppe of file could harm vour cormputer if it containz
maliciouz code.

YWiould you like to open the file or zave it to pour compter’?

Open | T Cave I Cancel Mare [nfo

.................................

VPN Client T
[Certificates] X 7% 2 )Y 2 L. [Import] Z3&IRL £, [Import from File] 773> RZ
>7J)Y L., [Browse] 201 Y LT, RFFJEFD C:\Program Files\Cisco
Systems\VPN Client * S CAGIBAEZ A R—KNLE T, [Import) Z0 VY ILET,
ENERBICAVR—RENECERZRIRXATOT RY DANFRTENET,

EII_I;

B



# status: Disconnected | ¥PN Client - Yersion 4.8.02.0010

Conneckion Entries  Skatus  Certificates Log Ophions  Help

W g Irnport E :-:|:u:|rt Enrall ‘-.-ferlf_lrl Delete

Connection Entries | Certificates ILDg |
Mumber Certificate Store k.ey Size

0 —ur - = =

# ¥PM Client | Import

£+ Impaort frarm File

[rmport Eatl{lram Files\Cizco SystemzhPMN Elienthcertnew.ceﬂ Browze

Irmport Pazzword: I

# ¥PN Client X|

£ Import fram Mizne

- Import Certificate:; el

....................................

Entenng a new pa Ezword protect
identity certificates.

Mew Password:

Confirm Password:

| prt Cancel [rCerti

ficates] X 7 |Z [CA Certificates CA1] ERRENE T,
Connection Entries  Status Cestificates Log Options Help

8 & & &

Nl

Irnpot E=peort Enrol Delete CISCO
Connection Entries | Ceitificates I Lag ]
L Er Ceitificate Stare Ke_l,l Slze i alidity

3: [Show CA/RA Certificates] 77> 3V ZBIRL TVWB L ZHRELE T, BIREThTL
BVWE, RIBAED A RIUICCAEHAEN RRENEE A,




# status: Disconnected | ¥PN Client - Yersion 4.8:02:0010

Conneckion Entries 5tatus||:§rtiﬁcates Log Opkions Help

Wi, .,

Imnpork...

[rmpart

Connection Entries | Certif Expart...

Enrall... i
Mumber Certif o
Werify I

Delete

iChange Certificate Password, . .

Retrieve Approved Certificate, .,

[ v Show CASRA Certificates J

J.XDFIEZRTL T, IDFAIAEZEA U O—KRL., VPNClientICA > ARN=)LLET, CA
D —/\ CA1 T, [Request a Certificate] > [advanced certificate request] > [Create and
submit a request to this CA] ®JEIZEIRL ., IDAEAEZZERLET, [Submit] 2V U Y UL
X7,




Lertificate lemplate:

Usar j

hey Options:

@ Create new key st © Use existing key set
CaP: IMicrnsnﬁ Enhanced Cryptographic F'rn:widerv“l.[lj
Key Usage: & Exchange

. hin: 224 N
I«{E'_.l.' SiFe: I“II:IE:.l S (common key sizes: 512 1024 2042 4006 2192 162384

& Automatic key container name T User specified key container na
W tark keys as exportable

™ Export keys to file
I” Enable strong private key protection

I Store cerificate in the local computer cerificate store
Stares the certificate in the local computer staore
mnstead of n the user's cerbificate store. Doss not
install the root CA's cerificate. You must be an
administrator to generate or use a key in the local
maching store.

Additional Options:
Request Format: & CMC & PRCS10

Hash Algorithm: |MD5 'I

Cindy used to sigh request.

™ Save request to a file
Yes] &)Y UL TRICERAXT,

*otential Scripting Yiolation

__:"' This Web sie s requesting a new certificate on your behal, You should allows only trusted 'Web sites to request a certificate For you
- Do you wank to request a certificate now?

ves | ho

Install this certificate] 22 1Y 2 LE 9,
Microsoft Certificate Services - CAT

~ertificate Issued

[he cerificate you requested was issued to you

Install this certificate

[Yes] 20 1UY UL TRICHEHR
£9,



Fobential Scripting Wiol atbon

J;" This Web site is adding one or more cerdficates to this computer, Allawing an unirusted Web site ko update your certificakes is &
/ ! cacurity rick. Tha Wab cite could inckall certificabes you do not Etruck, which could allow progeam:s that vou do not bruet o rum on Ehic
compuber and gan access toour data

Cho yeon weant Ehis progeam bo add the certificates rowad Click Yes if wou bruct this Web sibe. Otherwise, dick: Mo,

JET | -

RKORDESIC, FEAEN A AR —IIENLCEZTRIXAY E—IANRRENRET,

Microsoft Cenificate Services - CAT

Certificate Installed

our new certificate has been successfully installed.

VPN Client 288 7L TH
EBEL, 1 AM=)LEn IDIERAEN. XORICKET &K SIZ VPN Client @ [Certificates]
BTICRRENDELDICLET,

Fonnection Entries  Status  Certficates Log Opbons  HElp

r%-':? I ﬁl m aifrar]n,

Wiew Irnipioit Expoit Er';-n:-lll Werify Delete CISCO
Connection Entries | Certificates | Log ]
Humber | Certificate [ Store | Key Size | alicity
CAl L, 2048 until Dec 14, 20121140

Users + vpnuser Microsaft undil Dec 26, 200318 27

RDOFIEZERTLT, #EHEI N (vpnuser) ZER L £, [Connection Entries] 27 %
2090, [New]Z92 Y OULET, Host 71 =)L RICI—FT 1 TAgEBR)E—RNE
TDIPT7RLAZADLET, [Certificate Authentication] 73> RE > &BIRL, R
AOv7&02 JARNDYS IDEHEZBRIRLE T, [Save] 20V Y ILET,



Conrection Entopb vpriuser )

o]
CISCO

Dezcrption:

|H|:|3t:i1E|2.1EE.1.5 J

Authentication ITran&pDrt | Backup Servers | Dial-Up |

" Group Authentication ™ Mutual Group Authentication

FE=

FPazzword:

Confirm Password:

& Certificate Authentication

WENEAE D - Uzerz + vpnuzer [Microsoft)
[T Send Ca Certificate Chain

Eraze [lser F'assw::m:ll Save Cancel

5.[Connect] 20 ') Y O LET,

# status: Disconnected | ¥PN Client - Yersion 4.8.02.0010
Connection Entries Status Certificates Log Options Help

@ Eﬁ qé'\_,}n_“:-;] m N

Cancel Conreck Mew | mpart M odify Delate CISCO
Connection Entiies | Cettiicates | Log |

=10 x

Connectan Enty 7 Host Trargport
YRMUSE 192.168.1.5 IPSec/UDP

a | H

Contacking the security gateway at 192.168.1.5... (INEEEEEEEEEER

6. XA TOTRY VAN KRRENES, xauth DI—HFRZBE/NAT—RIEHREAHDL T, [OK]
20Uy oL, UE—M XY RND—JICEHRLET,



Enter Uzername and FPassword.

Cisco SysTems

zername: YRRnUEer

HEXHEEEE

« Pazzword:

OE I Cancel

7. XORICRTESIC, VPN Client & ASA ICEHENET,
# status: Connected | ¥YPN Cliend - Yersion 4.8.01.0300

Connection Entries  Status Certificates Log Options Help

s

ASA T, XY KT A THED show IV REFAL T, THBORRERRTE T,

TR, RENMEECEHELTVD L ZRIELET,

- show crypto ca trustpoint — R EENTVB RTARKRA 2 RN EKRRLUE T, cisconsasshow

crypto ca trustpoints Trustpoint CAl: Subject Name: cn=CAl dc=TSWeb dc=cisco dc=com Serial
Number: 7099£1994764e09c4651da80al6bb749c Certificate configured.

- show crypto ca certificate — 2 AT ALAICA VAR —ILENTVWRIXTOMAETEZRTLE

7?0 CiscoASA#show crypto ca certificates Certificate Status: Available Certificate Serial
Number: 3f14b70b00000000001f Certificate Usage: Encryption Public Key Type: RSA (1024 bits)
Issuer Name: cn=CAl dc=TSWeb dc=cisco dc=com Subject Name: cn=vpnserver cn=Users dc=TSWeb
dc=cisco dc=com PrincipalName: vpnserver@TSWeb.cisco.com CRL Distribution Points: [1]
ldap:///CN=CAl,CN=TS-W2K3-ACS, CN=CDP,CN=Public%20Key%20Services, CN=Services,CN=Configuratio
n,DC=TSWeb, DC=cisco,DC=com?certificateRevocationlList?base?objectClass= cRLDistributionPoint
[2] http://ts-w2k3-acs.tsweb.cisco.com/CertEnroll/CAl.crl Validity Date: start date:
14:00:36 UTC Dec 27 2007 end date: 14:00:36 UTC Dec 26 2008 Associated Trustpoints: CAl CA
Certificate Status: Available Certificate Serial Number: 7099£1994764e09c4651da80al6b749c
Certificate Usage: Signature Public Key Type: RSA (2048 bits) Issuer Name: cn=CAl dc=TSWeb
dc=cisco dc=com Subject Name: cn=CAl dc=TSWeb dc=cisco dc=com CRL Distribution Points: [1]
ldap:///CN=CAl,CN=TS-W2K3-ACS, CN=CDP,CN=Public%20Key%20Services, CN=Services,CN=Configuratio
n,DC=TSWeb, DC=cisco,DC=com?certificateRevocationlList?base?objectClass= cRLDistributionPoint
[2] http://ts-w2k3-acs.tsweb.cisco.com/CertEnroll/CAl.crl Validity Date: start date:
06:01:43 UTC Dec 14 2007 end date: 06:10:15 UTC Dec 14 2012 Associated Trustpoints: CAl

- show crypto cacrls — F ¥ v = 1 & h T\ % Certificate Revocation List ( CRL; REBAE X%
AN)ZRRLET,
- show crypto key mypubkey rsa — £ E N TN TORSBRTZRTLET,

CiscoASA#show crypto key mypubkey rsa Key pair was generated at: 01:43:45 UTC Dec 11 2007
Key name: <Default-RSA-Key> Usage: General Purpose Key Modulus Size (bits): 1024 Key Data:
30819f30 0d406092a 864886f7 04010101 05000381 84003081 89028181 00d4a509 99e95d6c b5bdaa2b
777aebbe 6eed2c86 23c49f9%9a bea53224 0234b843 1c0c8541 fHa66ebl 6d337c70 29031b76 e58c3c6hf
36229b14 fefd3298 69f9123c 37f6cd3b 4£f8384cd a736426d 45765cca 7f04cbal 29a95890 84d2c5d4
adeeb248 al0blf68 2fedb9bl 5fal2dle 7789ced5 55190e79 1364abad 7b2b2lca de3af74d b7020301
0001 Key pair was generated at: 06:36:00 UTC Dec 15 2007 Key name: my.CA.key Usage: General
Purpose Key Modulus Size (bits): 1024 Key Data: 30819f30 0d406092a 864886f7 04010101 05000381
84003081 89028181 00b8e20a a8332356 b75b6600 735008d3 735d23c5 295b9247 2b5e02a8 1f63dc7a
570667d7 545e7£f98 d3d4239b 42ab8faf 0be8a5d3 94£80d4d01 aldcc0ld 98bl320e 9fe84905 5ab94bls8
ef308ebl 2f22abla 8edb38f0 2c2cf78e 07197f2d 52d3cb73 91la9ccb2 d903£f722 bd4l4bla 3205aa05
3ecd5e24 6480606f 8e417f09 a7aa9c64 44020301 0001 Key pair was generated at: 07:35:18 UTC
Dec 21 2007 CiscoASA#

- show crypto isakmp sa— IKE 1 N R)LIFEHRZERRL £F o cisconsa#show crypto isakmp sa
Active SA: 1 Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey) Total



IKE SA: 1 1 IKE Peer: 10.1.1.5 Type : user Role : responder Rekey : no State : MM_ACTIVE

- show crypto ipsec sa — IPSec b RILIEHZ R AL £ J o ciscorsatshow crypto ipsec sa
interface: outside Crypto map tag: dynmap, seq num: 10, local addr: 192.168.1.5 local ident
(addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0) remote ident (addr/mask/prot/port):
(10.5.5.10/255.255.255.255/0/0) current_peer: 10.1.1.5, username: vpnuser dynamic allocated
peer ip: 10.5.5.10 #pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0 #pkts decaps: 144,
#pkts decrypt: 144, #pkts verify: 144 #pkts compressed: 0, #pkts decompressed: 0 #pkts not
compressed: 0, #pkts comp failed: 0, #pkts decomp failed: 0 #pre-frag successes: 0, #pre-
frag failures: 0, #fragments created: 0 #PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs
needing reassembly: 0 #send errors: 0, #recv errors: 0 local crypto endpt.: 192.168.1.5,
remote crypto endpt.: 10.1.1.5 path mtu 1500, ipsec overhead 58, media mtu 1500 current
outbound spi: FF3EEE7D inbound esp sas: spi: OxEFDF8BA9 (4024404905) transform: esp-3des
esp-md5-hmac none in use settings ={RA, Tunnel, } slot: 0, conn_id: 4096, crypto-map: dynmap
sa timing: remaining key lifetime (sec): 28314 IV size: 8 bytes replay detection support: Y
outbound esp sas: spi: OXFF3EEE7D (4282314365) transform: esp-3des esp-md5-hmac none in use
settings ={RA, Tunnel, } slot: 0, conn_id: 4096, crypto-map: dynmap sa timing: remaining key
lifetime (sec): 28314 IV size: 8 bytes replay detection support: Y

Output Interpreter Tool (OIT ) (BEI—HYHHRH ) TlE. BE®D show I RAFFR—KEh
TVWET, OITZFEAL T, show AN REIDOBEMZERRTEET,

ST aA-F142T

TR, REDRNS TN 1—F 4V JICEAIOBERICOVTHBALET,

&

RETDARMOHITZ—ZRICALET,

- ERROR : Failed to parse or verify imported certificatec D TS —A"H4ET D AIEMN H D D&
. DAEAEZA VARN=IILEHFhEE, BERTSNENZANRA Y NTREEENZE
LOWHRBEEAEER I —N CASERAEN B VWEETY, ELVHFBERAEXRLEIL—K
CARIFAEZFERAL CHIBRE BRI ZITOMENf BV ET, ELV CAFIREZZ TS T
WBREZBRAETRICE. H—RN—FT 1 RUA—ICEAVEETLSEZ L,

. Certificate does not contain general purpose publickeyc D TZ —A" R4 35 ageENF %5 D
&, ELKBVWKRTARRSA NI IDAAEZA AR =)ILLRSELIIBETT, &I
BIDAAEZA AR —ILLELSELTVWADA, RTFARRSA U NEBEEFTShEERT
N IDRAZBICEENTVSILNHBESBLEEA, ELVLNTARNRSA U NI IDEAEZ
AVARM=)I ULz T A&, show crypto ca certificates trustpointname 1Y > R
ZFERALE T, Associated Trustpoints A'H 3 TZIHRLET, ELLKBVWRTARRAS B
FREENATVRESRE, CORFIXNTHATNTVBFIEICH 2T, NTARRAS
VhZEHBRUTENB RN ARSI NZBA VAN =—ILLET, Fh, CSRAERENT
NEOBERTHAEEEATVWAEVWC EZHRRLE T,

- ERROR : ASA/PIX. Sev=Warning/3 IKE/OXE3000081 Invalid remote certificate id:F25E + (= FiE
HEOBENI RELZBESIC. VPNClient TCOIZ—HNFRRENDEFEENI HYET, <0
BEZ RIS I(CIE. ASA/PIX R7E T crypto isakmp identity auto 1> REFEAL £,

BEE 1T ]

. Cisco BB EX1 VT A PTSAFT L ACRIEDRHR—N R=D (#£FF)
. Cisco VPN Client (B8 g2 HHR—h R—

. CiscoPIX500 ) =X X1 T4 PTSAFTVR

. Cisco Secure PIX Z7AF A=) AXRVU77L2VA

. EFIUT 4 BEICBIT S Field Notice (PIX 21 )



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/products/ps6120/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2308/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/tsd_products_support_eol_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a0080094885.shtml?referring_site=bodynav
//www.cisco.com/public/support/tac/fn_index.html?referring_site=bodynav

- Requests for Comments ( RFC )
- TUOZHIYR—BE RFI XD - Cisco Systems
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