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- Easy VPN 254 7> b ASA 5505
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HUB ASA

ASA Version 8.0(2)
1
host nane ci scoasa

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
namnmes

1
interface Ethernet0/0

namei f out si de

security-level O

ip address 10.1.1.1 255.255.255.0

1

interface Ethernet0/1

namei f inside

security-level 100

ip address 192.168. 2.1 255.255.255.0
1
!--- Output Suppressed. !--- Access-1list for interesting
traffic (Site to Site) to be !--- encrypted between hub
ASA and spoke (PIX) networks. access-li st

out si de_cryptomap_20 extended pernit ip 192.168.2.0

255. 255. 255. 0 192.168.1.0 255.255.255.0 !/--- Access-1list
for interesting traffic to be !--- encrypted between hub
ASA and spoke easy vpn client ASA networks. access-li st
ezvpnl extended permt ip 192.168.2.0 255.255.255.0
192.168. 3. 0 255. 255.255.0 !--- Access-1list for traffic
to bypass the network address !--- translation (NAT)
process. access-list nonat extended permt ip

192. 168. 2. 0 255. 255. 255. 0 192.168. 1. 0 255. 255. 255.0
access-list nonat extended pernmit ip 192.168.2.0

255. 255. 255. 0 192. 168. 3. 0 255. 255. 255. 0 !--- Output
Suppressed. !--- Specify the NAT configuration. !--- NAT
0 prevents NAT for the ACL defined in this
configuration. !--- The nat 1 command specifies NAT for

all other traffic. nat-control global (outside) 1
interface nat (inside) O access-list nonat nat (inside)
10.0.0.0 0.0.0.0 route outside 0.0.0.0 0.0.0.0 10.1.1.2
1 !/--- Output Suppressed. !--- Configuration of IPsec
Phase 2 crypto ipsec transformset nyset esp-3des esp-
sha-hmac /--- IPsec configuration for the dynamic LAN-
to-LAN tunnel crypto dynami c-map ezvpn 30 set transform
set nyset !--- IPsec configuration for the static LAN-
to-LAN tunnel crypto map outside_map 20 match address
out si de_cryptomap_20 crypto map outside_map 20 set peer
172.16.1.1 crypto map outside_map 20 set transformset
nyset !--- IPsec configuration that binds dynamic map to
crypto map crypto map outside_map 65535 ipsec-isaknp
dynam ¢ ezvpn !--- Crypto map applied to the outside
interface of the ASA crypto map outside_map interface
out si de i saknp enabl e outside !--- PHASE 1 CONFIGURATION
---! !-—- This configuration uses isakmp policy 1. !---
These configuration commands !--- define the Phase 1
policies that are used. crypto isaknp policy 10

aut hentication pre-share encrypti on 3des hash sha group
2 lifetime 86400 !--- Output Suppressed. !--- This
defines the group policy you use with Easy VPN. !---
Specify the networks that can pass through !--- the
tunnel and that you want to !--- use network extension




mode. group-policy tunnel internal group-policy tunne

attri butes nemenable !/--- The username and password
associated with !--- this VPN connection are defined
here. You !--- can also use AAA for this function.

usernane cisco password ffl RPGDSQIh9YLg encrypt ed
tunnel -group 172.16.1.1 type ipsec-12l tunnel-group
172.16.1.1 ipsec-attributes pre-shared-key * !--- The
tunnel-group commands bind the configurations !---
defined in this configuration to the tunnel that is !---
used for Easy VPN. This tunnel name is the one !---
specified on the remote side. tunnel -group nytunnel type
renot e- access tunnel -group nytunnel general-attributes
defaul t-group-policy tunnel !--- Defines the pre-shared
key used for !--- IKE authentication for the dynamic
tunnel. tunnel -group nytunnel ipsec-attributes pre-

shar ed- key * pronpt hostnane context

Crypt ochecksum e148bf 43d04906f 5db41f c6f 90c52d34 : end

Easy VPN 254 F > N - ASA 5505

ASA Version 7.2(2)

host nane ci scoasa

domai n- nane defaul t. domain.invalid

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanmes

!-—- Output Suppressed. ! route outside 0.0.0.0 0.0.0.0
172.16.2.1 1 !--- Output Suppressed. !--- Easy VPN
Client Configuration ---! !--- Specify the IP address of
the VPN server. vpnclient server 10.1.1.1 !--- This
example uses network extension mode. vpnclient node

net wor k- ext ensi on-node !--- Specify the group name and
the pre-shared key. vpnclient vpngroup mytunnel password
*kkkkkkk
password. vpnclient username cisco password *****xx*x ;__
- In order to enable the device as hardware vpnclient,
use this command. vpnclient enable ! !--- Output
Suppressed.

Crypt ochecksum 0458ce7a08e6b7f 9417b17bc254eb4e2 : end

nterface Vl anl

narei f outsi de

security-level O

i p address 172.16.2.2 255.255.255.0

nterface VI an2

namei f inside

security-level 100

i p address 192.168. 3.1 255.255.255.0

nterface Ethernet0/0

nterface Ethernet0/1
shut down

nterface Ethernet0/2
nterface Ethernet0/3

nterface Ethernet0/4
swi tchport access vlan 2

! -——- Specify the authentication username and

PIX




PI X Version 8.0(2)

]

host nane pi xfirewal |

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed

nanmes

!

interface EthernetO

nanei f out si de

security-level O

ip address 172.16.1.1 255.255.255.0

]

interface Ethernetl

nanei f inside

security-level 100

ip address 192.168. 1.2 255.255.255.0

]

passwd 2KFQhbNI dI . 2KYQU encrypt ed
ftp node passive

!-—-—- This access list (inside_nat(_outbound) is used
with the nat zero command. !--- This prevents traffic
which matches the access list from undergoing !---
network address translation (NAT). access-list

i nsi de_nat 0_out bound extended pernit ip 192.168.1.0
255. 255. 255. 0 192.168. 2. 0 255. 255.255.0 !--- The traffic
specified by this ACL is !--- traffic that is to be
encrypted and !--- sent across the VPN tunnel. This ACL
is intentionally !--- the same as
(inside_nat0_outbound). !--- Two separate access lists
must always be used in this configuration. access-|i st
out si de_cryptomap_20 extended pernit ip 192.168.1.0
255. 255. 255. 0 192. 168. 2. 0 255. 255.255.0 !--- NAT 0
prevents NAT for networks specified in the ACL
inside_nat0O_outbound. nat (inside) O access-Iist

i nsi de_nat 0_out bound !--- Output Suppressed. route
outside 0.0.0.0 0.0.0.0 172.16.1.2 1 !--- Output
Suppressed. !--- PHASE 2 CONFIGURATION ---! !--- The

encryption types for Phase 2 are defined here. !---
Define the transform set for Phase 2. Crypto ipsec
transformset nmyset esp-3des esp-sha-hmac !--- Define
which traffic can be sent to the IPsec peer. Crypto map
outsi de_map 20 match address outside_cryptomap_20 /---
Sets the IPsec peer. crypto map outside_map 20 set peer
10.1.1.1 !--- Sets the IPsec transform set "myset" !---
to be used with the crypto map entry "outside map".
crypto map outside_map 20 set transformset myset /---
Specifies the interface to be used with !--- the
settings defined in this configuration. Crypto map
outside_map interface outside !--- PHASE 1 CONFIGURATION
---! !-—-- This configuration uses isakmp policy 10. !---
Policy 65535 is included in the config by default. !---
The configuration commands here define the Phase !--- 1
policy parameters that are used. crypto isaknp enable
outside crypto isaknp policy 10 authentication pre-share
encryption 3des hash sha group 2 lifetinme 86400 crypto

i saknmp policy 65535 authentication pre-share encryption
3des hash sha group 2 lifetime 86400 !--- Output
Suppressed. !--- In order to create and manage the
database of connection-specific records !--- for ipsec-
121—IPsec (LAN-to-LAN) tunnels, use the tunnel-group !--
- command in global configuration mode. !--- For LZ2L
connections the name of the tunnel group MUST be the IP
!--- address of the IPsec peer. tunnel-group 10.1.1.1




type ipsec-12l !--- Enter the pre-shared-key in order to
configure the authentication method. tunnel - group
10.1.1.1 ipsec-attributes pre-shared-key * pronpt

host nane cont ext

Crypt ochecksum 4a2c70f 2102113315de795f 13f 25c2aa : end

j 2

cOtv2arTlk, RENELKBELTVR L ZRABIDLOICEATEIRRERHEL
TVERT,

TORTYINAVER=TVRY—) (BFRI—YEAH) (OIT) F, HED show I RZEYH
R—HhLETF, OIT ZFEAL T, show ANV ROHIDDMERRLET,

. show cryptoisakmp sa : EZ LOBRE®D IKE E¥21UF4 FPYSI—32 (SA) 2INX
TRRLET,
- show crypto ipsecsa : BED SA ZINTRRLEXT,
OtV AVICR., ROEFIAOERBZENERLET,

- HUB ASA
- Easy VPN 754 7> b ASA 5505
- PIX

HUB ASA

ci scoasa #show crypto isakmp sa

Active SA: 2
Rekey SA: 0 (A tunnel will report 1 Active and 1
Rekey SA during rekey)
Total |IKE SA: 2
!-—- Dynamic LAN-to-LAN tunnel establishment 1 | KE Peer:
172.16.2.2 Type : user Role : responder Rekey : no State
AM ACTI VE !--- Static LAN-to-LAN tunnel establishment
2 IKE Peer: 172.16.1.1 Type : L2L Role : initiator Rekey
no State : MM ACTI VE ci scoasa #show crypto ipsec sa
ci scoasa(config)#sh crypto ipsec sa
interface: outside
Crypto map tag: outside_map, seq num: 20, local
addr: 10.1.1.1

access-list outside_cryptomap 20 permit ip
192.168.2.0 255.255.255.0
192.168.1.0 255.255.255.0

local ident (addr/mask/prot/port):
(192.168.2.0/255.255.255.0/0/0)

remote ident (addr/mask/prot/port):
(192.168.1.0/255.255.255.0/0/0)

current _peer: 172.16.1.1

#pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4

#pkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4

#pkts conpressed: 0, #pkts deconpressed: O

#pkts not conpressed: 4, #pkts conp failed: O,
#pkts deconp failed: O

#pre-frag successes: 0, #pre-frag failures: O,



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do

#fragments created: 0O

#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs
needi ng reassenbly: O

#send errors: 0, #recv errors: O

local crypto endpt.: 10.1.1.1, renote crypto
endpt.: 172.16.1.1

path mu 1500, ipsec overhead 58, nedia nmtu 1500
current outbound spi: E4312E13

i nbound esp sas:
spi: O0x9ABAC3DD (2595931101)
transform esp-3des esp-sha-hnmac none
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 741376, crypto-nap:
out si de_map
sa timng: remaining key lifetine (kB/sec):
(4274999/ 28783)
IV size: 8 bytes
replay detection support: Y
out bound esp sas:
spi: OxE4312E13 (3828428307)
transform esp-3des esp-sha-hnmac none
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 741376, crypto-nap:
out si de_map
sa timng: remaining key lifetine (kB/sec):
(4274999/ 28783)
IV size: 8 bytes
replay detection support: Y

Crypto map tag: ezvpn, seq num 30, |ocal addr
10.1.1.1

| ocal ident (addr/nmask/prot/port):
(10.1.1. 1/ 255. 255. 255. 255/ 0/ 0)
renote ident (addr/mask/prot/port):
(172. 16. 2. 2/ 255. 255. 255. 255/ 0/ 0)
current_peer: 172.16.2.2, usernane: cisco
dynamic allocated peer ip: 0.0.0.0

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: O

#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: O

#pkts conpressed: 0, #pkts deconpressed: O

#pkts not conpressed: 0, #pkts conp failed: O,
#pkts deconmp failed: O

#pre-frag successes: 0, #pre-frag failures: 0
#fragments created: 0O

#PMIUs sent: 0, #PMIUs rcvd: 0O, #decapsul ated frgs
needi ng reassenbly: O

#send errors: 0, #recv errors: O

local crypto endpt.: 10.1.1.1, renote crypto
endpt.: 172.16.2.2

path mu 1500, ipsec overhead 58, nedia nmtu 1500
current outbound spi: 2647B59C

i nbound esp sas:
spi: 0x21685AF8 (560487160)
transform esp-3des esp-sha-hnmac none
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 737280, crypto-map: ezvpn




sa timng: remaining key lifetime (sec): 28146
IV size: 8 bytes
replay detection support: Y

out bound esp sas:

spi: 0x2647B59C (642233756)

transform esp-3des esp-sha-hnmac none
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 737280, crypto-map: ezvpn
sa timng: remaining key lifetinme (sec): 28146
IV size: 8 bytes
replay detection support: Y

Crypto map tag: ezvpn, seq num: 30, local addr:
10.1.1.1

local ident (addr/mask/prot/port):
(0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port):
(192.168.3.0/255.255.255.0/0/0)

current_peer: 172.16.2.2, username: cisco

dynamic allocated peer ip: 0.0.0.0

#pkts encaps: 5, #pkts encrypt: 5, #pkts digest: 5

#pkts decaps: 5, #pkts decrypt: 5, #pkts verify: 5

#pkts conpressed: 0, #pkts deconpressed: O

#pkts not conpressed: 5, #pkts conp failed: O,
#pkts deconmp failed: O

#pre-frag successes: 0, #pre-frag failures: 0
#fragments created: 0O

#PMIUs sent: 0, #PMIUs rcvd: 0O, #decapsul ated frgs
needi ng reassenbly: O

#send errors: 0, #recv errors: O

local crypto endpt.: 10.1.1.1, renote crypto
endpt.: 172.16.2.2

path mu 1500, ipsec overhead 58, nedia nmtu 1500
current outbound spi: 07997B21

i nbound esp sas:
spi: 0xB5B6013D (3048603965)
transform esp-3des esp-sha-hnmac none
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 737280, crypto-map: ezvpn
sa timng: remaining key lifetinme (sec): 28145
IV size: 8 bytes
replay detection support: Y
out bound esp sas:
spi: 0x07997B21 (127499041)
transform esp-3des esp-sha-hnmac none
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 737280, crypto-map: ezvpn
sa timng: remaining key lifetinme (sec): 28145
IV size: 8 bytes
replay detection support: Y

Crypto map tag: ezvpn, seq num 30, |ocal addr:
10.1.1.1

| ocal ident (addr/mask/prot/port):
(0.0.0.0/0.0.0.0/0/0)

renote ident (addr/mask/prot/port):
(172. 16. 2. 2/ 255. 255. 255. 255/ 0/ 0)

current_peer: 172.16.2.2, usernane: cisco




dynamic allocated peer ip: 0.0.0.0

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest:

#pkts decaps: 0, #pkts decrypt: 0, #pkts verify:

#pkts conpressed: 0, #pkts deconpressed: O

#pkts not conpressed: 0, #pkts conp failed: O,
#pkts deconmp failed: O

#pre-frag successes: 0, #pre-frag failures: 0
#fragments created: 0O

0
0

#PMIUs sent: 0, #PMIUs rcvd: 0O, #decapsul ated frgs

needi ng reassenbly: 0
#send errors: 0, #recv errors: O

local crypto endpt.: 10.1.1.1, renote crypto
endpt.: 172.16.2.2

path mu 1500, ipsec overhead 58, nedia nmtu 1500
current outbound spi: OFOBLlA75

i nbound esp sas:
spi: Ox68BOEA75 (1756424821)
transform esp-3des esp-sha-hnmac none
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 737280, crypto-map: ezvpn

sa timng: remaining key lifetime (sec): 28143

IV size: 8 bytes
replay detection support: Y
out bound esp sas:
spi: OxOF0B1A75 (252385909)
transform esp-3des esp-sha-hnmac none
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 737280, crypto-map: ezvpn

sa timng: remaining key lifetime (sec): 28143

IV size: 8 bytes
replay detection support: Y

Easy VPN 254 7~ N ASA 5505

ciscoasa(config)# sh crypto isakmp sa

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1
Rekey SA during rekey)
Total IKE SA: 1

1 IKE Peer: 10.1.1.1
Type . user Rol e ©initiator
Rekey : no State : AM_ACTIVE

ciscoasa(config)# sh crypto ipsec sa
interface: outside

Crypto map tag: _vpnc_cm seq num 10, |ocal addr
172.16.2.2

access-list _vpnc_acl pernmit ip host 172.16.2.2
host 10.1.1.1

| ocal ident (addr/mask/prot/port):
(172. 16. 2. 2/ 255. 255. 255. 255/ 0/ 0)

renote ident (addr/nask/prot/port):




(10.1.1.1/255. 255. 255. 255/ 0/ 0)
current _peer: 10.1.1.1, usernanme: 10.1.1.1
dynamic allocated peer ip: 0.0.0.0

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: O

#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: O

#pkts conpressed: 0, #pkts deconpressed: O

#pkts not conpressed: 0, #pkts conp failed: O,
#pkts deconmp failed: O

#pre-frag successes: 0, #pre-frag failures: 0
#fragments created: 0O

#PMIUs sent: 0, #PMIUs rcvd: 0O, #decapsul ated frgs
needi ng reassenbly: O

#send errors: 0, #recv errors: O

| ocal crypto endpt.: 172.16.2.2, renote crypto
endpt.: 10.1.1.1

path mu 1500, ipsec overhead 58, nedia nmtu 1500
current outbound spi: 21685AF8

i nbound esp sas:
spi: 0x2647B59C (642233756)
transform esp-3des esp-sha-hnmac none
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 178, crypto-nap: _vpnc_cm
sa timng: remaining key lifetime (sec): 28298
IV size: 8 bytes
replay detection support: Y
out bound esp sas:
spi: 0x21685AF8 (560487160)
transform esp-3des esp-sha-hnmac none
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 178, crypto-nap: _vpnc_cm
sa timng: remaining key lifetime (sec): 28298
IV size: 8 bytes
replay detection support: Y

Crypto map tag: _vpnc_cm seq num 10, |ocal addr
172.16.2.2

access-list _vpnc_acl permt ip host 172.16.2.2
any

| ocal ident (addr/mask/prot/port):
(172. 16. 2. 2/ 255. 255. 255. 255/ 0/ 0)

renote ident (addr/mask/prot/port):
(0.0.0.0/0.0.0.0/0/0)

current _peer: 10.1.1.1, usernanme: 10.1.1.1

dynamic allocated peer ip: 0.0.0.0

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: O

#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: O

#pkts conpressed: 0, #pkts deconpressed: O

#pkts not conpressed: 0, #pkts conp failed: O,
#pkts deconmp failed: O

#pre-frag successes: 0, #pre-frag failures: 0
#fragments created: 0O

#PMIUs sent: 0, #PMIUs rcvd: 0O, #decapsul ated frgs
needi ng reassenbly: O

#send errors: 0, #recv errors: O

| ocal crypto endpt.: 172.16.2.2, renote crypto
endpt.: 10.1.1.1




path mu 1500, ipsec overhead 58, nedia nmtu 1500
current outbound spi: 68BOEA75

i nbound esp sas:
spi: OxOFO0B1A75 (252385909)
transform esp-3des esp-sha-hnmac none
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 178, crypto-nap: _vpnc_cm
sa timng: remaining key lifetinme (sec): 28298
IV size: 8 bytes
replay detection support: Y
out bound esp sas:
spi: Ox68BOEA75 (1756424821)
transform esp-3des esp-sha-hnmac none
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 178, crypto-nap: _vpnc_cm
sa timng: remaining key lifetime (sec): 28298
IV size: 8 bytes
replay detection support: Y

Crypto map tag: _vpnc_cm seq num 10, |ocal addr
172.16.2.2

access-list _vpnc_acl permit ip 192.168.3.0
255.255.255.0 any

local ident (addr/mask/prot/port):
(192.168.3.0/255.255.255.0/0/0)

renote ident (addr/mask/prot/port):
(0.0.0.0/0.0.0.0/0/0)

current _peer: 10.1.1.1, usernanme: 10.1.1.1

dynamic allocated peer ip: 0.0.0.0

#pkts encaps: 5, #pkts encrypt: 5, #pkts digest: 5

#pkts decaps: 5, #pkts decrypt: 5, #pkts verify: 5

#pkts conpressed: 0, #pkts deconpressed: O

#pkts not conpressed: 0, #pkts conp failed: O,
#pkts deconmp failed: O

#pre-frag successes: 0, #pre-frag failures: 0
#fragments created: 0O

#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs
needi ng reassenbly: O

#send errors: 0, #recv errors: O

| ocal crypto endpt.: 172.16.2.2, renote crypto
endpt.: 10.1.1.1

path mu 1500, ipsec overhead 58, nedia nmtu 1500
current outbound spi: B5B6013D

i nbound esp sas:
spi: 0x07997B21 (127499041)
transform esp-3des esp-sha-hnmac none
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 178, crypto-nap: _vpnc_cm
sa timng: remaining key lifetinme (sec): 28294
IV size: 8 bytes
replay detection support: Y
out bound esp sas:
spi: 0xB5B6013D (3048603965)
transform esp-3des esp-sha-hnmac none
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 178, crypto-nap: _vpnc_cm
sa timng: remaining key lifetinme (sec): 28294
IV size: 8 bytes




replay detection support: Y
PIX

pi xfirewal | (config)# sh crypto isakmp sa

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1
Rekey SA during rekey)
Total IKE SA: 1

1 | KE Peer: 10.1.1.1
Type :L2L Rol e : responder
Rekey > no State : MMLACTI VE

pi xfirewal | (confi g)# sh crypto ipsec sa
interface: outside

Crypto map tag: outside_map, seqg num: 20, local
addr: 172.16.1.1

access-list outside_cryptomap_ 20 permit ip
192.168.1.0 255.255.255.0
192.168.2.0 255.255.255.0
local ident (addr/mask/prot/port):
(192.168.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port):
(192.168.2.0/255.255.255.0/0/0)
current_peer: 10.1.1.1

#pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4

#pkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4

#pkts conpressed: 0, #pkts deconpressed: O

#pkts not conpressed: 0, #pkts conp failed: O,
#pkts deconmp failed: O

#pre-frag successes: 0, #pre-frag failures: 0
#fragments created: 0O

#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs
needi ng reassenbly: O

#send errors: 0, #recv errors: O

| ocal crypto endpt.: 172.16.1.1, renote crypto
endpt.: 10.1.1.1

path ntu 1500, ipsec overhead 58, nedia nmu 1500
current outbound spi: 9ABAC3DD

i nbound esp sas:
spi: OxE4312E13 (3828428307)
transform esp-3des esp-sha-hnmac none
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 12288, crypto-map:
out si de_map
sa timng: remaining key lifetine (kB/sec):
(3824999/ 28628)
IV size: 8 bytes
replay detection support: Y
out bound esp sas:
spi: O0x9ABAC3DD (2595931101)
transform esp-3des esp-sha-hnmac none
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 12288, crypto-map:




out si de_map

sa timng: remaining key lifetine (kB/sec):
(3824999/ 28628)

IV size: 8 bytes

replay detection support: Y

N | 1 Rl

CCTR, REORS TN 1—F A JIERATEZBRERLET,

NSV —F4290EHOIIVR

—#®D show ANV REZIRTY RN ABZ=—TVEZYV—=)LIcL2THR—REIRTLVET (X
BI1—HEH), COVY—)ILEFRTREILEL2T. show AX UV REIDDMEREERTRT

EFT,
X :debugdN > RZERITIBHENIC, TdebugdX >V ROBEHXFEH 2SRBLTLLEETV,

A2 74F21L—>32 E—RTPIXON RZRITLET,

- clear crypto isakmpsa: 7I—X1SAZVVUFLET,
- clearcryptoipsecsa: 7I—A2SA %2V UFLEY,

VPN N> ZJLA® debug Y KR :

- debug crypto isakmp sa : ISAKMP SA XA I—>a>&F/X\vIJLET,
- debug crypto ipsec sa : IPSec SA XA I—>a>#FNXvIJILET,

BYE1E ¥R

. CiscoPIX500 ) —AXA F1 VT A FT7SATF A BE

BB 2L BRTEIVE—N FI9ERXIPSecVPN DRSS TN 1—F 4T FELCO2VWT
. Cisco ASA 5500 2 ) —AEWEEX1)T A PTXSAFP U AMBOYR—b

. IPSec x> I—>3a IKEZOMIL

- TOZAHIL YR—B & RF 21 X b - Cisco Systems
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