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Ci scoASA#Show running-config
Saved

ASA Version 8.0(2)
1
host nane ci scoasa
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanmes
!
interface Ethernet0/0
namei f outside
security-level 0O
i p address 192.168. 1.2 255.255.255.0
1
interface Ethernet0O/1
nanei f inside
security-level 100
i p address 10.1.1.1 255.255.255.0
1
! -—— Output suppressed access-list outside_access_in
extended permit icmp any any
access-list outside_access_in extended permit udp any
host
192.168.1.5 eq 1755
! -—— Command to open the MMS udp port access-list
outside_access_in extended permit tcp any host
192.168.1.5 eq 1755
! -—— Command to open the MMS tcp port access-list
outside_access_in extended permit udp any host
192.168.1.5 eq 5005
! -—— Command to open the RTSP udp port access-list
outside_access_in extended permit tcp any host
192.168.1.5 eq www
! -—— Command to open the HTTP port access-list
outside_access_in extended permit tcp any host
192.168.1.5 eq rtsp
! -—- Command to open the RTSP tcp port !--- Output




suppressed static (inside,outside) 192.168.1.5 10.1.1.5
netmask

255.255.255.255

! --- Translates the mapped IP 192.168.1.5 to the
translated IP 10.1.1.5 of the MMS. access-group
outside_access_in in interface outside

!I-—- Output suppressed telnet tinmeout 5 ssh tineout 5
consol e timeout O threat-detection basic-threat threat-
detection statistics access-list ! class-nmap

i nspection_default match default-inspection-traffic ! !
policy-map type inspect dns preset_dns_map paraneters
nmessage-| engt h maxi mum 512 policy-map gl obal _policy

cl ass inspection_default inspect dns preset_dns_nap
inspect ftp inspect h323 h225 inspect h323 ras inspect
net bi os i nspect rsh inspect rtsp

!--- RTSP inspection is enabled by default inspect

ski nny inspect esntp inspect sqglnet inspect sunrpc

i nspect tftp inspect sip inspect xdntp ! service-policy
gl obal _policy gl oba

j 2
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TORTYINAVER=TVRY—) (BFRI—YEAH) (OIT) F, HED show I RZEYH
R—HhLETF, OIT ZFEAL T, show ANV ROHIDDMERRLET,

- Show access-list— : ASA/PIX I TEEE NIz ACL ZERRLET,
Ci SCOASA#show access-list
access-list outside access_in; 6 elenents
access-list outside_access_in line 1 extended permt
icnmp any any (hitcnt=0) Ox71laf8lel
access-list outside_access_in line 2 extended permt
udp any host 192.168.1.5 eq 1755 (hitcnt=0) 0x4
2606263
access-list outside_access_in line 3 extended permt
tcp any host 192.168.1.5 eq 1755 (hitcnt=0) Oxa
0161e75
access-list outside_access_in |ine 4 extended permt
udp any host 192.168.1.5 eq 5005 (hitcnt=0) 0x3
90e9949
access-list outside_access_in line 5 extended permt
tcp any host 192.168.1.5 eq www (hitcnt=0) 0Oxe5
dbOef c
access-list outside_access_in line 6 extended permt
tcp any host 192.168.1.5 eq rtsp (hitcnt=0) 0x5
6f a336f
Show nat— : NAT RUS—& NV R—Z2RTLET,
ci SCOASA(confi g) #show nat
NAT policies on Interface inside:
match ip inside host 10.1.1.5 outside any
static translation to 192.168.1.5
translate_hits = 0, untranslate_hits =0
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£, Elo, EFAVTA TTZATARTZIXR MELENLNT Y NET NAT 2247 T
EXEA,
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access-list rtsp-acl extended deny tcp
any host 192.168.1.5 eq 554
access-list rtsp-acl extended pernmit tcp any any eq 554
class-map rtsp-traffic
mat ch access-list rtsp-ac
policy-map gl obal _policy
cl ass inspection_default
no inspect rtsp
class rtsp-traffic
inspect rtsp
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