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E
RE

BE

AWS DR TE
ASA OFRE
KREE & RB1L

B=

CORFIAIXNTR, BOBREFIVTATTZA4T > AASA)DIPseciRBE N RILA 22—
TIAANTNEREZRETDHEICODVTHALET, ASAI7.1TIE, IPsec VTIFEAE LT

WEd,

COV)—ATE., IKEVIZERT SsVTIIPv4 over IPVAIZHIRE N TVWET, hiF
. ASAN Amazon Web Services(AWS)IZ$E# T2 O DHREFTT,

A RE VIR LAV TFARNDIL—TY RE—RTOHAYR—KFEhTVWET,

AWS D ERTE

ATFYT1:

AWSId>V—=)Licad(4 L,

[VPCINZRILICBELET,
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Compute

Storage & Content Delivery
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ATFYT2:

N—=F ¥ NTSAR—RI5IRVPOF T TIERENT VD EERBLET,

F7xIBN

Tld. 172.31.0.0/16MOVPCHERENET, CZT. REII I (VMFEEEhET,

Oregon ~

Jay AWS ~

VPC Dashboard Actions + 3]
{

Fitter by VPC:

None - Q X 1to1a
Virtual Private Cloud Name -~ VPCID ~ State - VPC CIDR - DHCP options set - Route table - MNetwork ACL ~ Tenancy - Default VPC
Your VPCs ’ [ ] vpc-a1e00786 available 172.31.0.018 dopt-58d5b13c rtb-3a3f8e5d acl-i6844591 Default Yes
Subnets
Route Tables vpe-e1e00786 (172.31.0.0/16)

Internet Gateways Summary Flow Logs Tags
DHCP Dptions Sets VPCID: vpc-e1e00786 Network ACL: acl-f6844591
Elastic IPs State: available Tenancy: Default

VPC CIDR: 172.31.0.0M16 DNS resolution: yes
Endpoints DHCP options set: dopt-58d5b13c DNS hostnames: yes
NAT Gateways Route table: rtb-3a3f9e5d ClassicLink DNS Support: no

Peering Connections
Network ACLs
Security Groups
VPN Connections Default VPC already created
Customer Gateways

Virtual Private Gateways

VPN Gonnections

ATFYT3:
THARI—T—KNDITA, ZERLET,

74=)LK &

Z2aRT Chik, ASAZRREB TS -ODABHFHEY ATREEBRITT,

N—=—TFT1>2T BAFZVD . Zhdk, L—FT1 2 TBRERBIDEDICR—A—S—KITIATC
iISCSIR—RILD Zhik, ASAOATA > Z—T T4 ADOD/NT VY JIP7 RLATT,

BGP ASN ASATRERTENBBGP7O AN BRI AT AAS)ES, ABIC/NT VY VASESH

chid. ASAZRTIVRKRAKTT,



Create Customer Gateway

Specify the Internet-routable IP address for your gateway's external interface; the address must be
static and may be behind a device performing network address translation (NAT). For dynamic routing,
also specify your gateway's Border Gateway Protocol (BGP) Autonomous System Number (ASN); this
can be either a public or private ASN (such as those in the 64512-65534 range).

Name tag  ASAVTI
Routing = Dynamic ~| "
IP address  192.0.2.1
BGP ASN 65000

ATYT 4

RETZAR—RNT—RNIIA(VPG)ZHERLET. hidk. IPSech>FIZHKiIKTHAWST
RARNENZZZAL—bEhEIL—ZTT,

71— R{E
BERYT VPGERBIDLODABATAEY) ATREAEH,



Create Virtual Private Gateway

A virtual private gateway is the router on the Amazon side of the VPN tunnel.
Name tag | VPG1

ATYT5:
VPG%ZVPCIC#EHELET,

RETSAR—KNF—RNDIA%BIRL, [Atachto VPC]Z2 U Y oL, [VPCIROY F&I> 1)
ARNDSVPCZIZEIRL., [Yes, Attach]Z22 U Y JLET,



Attach to VPC

Select the VPC to attach to the virtual private gateway

VPC  vpc-e1e00786 (172.31.0.0M16) ;] 1)

Yes, Attach

FIEG6:
VPNiE#EZER L £,



VPG Dashboard
Filter by VPC:

None =] Q X

Virtual Private Cloud Name ~ VPNID ~ State - Virtual Pri

Your VPCs

Subnets

Route Tables
Internet Gateways
DHCP Options Sets
Elastic IPs
Endpoints

NAT Gateways

Peering Connections

Security
Metwork ACLs

Security Groups

VPN Connections
Customer Gateways
Virtual Private Gateways

VPN Connections

74— R &

ZRIRY AWS & ASAR DO VPNIEL D ARBIA T ELY) ATRER R Y,
RETZAR—NT—RDITA ERLEED ) OVPGZEEIRLET,

HARI—F—KDIA [Existing] 7P ARZ>&2I)YIL, ASADT—KRIJIA ZBIRLET

N—=—Fa2TF7>a> [Dynamic (requires BGP)| A7 >a>RE & DV Y I LET,



Create VPN Connection

Select the virtual private gateway and customer gateway that you would like to connect via a VPN connection. You must
have entered the virtual private gateway and your customer gateway information already.

Nametag | VPNtoASA
Virtual Private Gateway | vgw-18954d06 | VPG1 -

Customer Gateway (@ Existing ) New
cow-8371a69d (64.100.251.37) | ASAVTI -]

Specify the routing for the VPM Connection (Help me choose)
Routing Options @ Dynamic {requires BGP) () Static

VPN connection charges apply once this step is complete. View Rates

FWH7:
VPGH S (BGPRRHT ) F#BLEIL—NEVPCILEMRTDESICIL—RTF—TILERELET,



[ T AWS -~  Services v

VPC Dashboard Create Route Table JELEIECEGINER LI
Filter by VPC: )
None | Q X
Virtual Private Cloud Name ~ Route TableID ~ Explicitly Associal~ Main ~ VPC -
Your VPCs @ rtb-3a3f9e5d 0 Subnets Yes vpc-e1e00786 (172.31.0.0/16)
Subnets
Route Tables
Internet Gateways rtb-3a3f9e5d
DHCP Options Sets
Elastic IPs Summary e Propagation Tags
Endpoints Cancel
NAT Gateways Virtual Private G
Peering Connections vgw-d1947ct
) vgw-18954d06 | VPG1
Security

Network ACLs

Security Groups

VPN Connections
Customer Gateways
Virtual Private Gateways

VPN Connections

ATYT8:

HERJEEZXIVVO—RLET, VIIAZSIIOBRETHAIREZEKTSICEF. ROEZER
LEY,

714—=J)LR &

RO — Cisco Systems, Inc.
Platform ISR 1) —X)L—2&
[V 7 8D I7T (Software )]10S 12.4+



Download Configuration

Please choose the configuration to download based on your type of customer gateway.

Pick ==—P>Vendor Cisco Systems, Inc. -
sfDlatform ISR Series Routers |
105~ sofiware 105124+ -

Yes, Download

ASA DOFEE

BEZEADIDO—RLES, W OO DOTBANREICKYET,
ATFYT1:

crypto isakmp policy to crypto ikev1 policy, 7R —200&R)>—201EREAILTHB s, HE
BARDD—EF1D2EEFTT,

HEREE rEH
crypto isakmp policy 200
encryption aes 128

authentication pre-share crypto ikevl enable outside

group 2 crypto ikevl policy 10
lifetime 28800 authentication pre-share
hash sha encryption aes
exit hash sha
crypto isakmp policy 201 group 2

encryption aes 128
authentication pre-share
group 2

lifetime 28800



lifetime 28800
hash sha
exit

ATYVS2:

crypto ipsec transform-set to crypto ipsec ikev1 transform-sete 22D KZV A7 #—LtY MY
BLUTHDLSH, BBEBERZVATA—LEY NEFI1DETTT,

HREE rE®
crypto ipsec transform-set ipsec-prop-vpn-
7c79606e-0 esp-aes 128 esp-sha-hmac

exit crypto ipsec ikevl transform:
crypto ipsec transform-set ipsec-prop-vpn- AWS esp-aes esp-sha-hmac
7c79606e-1 esp-aes 128 esp-sha-hmac

exit
ATFYT3:

crypto ipsec profile to crypto ipsec profile. 22D 7O7 7 AIIHFBE—TH» L, HDEBELETOT7
AINEF1DEFTT,

HEBREGTE TEH
crypto ipsec profile ipsec-vpn-7c79606e-0

set pfs group?2

set security-association lifetime seconds

3600
. C to ipsec file AWS
set transform-set ipsec-prop-vpn-7c79606e-0 typ ? P pro-t
exit set 1kevl transform-set AWS

set pfs group2
set security-association life
seconds 3600

crypto ipsec profile ipsec-vpn-7c79606e-1

set pfs group?2

set security-association lifetime seconds
3600

set transform-set ipsec-prop-vpn-7c79606e-1
exit

ATYVT 4

crypto keyring# & U'crypto isakmp profileld. bR/ & Ztunnel-grouplc BT D HEHN H V)
9,

HREE rEH

crypto keyring keyring-vpn-7c79606e-0 tunnel-group
local-address 64.100.251.37 52.34.205.227 type
pre-shared-key address 52.34.205.227 key QZhh90Bjf ipsec-121

exit tunnel-group

! 52.34.205.227 ipsec-
crypto isakmp profile isakmp-vpn-7c79606e-0 attributes
local-address 64.100.251.37 ikevl pre-shared-ke
match identity address 52.34.205.227 QZhh90Bjf

keyring keyring-vpn-7c79606e-0 isakmp keepalive

exit threshold 10 retry 1



|
crypto keyring keyring-vpn-7c79606e-1
local-address 64.100.251.37

pre-shared-key address 52.37.194.219 key JjxCWy4Ae

exit

!

crypto isakmp profile isakmp-vpn-7c79606e-1
local-address 64.100.251.37

match identity address 52.37.194.219
keyring keyring-vpn-7c79606e-1

exit

ATYT5:

tunnel-group
52.37.194.219 type
ipsec-121
tunnel-group
52.37.194.219 ipsec-
attributes
ikev1JjxCWy4Ae
isakmp keepalive
threshold 10 retry 1

RORILBREKEEFERLU TT, ASATIE, ip tep adjust-mss 1Y > R&E = I&ip virtual-

reassembly N> RIFHR—REhTVER A,
HEREEE

interface Tunnell

ip address 169.254.13.190 255.255.255.252
ip virtual-reassembly

tunnel source 64.100.251.37

tunnel destination 52.34.205.227

tunnel mode ipsec ipv4

tunnel protection ipsec profile ipsec-vpn-
7¢79606e-0

ip tcp adjust-mss 1387

no shutdown

exit

!

interface Tunnel?

ip address 169.254.12.86 255.255.255.252
ip virtual-reassembly

tunnel source 64.100.251.37

tunnel destination 52.37.194.219

tunnel mode ipsec ipv4

tunnel protection ipsec profile ipsec-vpn-
7c79606e-1

ip tcp adjust-mss 1387

no shutdown

exit

FIE6:

EE®

interface Tunnell

nameif AWS1

ip address 169.254.13.190
255.255.255.252

tunnel source interface outsi
tunnel destination 52.34.205.:
tunnel mode ipsec ipv4

tunnel protection ipsec profi.
AWS

interface Tunnel?

nameif

AWS?2

ip address 169.254.12.86

255.255
tunnel
tunnel
tunnel
tunnel

AWS

.255.252

source interface outsit
destination 52.37.194.:
mode ipsec ipvi4

protection ipsec profi.

COBITIE, ASAIFAEBH T XY (192.168.1.0124) D& %ET RINZ AL XL,

AWS(172.31.0.0/16)ADH Ty hEZELE T,

HREE
router bgp 65000
neighbor 169.254.13.189 remote-as 7224
neighbor 169.254.13.189 activate
neighbor 169.254.13.189 timers 10 30 30
address—-family ipv4 unicast
neighbor 169.254.13.189 remote-as 7224

TEH
router bgp 65000

bgp log-neighbor-changes
timers bgp 10 30 O
address-family ipv4 unicse

neighbor 169.254.12.85

remote—as 7224



169.254.
169.254.
169.254.
169.254.

13.
13.
13.
13.

189
189
189
189

timers 10 30 30
default-originate
activate
soft-reconfiguration

neighbor
neighbor
neighbor
neighbor
inbound
network 0.0.0.0
exit
exit
router bgp 65000
neighbor 169.254.12.
neighbor 169.254.12.
neighbor 169.254.12.
address-family ipv4

activate

85 remote-as 7224
85 activate

85 timers 10 30 30
unicast

remote—-as 7224

activate
network 192.168.1.0

neighbor 169.254.12.
neighbor 169.254.13.

neighbor 169.254.13.

neighbor
neighbor
neighbor

169.
169.
169.

254.
254.
254.

12.
12.
12.

85
85
85

remote-as 7224
timers 10 30 30
default-originate

no auto-summary
no synchronization
exit-address-family

169.
169.

254.
254.

12.
12.

85
85

activate
soft-reconfiguration

neighbor
neighbor
inbound
network 0.0.0.0
exit
exit

B L BiE1{L
ATYT1:

ASAN'AWSD2DONI Y RIRAVNEDIKEVIEFIUFATYIYI I -3 #BULECERTE
FELET., SAOREEFEMM ACTIVETH B HRENFH VY ET,

ASA# show crypto ikevl sa
| KEvl SAs:

Active SA. 2

Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 2
1 | KE Peer: 52.37.194.219
Type L2L Rol e D initiator
Rekey 1 no State MM_ACTI VE
2 | KE Peer: 52.34.205.227
Type L2L Rol e D initiator
Rekey 1 no State MM_ACTI VE
ASA#
ATYT2:

IPsec SAN'ASAICA VAR —=ILENhTWREZBRALET, BETIERLTAI NV REK
OT IRINTDY RSPIFAZVAR=ILENTVRRENHY, —BOIF ¥ Y THROTAHY
THOUENFEBMLTVWRRENFHYET,

ASA# show crypto ipsec sa

85

189

189



interface: AWl
Crypto map tag: __vti-crypto-map-5-0-1, seq num 65280, |ocal addr: 64.100.251. 37

access-list __vti-def-acl-0 extended pernit ip any any

| ocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
renote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current _peer: 52.34.205. 227

#pkts encaps: 2234, #pkts encrypt: 2234, #pkts digest: 2234

#pkts decaps: 1234, #pkts decrypt: 1234, #pkts verify: 1234

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not conmpressed: 2234, #pkts conp failed: 0, #pkts deconp failed: 0
#ipre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needi ng reassenbly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICVWP Errors rcvd: 0, #lnvalid ICVMP Errors rcvd: O

#send errors: 0, #recv errors: O

l ocal crypto endpt.: 64.100.251.37/4500, renmpte crypto endpt.: 52.34.205.227/ 4500
path mu 1500, ipsec overhead 82(52), nedia mu 1500

PMIU tine remaining (sec): 0, DF policy: copy-df

ICVMP error validation: disabled, TFC packets: disabled

current outbound spi: 874FCCF3

current inbound spi : 5E653906

i nbound esp sas:
spi: O0x5E653906 (1583692038)
transform esp-aes esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, NAT-T-Encaps, PFS Goup 2, IKEvl, VTI, }
slot: 0, conn_id: 73728, crypto-map: __ vti-crypto-map-5-0-1
sa timng: remaining key lifetime (kB/sec): (4373986/2384)
IV size: 16 bytes
replay detection support: Y
Anti replay bitnmap:
OxFFFFFFFF OxFFFFFFFF
out bound esp sas:
spi: O0x874FCCF3 (2270153971)
transform esp-aes esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, NAT-T-Encaps, PFS Goup 2, IKEvl, VTI, }
slot: 0, conn_id: 73728, crypto-map: __ vti-crypto-map-5-0-1
sa timng: remaining key lifetime (kB/sec): (4373986/2384)
IV size: 16 bytes
replay detection support: Y
Anti replay bitnmap:
0x00000000 0x00000001

interface: AWS2
Crypto map tag: __vti-crypto-map-6-0-2, seq num 65280, |ocal addr: 64.100.251. 37

access-list __vti-def-acl-0 extended pernit ip any any

| ocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
renote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current _peer: 52.37.194.219

#pkts encaps: 1230, #pkts encrypt: 1230, #pkts digest: 1230

#pkts decaps: 1230, #pkts decrypt: 1230, #pkts verify: 1230

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 1230, #pkts conp failed: 0, #pkts deconp failed: 0
#ipre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needi ng reassenbly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICVWP Errors rcvd: 0, #lnvalid ICVMP Errors rcvd: O



#send errors: 0, #recv errors: O

l ocal crypto endpt.: 64.100.251.37/4500, renmpte crypto endpt.: 52.37.194.219/4500
path mu 1500, ipsec overhead 82(52), nedia mu 1500

PMIU tine remaining (sec): 0, DF policy: copy-df

ICVMP error validation: disabled, TFC packets: disabled

current outbound spi: DCS5E3CA8

current inbound spi : CB6647F6

i nbound esp sas:
spi: OxCB6647F6 (3412477942)
transform esp-aes esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, NAT-T-Encaps, PFS G oup 2, |KEvl, VTI, }
slot: 0, conn_id: 77824, crypto-map: __ vti-crypto-mp-6-0-2
sa timng: remaining key lifetime (kB/sec): (4373971/1044)
IV size: 16 bytes
replay detection support: Y
Anti replay bitnmap:
OxFFFFFFFF OxFFFFFFFF
out bound esp sas:
spi: OxDC5E3CA8 (3697163432)
transform esp-aes esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, NAT-T-Encaps, PFS G oup 2, |KEvl, VTI, }
slot: 0, conn_id: 77824, crypto-map: __ vti-crypto-mp-6-0-2
sa timng: remaining key lifetime (kB/sec): (4373971/1044)
IV size: 16 bytes
replay detection support: Y
Anti replay bitnmap:
0x00000000 0x00000001

ATYT3:

ASAT,. BGPEHHNAWSEREI TN TVWAR AR LET, AWSHASAICKL T
172.31.0.016H 7 XY RET RNZA XT B8, State/PIXRcdH I R F1THIUEN HV)E
9,

ASA# show bgp summary

BGP router identifier 192.168.1.55, |ocal AS nunber 65000
BGP table version is 5 main routing table version 5

2 network entries using 400 bytes of nmenory

3 path entries using 240 bytes of nenory

3/2 BGP path/bestpath attribute entries using 624 bytes of nenory
1 BGP AS-PATH entries using 24 bytes of nenory

0 BGP route-nmap cache entries using O bytes of nmenory

0 BGP filter-list cache entries using O bytes of menory
BGP using 1288 total bytes of menory

BGP activity 3/1 prefixes, 4/1 paths, scan interval 60 secs

Nei ghbor \% AS MsgRcvd MsgSent Tbhl Ver 1nQ QutQ Up/ Down St at e/ Pf xRed
169.254.12.85 4 7224 1332 1161 5 0 0 03:41:31 1
169. 254. 13.189 4 7224 1335 1164 5 0 0 03:42:02 1

ATYT 4

ASAT, 172.31.0.0/16ADI— KA RV RIA 2V RA—T I ARATHEBEEN L EEBALE
T, COHEANE. ET169.254.12.85£169.254.13.1894' 5172.31.0.0 DS AN 2O H B L %
RUTWET, Tunnel 2(AWS2)A 5169.254.13.189 D /S Ak, X KUY O EWNE=HELEE h
F£¥9,



ASA# show bgp

BGP table version is 5, local router IDis 192.168.1.55

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
r RIB-failure, S Stale, mmltipath
Oigin codes: i - IGP, e - EGP, ? - inconplete
Net wor k Next Hop Metric LocPrf Weight Path
* 172.31.0.0 169. 254. 12. 85 200 0 7224
*> 169. 254. 13. 189 100 0 7224
*> 192.168.1.0 0.0.0.0 0 32768 i

ASA# show route

Codes: L - local, C - connected, S - static, R- RIP, M- nmobile, B - BG
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - 1S1S su- ISISsumary, L1 - IS IS level-1, L2 - IS IS level-2
ia - IS-ISinter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downl oaded static route, + - replicated route
Gateway of last resort is 64.100.251.33 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 64.100.251. 33, outside

C 64.100. 251. 32 255. 255. 255. 224 is directly connected, outside
L 64.100. 251. 37 255. 255. 255. 255 is directly connected, outside
C 169. 254. 12. 84 255.255.255.252 is directly connected, AWS2

L 169. 254. 12. 86 255. 255. 255. 255 is directly connected, AWS2

C 169. 254. 13. 188 255. 255. 255. 252 is directly connected, AWS1

L 169. 254. 13. 190 255. 255. 255. 255 is directly connected, AWS1

B 172.31.0.0 255.255.0.0 [20/100] via 169.254.13.189, 03:52:55
C 192.168.1.0 255.255.255.0 is directly connected, inside

L 192.168. 1. 55 255. 255. 255. 255 is directly connected, inside

ATYT5:

AWSHSREB RS TAYINRHBNAICKRS CEZBRITBICE., BENAIC—HTBELSICIL
—KIVTZEREL, PRNZAXENEIL—NEZEETBHELSIIBGPERABLET,

route-nmap toAWS1 pernmit 10

set netric 100

exit

!

route-nmap toAWS2 permit 10

set netric 200

exit

!

router bgp 65000

address-fam |y ipv4 unicast
nei ghbor 169. 254. 12. 85 route-map t 0AWS2 out
nei ghbor 169. 254, 13. 189 route-nmap t oAWSl out

FIR6 :

ASAT, 192.168.1.0/24AWSIC 7 RNZA XEh TV B ZHIBLET,

ASA# show bgp neighbors 169.254.12.85 advertised-routes



BGP table version is 5, local router IDis 192.168.1.55

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, mnmultipath
Oigin codes: i - IGP, e - EGP, ? - inconplete
Net wor k Next Hop Metric LocPrf Weight Path
*> 172.31.0.0 169. 254. 13. 189 100 0 7224 i
*> 192.168.1.0 0.0.0.0 0 32768 i

Total nunber of prefixes 2
ASA# show bgp neighbors 169.254.13.189 advertised-routes

BGP table version is 5, local router IDis 192.168.1.55

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, mnmultipath
Oigin codes: i - IGP, e - EGP, ? - inconplete
Net wor k Next Hop Metric LocPrf Weight Path
*> 192.168.1.0 0.0.0.0 0 32768 i

Total nunber of prefixes 1

FR7:

AWST, VPNEHDO KN RILAUPTHY) ., L—RMAETHSEBETNTVWD L Z2HELET
o FlL MW=L —TFTAVIT—TINEEENATVRELERALET,

Jay AWS ¥

VPG Dashboard Delete  Download Configuration
1

Filter by VPC:

None 5] Q X
Virtual Private Cloud Name « VPNID - State - Viftual Private Gateway - Customer Gateway - Customer Gateway Address - Type - VPC ~  Routing
Your VPCs B VPNIASA vpn-TcTI606e available vgw-18954006 | VPG1 cgw-B37a60d (64.100.251.37) | ASAVTI  64.100.251.37 ipsec.1 wpe-81600786 (172.31.0.0/16) Dynamic
Subnets
Route Tables

Internat Gateways

DHCP Options Sets

Elastic IPs

Endpoints

NAT Gateways

Peering Connactions VpN-TcT9606e | VPNIOASA

Securit Summary Tunnel Details Static Routes Tags
Network ACLs VPN Tunnel IP Address  Status  Status Last Changed

Security Groups Tunnel 1 52.34.205.227) 2016-10-1814:23 UTCR 1 BGP ROUTES
VEN Connections Tunnel 2 52.37.194.219] 2016-10-18 14:23 UTC-Y,_ 1 BGP ROUTES
Customer Gateways

Virtual Private Gateways

VPN Connections:



N AWS -

VPC Dashboard
Filter by VPC:

None hd
Virtual Private Cloud
Your VPCs
Subnets
Route Tables
Internet Gateways
DHCP Options Sets
Elastic IPs
Endpoints
NAT Gateways

Peering Connections

Security
Network ACLs

Security Groups

VPN Connections
Customer Gateways
Virtual Private Gateways

VPN Connections

Services ~

Create Route Table Delete Route Table

Q X

Name ~ Route TableID ~ Explicitly Associal~ Main -

[ ] rtb-3a3f8e5d 0 Subnets Yes

rtb-3a3f9e5d

Summary Routes Subnet Associations

Destination

Route Propagation

Target Status  Propagated

172.31.0.0M16 local Active No

0.0.0.0/0 igw-e5ad1481  Active No

@6&1.0}24 vgw-18954d06  Active D

VPC

vpc-e1e00786 (172.31.0.0/18)

Tags
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