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CORFIXYRNOBERIF, ROVYTRIITEN-RIITON—Z3VICETLVTVET,

* Microsoft Windows 7

« Cisco ASA, /N\—2 3> 9.3 BARE

« Cisco ldentity Services Engine (ISE) V7 KNI 7 N—2 32 1.3 L&

« Cisco AnyConnect ¥ 217 EEUT 1 V54T N, N—=232 4.0 LA
« CSD., N\—> 3> 3.6 A&

CORFIXVNORRE, REDFARELCHAZITNARAICETVWTERENELEZ, DR
FIAXRNTEATEIINTOTFNARRF, JUTB (F7AIN ) RETHERZRBLTLE
T ZHEEBPORY ND—OTR, FEONVRIEL>TRIDAEMNI HE2HEZ THOEIELT
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Inside: 192.168.1.1 Dutside: 10.62.145.45

IP Address assgined by
ASAVPN:
192.168.1.10

ASAv.example.com

Windows 7

EERV—BFROEHBVYTT,

- 774l cltestixt ERETBUE—K~ VPN 1—H (EMI—H ) k. HAUY—AAD



TILRY ND—=DF VAN VBETT,
« 774 )lc\test.txt ( FEER ) ZFLEBEVWIUE—RNVPNI—HE, £AVY —ZAANOFHIRFFE
XYRND—=—OTFOEANYVETY, BET—/NMAAANOT IV EADA N RBEENET,

77AINOBERIZEEELHF TS, TOMOEEORYE (VAL AREK, ANATITHE
L Z0ORR TTUT=>32 LYARKNY ) ZEATEERT,

70-RFXDOEBYTT,

« UE—F I—Y&k AnyConnect 24 AR —)LLTVWEEBA. Ch5DOI1—HE CSD &
AnyConnect 27’ O3 -0 32 1EHIZ ASAWeb R—2 (BKTF VPN Z7O7714)
YICTOEALET,

« AnyConnect BHETERITD &, FENI—TFRIHRFEORY NTD—DOF VAN FITE
NE T, FileNotExists EFEFNBDA A FTIVI TIOEARIS— (DAP) F—BLET,

s I—HYNEEERTL (FBTT77A) c\test.txt 24> AK—JL ). AnyConnect (B2
mMUET, SEIEE., 7JLRYRND—OT VAN FTEEhET (FileExists & H(E N2 DAP
RO—HF—BULET ),

RAN AF v ED21—LBEIVRRANCFETAIVARN=ITERT, Y7774
( hostscan-win-4.0.00051-pre-deploy-k9.msi ) l&. Cisco Connection Online (CCO ) THAEZ h
9, EEL, ASAAST Y 1D EETEXRT, RAN AF v iFk. ASAALS7OED
A”ZUHEEB CSDICEENTVET, cOPITRR., 2FBBOFEZFEALET,

BB O/N—= 3> OAnyConnect ( 3.1508] ) Tk, CCOTHERATEDRID/NY r—2
(hostscan_3.1.06073-k9.pkg&x EVA"HVEL 2o < D/NY T—2 & (csd hostscan imageN > R
ZERALUQOASATHEBICRES LU 7OEZa > TEEFITH. AnyConnect/N\—2 324.0IC
FZOATIVEFELERA,

ASA
ATY 71 BRI SSL VPN :&E

ASA F, EEHNBVE—NVPNTIEA (EF21T7IYTYRLAY (SSL) ) TERIRES I
TVEY,

webvpn
enable outside
no anyconnect-essentials
anyconnect image diskO:/anyconnect-win-4.0.00051-k9.pkg 1
anyconnect enable
tunnel-group-1list enable

group-policy All1Protocols internal
group-policy All1Protocols attributes
vpn-tunnel-protocol ikevl ikev2 ssT-client ssl-clientless

tunnel-group TAC type remote-access
tunnel-group TAC general-attributes



address-pool POOL

authentication-server-group ISE3
default-group-policy AlTProtocols
tunnel-group TAC webvpn-attributes

group-alias TAC enable

ip local pool POOL 192.168.1.10-192.168.1.20 mask 255.255.255.0

aaa-server ISE3 protocol radius
aaa-server ISE3 (inside) host 10.1.1.100

key Fedededek

AnyConnect N\Y T —I RO O—REXVEAEThEL =,

ATYT2:CSDDAVAN=)

BEDEREIE. Adaptive Security Device Manager (ASDM ) ZFAL TITHNhET, RIZRT &K
SIC. 72V ILTRELZSRIBDEHIC. CSD/NNYT—2ZF V2 O—RIDBENHYE

ED

@Hme G%c.mhnm Dmmmljam@ngfrm om () Forveasd | ‘9&-&:'

Device List a 8 =
% add [ Delete & Connect

Find: Go
| E10.48.67.158:8443
B 10.48,67.229:449
F:]10.62.145.45:8443
= 10.62,97.55:8443
B 192.1658.11.750:994
,ﬂ 192,168,110, 10434

[[T] secure Desktop Custeenization
[ Host Scan

Locaton: diskl:fosd 3.6.6249-49.0kg Browse Flash. ..
[f] Enable Secure Desktop Upload...
Uninstal |

KIZR9TKSIZ, Secure Desktop ZHRICLBWE DAP RS —TCSD BMEFRATERE

Ao



() Add Endpoint Attribute &3

Endpoint Attribute Type: [File =

Posture Status: = v

[L] Warning |

& Cisco Secure Desktop (CSD) is not enabled. CSD must be enabled to configure File
endpoint attributes.

To enable C5D, go to Configuration > Remaote Access VPN >Secure Desktop
Manager > Setup.

CSD ZBMICT % &, [Secure Desktop Manager ( Secure Desktop Manager ) ] O N ICEE O 7
TAVHFRTRENET,

N —HOTORN LT CEBELEERTWET, BIEE N BAEOREIC DV TR,
Secure Desktop(Vault), Cache Cleaner. Keystroke Logger Detection, & & UFHost
Emulation Detection®BEIE ICBE T2 BHEZSRBL TS EE L,

HostScan ik 5|EfHE T ICHR—MEh, BRI HostScan OFL WIL—ILAFEBINEhET,
RIZRTKDIZ, cltestixt A EHETDENBRENET,


/content/en/us/td/docs/security/csd/csd36/public_notices/vault_cc_ksl_host_emulation_deprecat_notice.html
/content/en/us/td/docs/security/csd/csd36/public_notices/vault_cc_ksl_host_emulation_deprecat_notice.html
/content/en/us/td/docs/security/csd/csd36/public_notices/vault_cc_ksl_host_emulation_deprecat_notice.html
/content/en/us/td/docs/security/csd/csd36/public_notices/vault_cc_ksl_host_emulation_deprecat_notice.html
/content/en/us/td/docs/security/csd/csd36/public_notices/vault_cc_ksl_host_emulation_deprecat_notice.html
/content/en/us/td/docs/security/csd/csd36/public_notices/vault_cc_ksl_host_emulation_deprecat_notice.html
/content/en/us/td/docs/security/csd/csd36/public_notices/vault_cc_ksl_host_emulation_deprecat_notice.html
/content/en/us/td/docs/security/csd/csd36/public_notices/vault_cc_ksl_host_emulation_deprecat_notice.html
/content/en/us/td/docs/security/csd/csd36/public_notices/vault_cc_ksl_host_emulation_deprecat_notice.html
/content/en/us/td/docs/security/csd/csd36/public_notices/vault_cc_ksl_host_emulation_deprecat_notice.html

B 10T, 158843 -

- TR F|

B, 10062.57.55:843

B, 192, 165 1L 250444 i
T s s

F Initrodustion .

‘Creabe enfrias bo be scanned on the endpoint system. The scanned information vl then be stored in the endooint abirbute. Access policies wsing the endpont
mformation can be oonfgured under [fymamic Aooees Pt

Most Scan Exiensions

dvanoed Endpoint Assessment ver 3.6.6259,2

|+ Endpont Assesmment ver 36.6759,2

L‘h‘-ﬂl‘dﬂ' Froduct Hote
ymanbec Conp. Porton Aritivieus 20,x
Force Fie System Protection
Force ¥irus Defiritions Update
if mat updated in Last days
Parsonal Firewal
Vendor Product Hote
[ icrosoft Corp. Microsoft Windows Firewall 7 Supports frewal nulss

Frewal Acton: | None

ALLOW Appbcation Cusiomadpn

1| Edit...

(pse

The action and rules remain effective on dient device even after VPN session ends, please use them with discretion.

Delete

DT ABNTIE, Symantec Norton AntiVirus 20.x3 & UFMicrosoft Windows Firewall 7D 177E % &

FELET, RAFYEZ1—)L(HostScan)iE S DEZEIELETH, BERFTHhELA

(DAPRUS —ERBBLERA ) o

ATY7 3:DAP R —



DAP 7/R1) S —[& HostScan IC& > TIREE N EF—RZ2HZ M4 LTHERAL, TOHKR, VPN 2V
SAVICBENEMEBEALET., ASDM A S DAP RUS —RERTBICIE, RICRTLSIC
. [F&%E ( Configuration ) ]>[JE— K7 Y AVPN ( Remote Access VPN ) > [V ZA1 T ML
ASSLVPN7 2t A ( Clientless SSL VPN Access ) | > [ZAFT VI FUOEA RIS —

( Dynamic Access Policies ) ] D JEIZBEIL £,

Device List @ X ceess > Dynamic Access Policies [

B add [f culete 5 Convact Forfarah ;

Fand: Go For IPsec, AnyCannect Chant, Cherdess S50 VPH, and CutThough Proxy sessiors, you can configune dynamic access pobties [DAF) Fat define which network
B 10,9867, 158443 = recources & user is suthorioed to sooess. Al poboes in e table below ane evslustesd for mabchng mitenion duning sesson establichment. Wien none of the DaP
- i.':l.'ﬂ ﬁil‘llﬂtm pobicies ane matched, e ASA will enforce the DRAtACcessPekoy.

1052, 145 458443
M LOUSZ9T.56!8443 [
B 19316811 750444 e ACL Priority  Hame Metrooric ACL List Wektype ACL List Desiption Acd
_m—_
FleSwisis
[fshcoessPoloy
Host Scan Irmage
Ty i Ml Maransy
m
=R e

RH DR > — (FileExists ) IC& 2T, BEEZAD VPN 7O7 7 AL THERAEhD N XILT
N=TBNERENET (DAY XRTLKTRIEHIC, VPN ZTOT77AMILORERFEBLTVET
)o RIZ, RICRTKRDIC, 77 4) cMtest.txt DEBMF I Y IHNRTENET,

Pobcy Mame: | FleSwsts|
DS oripiaon:
Salection Criteria
Define the A&A and endpoint attributes used to select this access policy. A policy is used when a user's authorization attributes match the AAA atiribute criteria

bedow and every endpoint attribute has been satisfied, These attributes can be created using the tables below and/or by expanding the Advanced opton to
specfy the logical expression text,

User has ANY of the folowing AAA Attributes values. .

ACL Priarity: D

and the folowing endpoint attributes are satisfiad.

-

AU ARtribute Operstonvalue Add Endpeint ID Hame [Operation Vakue Audd
[ Ea | ﬂﬂ....ﬁﬁﬁﬂ....ltjgzj
[ oses (oo
Logeal Op
Advanced ¥
Accessauthorization Pobcy Attributes

Configure access/authorization attributes for this policy. Attribute values spedified here will override those values obtained from the AAA system and the:
group-policy hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-pobicy hisrarchy attributes (those
that are not spedfied in DAP).

' Port Forwarding Lists | Bookmarks | AccessMethod | AnyConnect | AnyConnect Custom Attributes
| acton Metwork ACL Fiters (dhent) % Webtype ACL Filters (dhentiess) Functions
Network ACLs
i -
TORR, FIVAINNRETCREREFTIZTIAVERTENTELA, ACLIEFEAEIT



IWRYRND=OT VAN REENET,
774LF Y VOFHBRICRTESYTY,

[Ej Edit Endpoint Attribute [E3m]

Endpoint Attribute Type: File

@ Existg () Does not exist
Endpoint ID: 1
c:\test. bt
Last Update: | < days
Checksum: =
Compute CRC32 ChecksL

QK ]I Cancel ]I Help

2 DB®RZ— (FileNotExists ) EREKTITA, ORIV —TR, RICRITRSICT7AI
FEELTVWEWCENRHBETT,



Policy Name: FilatiatExists|
Description: ACL Priority: |0
Sedection Criteria
Define the AMA and endpoint attributes used to select this access policy. A policy is used when a user's authorization attributes match the AAR attribute criteria

below and every endpoint attribute has been satisfied, These attributes can be created using the tables below and for by expanding the Advanced option to
spedify the logical expression text.

'User has ANY of the folowing AAA Attributes vakues... v and the following endpoint attributes are satisfied.

AAR Attribate OperationVakse Add Endpoint ID Mame Operation Vake Add
exists Im tue [ eat
[ oeme

Advanced k3

Access/Authorization Policy Attributes
Configure access/authorization attributes for this pobcy. Attribute valses specified here will override those values obtaned from the AAA system and the
group-pobcy hierarchy. The resulting VPN authaorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those
that are ot spedfied in D&F).

| PortForwardnaliste | Bookmarks | Access Mathod | AnyConnect | AnyConnect Custom Attributes
| Acten | Network ACL Fiters (chent) Webtype ACL Filters (chentiess) | Functions
Metwork ACLS
ACL1
ACLL - Add>>

BRIZETIVEAVAN ACLI AREENTVERY, Chik, XY RD—IT VAN HREh
ZFEH VPN I—HICHERAETNET,

FIZRT LS, WMAD DAP RS —A" AnyConnect 7 ZA T NTFOEARZT Y1 LET

o

Access/Authorization Pobcy Attributes
Configure access/authorization attributes for this policy. Attribute values speafied here will override those values obtained from the AAA system and the
group-policy hierarchy. The resulting VPM authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierardhy attributes (those
that are not speafied in DAP),

Action | Netwark ACL Fiters (cient) I _ Webtype ACL Fiters (chentiess) | Functions
Port Forwarding Lists |  Boskmarks |  AccessMethod | AnyCommect | AnyConnect Custom Attributes

Access Method: () Unchanged

@) AnyCormect Chent

Z) Web-Portal

) Both-default-Web-Portal

) Both-default-AnyConnect Chent

ISE

ISE G I1—HRELICERAENET,. KRYRDT—IUF/NAA(ASA) EELWI—HF (cisco) @
HERETDILENBYERT. TOFIEICODVTRINEETREHALEE A



CCT, BRENEEICHELTVWRLAESH EZBRELET,
CSD & AnyConnect D 7’'O0E3a—>J
&k, I—H& AnyConnect 7547 NT7OED a_-_J&EhTVWELA, cOI1—HE

R —IZEERLTVELA (7714 ) cMtestixt 2L ) o https://10.62.145.45 EAHNT B &
VRIERTESIC, I—HRFEIEIZCSD DAV AR=ILICUAAL IV RNENET,

.lll-llll Cisco Secure Desktop

CISCO
& webLaunch Using ActiveX for Installation
Launching Cisco Secure Desktop.
_ Platform
Detection If the software does not start properly, Click here to
end the session cleanly.
- ActiveX

A2 AN=)LIk Java Rz & ActiveX ZEAL TRITTEXRT, CSDHFMVAR—IEhD &,
RICRTRSICA AR —IIENEZENRTENKT,


https://10.62.145.45

-llhll" Cisco Secure Desktop

CISCO
B WebLaunch System Validated
Cisco Secure Desktop successfully validated yvour
_ Platform system.
Detection

Success. Reloading. Please wait...

- Java Detection

- Sun Java

- Success Download

FOWTI—HR, ROKSBIA—YFEICIAALIKNEhET,



Login

Flease enter your username and password.

GROUP: TAC |+
USERNAME: ||
PASSWORD:

Login

REECRII TR E, RESNETOT77A4ILEEEIZ AnyConnect FEBRENhET, CZTHE,

RIZRTEDIZ, ActiveX £l Java Z2FEHTE X T,

TR

cisco AnyConnect Secure Mobility Client

f'} WebLaunch

Platform
" Detection

- Activex

Using ActiveX for Installation

Launching Cisco AnyConnect Secure Mobility Client.

Ifthe software does not start properly, Click here to end

the session cleanly.

AnyConnect Secure Mobility Client Downloader

.

Please wait...

-

Time Left: 9 secs (672.0 KB of 3.34 MB copied)

Downloading AnyConnect Secure Mobility Client 4.0.00051, »

-

Cancel

Help

T, RIERTRSIC VPN BRI ENET,




ninlie

cisco AnyConnect Secure Mobility Client

f'} WebLaunch Using ActiveX for Installation

Launching Cisco AnyConnect Secure Mobility Client.

Platform
= : If the software does not stant properly, Click here to end
Detection )
the session cleanly.
- ActiveX AnyConnect 5ecure Mobility Client Downloader
@ Please wait while the YPM connection is established. .. o
| melp Uownloa

AnyConnect A JRIICITOIDEK, RIZRTEKSIZRAF¥F I YU (HostScan ) #E1TL., ASA
ICLR—NZEEFETHETT,

Y Cisco AnyConnect Secure Mobility Client e @ |23

..............

Posture Assessment: Initiating...

asav Connect

Limited Access - DMS Failure

Z M. AnyConnect I VPN Y2 a > &RIALTKRTLET,
RAF ¥ ZFEAL = AnyConnect VPN v S 3> : JEEEH

AnyConnect THLW VPN Y2 a > &2BI 258, RIUOARATY Sk, siiRORAII—22
Y NIRRENTWBRAF ¥ (HostScan ) TF, HVWTERIAEN 1ThNh, RICRTLSIC



VPN Y>3 fguEhEd,

% Cisco AnyConnect | 10,62.145.45

% Please enter your username and password.
—_—

Group: | TAC - |

Usermame: csco

Flasswnrd: SR

Please enter your username and password.

asaw Connect

Limited Access - DNS Failure

ASA [&. HostScan LIR—MAZEThiECeE2H/RELET,

<#root>
%ASA-7-716603:
Recei ved 4 KB Hostscan data

from IP <10.61.87.251>

RIC, A—YRRREZERITLER T,



<#root>
%ASA-6-113004:
AAA user authentication Successfu

: server = 10.62.145.42 : user = cisco

TSI, TOVPN Y3 0B ZMAALET, "debugdaptrace 255, Z#BMIC TR &,
cltestixt 77 AN FEETEIHLESHDEHBNRENET,

<#root>
DAP_TRACE[128]: dap_install_endpoint_data_to_lua:endpoint.file["1"].

exi sts="fal se"

DAP_TRACE: endpoint.file["1"].exists = "false"
DAP_TRACE[128]: dap_install_endpoint_data_to_lua:endpoint.file["1"].path="

c:\test.txt

DAP_TRACE: endpoint.file["1"].path = "c:\\test.txt"

F£ /. Microsoft Windows 77 A4 70 #—)LICEET D UTOEHRNMNRENET,

<tfroot>

DAP_TRACE[128]: dap_install_endpoint_data_to_lua:endpoint.fw["MSWindowsFW"].exists="false"

DAP_TRACE: endpoint.fw["MSWindowsFW"].exists = "false"

DAP_TRACE[128]: dap_install_endpoint_data_to_lua:endpoint.fw["MSWindowsFW"].description="Microsoft Wind
DAP_TRACE: endpoint.fw["MSWindowsFW"].description =

"M crosoft Wndows Firewall"
DAP_TRACE[128]: dap_install_endpoint_data_to_lua:endpoint.fw["MSWindowsFW"].version="7"
DAP_TRACE: endpoint.fw["MSWindowsFW"].

version = "7"

DAP_TRACE[128]: dap_install_endpoint_data_to_lua:endpoint.fw["MSWindowsFw"].

enabl ed="f ai | ed"

DAP_TRACE: endpoint.fw["MSWindowsFW"].enabled = "failed"

TSI, Symantec VAN ARMKRICBETIBERERENET ( £IFEREL 12 HostScan
Advanced Endpoint Assessment JL—JLICH# 2T ),



ZTORR. DAPRUS—HF—HLET,

<#root>
DAP_TRACE: Username: cisco,

Sel ected DAPs: , Fil eNot Exi sts

CORYZ—IZ&KY), AnyConnect DERAAEHIEh, (BFERUD—ICELLTVEV ) I1—
HICHREFEDORY ND—O TV ERAZRETBTIOEAVANACLI £ EAETIET,

<{froot>

DAP_TRACE:The DAP policy contains the following attributes for user: cisco
DAP _TRACE 1 = === = —— —— — m oo o -
DAP_TRACE:1:

tunnel - prot ocol = svc

DAP_TRACE:2: svc ask = ask: no, dflt: svc
DAP_TRACE: 3:

action = continue

DAP_TRACE:4:

net wor k-acl = ACL1

042k, DAP RS —TETE % ACIDex HL3EHEE ( Radius ERT ISE ICEE h, &L
— L TRBELTERTRCEETEET ) ERENET,

<#root>
endpoint.anyconnect.

clientversion

4.0.00051
endpoint.anyconnect.

pl atform

W n
y

endpoint.anyconnect.devicetype = "innotek GmbH VirtualBox";
endpoint.anyconnect.



pl at f or mver si on

6.1.7600

endpoint.anyconnect.deviceuniqueid = "A1EDD2F14F17803779EB42C281C98DD892F7D34239AECDBB3FEA69D6567B2591"
endpoint.anyconnect.

nmacaddr ess
["Oll] = mn

08- 00- 27- 7f - 5f - 64

endpoint.anyconnect.

user agent

AnyConnect W ndows 4.0.00051

TOHER. VPN EY 2 a2V BBLTVERIYN, XY NI—IOT7 7 EARHIRENET,

<tfroot>
ASAV2#

show vpn-sessi ondb detail anyconnect

Session Type: AnyConnect Detailed

Username
ci sco
Index : 4

Assigned IP

192.168.1. 10

Public IP

10. 61. 87. 251

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)RC4 DTLS-Tunnel: (1)AES128
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS-Tunnel: (1)SHAl
Bytes Tx 1 11432 Bytes Rx : 14709

Pkts Tx : 8 Pkts Rx : 146

Pkts Tx Drop : O Pkts Rx Drop : O
Group Policy : All1Protocols Tunnel Group : TAC

Login Time : 11:58:54 UTC Fri Dec 26 2014

Duration : 0h:07m:54s



Inactivity : Oh:00m:00s
VLAN Mapping : N/A

Audt Sess ID :
Security Grp : none

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

VLAN
0add006400004000549d4d7e

Tunnel ID 1 4.1
Public IP : 10.61.87.251
Encryption I none
TCP Src Port : 49514
Auth Mode : userPassword
Idle Time Out: 30 Minutes
Client 0S : win
Client OS Ver: 6.1.7600
Client Type : AnyConnect
Client Ver
Bytes Tx 5716
Pkts Tx 4
Pkts Tx Drop : O
SSL-Tunnel:
Tunnel ID 1 4.2
Assigned IP : 192.168.1.10
Encryption : RC4
Encapsulation: TLSv1.0
TCP Dst Port : 443
Idle Time Out: 30 Minutes
Client 0S : Windows
Client Type : SSL VPN Client
Client Ver
Bytes Tx 5716
Pkts Tx 4
Pkts Tx Drop : O
Filter Name : ACL1
DTLS-Tunnel:
Tunnel ID : 4.3
Assigned IP : 192.168.1.10
Encryption : AES128
Encapsulation: DTLSv1.0
UDP Dst Port : 443
Idle Time Out: 30 Minutes
Client 0S : Windows
Client Type : DTLS VPN Client
Client Ver
Bytes Tx : 0
Pkts Tx : 0
Pkts Tx Drop : O
Filter Name ACL1
ASAv2#
show access-list ACL1

Hashing

TCP Dst Port :

IdTle TO Left :

. hone

- hone
443

22 Minutes

: Cisco AnyConnect VPN Agent for Windows 4.0.00051

Bytes Rx
Pkts Rx

Pkts Rx Drop :

Public IP
Hashing

TCP Src Port :

Auth Mode

IdTle TO Left :

. 764
01
0

: 10.61.87.251
: SHA1

49517

: userPassword
22 Minutes

: Cisco AnyConnect VPN Agent for Windows 4.0.00051

Bytes Rx
Pkts Rx

Pkts Rx Drop :

Public IP
Hashing

UDP Src Port :

Auth Mode

Idle TO Left :

: 2760
12
0

: 10.61.87.251
: SHA1

52749

: userPassword
24 Minutes

: Cisco AnyConnect VPN Agent for Windows 4.0.00051

Bytes Rx
Pkts Rx

Pkts Rx Drop :

: 11185
: 133
0



access-1list ACL1; 1 elements; name hash: 0Oxe535f5fe
access-list ACL1 line 1 extended permt ip any host 1.1.1.1

(hitcnt=0) 0xe6492cbf

AnyConnect DBEREIZRAF ¥ 7OEAOFMEFIENfr RRENET,

<{froot>

12:57:47 Contacting 10.62.145.45.
12:58:01

Posture Assessnent: Required for access

12:58:01

Posture Assessnent: Checking for updates..

12:58:02

Posture Assessnent: Updating..

12:58:03

Posture Assessnent: Initiating..

12:58:13

Posture Assessnent: Active

12:58:13

Posture Assessnent: Initiating..

12:58:37 User credentials entered.
12:58:43 Establishing VPN session...

12:58:43 The AnyConnect Downloader is performing update checks...

12:58:43 Checking for profile updates...

12:58:43 Checking for product updates...

12:58:43 Checking for customization updates...
12:58:43 Performing any required updates...

12:58:43 The AnyConnect Downloader updates have been completed.
12:58:43 Establishing VPN session...

12:58:43 Establishing VPN - Initiating connection...
12:58:48 Establishing VPN - Examining system...
12:58:48 Establishing VPN - Activating VPN adapter...
12:58:52 Establishing VPN - Configuring system...
12:58:52 Establishing VPN...

12:58:52

Connected to 10.62.145. 45



RAF ¥ &MEHL = AnyConnect VPN Y 2 3> : %L
cltestixt 77 AN ZERL RO T7O—EREEKTT, L L AnyConnect v > 3 A BHKBE
E, T7AIMNBFEETDCENOTICRENET,

<#root>
%ASA-7-734003: DAP: User cisco, Addr 10.61.87.251: Session Attribute endpoint.file["1"].

exi sts="true"

%ASA-7-734003: DAP: User cisco, Addr 10.61.87.251: Session Attribute endpoint.file["1"].

path="c:\test.txt"

TOFER, BIO DAP KU —HNFERAEIhET,

<tfroot>

DAP_TRACE: Username: cisco,

Sel ected DAPs: , Fil eExists

RUS—F, FYRND—DO NS T71v0%4IRT5 ACLZBRALZEEA,
YA EFACLBALULTHBENETT (FLRYRND—DO TOER),

<tfroot>
ASAV2#

show vpn-sessi ondb detail anyconnect

Session Type: AnyConnect Detailed

Username
ci sco
Index : 5

Assigned IP
192.168. 1. 10

Public IP
10. 61. 87. 251
Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium



Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)RC4 DTLS-Tunnel:
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS-Tunnel:
Bytes Tx 1 11432 Bytes Rx 1 6298

Pkts Tx : 8 Pkts Rx 38

Pkts Tx Drop : O Pkts Rx Drop : O

Group Policy : Al1Protocols Tunnel Group : TAC

Login Time : 12:10:28 UTC Fri Dec 26 2014

Duration : Oh:00m:17s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN I none

Audt Sess ID : 0add006400005000549d5034
Security Grp : none

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID : 5.1

Public IP : 10.61.87.251

Encryption I none Hashing I none

TCP Src Port : 49549 TCP Dst Port : 443

Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes

Client 0S : win

Client OS Ver: 6.1.7600

Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.0.00051

Bytes Tx : 5716 Bytes Rx 1 764

Pkts Tx 4 Pkts Rx 1

Pkts Tx Drop : O Pkts Rx Drop : O
SSL-Tunnel:

Tunnel ID : 5.2

Assigned IP : 192.168.1.10 Public IP : 10.61.87.251

Encryption : RC4 Hashing : SHAL

Encapsulation: TLSv1.0 TCP Src Port : 49552

TCP Dst Port : 443 Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes

Client 0S : Windows

Client Type : SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.0.00051

Bytes Tx : 5716 Bytes Rx 1 1345

Pkts Tx 4 Pkts Rx H)

Pkts Tx Drop : O Pkts Rx Drop : O
DTLS-Tunnel:

Tunnel ID : 5.3

Assigned IP : 192.168.1.10 Public IP : 10.61.87.251

Encryption : AES128 Hashing : SHAlL

Encapsulation: DTLSv1.0 UDP Src Port : 54417

UDP Dst Port : 443 Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 30 Minutes

Client 0S : Windows

Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.0.00051

Bytes Tx : 0 Bytes Rx : 4189

Pkts Tx : 0 Pkts Rx : 31

Pkts Tx Drop : O Pkts Rx Drop : O

(1)AES128
(1)SHA1



F /= Anyconnect &, HostScan "7 4 RILIREET, AOAF vV EREFHL TVWB L 2HE
LET,

13:10: 15 Hostscan state idle
13:10: 15 Hostscan is waiting for the next scan

N BT, ISECHAEMERRTF Y EV 1 —LEBATHCEEHELET,
NS 21—k

CCTR, BEOKRS TN 2 —F 4T I_ERATEZBERERLET,

AnyConnect DART

AnyConnect Tlt, RICTRT &S ICHOMEEEN REENET,

Cisco AnyConnect Secure Mobility Client = | e

I'Ilillll
CISCO

AnyConnect Secure-Mobility Client

Preferences | Statistics | Route Details | Firewall | Message History

13:45:00 Contacting asav. .
13:45:09 Connection attempt has failed.

13:45:13 Contacting 10.6.2.145.45,

13:45:21 Posture Assessment: Required for access

13:45:21 Posture Assessment: Checking for updates...

13:45:22 Posture Assessment: Initiating...

13:45:31 Posture Assessment: Active

13:45:31 Posture Assessment: Initiating...

13:45:35 User credentials entered.

13:45:41 Hostscan state idle

13:45:41 Hostscan is waiting for the next scan

13:45:42 Establishing VPN session. ..

13:45:42 The AnyConnect Downloader is performing update checks...
13:45:42 Checdking for profile updates...

13:45:42 Checking for product updates. ..

13:45:42 Chedking for customization updates...

13:45:42 Performing any required updates...

13:45:42 The AnyConnect Downloader updates have been completed.
13:45:47 Establishing YPM session. ..

13:45:47 Establishing YPM - Initiating connection...

13:45:52 Establishing YPM - Examining system. ..




C DHEEEE, AnyConnect DIXTOOTZREL., FAINY T LEIC zip 774 ELTREFEL
£9, <® ZIP 77 14 JLA® Cisco AnyConnect Secure Mobility Client/Anyconnect.txt (05 A
BENTVET,

ChiZkt), ASA ICBET 2 1EHAEME I, HostScan ICTF—FPNENERE I T,

<#root>

Date : 12/26/2014
Time : 12:58:01
Type : Information
Source : acvpnui

Description : Function: ConnectMgr::processResponseString
File: .\ConnectMgr.cpp

Line: 10286

Invoked Function: ConnectMgr::processResponseString
Return Code: 0 (0x00000000)

Description: HostScan request detected.

TNE, HOBHOOTIC, CSDAMVAR=—ILEAhTVWAENRENETT, Ok, CSD
7O aZ>J&, TN AnyConnect EHZRAF Y EEEICRLTVET,

<#root>

CSD detected, launching CSD

Posture Assessment: Required for access
Gathering CSD version information.

Posture Assessment: Checking for updates...
CSD version file located

Downl oadi ng and | aunchi ng CSD

Posture Assessment: Updating...
Downloading CSD update

CSD Stub located

Posture Assessment: Initiating...

Launchi ng CSD

Initializing CSD

Perform ng CSD prelogin verification.
CSD prelogin verification finished with return code 0

Starting CSD system scan

CSD successfully Tlaunched



Post ure Assessnent: Active

CSD Taunched, continuing until token 1is validated.
Posture Assessment: Initiating...

Checking CSD token for validity
Waiting for CSD token validity result
CSD token validity check completed
CSD Token is now valid

CSD Token val i dated successfully
Aut henti cati on succeeded

Est abl i shing VPN session. ..

ASA & AnyConnect BOBEEIEHKELE N, ASARBENDFIVINAKAERITTDRSICERL
£9, AnyConnect FZDRSBTFIVY (FEDVAIINAREDRIIBE ) ZRITTEDLS
ICTBHLEHIC, BMOF—R2ZZAVO0—RLET,

TAC TT—A%ZH<BAIE. ASA A5 Tshow techs & KU Tdebug dap trace 255, &£ &£ &IC
Dart OJ ZHRMFLET,

BYIE 5 ¥

¢« RAN AF ¥ OBLUVPRAF ¥ 21— )L DERFE - Cisco AnyConnect 2¥17 FEEU T
1A DFAT R TPREZARL—R HAR

e« CiscolSE74Fa L -3 HARODRAF ¥ H—EX

e CiscOISE13 7 RE_AML—F HA R

s TUO_HIN HYR—KE RFI XTI - Cisco Systems
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